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 Wireless networks are becoming a more and more common form of 

networking and communication, with several uses in many industries. 

However, the rising popularity has also increased security risks, such as 

Denial of service (DoS) attacks. To solve these issues, DoS attack detection 

and hill climbing (DDHC) based optimal forwarder selection in wireless 

network. The suggested method seeks to efficiently identify DoS attacks and 

enhance network performance by preventing the communication hiccups 

brought on by such attacks. Fuzzy learning method is suggested to analyze 

trends and find DoS threats. The node bandwidth, connectivity, packet 

received rate, utilized energy and response time parameters to detect the 

node abnormality. This abnormality decides the node’s future state and 

detects the DoS attacker. A fuzzy learning algorithm is proposed to detect 

DoS attacks, which increases attack detection accuracy and lowers false 

alarm rates. Using the HC procedure, the proposed system transmits data 

from sender to receiver. Simulation results illustrate the DDHC mechanism 

increases the DoS attacker detection ratio and minimizes the false positive 

ratio. Furthermore, it raises the network throughput and reduces the delay in 

the network. 
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1. INTRODUCTION 

Intrusion detection in a wireless network refers to the capacity to identify illegal network access. 

Such illegal access gravely threatens the confidentiality, integrity, and availability of the system and the data 

it maintains [1]. Experts in this profession often use various methods that monitor network traffic to find 

anomalous activities, preserve data, and prevent adverse outcomes. Well-known cyberattacks such as denial 

of service (DoS) attempt to consume the computational resources of a host or network, rendering them 

unavailable to authorized users or adversely impacting the performance of their computer system.  

https://creativecommons.org/licenses/by-sa/4.0/
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Software exploits and flooding attacks are two types of DoS attacks [2]. In software exploits, the attacker 

uses server vulnerabilities to shut down services or significantly reduce server performance. Flooding attacks 

cause the issues mentioned above because the attacker exhausts system resources by submitting many 

erroneous requests [3]. 

An arithmetical optimization named hill climbing (HC) is utilized for local searching. HC search is a 

better solution in the locality (neighborhood) to confirm the present condition [4]. If it reaches the receiver 

with better quality, re-examine and quit else, revise the present state in prolonged condition. Afterward, 

iterate the steps till a result is decided or there is no appearance of recent operator residue in the present state. 

Moreover, two stages are proceeding in the loop. Firstly, the unapplied operator is selected and applied in the 

present state and builds the fresh state. Validating the fresh state is the next stage. A better state quality is 

selected from the above stages to present in HC [5]. It guides to quality of a solution invention. Several 

problems are managed, which is HC benefits. In this criterion, customization and alteration of the method is 

approved. For example, adaptation and discrete domains are operated. To raise the local searching capability, 

the HC cause is included in the introduced approach. HC is the simplest local searching procedure. Initially, 

it begins with an arbitrary solution and then shits iteratively from a root-to-child solution until no best-child 

solutions are recognized. By the necessary opinion of the HC technique, it raises the local searching ability. 

Problem statement: a method using artificial neural networks (NNs) to identify DoS  

attacks (ANND) via management frames. The suggested method seeks to efficiently identify bogus  

de-authentication/disassociation frames and enhance network performance by preventing the communication 

hiccups brought on by such attacks [6]. In order to analyze patterns and characteristics in the management 

frames sent back and forth between wireless devices, the proposed NN method makes use of machine 

learning techniques. The system can develop the ability to precisely identify probable DoS attacks by training 

the NN. However, this mechanism increases the false alarm rate in the network. In addition, it can’t forward 

the data efficiently. 

Work contribution: the contribution of DoS attack detection and hill climbing (DDHC) mechanism 

is specified below. The proposed mechanism utilizes a Fuzzy learning method to find out DoS threats.  

The node bandwidth, connectivity, packet received rate, utilized energy and response time parameters to 

detect the node abnormality. This abnormality decides the node's future state and detects the DoS attacker. 

Furthermore, the HC algorithm forms the optimal route by HC fitness function. This fitness function is 

computed based on node energy, node-link terminal time, the distance between two nodes, and hop counts. 

The highest fitness function node is elected as an optimal forwarder for data transmission in the WANET.  

A fuzzy learning algorithm is proposed to detect DoS attacks, which increases attack detection accuracy and 

lowers false alarm rates. The remaining portion of this paper is prepared as follows. The DDHC mechanism 

is introduced in section 2. Section 3 explains the simulation results, and section 4 concludes the article with a 

summary and future research of PHHO mechanism. 

It is not surprising that a lot of research is done daily to defend networks against DoS attacks since 

this form of attack causes a wireless network to go down completely or partially [6]. Multiple categories may 

be used to categorize DoS attacks [7]. The mobile node’s limited resources are the focus of a flooding-based 

DoS attack, culminating in a denial of sleep attack and excessive battery backup use [8]. In a DoS attack 

using synchronize sequence number (SYN) flooding, the attacker sends several fake SYN packets, exceeding 

the target buffer and congesting the network. The following article is split into three sections: i) using 

Bayesian inference to describe SYN traffic mathematically; ii) demonstrating that Bayesian inference and 

exponentially weighted moving average are equivalent; and iii) creating an effective method for detecting 

SYN flooding attacks using Bayesian inference. 

In order to improve the capacity to withstand attacks, this research suggests a secondary frequency 

control strategy based on intrusion detectors [9]. It evaluates the potential for false detection of intrusion 

detectors against DoS attacks since most of the current attack-resilient controllers assume the complete 

accuracy of intrusion detection systems. The real attack option can only be detected instead of presuming that 

a defense will be aware of it. Therefore, the suggested frequency controller changes its control gains based on 

the detected attack choice rather than the actual attack. A deep learning technique to build an intrusion 

detection and prevention system that can recognize and stop DoS attacks [10]. The deep learning model 

divides received packets to the web server into normal packets and DoS attack categories to reduce DoS 

attacks. This method enables you to switch between the system's DoS detection mode and the prevention 

mode, and it can visually and textually show information from captured and categorized packets [11].  

DoS attack detection approach for addressing the performance problems caused by DoS attacks that use data 

plane development kit (DPDK) to embed intelligence [12]. This innovative framework is known as a DPDK-

based DoS detection framework since DPDK offers quick packet processing and data plane monitoring. 

Additionally, the statistical anomaly detection technique, which uses DPDK to implement it as a virtual 

network function on the data plane, provides quick detection of DDoS attacks. 
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Framework for message queuing telemetry transport (MQTT) protocol DoS attack detection is 

tested using real-world, protocol-compliant scenarios [13]. A DoS attack detection system based on machine 

learning is used to defend MQTT message brokers against such attacks. A reliable, nonparametric, 

unmodified detection method for media-access control layer DoS attacks [14]. This method tracks the 

successful transmissions and terminal collisions in the network using truncated sequential Kolmogorov-

Smirnov statistics. The efficient DoS attacks detection goal is to provide an effective intrusion detection 

system (IDS) for identifying DoS attacks [15]. This work presents a thorough empirical investigation aimed 

at assessing several Data mining approaches, which were initially tried utilizing all available data and 

assessed in terms of detection accuracy and time complexity. A feature selection method has also been used 

to decrease the area surrounding features and achieve a high accuracy rate. Attacks on availability, such as 

DoS, attempt to prohibit genuine users from using the network. Keep in mind that DoS attacks are distinct 

from selfish actions driven by potential rewards [16]. DoS attacks are simple to carry out, especially in the 

wireless realm, due to the broadcast nature of wireless networks. In addition, other 802.11-specific DoS 

vulnerabilities have recently been experimental. A DoS attack may be easily launched by an adversary due to 

the shared nature of the medium [17]. A rogue node may continuously broadcast a radio signal to prevent 

authorized users from using the medium and/or to obstruct reception. The malicious nodes are referred to as 

jammers, and this behavior is known as jamming. Jamming methods range from simple attacks that 

continuously transmit interference signals to more complex ones that target specific protocol weaknesses. 

The issue of event-based fault identification for unmanned surface vehicles (USVs) subject to DoS 

jammer attacks is addressed [18]. A robust event-triggered mechanism is implemented to lessen the USV 

system's energy consumption and bandwidth use while reducing the impact of DoS attacks. Attacks using 

distributed denial of service (DDoS) floods are among the main worries for security experts. DDoS flooding 

attacks are often overt efforts to obstruct services from being accessed by authorized users [19]. Attackers 

often obtain access to many computers by assembling attack armies using the vulnerabilities of those 

machines. An attacker may launch a coordinated, massive attack on one or more targets after assembling an 

attacking army. The intrusion detection and prevention system is working on creating a complete defensive 

system against known and expected DDoS flooding attacks. The severity of the DDoS flooding attack issue 

and efforts to address it. By using reflection techniques, an intelligent attack circumvents blacklists, IP, 

packet-count or session/transaction-based rate limiting, and automatic message generation detection systems 

found in modern security perimeters [20]. It also creates legitimate traffic. 

A blockchain-based method detects the network’s malicious node [21]. Many trust strategies 

transmit linear aggregation to gather dissimilar trust-impact properties via confidence evaluation in these 

application regions like multi-agent systems and service environments. Concurrently applied linear 

aggregation method to combining confidence features such as recommendations, experience, knowledge, and 

so on to transmit trust materialize uneven missing speculative and realistic maintain. Thus, trust evaluation 

accuracy could be doubtful [22]. Trust assessment illustrates the diversity in disparate appliances. Although 

these methods can compute trust, they moreover broadcast huge appropriate arithmetical requirements for 

evaluation. Sporadically, it is nonflexible for apprehension samples. The collection of trust-relevant features 

and establishing the rule significantly concern the precision of trust evaluation. It ignores intelligence and 

active sustain [23]. A fuzzy trust model and artificial bee colony algorithms are proposed to compute the 

indirect trust. The artificial bee colony algorithm is functional to optimize the trust model to identify 

dishonest attacks [24]. A secure clustering with a fuzzy trust assessment approach handles communication 

uncertainty. In this approach, the fuzzy controller measures the trust. An adaptive trust threshold method is 

utilized to separate the malicious nodes from the network [25]. The scope of ML algorithm for cyber security 

concentrating on regions; for example, detections of intrusion, spam, as well as malware on computer 

network, to provide complete the complexities ML methods concentrate in defending cyberspaces from 

attack [26]. The IoT, that incorporates a several devices to offer elevated and intelligent services, has to 

defend user privacy and deal attacks, for example; spoofing attacks, DoS attacks, jamming, as well as 

eavesdropping [27]. 

 

 

2. PROPOSED METHOD 

2.1.  Fuzzy learning-based DoS attack detection 

This mechanism uses the fuzzy learning algorithm to recognize and prevent an attack. To find the 

attack, the fuzzy learning method is used. This method combines the Q-learning with the fuzzy min-max 

action selection and reward function. The module that recognizes the malicious packet is hazy. The values 

crossing the threshold value are reported after comparing the present packet and a typical packet.  

It comprises a knowledge base, an expert analyst, a feature extractor, fuzzification, and the fuzzy inference 

engine. The threat profile is produced by the feature extractor using the network traffic. 
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The proposed system would increase system accuracy by basing the threat profile on packet 

received rate (PRR), response time (RT), bandwidth (B), connection (C), and energy utilization (E). These 

variables are the fuzzy system’s input like P = {RT, B, C, E, and PRR}. Here, PRR stands for packet 

reception rate, E for energy consumption, B for packet length from sender to receiver, and C for the number 

of connections to a similar node. RT also represents a variance in the time difference between two links 

during a specific time window. The fuzzy inference engine’s fuzzy rules to derive a new fact are stored in the 

knowledge base. According to the expert analyst, defuzzification impacts whether or not the examined 

packets are attacked. The fuzzy system’s output, which depicts agent A(t)’s behavior, is abnormality.  

The definition of fuzzy rules is dependent on the fuzzy inputs. Modeling of the discovered attack activity 

takes into account the fuzzy state. The fuzzy logic (FL) controller, used by the FL agent, determines the 

weights to be given to each potential future state. The ideal cost may be attained through connection with the 

threshold value. 

 

2.2.  HC-based optimal route formation 

Route discovery is the major problem in wireless networks. In the normal route discovery method, 

the sender forms the route by the shortest route. This route does not need awareness of the next-hop nodes; as 

a result, node failure or link failure occurs. Hence, the transmitted data packet will be dropped. To solve these 

issues, the HC method for detecting the best next hop nodes. The best-received result is next passed to the 

HC to speed up the search and defeat the slow convergence technique. HC is an iterative technique that 

initiates with a random resolution to a difficulty. Next, tries to decide on a better resolution by incrementally 

shifting a particular resolution component. While the adjustment makes a better solution, the incremental 

update is executed on the recent solution that is continual till no additional improvements can be established. 

Applying an HC fitness function, this method aims to decide optimal routes from sender to receiver.  

This fitness function is computed by the node energy, distance, node hop count, and link termination time. 

The procedure of the HC is given: 

1. Preliminary solution = next node 

2. Whilst 𝑓(𝑠ender) ≤ 𝑓 (next node) sender € Neighbours (next node) do 

3. Make a sender € Neighbours (next node); 

4. If fitness (sender) > fitness (next node), then 

5. Replace the sender with the next node; 

6. End If 
 

2.2.1. Distance (D) 

The distance metric is the sum of the node's links to all other neighboring. Distance is a significant 

parameter during forwarder selection from sender to receiver. Whenever a node detaches itself from its 

neighbour through a large distance (d), extra energy and power is necessary to transport information, leading 

to enhanced energy utilization as shown in (1). 
 

𝐷 = ∑ 𝑑(𝑗, 𝑘) (1) 

 

2.2.2. Link termination time (LTT) 

LTT indicates how extended a connection will stay dynamic. The LTT of two nodes represents the 

duration of the association of the two nodes within a transmission range. Distance represents that the 

forwarder node wants to travel to get out of range of the sender node. The longer this period of time travel, 

the more stable the connectivity between nodes. This period of time is decided by how rapidly the uneven 

node takes place and is computed by (2). The relative velocity is applied to discover the direction of the node 

movement and the relative velocity is computed by the (3). 
 

𝐿𝑇𝑇 =
𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒  

𝑅𝑒𝑙𝑎𝑡𝑖𝑣𝑒 𝑉𝑒𝑙𝑜𝑐𝑖𝑡𝑦
    (2) 

 

𝑅𝑒𝑙𝑎𝑡𝑖𝑣𝑒 𝑉𝑒𝑙𝑜𝑐𝑖𝑡𝑦 =
𝐷𝑖𝑠𝑝𝑙𝑎𝑐𝑒𝑚𝑒𝑛𝑡

𝑡𝑖𝑚𝑒
 (3) 

 

2.2.3. Residual energy (RE) 

RE is a significant parameter to determine the relay node. The smallest amount of energy just one 

node utilizes preceding being selected as its forwarder; the higher its residual energy, the greater its 

probability of being selected as the transmitter. The RE computation is specified by (4). 
 

𝑅𝐸 = 𝐼𝑛𝑖𝑡𝑖𝑎𝑙 𝐸𝑛𝑒𝑟𝑔𝑦 − 𝑈𝑡𝑖𝑙𝑖𝑧𝑒𝑑 𝐸𝑛𝑒𝑟𝑔𝑦 (4) 

tan

Re

Dis ce
LTT

lative velocity
=
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2.2.4. Hop count 

The hop count represents the count of hops or linking nodes, including the full of its connected 

neighbors. The count of the hop is minimum, and a lesser amount of energy is utilized; also, the data packet 

forwarding delay is minimum. Table 1 illustrates the algorithm of the DDHC approach. Initially, the next. 

node's distance is decided, then calculates the link termination time and residual energy. Finally, calculate the 

node hop count. The HC method fitness function (FF) for forwarder selection is given in (5). 

 

𝐹𝐹 = 𝛿1(𝑓1) + 𝛿2(𝑓2)+𝛿3(𝑓3) + 𝛿4(𝑓4) (5) 

 

Here, 𝑓1indicates node distance, 𝑓2 indicates the link termination time, 𝑓3 the residual energy, and 𝑓4 the hop 

count. Here, ∑ 𝛿𝑗
4
𝑗=1 =  𝛿𝑗 ∈ (0,1). The lowest fitness function node is replaced as the best forwarder node. 

Algorithm 1 determines the DDHC mechanism. 

 

Algorithm 1. DDHC mechanism 
Start 

Input: PRR, RT, C, B, E, node distance, link expiration time, hop count 

Output: DoS attack detection, best forwarder selection 

DoS attack detection 

Fuzzy learning algorithm do 

Fuzzy Input: Compute PRR, RT, B, C, E 

Fuzzy Output: Evaluate node abnormality 

Predict node future states  

Detect DoS attack 

optimal route formation 

HC algorithm do 

fitness function computation 

node distance 

link expiration time 

node residual energy 

hop count 

best forwarder selection 

data transmission 

receiver reaches the data 

Stop 

 

 

3. SIMULATION ANALYSIS  

This paper uses the network simulator (ns)-2.28 [28] to measure the network performance of the 

ANND and DDHC approaches. Here, 200 wireless nodes are used for measuring the network performance 

and these nodes are moving arbitrarily. This approach uses 802.11 medium access control (MAC) for 

execution. The wireless nodes transmission range is 220 meters and 20 DoS nodes are arbitrarily distributed 

in the field. To evaluate the execution of the introduced approach, wireless nodes speed from 1 m/s and 

5 m/s, correspondingly [29]. The function of the DDHC is measured by delay, lifetime, throughput and DoS 

detection ratio, and the false positive ratio of routing. These parameters specifies the performance of the 

Table 1 demonstrates the parameters and values for measuring the network performance. 

Throughput shows the efficiency of the proposed method. It is defined as the data effectively 

forwarded through the transmission link. Figure 1 illustrates the ANND and DDHC approaches for 

Throughput established on wireless nodes. From Figure 1, the DDHC approach increases the throughput 

value when it marginally decreases the node count. 
 

 

Table 1. Simulation parameters of DDHC 
Parameters Values 

Simulation region 700*600 m2 

Wireless node count 200 
DoS attacker count 20  

Bandwidth 2 Mbps 

Simulation time 500 Sec 
Initial energy 1 Joule 

Size of the packet 1024 bytes 

Antenna Omni directional 
Range of transmission 220 m 

MAC 802.11 

Node distribution Arbitrarily 
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Since the DDHC approach detects the DoS node and optimal forwarder, it efficiently transmits the 

data from sender to receiver. But, the existing approach raises the node count, and the throughput value is 

highly minimized because the ANND approach increases the false alarm and can’t use the optimal route.  

A lifetime of the network is defined as the time that the energy of the first wireless node in the network turns 

to be entirely dead. Figure 2 explains ANND and DDHC approaches for false positive ratio. 

From Figure 2, when the node count is raised, the false positive ratio also rises; but, in the ANND,  

if the number of wireless nodes rises, the false positive ratio is highly increased since it can’t detect the DoS 

attack efficiently. However, the DDHC mechanism uses fuzzy Learning to detect the DoS attack efficiently. 

Figure 3 explains ANND and DDHC approaches for a lifetime based on wireless nodes. 
 

 

 
 

Figure 1. ANND and DDHC approaches for throughput 
 

 

 
 

Figure 2. ANND and DDHC approach for false positive ratio 
 

 

 
 

Figure 3. ANND and DDHC approaches for a lifetime 
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From Figure 3, the lifetime enhances as the amount of nodes rises; on the contrary, in the case of 

ANND, if the number of wireless nodes rises, the lifetime will reduce since with raising the amount of 

wireless nodes, more wireless nodes concentrate on transmitting the data, and it is extremely chanceful for a 

node to expire at any time. In addition, ANND cannot evade unnecessary packet communications. But, the 

DDHC approach transmits the data through an optimal route, thus enhancing the lifetime. Figure 4 explains 

the ANND and DDHC approaches DoS attack detection ratio. 

 

 

 
 

Figure 4. ANND and DDHC approaches for DoS attack detection ratio 

 

 

Generally, the DoS attack detection ratio is minimized by increasing the wireless nodes count.  

But, the proposed DDHC mechanism slightly minimizes the detection ratio because it uses fuzzy learning 

based on node abnormality. This abnormality is measured by bandwidth, connectivity, energy utilization, 

PRR, and response time. But, the existing ANND mechanism increases the false alarm rate. Figure 5 

demonstrates ANND and DDHC approaches Delay based on wireless nodes. 

 

 

 
 

Figure 5. ANND and DDHC approaches for delay 

 

 

From Figure 5, the ANND and DDHC mechanisms increase the delay value when raises the wireless 

nodes. In DDHC, the fuzzy learning method detects the DoS attack efficiently; furthermore, the HC method 

also selects the optimal forwarder, reducing the number of features and minimizing the network delay. HC 

method based choose the forwarder is minimized the network. But, the existing ANND mechanism raises the 

delay compared to the DDHC mechanism. 
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4. CONCLUSION 

Dos attacks make the system perform worse. Data security and privacy are the two main concerns 

with wireless networks. Special preventative strategies are needed to defend against DoS attacks in wireless 

networks. The objective of this paper to detect the DoS attack and enhance routing efficiency. The fuzzy 

learning method is suggested to analyze trends and find DoS threats. The node bandwidth, connectivity, 

packet received rate, utilized energy and response time parameters to detect the node abnormality. This 

abnormality decides the node’s future state and detects the DoS attacker. It decreases the number of false 

alarms and increases the system’s accuracy. Finally, they select the optimal forwarder from sender to receiver 

by applying the HC method fitness function. This fitness function is computed based on the node energy, 

distance, node hop count, and link termination time. The application of this mechanism to utilized in military 

security. Experimental outcomes demonstrated that the DDHC mechanism raised the detection ratio and 

minimized the false positive ratio. In addition, it raised the network throughput and lifetime in the wireless 

network. The DDHC mechanism does not concentrate on energy efficiency. The clustering with improve 

network lifetime concept may be perform in future. 
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