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 The concept of supply and demand drives the scales of various markets in 
today’s world. When it comes to producing a quality product, the right kind 

of steps need to be taken to ensure that its quality can be supplemented with 

the process of its making. A supply chain is a business process that delineates 

the creation of a product. One such supply chain is the drug supply chain, 
focusing on the manufacturing and distribution of drugs. It is implied that 

there is an immense importance of traceability in the drug supply chain to 

ensure transparency amongst various actors and ultimately the end user. 

Improving on this crucial parameter allows drug supply chains to be carefully 
monitored and adhere to the various compliances from governing bodies.  

This work aim is to provide organizations with solutions that allow them to 

ameliorate the supply chain management. Using the blockchain technology, 

various transactions recorded in the supply chain can be checked against 
providing strong traceability and secure record-keeping. The positives that are 

provided by the blockchain transform the supply chain to a much more 

efficient and improved operation, impacting various facets of the process for 

the better. 
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1. INTRODUCTION 

Supply chain in the healthcare is a group of number of self-made units. These units are in the form of 

crude material suppliers, manufacturers, distributers, medical stores and patients. Due to the complexity 

involved in the entire chain of supply chain there are chances to produce wrong information throughout the 

process [1]–[3]. Also, the system may not be transparent and may not have original/complete data. Due to such 

incomplete information the drugs produced can’t be original and effective. The duplicate drugs can have 

adverse impact on human health as well as there is a big loss of revenue of health care industry [4]–[6]. Due to 

incomplete information, centrally controlled data, and competition between multiple stakeholders tracking of 

material is very difficult in the supply chain management [7], [8]. Hence the entire process affects badly the 

supply chain which may lead to drug misplacement, break down the whole process [9]. Ultimately it leads to 

it leads to breakdown of entire management of supply chain. Hence this paper presents an Ethereum based 

blockchain approach using smart contracts and decentralization of data in supply chain for easy tracking of 

product of healthcare supply chain. 

https://creativecommons.org/licenses/by-sa/4.0/
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Supply chains are extremely important as they have a large-scale impact across various industries and 

global markets [10], [11]. Many supply chain-oriented businesses admit to not having a concrete methodology 

to manage it. The most impactful and sensitive supply chain where mistakes could be lethal is the drug supply 

chain. The primary need for drug traceability arises due to the complicated structure of a healthcare supply 

chain [12], [13]. Blockchain based approach could potentially solve complex supply chain issues of healthcare 

industry. The importance of drug traceability (track and trace) is highly needed and forced by several countries 

across the world [14], [15]. Drug traceability has become an integral part of the healthcare supply chain due to 

its important factors including authenticity, track and trace [16]. 

To address challenge of traceability and tracking efforts have been made by multiple authors so far. 

This paper presents a work which uses blockchain technology for drug supply chain management. The main 

objectives of the proposed system is: 

i). To provide solution for drug supply chain management system which includes security, traceability, 

immutability, and accessibility using blockchain technology. 

ii). To create and elaborate supply chains including various entities and assign respective roles. 

iii). To address the issue of transparency and authenticity for stakeholders. 

iv). To eliminate the need of intermediaries and keep track of transactions in an immutable ledger. 

v). To create smart contracts to handle various transactions. 

vi). To streamline transactional workflow for every entity in the supply chain using decentralized blockchain 

infrastructure. 

vii). To improve traceability and operational efficiency by presenting the consumers with real, verifiable and 

immutable data. 

The ideation of the proposed system focusses to aid pharmaceutical companies in setting up and 

managing their drug supply chains by using ideals of the blockchain technology. The system aims to solve 

discrepancies and streamline communication between various actors in the supply chain as well as allow 

companies to keep a track of product history through various phases of the supply chain [1], [2]. The system 

aims at minimize the losses of transactions and resources incurred due to the mismanagement of supply chains 

by allowing pharmaceutical companies to create, track and streamline their respective product chains [5], [6]. 

The basic concept of blockchain technology is similar to linked list data structure. Blockchain is a 

shared network where each node keeps local copy of all the blocks. Blockchain technology have feature of 

self-cryptography useful for transaction and public availability of distributed and centralized ledgers [17], [18]. 

The chains of blocks are connected via cryptographic constructs (hashes) are difficult to tamper the information. 

The records created are immutable and maintain integrity of the data stored on the ledger [19], [20]. 

Apart from being a blockchain oriented application, the project’s domain becomes multi-faceted. It is 

aimed at assisting medical organizations and pharma businesses set up business-oriented supply chains [21]–[23]. 

This allows us to focus on both the healthcare and supply chain industries and draw inspiration from them. The 

use of blockchain allows a secure ledger to record all transactions of goods and materials in the chain [24]–[26]. 

The paper is organized in the four sections. The first section is introduction of the work, second section is 

methodology, third section is of result and discussion and last section is the conclusion of the work. Each of 

the sections is explained in details in the subsequent part of the paper. 

 

 

2. METHOD 

2.1.  Literature review 

The authors performed a rigorous literature review. A comprehensive study of literature indicates all 

the possible techniques and solutions proposed to address the drug traceability and drug duplicity issue.  

This section discusses various approaches used by the various authors in the literature. 

Bhalerao et al. [27] presented a case wherein a simpler implementation is prescribed to streamline 

supply chains and allow for more transparency. It focuses on the more specific case of maintaining the 

temperature of a vulnerable material substance and thus develops its case around this particular case study. 

Although it presents a sufficiently good case to represent the usage of blockchain in its use case, it fails to bring 

up the true nature of blockchain’s advantage of using it in the space of supply chain. It doesn’t reveal itself 

fully enough to showcase the actual implementation of the application and only provides a rough idea of what 

the actual software’s architecture is. 

Wang et al. [28] examined the potential disruptive impact of blockchain technology in the supply 

chain industry. Upon careful analysis, it is inferred that enterprises and businesses prefer the technology on a 

permissioned network to ensure privacy, security, and access control. Consequently, the owner or enterprise 

retains centralized control. One particular area where blockchain offers significant value is in enhancing 

product visibility and traceability. However, there are certain technological hurdles associated with the 

implementation of this technology. One major challenge is the risk of a hacking attempt aimed at gaining 
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control of the consensus validation by compromising more than 50% of the network. This threat poses a greater 

danger to permissioned networks compared to permission less networks. Additionally, latency and transactions 

per second pose another obstacle in utilizing blockchain effectively. Furthermore, the authors delve into the 

introduction and integration of the internet of things (IoT) within the realm of blockchain technology. This 

integration enables the generation of data through IoT devices, which can subsequently be leveraged for 

business purposes. 

Chang and Chen [29] investigated the current state, potential uses, and future prospects of blockchain 

technology in supply chain management. The study involves a comprehensive review of existing literature on 

blockchain-based supply chain research to gain insights into its development and to identify the advantages, 

challenges, and issues in this domain. The analysis examines 106 review articles, providing an overview of 

how blockchain and smart contracts are applied in managing supply chains across various industries. The study 

highlights four key areas for future focus: traceability and transparency, stakeholder collaboration, supply chain 

integration and digitalization, and standard frameworks on blockchain-based platforms. The traditional supply 

chain faces challenges related to intermediaries, trust, and performance. Blockchain has the potential to 

revolutionize supply chain operations by enhancing performance, enabling distributed governance, and 

automating processes. It also points out the need for further research in technical adoption, integration of 

blockchain into supply chains, and the social impacts of these developments. 

Shah et al. [30] explored the conceptualization and practical implementation of a streamlined process 

for tracking products within the supply chain, minimizing the need for manual intervention. The proposed 

approach suggests that this objective can be effectively achieved by incorporating radio frequency 

identification (RFID) technology, which provides real-time data. By utilizing RFIDs, each product within the 

supply chain is assigned a unique identifier that can be automatically detected and captured by RFID readers. 

This technology enables seamless tracking and monitoring of products as they move through various stages of 

the supply chain, such as production, warehousing, transportation, and delivery. The implementation of RFIDs 

in the supply chain reduces the need for manual data entry and minimizes the chances of human error. Instead 

of relying on labor-intensive processes, such as manual scanning or paperwork, RFIDs enable automatic and 

efficient data capture. 

Ferdous et al. [31] examined various consensus algorithms, namely proof of work (PoW), proof of 

stake (PoS), and proof of elapsed time (PoET) with respect to their ability to validate transactions without 

relying on a third-party intermediary. The authors highlighted the energy-intensive nature and vulnerability to 

attacks of PoW and PoS, while also acknowledging their high scalability. Conversely, PoET is emphasized as 

an energy-efficient alternative. In addition, the work provides a concise overview of the hyperledger project, 

initiated by the Linux foundation, which specifically addresses the requirements of enterprises in the context 

of permissioned blockchains. The authors of the paper conducted a comprehensive analysis of annual data to 

examine the preference for different consensus algorithms. Interestingly, their findings revealed that a 

significant number of users still heavily rely on the PoW algorithm despite its drawbacks. 

Hugos [32] described a collection of works and papers by various authors, that enumerates various 

issues and aspects of a supply chain and provides operational and design-wise management of the same. It talks 

about the essence of supply chains and what their designs should be like, covering a wide array of topics like 

supply chain operations, new technologies that can be incorporated, metrics for measuring performance of the 

chain and elucidates many such issues and parameters that revolve around supply chains. This paper was 

primarily used to get a contextual understanding of the industry that our proposed idea was going to impact. 

Therefore, this massive knowledge bank includes various instances of modern abilities of supply chains and 

its impacts on global variables like the economy. It also delves into certain commercial aspects of supply chain 

management wherein it attempts to find scope of supply chains in fresh “modern-day” economies and 

opportunities. Although it is quite comprehensive, it is not a “quick” guide, its volume in the knowledge it tries 

to deliver is at times too much for someone who wants to get an overview on the topic. Needless to say, this 

refined collection of texts allowed us to think from perspectives that are relevant to the management of  

supply chains. 

Cui and Idota [33] addressed the crucial challenge of enhancing supply chain resilience. Through a 

comprehensive analysis of the existing literature, the authors emphasize the significance of effective 

information sharing in mitigating risks and improving resilience. They propose a decentralized information 

sharing mechanism as a solution, offering a novel approach to address the challenges in supply chain 

management. The paper showcases the benefits of their proposed mechanism through simulations or case 

studies, highlighting its effectiveness in enhancing operational efficiency and resilience. Although their case is 

strong, it fails to make any sound implementation of the paper’s major idea, therefore, the idea dies at a 

hypothesis state and does not attach itself to any solid result. 

Zhang et al. [34] described blockchain technologies, like the bitcoin system, operate as decentralized 

networks where each participant maintains a record of all transactions in order to independently verify new 

transactions. However, this decentralized approach results in a rapid growth of the blockchain transaction 
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database’s size. As a consequence, nodes must continuously expand their memory capacity to sustain system 

operations, especially in the context of the big data era, where increasing network traffic accelerates the 

transaction growth rate. This research addresses the issue of blockchain transaction database storage by 

proposing techniques for efficient storage management. The technique utilizes a recognition method based on 

the least recently used (LRU) algorithm to categorize blockchain transaction databases into hot zones and cold 

zones. Through the relocation of unspent transaction outputs from the in-memory transaction databases, the 

proposed approach successfully attains storage efficiency. The paper includes theoretical analysis to 

demonstrate the effectiveness of the optimization method, and extensive experiments confirm that the proposed 

solution outperforms the current mechanisms used for blockchain transaction databases. 

Juričić et al. [35] offered unique perspectives on blockchain technology and suggest a class of 

computational problems for which no efficient solution algorithm has been found as a viable replacement for 

the current consensus algorithm. In this research, a wide variety of proposed alternatives is considered, 

including distributed volunteering for scientific purposes and different consensus algorithms that can be used 

in cryptocurrencies. By leveraging the unique properties of unsolved computational problems, diverse domains 

such as science, biology, medicine, and finance can benefit from effective problem-solving capabilities. 

Additionally, this approach has the potential to enhance business processes, optimize markets, payments, and 

supply chains, while simultaneously reducing environmental costs. The paper emphasizes the ongoing 

development and adoption of alternative mechanisms to replace less efficient blockchain algorithms. 

Khan et al. [36] examined the influence of blockchain technology on supply chains, carefully 

evaluating the advantages and obstacles associated with its implementation. It sheds light on the prevalent 

challenges faced by supply chains, such as limited visibility and the need for sustainable processes. Through a 

thorough analysis, the study demonstrates the crucial role of blockchain technology in enhancing the 

sustainability of supply chains. However, it also emphasizes that to fully leverage the benefits of blockchain, 

it is imperative to have unwavering commitment from top management and the implementation of efficient 

organizational policies. Ultimately, the work concludes by emphasizing the capability of blockchain to enable 

real-time product tracking, leading to substantial reductions in supply chain costs. 

The literature reviewed is summarized in a Table 1, the attributes of the table contains title of the 

paper surveyed, authors, remarks. The remarks are in the form of key features of the paper. The key features 

are mainly in the form of advantages, disadvantages, technical aspects used in the paper. The summary of 

literature survey is used to formalize the problem statement of the proposed work. 

 

2.2.  Working 

The Figure 1 illustrates a high-level workflow of the proposed pharmaceutical supply chain redefined 

using ideals of blockchain. The system deals with linking various actors and entities in the supply chain over 

a block chain network using smart contracts. The Pharmaceutical Company who wishes to track the immutable 

records of their supply chain registers on the application and registers its respective actors during the process. 

A smart contract is developed for each actor in the chain. The records are updated by each actor at every step 

of the chain. The smart contracts mentioned in the Figure 1 are integrated into a predefined supply chain smart 

contract. The data and records in the same can be accessed by the application through an application 

programming interface (API) and are thus rendered on the graphic user interface (GUI) of the application. 

Figure 2 explains the high-level workflow of the application. The Pharmaceutical Company registers 

on the application by entering necessary information or logging into their accounts if already created.  

The application sets up the supply chain once the pharmaceutical organization creates its actors and entities. 

The supply chain defines these actors/entities which interact with the smart contracts using the metamask 

wallets. The status of the products and the records are updated into the supply chain which can be then queried 

by any authorized actors or the Pharmaceutical Company. 

The Figure 3 illustrates the system architecture in the form of structural division of the pharmaceutical 

supply chain web application into three components: frontend, backend and smart contracts that encompass all 

the functionalities of the application. The frontend of the web application consists primarily the user interface 

which has been developed using frameworks like ReactJS for structuring the components and Tailwind 

cascading style sheets (CSS) for styling the components respectively. The user interface is further divided into 

several components such as pages for login and registration purposes, landing page, there is a verification 

functionality that validates the authentication of the pharmaceutical company signing up. The frontend also 

consists of a real-time dashboard that displays all the events that have been recorded and tracked by the smart 

contracts such as actor addition, deliverable and product generation, product shipping, transformation and 

ownership transfer functions. The dashboard in the pharmaceutical supply chain plays a crucial role in 

providing a visual representation of all the events logged by the application. The dashboard enables actors to 

view and monitor the different transactions and activities happening in the supply chain. The dashboard 
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provides real-time data and insights on the status of products, their location, and other critical information that 

can help identify potential issues and improve supply chain efficiency. 

 

 

Table 1. Summary of literature survey 
Sr. No. Title of paper Authors Remarks 

1 Supply chain management using blockchain Bhalerao et al. [27] Paper emphasizes on the importance of proper 

temperature maintenance of vulnerable materials; it 

contains no implementation details with respect to the 

blockchain technology. 

2 Understanding blockchain technology for 

future supply chains: a systematic literature 

review and research agenda 

Wang et al. [28] Paper analyzed a general preference of business 

enterprises w.r.t the blockchain network used in their 

supply chain operations. With a concept of integration 

of IoT into the system, the paper delves into the 

potential improvement of the supply chain operations 

in the industry. 

3 When blockchain meets supply chain: a 

systematic literature review on current 

development and potential application 

Chang and Chen [29] This study provides valuable insights into the current 

state and future potential of blockchain in supply chain 

management, addressing critical issues and 

highlighting the benefits and challenges associated 

with its adoption. 

4 Blockchain-based pharmaceutical drug 

supply chain management system 

Shah et al. [30] Paper presents an innovative approach for product 

tracking in the supply chain by integrating RFID 

technology, offering real-time data and streamlining 

the process while minimizing human intervention and 

potential errors. 

5 Blockchain consensus algorithms: a survey Ferdous et al. [31] Paper thoroughly examines different consensus 

algorithms, highlighting their strengths and 

weaknesses. It also provides valuable insights into the 

Hyperledger project and presents intriguing findings 

on the continued usage of the energy-intensive PoW 

algorithm in spite of its limitations. 

6 Essentials of supply chain management Hugos [32] Paper provides a comprehensive collection of works 

and papers on various aspects of supply chain 

management, offering valuable insights and 

perspectives for understanding the industry and its 

impact on global variables. 

7 Improving supply chain resilience with 

establishing a decentralized information 

sharing mechanism 

Cui and Idota [33] The paper presents a promising concept of 

decentralized information sharing for improving 

supply chain resilience, but lacks concrete 

implementation and empirical results to support its 

hypothesis. 

8 A storage optimization scheme for blockchain 

transaction databases 

Zhang et al. [34] The paper addresses the challenge of growing 

blockchain transaction databases and proposes a 

storage optimization scheme based on expiration 

recognition methods, showing improved performance 

compared to the current mechanisms. 

9 Optimizing the resource consumption of 

blockchain technology in business systems 

Juričić et al. [35] The research explores the potential of incorporating 

NP-complete problems as an alternative consensus 

algorithm in blockchain technology, highlighting their 

applicability in various domains and potential for 

enhancing efficiency and usability. 

10 Blockchain technologies as enablers of supply 

chain mapping for sustainable supply chains 

Khan et al. [36] This research paper provides a comprehensive 

evaluation of the impact of blockchain technology on 

supply chains, highlighting its potential in improving 

sustainability and reducing costs, while emphasizing 

the need for management commitment and efficient 

organizational policies for successful implementation. 

 

 

The backend of the pharmaceutical supply chain is based on node.js architecture and consists of 

several components that perform different functions. The user-related create, read, update and delete (CRUD) 

operations enable the creation, retrieval, updating, and deletion of actor-related information in the database. 

This component provides the necessary functionality for registering and managing actor accounts in the system. 

The email verification API enables the verification of user email addresses to ensure the authenticity of user 

accounts. When a new user registers and adds actors in the supply chain, the API sends a verification email 

containing a unique link that the user must click to verify their email address and activate their account. The 

mailing functions component provides the necessary functionality for inviting users to join the supply chain 

network. This component sends out email invitations containing a link to the registration page, allowing new 

users to join the network. The express routes component defines the endpoints for the various APIs used in the 
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system. This component provides a standardized way for clients to interact with the backend system and 

perform necessary actions, such as creating new products, transforming and shipping products, updating supply 

chain information, and retrieving data. 

 

 

 
 

Figure 1. System workflow 

 

 

 
 

Figure 2. High level workflow 

 

 

The blockchain components of the pharmaceutical supply chain web application consist of several 

files and contracts that work together to ensure the integrity and security of the supply chain data. The smart 

contract application binary interface (ABI) file defines the interface for the smart contracts used in the system. 

The compile script is used to compile the smart contracts written in solidity. The deploy script is used to deploy 

the compiled contracts to the Ethereum blockchain. The web3.js specification is a JavaScript library that allows 

interaction with the Ethereum blockchain. The Mumbai/Goerli testnet is a testing environment used to test the 

smart contracts and the system. The supply chain factory contract is used to create new supply chain contracts. 

The supply chain contract contains the necessary functions and events to manage the supply chain data. It also 

manages the creation and tracking of various actors in the supply chain and provides the necessary functionality 

to perform the different actions, such as creating deliverables, shipping products, and transforming products. 

In this system, the frontend plays a crucial role in fetching and processing information from 

blockchain transaction logs to construct a comprehensive timeline. The timeline comprises essential details 

such as date, time, location, and the responsible entity for each event recorded in the blockchain. The events 

are categorized, and based on these categories, the frontend intelligently renders the timeline for the user.  

The level of detail presented on the frontend depends on the user’s authorization status within the blockchain 

network. If the user is an authorized actor, such as a participant within the blockchain network, they gain access 
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to a more exhaustive and intricate timeline view. On the other hand, if the user is a customer without direct 

involvement in the blockchain, they are presented with a simplified and abstracted version of the timeline 

tailored to their specific requirements. To facilitate the customer’s access to this timeline, a QR code is 

generated using the log details by the blockchain entity, enabling convenient and secure retrieval of the relevant 

information. By leveraging the frontend’s capabilities, users can interact with the blockchain data efficiently 

and effortlessly. The frontend’s ability to extract, structure, and present essential information from the complex 

blockchain logs enhances the user experience, making it easier for both authorized actors and customers to 

access pertinent details. The authorization-based differentiation of timeline views ensures that sensitive 

information remains secure and accessible only to relevant parties, safeguarding the integrity and privacy of 

the blockchain network. With the convenience of QR code scanning, customers can effortlessly access an 

abstracted version of the timeline, tailored to their specific needs, without the need for technical expertise or 

direct involvement in the blockchain. 

 

 

 
 

Figure 3. System architecture 

 

 

Ethereum’s cardinal feature to developers was its ability to allow self-executing scripts to be “hosted” 

on the blockchain, from where they could be interacted with by the other accounts of the blockchain and 

perform transactions or their proposed tasks. This opened up the accessibility of blockchains to a larger bracket 

and allowed developers to make better use of its unique infrastructure. Smart contracts allow an account on the 

blockchain to interact with itself and provide other value propositions to the user. The understanding of the 

word “contract” to a layman would be an apt description of how these scripts work. The contract’s functions 

can be externally triggered by any account transacting on the blockchain, it is imperative that certain conditions 

can be written into the contract which can allow itself to execute separate functions depending upon the payload 

of the transaction. As is innate to the characteristic of a transaction, all “calls” to the smart contract are traceable 

in the realm of the blockchain. Due to the nature of the project’s objective and the desired result, it was agreed 

upon that smart contracts would be the ideal hallmark of blockchains that could be experimented and exploited 

to achieve the goal of the application. Hence three smart contracts were designed that could provide a well-

connected instrument of communication and preserve the supply chain’s state behind a cryptographically 

bound system. 

The logic of the smart contracts written in solidity was initially compiled using the solidity compiler. 

Web3 library was used to deploy the compiled smart contracts to local Ethereum blockchain. A web3 instance 

was created and connected to the local Ethereum blockchain. The contracts to be deployed were obtained from 

the ‘compiledDeploySupplyChain.json’ file, which should contain the ABI and bytecode of the contract.  

The deploy function was defined which is an asynchronous function that will handle the deployment of the 

smart contract. The web3.eth.getAccounts() is called wherever required in the react.js code to get a list of 
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available Ethereum accounts. These accounts are necessary to deploy the contract. The ABI also allows to call 

other methods implemented in the smart contracts as and when required in the react code written for frontend. 

Error handling was used to handle any errors that may occur during the contract deployment. If there is an 

error, it will be logged to the console otherwise if the deployment is successful, the deployed contract’s address 

will be available for future use. 

 

 

3. RESULTS AND DISCUSSION 

3.1.  QR code 

The blockchain-based drug supply chain project implementation involved attaching a unique QR code 

to each drug pack, allowing customers to scan the code and access the tracking logs specific to that drug.  

QR code that contains encrypted information related to the drug’s origin, manufacturing details, and supply 

chain journey. The sample QR code is shown in Figure 4. 

 

 

 
 

Figure 4. QR code attached to drug packets 

 

 

3.2.  Tracking logs 

The tracking logs stored on the blockchain prove to be highly effective in ensuring the traceability of 

drugs throughout the supply chain. Each time a drug pack moved from one entity to another, the relevant 

information, such as date, time, location, and responsible party, is recorded on the blockchain. This enables 

stakeholders, including suppliers, manufacturers, distributors, and end users, to access and verify the complete 

journey of the drug. Figure 5 shows web interface of the tracking system. 

 

 

 
 

Figure 5. Web interface on scanning the QR code 

 

 

3.3.  Supply chain transparency 

By leveraging blockchain technology, the project significantly improves transparency within the drug 

supply chain. The tracking logs attached to the QR codes provided an immutable and auditable record of each 

drug’s movement, ensuring accountability and reducing the risk of counterfeit or compromised products.  

This increases transparency contributed to building trust among stakeholders and strengthening the overall 

integrity of the supply chain. 
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3.4.  Security and data integrity 

The blockchain-based system demonstrates robust security measures and ensures data integrity 

throughout the supply chain. The use of decentralized ledger technology eliminates the need for a central 

authority, reducing the risk of data tampering or manipulation. The security is maintained using encryption and 

integrity with the help of immutable blocks of blockchain. 

 

 

4. CONCLUSION 

The proposed application caters to the creation of elaborate supply chains, ensures transparency and 

authenticity, eliminates the need for intermediaries, and keeps track of all transactions, processes and events in 

an immutable ledger which can greatly benefit the pharmaceutical industry. Also, it creates, track, streamline 

their product chains and minimize the losses incurred due to mismanagement and enable a more efficient and 

reliable supply chain. This application can lead to increased trust and confidence in the pharmaceutical 

industry, ultimately benefiting all stakeholders involved. Furthermore, the use of blockchain technology in the 

pharmaceutical industry can also improve the safety and security of the supply chain by reducing the risk of 

counterfeit drugs and ensuring compliance with regulatory standards. The immutable nature of the blockchain 

ledger allows for easy tracing and auditing of the entire supply chain, from the production of raw materials to 

the distribution of finished products. Moreover, the decentralized nature of blockchain ensures that there is no 

single point of failure in the system, making it more resilient to cyber-attacks and ensuring the continuity of 

operations even in the face of disruptive events. The adoption of blockchain technology in the pharmaceutical 

industry can revolutionize the supply chain management process by enhancing transparency, security,  

and efficiency. This can translate into significant cost savings, better compliance, and ultimately, improved  

patient outcomes. 

 

 

ACKNOWLEDGEMENTS 

We acknowledge all who directly or indirectly helped in the development of this work. We are grateful 

to parents, family members, friends and colleagues who helped for the development and preparation of this 

paper. Our special thanks to our employers for their support from the very beginning for the publication  

of this paper. 

 

 

REFERENCES 
[1] J. M. Song, J. Sung, and T. Park, “Applications of blockchain to improve supply chain traceability,” Procedia Computer Science, 

vol. 162, pp. 119–122, 2019, doi: 10.1016/j.procs.2019.11.266. 

[2] R. Kumar and R. Tripathi, “Traceability of counterfeit medicine supply chain through Blockchain,” in 11th International Conference 

on Communication Systems and Networks, COMSNETS, Jan. 2019, pp. 568–570, doi: 10.1109/COMSNETS.2019.8711418. 

[3] M. Reda, K. D. Bernard, T. Fatima, and M. Azouazi, “Blockchain in health supply chain management: state of art challenges and 

opportunities,” Procedia Computer Science, vol. 175, pp. 706–709, 2020, doi: 10.1016/j.procs.2020.07.104. 

[4] V. Ahmadi, S. Benjelloun, M. El Kik, T. Sharma, H. Chi, and W. Zhou, “Drug governance: IoT-based blockchain implementation 

in the pharmaceutical supply chain,” in 6th International Conference on Mobile and Secure Services, MOBISECSERV, Feb. 2020, 

pp. 1–8, doi: 10.1109/MobiSecServ48690.2020.9042950. 

[5] A. Musamih et al., “A blockchain-based approach for drug traceability in healthcare supply chain,” IEEE Access, vol. 9,  

pp. 9728–9743, 2021, doi: 10.1109/ACCESS.2021.3049920. 

[6] Y. Huang, J. Wu, and C. Long, “Drugledger: a practical blockchain system for drug traceability and regulation,” in Proceedings - 

IEEE 2018 International Congress on Cybermatics: 2018 IEEE Conferences on Internet of Things, Green Computing and 

Communications, Cyber, Physical and Social Computing, Smart Data, Blockchain, Computer and Information Technology, 

iThings/Gree, Jul. 2018, pp. 1137–1144, doi: 10.1109/Cybermatics_2018.2018.00206. 

[7] M. Dave, K. Patil, R. Jaiswal, and R. Pawar, “Monitoring supply chain of pharmaceutical drugs using blockchain,” in 2022 IEEE 

Delhi Section Conference, DELCON 2022, Feb. 2022, pp. 1–5, doi: 10.1109/DELCON54057.2022.9753598. 

[8] E. Manavalan and K. Jayakrishna, “A review of internet of things (IoT) embedded sustainable supply chain for industry 4.0 

requirements,” Computers and Industrial Engineering, vol. 127, pp. 925–953, Jan. 2019, doi: 10.1016/j.cie.2018.11.030. 

[9] W. C. Tan and M. S. Sidhu, “Review of RFID and IoT integration in supply chain management,” Operations Research Perspectives, 

vol. 9, p. 100229, 2022, doi: 10.1016/j.orp.2022.100229. 

[10] I. A. Omar, R. Jayaraman, M. S. Debe, K. Salah, I. Yaqoob, and M. Omar, “Automating procurement contracts in the healthcare supply 

chain using blockchain smart contracts,” IEEE Access, vol. 9, pp. 37397–37409, 2021, doi: 10.1109/ACCESS.2021.3062471. 

[11] A. Pathak et al., “Blockchain technology in pharmaceutical supply chain management,” in Proceedings - 2022 14th IEEE 

International Conference on Computational Intelligence and Communication Networks, CICN 2022, Dec. 2022, pp. 723–727,  

doi: 10.1109/CICN56167.2022.10008335. 

[12] R. Chatterjee and R. Chatterjee, “An overview of the emerging technology: blockchain,” in Proceedings - 2017 International 

Conference on Computational Intelligence and Networks, CINE 2017, Oct. 2018, pp. 126–127, doi: 10.1109/CINE.2017.33. 

[13] M. Dabbagh, M. Sookhak, and N. S. Safa, “The evolution of blockchain: a bibliometric study,” IEEE Access, vol. 7,  

pp. 19212–19221, 2019, doi: 10.1109/ACCESS.2019.2895646. 

[14] T. Bocek, B. B. Rodrigues, T. Strasser, and B. Stiller, “Blockchains everywhere-a use-case of blockchains in the pharma supply-

chain,” in Proceedings of the IM 2017 - 2017 IFIP/IEEE International Symposium on Integrated Network and Service Management, 

May 2017, pp. 772–777, doi: 10.23919/INM.2017.7987376. 



                ISSN: 2502-4752 

Indonesian J Elec Eng & Comp Sci, Vol. 33, No. 1, January 2024: 485-495 

494 

[15] P. P. Ray, Di. Dash, K. Salah, and N. Kumar, “Blockchain for IoT-based healthcare: background, consensus, platforms, and use 

cases,” IEEE Systems Journal, vol. 15, no. 1, pp. 85–94, Mar. 2021, doi: 10.1109/JSYST.2020.2963840. 

[16] R. Jáuregui-Velarde, D. H. Celis, C. Y. Arias, and L. Andrade-Arenas, “A critical review of the state of computer security in the 

health sector,” Bulletin of Electrical Engineering and Informatics (BEEI), vol. 12, no. 6, pp. 3805–3816, Dec. 2023,  

doi: 10.11591/eei.v12i6.5394. 

[17] J. Al-Muhtadi, A. Hasan, K. Saleem, A. Gawanmeh, and J. J. P. C. Rodrigues, “Blockchain for global vaccinations efforts: state of 

the art, challenges, and future directions,” International Journal of Electrical and Computer Engineering (IJECE), vol. 13, no. 5,  

pp. 5576–5587, Oct. 2023, doi: 10.11591/ijece.v13i5.pp5576-5587. 

[18] N. S. Al-Blihed, N. F. Al-Mufadi, N. T. Al-Harbi, I. A. Al-Omari, and M. A. Al-Hagery, “Blockchain and machine learning in the 

internet of things: a review of smart healthcare,” IAES International Journal of Artificial Intelligence (IJAI), vol. 12, no. 3, pp. 995–

1006, Sep. 2023, doi: 10.11591/ijai.v12.i3.pp995-1006. 

[19] D. K. Nandalal and R. Bhakthavatchalu, “Design of programmable hardware security modules for enhancing blockchain based 

security framework,” International Journal of Electrical and Computer Engineering (IJECE), vol. 13, no. 3, pp. 3178–3191, Jun. 

2023, doi: 10.11591/ijece.v13i3.pp3178-3191. 

[20] R. Delfianti, B. Mustaqim, F. Nusyura, A. Priyadi, I. Abadi, and A. Soeprijanto, “Implementation design of energy trading 

monitoring application for blockchain technology-based wheeling cases,” International Journal of Electrical and Computer 

Engineering (IJECE), vol. 13, no. 3, pp. 2931–2941, Jun. 2023, doi: 10.11591/ijece.v13i3.pp2931-2941. 

[21] F. Z. Chentouf and S. Bouchkaren, “Security and privacy in smart city: a secure e-voting system based on blockchain,” International 

Journal of Electrical and Computer Engineering (IJECE), vol. 13, no. 2, pp. 1848–1857, Apr. 2023,  

doi: 10.11591/ijece.v13i2.pp1848-1857. 

[22] M. Al-Shabi and A. Al-Qarafi, “Improving blockchain security for the internet of things: challenges and solutions,” International 

Journal of Electrical and Computer Engineering, vol. 12, no. 5, pp. 5619–5629, Oct. 2022, doi: 10.11591/ijece.v12i5.pp5619-5629. 

[23] S. G. Kumar, B. Sriman, A. Murugan, and B. Muruganantham, “IoT-smart contracts in data trusted exchange supplied chain based 

on block chain,” International Journal of Electrical and Computer Engineering (IJECE), vol. 10, no. 1, pp. 438–446, Feb. 2020,  

doi: 10.11591/ijece.v10i1.pp438-446. 

[24] A. H. Mohammed and R. M. A. Hussein, “Security services for internet of thing smart health care solutions based blockchain 

technology,” Telkomnika (Telecommunication Computing Electronics and Control), vol. 20, no. 4, pp. 772–779, Aug. 2022,  

doi: 10.12928/TELKOMNIKA.v20i4.23765. 

[25] N. Nizamuddin and A. Abugabah, “Blockchain for automotive: an insight towards the IPFS blockchain-based auto insurance 

sector,” International Journal of Electrical and Computer Engineering (IJECE), vol. 11, no. 3, pp. 2443–2456, Jun. 2021,  

doi: 10.11591/ijece.v11i3.pp2443-2456. 

[26] U. N. B. Said, M. R. Baharon, M. Z. Mas’ud, A. Idris, and N. A. A. Salleh, “Blockchain-IoT supply chain: systematic literature 

review,” Telkomnika (Telecommunication Computing Electronics and Control), vol. 21, no. 5, pp. 1020–1029, Oct. 2023,  

doi: 10.12928/TELKOMNIKA.v21i5.24699. 

[27] S. Bhalerao, S. Agarwal, S. Borkar, S. Anekar, N. Kulkarni, and S. Bhagwat, “Supply chain management using blockchain,” in 

Proceedings of the International Conference on Intelligent Sustainable Systems, ICISS 2019, Feb. 2019, pp. 456–459,  

doi: 10.1109/ISS1.2019.8908031. 

[28] Y. Wang, J. H. Han, and P. Beynon-Davies, “Understanding blockchain technology for future supply chains: a systematic literature 

review and research agenda,” Supply Chain Management, vol. 24, no. 1, pp. 62–84, Jan. 2019, doi: 10.1108/SCM-03-2018-0148. 

[29] S. E. Chang and Y. Chen, “When blockchain meets supply chain: a systematic literature review on current development and potential 

applications,” IEEE Access, vol. 8, pp. 62478–62494, 2020, doi: 10.1109/ACCESS.2020.2983601. 

[30] K. Shah, S. Rana, N. Solanki, V. Desai, D. Prajapati, and U. Vasita, “Blockchain-based pharmaceutical drug supply chain 

management system,” In 2022 International Conference on Electrical, Computer, Communications and Mechatronics Engineering 

(ICECCME), Nov. 2022, doi: 10.1109/ICECCME55909.2022.9987875. 

[31] M. S. Ferdous, M. J. M. Chowdhury, M. A. Hoque, and A. Colman, “Blockchain consensus algorithms: a survey,” arXiv preprint, 

pp. 1–39, 2020, doi: 10.48550/arXiv.2001.07091. 

[32] M. Hugos, Essentials of Supply Chain Management, John Wiley & Sons, 2018. 

[33] Y. Cui and H. Idota, “Improving supply chain resilience with establishing a decentralized information sharing mechanism,” in ACM 

International Conference Proceeding Series, Jul. 2018, pp. 1–7, doi: 10.1145/3227696.3227723. 

[34] J. Zhang, S. Zhong, J. Wang, X. Yu, and O. Alfarraj, “A storage optimization scheme for blockchain transaction databases,” 

Computer Systems Science and Engineering, vol. 36, no. 3, pp. 521–535, 2021, doi: 10.32604/csse.2021.014530. 

[35] V. Juričić, M. Radošević, and E. Fuzul, “Optimizing the resource consumption of blockchain technology in business systems,” 

Business Systems Research, vol. 11, no. 3, pp. 78–92, Nov. 2020, doi: 10.2478/bsrj-2020-0028. 

[36] S. A. Khan, M. S. Mubarik, S. Kusi-Sarpong, H. Gupta, S. I. Zaman, and M. Mubarik, “Blockchain technologies as enablers of 

supply chain mapping for sustainable supply chains,” Business Strategy and the Environment, vol. 31, no. 8, pp. 3742–3756, Mar. 

2022, doi: 10.1002/bse.3029. 

 

 

BIOGRAPHIES OF AUTHORS 

 

 

Dr. Vijaykumar Bidve     is Associate Professor at School of CSIT, Symbiosis 
Skills and Professional University, Kiwale, Pune, Maharashtra, India. He holds a Ph.D. 

degree in computer science and engineering with specialization in software engineering. His 

research areas are software engineering, machine learning, cyber security. Dr Vijaykumar 

has published six patents. He has published more than 40 research articles in national and 
international journals. He is a life member of ISTE. He is working as an expert for various 

subjects. Also, he has worked as a reviewer for various conferences and journals. He can be 

contacted at email: vijay.bidve@gmail.com. 

https://orcid.org/0000-0001-6490-9262
https://scholar.google.com/citations?user=p8XqWdgAAAAJ
https://www.scopus.com/authid/detail.uri?authorId=56809302900
https://www.webofscience.com/wos/author/record/AEC-5109-2022


Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

Blockchain based drug supply chain for decentralized network (Vijaykumar Bidve) 

495 

 

Aryan Hamine     is a recent engineering graduate with a bachelor’s degree in 

Information Technology, having obtained a distinction class and working as a Junior 

Software Developer at CrelioHealth. He worked as a core committee member for both the 

google developer student clubs (DSC) and the association for computing machinery (ACM) 
student chapter. His area of interest is blockchain, data structures and algorithms.  

His comprehensive and versatile academic background, combined with his penchant for 

cutting-edge technologies, sets him apart as a promising and accomplished young 

professional in the realm of information technology. He can be contacted at email: 
haminearyan@gmail.com. 

 

 

Sharwari Akre     is a recent engineering graduate with a bachelor’s degree in 

Information Technology and working as a Software Analyst at Capgemini. Throughout her 

undergraduate course, she maintained a strong academic record, consistently achieving top 
performance in her studies. One of her strengths lies in logic building and problem-solving, 

which has been honed through practical experiences and academic endeavours.  

As she embarks on the next chapter of her career, she looks forward to making valuable 

contributions to the IT industry while continuously seeking opportunities for personal and 

professional growth. She can be contacted at email: sharwari.akre@gmail.com. 

 

 

Mr. Yash Ghan     is a recent engineering graduate with a bachelor’s degree in 

Information Technology and working as a Graduate Engineer Trainee at Jio. He is a skilled 
and passionate software developer with expertise in C++, JavaScript, React, Node.js, and 

data structures and algorithms. He possesses a strong background in solving real-life 

problems during hackathons and thrives in competitive environments that involve problem-

solving contests focused on data structures and algorithms (DSA). He also has experience in 
blockchain technology with skills in solidity and knowledge of smart contracts with 

experience to understand the intricacies of decentralised systems and their applications.  

He can be contacted at email: yashdghan@gmail.com. 

 

 

Dr. Pakiriswamy Sarasu     is director international and industry relations, 
Professor in Computer Science Engineering Department at Kalasalingam Academy of 

Research and Education, Tamilnadu, India. She holds a Ph.D. degree in Computer Science 

and Engineering She did her masters in Embedded Systems Technology and Bachelors in 

Computer Science Engineering. Her research areas include chaotic systems, cryptography 
and autonomous vehicle. She played a major role in creating innovation entrepreneurial 

ecosystem and more than 120 startups are created under her guidance and mentorship. She is 

continuously involved in mentoring students and faculty members for innovation and 

entrepreneurship. One patent is granted for her as one of the inventors. She can be contacted 
at email: sarasujivat@gmail.com. 

 

 

Dr. Ganesh Pakle     is head of Department and Dean IT services at Shri Guru 

Gobind Singhji Institute of Engineering and Technology, Nanded, Pune, Maharashtra, India. 

He holds a Ph.D. degree in computer science and engineering with specialization in computer 

network. His research areas are software engineering and computer network. He is working 
as an expert for various subjects. Also, he has worked as a reviewer for various conferences 

and journals. He can be contacted at email: g.pakle@gmail.com. 

 

https://orcid.org/0009-0008-8272-6986
https://scholar.google.co.in/citations?hl=en&user=hB66TUkAAAAJ
https://www.webofscience.com/wos/author/record/IZE-3856-2023
https://orcid.org/0009-0006-8493-8419
https://www.webofscience.com/wos/author/record/IZE-2483-2023
https://orcid.org/0009-0008-3675-6199
https://scholar.google.co.in/citations?hl=en&user=nZxYFDkAAAAJ
https://www.webofscience.com/wos/author/record/IYT-0361-2023
https://orcid.org/0000-0002-0494-6309
https://scholar.google.com/citations?hl=en&user=w8cTKvIAAAAJ
https://www.scopus.com/authid/detail.uri?authorId=54784793200
https://www.webofscience.com/wos/author/record/L-1097-2016
https://orcid.org/0000-0003-0574-0166
https://www.scopus.com/authid/detail.uri?authorId=57194772844

