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The autonomous vehicles (AVs) are a part of vehicular ad hoc network
(VANET) technology which is gaining a lot of researchers' attention for
making the vehicle smarter and safer. In VANETS, the vehicles transmit
various types of messages, some are important in terms of human lives while
others are for infotainment. These messages give various information to the
driver so that the driver can take appropriate precautions on the roads. In this
work, the main aim was to concentrate on the safety messages that are very
important in VANET infrastructure. In VANET the information transmitted
are open, hence it is very easy for any attacker to manipulate or change the
critical messages. Hence, in this paper, we intend to implement security to
these safety messages by encrypting the elliptic curve digital signature
algorithm (ECDSA) algorithm which is further optimized by ate pairing. The
results have been compared with the traditional ECDSA in terms of
throughput. By using the hybrid ECDSA, we increase the strength of ECDSA
and still maintain the integrity of ECDSA, making sure that the authenticity
of the vehicles and privacy of the messages is maintained within the VANET
infrastructure.

This is an open access article under the CC BY-SA license.

[Noe

Corresponding Author:

Ravi Kalkundari

Department of Computer Science and Engineering
Karnataka Law Society's Gogte Institute of Technology
Affiliated to Visvesvaraya Technological University

Belagavi, Karnataka, India
Email: ravi.kalkundrio5@gmail.com

1. INTRODUCTION

The automobile industry has been improving and growing significantly in recent years. Improvements
like computer systems and automation of mechanical and manual functions have been incorporated into
modern vehicles. Modern vehicles are incorporated with multiple features that help and assist the driver like
lane change warning, self-parking, adaptive cruise control, and identifying obstacles/barriers in the middle of
the roads during fog or night, which assist the driver that helps to reduce human efforts. These improvements
in vehicles impose the development of autonomous vehicles (AVs). The vehicle has improved and grown
tremendously in terms of technology throughout the years. Further vehicle's computational power and
computerization of mechanical and manual tasks have been developed in autonomous vehicles, enriching the
vehicle performance and information to the drivers [1]. The AV assists drivers in reducing the occurrence of
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accidents and reducing traffic congestion by taking alternative routes. These features also contribute to the
reduction of carbon emissions, less travel time, and less traffic [2].

AVs are equipped with various electronic components like sensors, cameras, global positioning
system (GPS), radars or antennas, and complex processing elements used to process the information that is
gathered from other components. The vehicles are also integrated with software that makes the components
work together and process the information [2]. Further, in the AV scenario, the vehicles also communicate with
other vehicles and share various information, some of the information is very critical, forming a vehicular ad
hoc network (VANET) scenario. The communication in the VANET infrastructure is between vehicle-to-
vehicle (V2V) and vehicle-to-infrastructure (V2I), but most of the communication takes place between V2V [3].
Typical AV vehicle components are shown in Figure 1 [4]. In Figure 1, it can be seen that the vehicles rely on
various sensors and other devices that communicate wirelessly with other vehicles. Because the nature of
communication is open, AVs are more prone to various security attacks. In most cases, the attacker has the
advantage that he doesn’t require physical contact with the vehicle, he just needs to get access to the
communication [5]. In some cases, the attacker can gain control of the various parts of the vehicle, like applying
sudden brakes, or sudden accelerating, steering, and other parts causing a major catastrophe. So not only it is
required to secure the vehicle, but also the information that is being communicated between the vehicle and
the infrastructure [5], [6]. The major issue in VANETS is the security of the nodes and the information.
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Figure 1. Inside the AV [4]

The objective of this work is to achieve efficient and secure nodes and V2V and V2| communication.
Various information is transmitted into the VANET infrastructure; among all the information, hence, our main
aim is to work on the safety messages [7]. There are various methods of securing a network, but the simplest
method for the VANET type of network is by applying cryptographic algorithms. There are various types of
cryptographic algorithms, but one of the most popular is elliptic curve digital signature algorithm (ECDSA).
Though the algorithm is a little mathematical complex, it is very suitable for the VANET network [8]. Hence,
in this paper, we intend to implement security to these safety messages by encrypting the ECDSA algorithm
which is further optimized by Ate pairing. The results have been compared with the traditional ECDSA in
terms of throughput. By using the hybrid ECDSA, we increase the strength of ECDSA and still maintain the
integrity of ECDSA, making sure that the authenticity of the vehicles and privacy of the messages is maintained
within the VANET infrastructure.

The rest of the paper is organized as follows, section Il provides the Security Requirements in
VANET, where it discusses the security concern, the attacks, and security concerns. Section Il discusses the
ECDSA and the working of ECDSA and compared it with other algorithms. In section 1V the Implementation
Scheme has been discussed, and in section V, the results have been obtained. Finally, the conclusion and the
future scope of the proposed work have been given.
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2.  LITERATURE SURVEY

Alazzawi et al. [9], they have proposed a security model called as lightweight-security and key-
agreement-based identity (LSKA-ID) for the communications between the vehicles. In this work, they have
utilized the 1D-based-cryptosystem, elliptic-curve cryptography (ECC) and chinese-remainder theorem (CRT)
to provide security. To prevent the trusted-authority from becoming a source of congestion, the LSKA-ID
model attempts to lessen the reliance upon the TA while performing high-frequency handovers among the
different groups. The results show that the LSKA-ID model provides better security as the model utilizes
random-oracle method. Wuttidittachotti and Natho [10], they presented new technique for the reducing access-
time for Ciphertext-Policy by utilizing the elliptic-curve (EC). For the decryption and encryption, this work
utilized the Diffie-Hellman technique. The results show that the proposed work reduce the access-time in
comparison with the existing works. Nandalal and Bhakthavatchalu [11], this work main focus was to provide
a security hardware model for the integrated circuits in real-time by utilizing a cryptographic blockchain. In
this work they have utilized the secure-hash-algorithm (SHA-256) as well as the EC digital-signature method
to provide better security framework. Furthermore, the physical-unclonable-functions (PUFs) were utilized for
performing the authentication process for the transactions that would be happening inside the blockchain. The
results show that the proposed work provides better security in comparison to the existing work.

Trung et al. [12], they have used the ECC and vigenére-symmetry-key (VSK) for building key
exchanges, decryption, coding methods, digital signature and encryption. The ECC and VSK were compared
against the rivest-shamir-adleman (RSA) algorithm in terms of processing cost and key size. By utilizing the
ECC and VSK, this work finally presented a novel cryptosystem for the encryption of the messages. The
proposed work provided an effective, secure and safe cryptosystem in comparison to the existing models.
Wauttidittachotti and Preelakha [13], they presented an asymmetric encryption model using ECC and Fischer-
Yates Shuffling method for the 3D mesh models. The proposed work was evaluated in terms of peak-signal
noise-ratio, entropy and mean-squared-error. The results of this work present that their model provides zero
mean-squared-error and infinite-value peak-signal noise-ratio. Ayoub et al. [14], they presented a model called
as lightweight-mutual authentication (LMA) which was built on the basic of the constrained application
protocol (CoAP) for the internet of things (IoT) environment and cloud environment. They have utilized the
CoAP as this protocol is the best protocol when compared with the hyper-text transfer-protocol. Further, in this
work they have utilized the ECC for providing security during the transmission of the data among the Internet
of Things devices and the cloud environment. For evaluating their model, they utilized the AVISPA toolkit
and the results show better effectiveness for providing security. Obaid and Saffar [15], they solve the issue of
image encryption done using the ECC. Hence, to solve this issue they have utilized the Hilbert matrix for
generating a matrix which will be a key for the encryption. This will provide better encryption and will not
compress the image providing high quality images. During the decryption, this work utilized the process of
inverse matrix to decrypt the image which was encrypted. The results were evaluated in terms of unified-
average changing-intensity (UACI) and peak-signal to noise-ratio (PSNR). The results show that the proposed
model provided better quality of images for the grayscale images.

3. PROPOSED METHODOLOGY
3.1. Elliptical curve point representation

Many types of elliptical curves are available, but few elliptical curves have been proven as NIST
standard curves like the P224, P256, and P521 [16]. Among all the ECC curves, P-256 is one of the most
popular curves. The NIST P-256 curve is the most extensively used prime curve in critical infrastructure
projects for the ECDSA algorithm. For the curve, NIST P-256, ‘k’ and ‘d’ are the domain parameter which is
32-byte length each, and the points on the curve G of x-value and Q (public key) of y-value, consists of 32
bytes each. Thus making the signature total length of 64 bytes, i.e. ‘r’ 32 bytes, and s 32 bytes. Now let E be
an elliptic curve of a prime field Fp with the affine (1) [17]-{19].

y2=x3—-3x+b )

Where ‘a’ and ‘b’ are elliptical curve parameters, a=q-3 for the P256 curve, and G = (xG, yG), a point on the
curve, known as the base point. The NIST P-256 curve uses prime field FP256, defined by [19].

P256 — 2256 _ 2224 + 2192 + 296 -1 (2)
In (2), the prime field is represented by either the addition of the numbers or either by a substation of

numbers, where the numbers are of power 2 and the exponents are multiple of 8 [19]. Let P and Q be the two
points on the curve, where (3) and (4):
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P=x,,y, and Q= x4,y; wWithP # —Q ,then (3)
R=P+0Q=x,y 4)

the group of the elliptical curve can be formed in two ways, point multiplication (PM) and point doubling (PD).
Consider two points P and Q, then (5):

P(foyP)f andQ(leyQ) (5)
are two points, thus when P#Q, it is called point addition, shown in (6),

R(xg,yg) = P(xp,yp) + Q(xQ’yQ) (6)

and when P=Q), it is called point multiplication [14] as shown in (7) and (8):

R(xg,yr) = 2P(xp,yp) (7)
0 = (22) ®)

depending upon the formation of the points P and Q the method can be selected [19].
3.2. Ate pairing using the NIST P-256 curve

There are various techniques of using the pairing-based scheme, like Weil, Tate, Miller, Ate, and Eat
that can be used [20]. The millers' algorithm is used as the base for the computation of the Tate pairing
algorithm. Further, Ate is another pairing algorithm that is inherited from Tate pairing [21]-[23]. Once, the

points P and Q from the elliptical curve have been achieved, the Ate pairing can proceed, which further can be
used for ECDSA [24]. Let mp be the Frobenius map on the elliptical curve, defined in (9),

m,(x,y) = (P, y?) ©)
let “t’ be the trace of the Frobenius on the E(Fp) and T=t-1. Further, let as shown in (10) and (11):

Pe G, =E(F',)rlnKer(m, — [1]) (10)

QEG, = E(F’p)[r] N Ker(m, — [p]) (12)
that means that Q satisfies as shown in (12):

m,(Q) = [plQ, (12)
further, let G3=pr be the subgroup of Fp, consisting of r" roots of unity, then Ate pairing is the map in (13):

eyr: Gy X Gy — G
k_

@P) = [T, (13)
where Kk is called the embedded degree concerning r.
3.3. Formulating throughput and latency

Generally, throughput or network throughput is one of the important metrics to measure the
performance of the network which can be measured in VANET also. To measure the throughput, other
parameters like bytes sent, simulated time, and bytes per node are required.

simulatedyy,, = simulation;meslot X timeye,, . (14)

The total simulation time in (14), is calculated by the product of the simulation time slot and time per slot. For
our work, a total of 65-time slots for every run for the simITS simulator has been considered, for example, if
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30 nodes are considered for one simulation, then, a 65-time slot for every simulation run or simulation slot has
to be considered [25]. The safety message size varies with the type of messages being sent in the network.
Generally, the Safety message size ranges from 100 bytes to 200 bytes, out of which half are data and half of
the message are extra bits added by the layers of the protocol. The formula below defines the bytes sent
successfully concerning message size as shown in (15) [26].

bytesen: = message_transmittegy,ccessfur X MESSAG€size (15)

Further, most of the communication in the network takes between the nodes, hence node-to-node
communication is excessive. Hence, in this work, define the bytes sent per user in the network have been
defined as shown in (16) [25],

bytesent
byte er_user = ————— 16
Yl€sentDET_ number_of_users ( )

throughput refers to the amount of data being sent by a sender to the intended destination. Thus, throughput is
measured by how many data or packets have been received by the receiver successfully. The total throughput
can be calculated as in (17) [25].

bytesent X8 (17)
simulated¢ime

total_throughput =

Throughput can be optimized by minimizing the latency in data delivery during data transmission.
Latency is inversely proportional to throughput. More the latency, the poor the throughput, and the less the
latency, the better the throughput. To calculate latency, the propagation delay is also required as calculated in
(18), and the sterilization delay as calculated in (19):

. distance
ropodation = 18
prop delay speed ( )
PaCketsizebitS

serilization =
delay transmissionratey,,

(19)

the latency can be calculated and reduced using (20). For calculating, other parameters i.e., distance, speed,
packet size, and transmission rate are required.

latency = propogationgeq, X serilizationgeqy (20)

To obtain better throughput, latency has to be avoided in the network. Common reasons for latency in
the network are unnecessary data luring or transmitted in the network, noise, lost packets, and node failure.
Also, in VANET there are more chances for the data to be in the network for any of the reasons [25], [26].

3.4. Integrating pairing based ECDSA on point-to-point topology for VANET application

The encryption algorithm, ECDSA is used to digitally sign the message to authenticate that the data
is from an intended sender and not from any malicious node. By integrating ECDSA with Ate pairing, the key
size can be decreased and the complexity of the algorithm can be increased. Ate not only inherits the features
of Tate but it is also proven to be fast as twice. The aim of using the pairing technique is to reduce the key size
without compromising the security level of the ECDSA algorithm. Hence, in this work, it is intended to
integrate ECDSA and Ate pairing algorithm and create a hybrid algorithm [16], [20]. In the VANET scenario,
most communication takes place between V2V, the communication is in point-to-point (P2P) protocol.
The main aim is to collect information regarding any obstacles or hindrances in the communication of the
vehicles in the VANET infrastructure. Further, the use of P2P in VANET speeds up the communication
between V2V [27].

As shown in Figure 2, both the sender vehicle and the receiver vehicle must use the integration of the
ECDSA and the Ate pairing based scheme. The only issue is that both the sender and receiver must use the
same pairing technique. Further, there are two methods like point doubling (PD) or point multiplication (PM)
in an ECDSA. But there is more delay in key generation rather than key verification. Thus, there is possibly a
delay in encrypting and less delay during decryption. But as per our results, the delay is in the initial nodes, as
the communication is within a large number of nodes, and the delay has reduced in the later stages [20], [28].

Enhancing safety communication in autonomous vehicles with hybrid elliptic curve ... (Ravi Kalkundri)
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Figure 2. Integration of pairing based scheme with ECDSA

4. RESULTS AND DISCUSSIONS

In this section, ECDSA with Ate pairing has been integrated into the simITS simulator. As the Ate
algorithm inherits the properties of TATA, it also adds more features. The Pairing algorithm is used to add
more security without adding more complexity to the key generation and the key generation time. The results
obtained are startling. In this work, the US-based dedicated short range communications (DSRC) standards
have been used. Further, the US-based DSRC standards, hence the data transfer ranges from 3 Mbps, 6 Mbps,
9 Mbps, 12 Mbps, 18 Mbps, 24 Mbps, and 27 Mbps have been followed. For our work, the least 3 Mbps and
the maximum of 27 Mbps, are considered for our results. Further for the safety message, the specified delay or
latency ranges from 100 ms, 150 ms, 200 ms, 250 ms, and 300 ms. The throughput vs delay parameter for a
better analysis of our results has been compared. Hence first select the data transfer rate as 3 Mbps and the
message size as 50 bytes. In this work, the ECDSA and the hybrid ECDSA which is integrated with Ate pairing
have been compared. Further, the Curve fitting for the values obtained from our results has been plotted. In
curve fitting, the trendline can be used as a fitting function, that is of the highest-order polynomial, and the R2
is a calculation for the goodness of fit for the model values obtained. In this work, by selecting the data rate as
3 Mbps and the message size as 50 bytes the experimentation is started.

From Table 1, it can be observed that the hybrid ECDSA takes slightly more time than the simple
ECDSA, but on the other hand, the strength of ECDSA and the security of the message is increased. By taking
the values from Table 1, the curve fitting graph has been plotted, and it can be observed that both the curves
almost meet at 250ms delay. Thus, for the simple ECDSA, the polynomial (21) can be obtained,

y = 1E — 09x* — 1E — 06x3 + 0.0003x2 — 0.0264x + 2.3419 (21)

and the Rz = 1, indicating the values are ideal. Similarly, for the hybrid ECDSA, the following polynomial (22)
is obtained,

y = 2E — 09x* — 1E — 06x3 + 0.0005x2 — 0.061x + 4.05 (22)
and the obtained R2 = 1, indicates that the values are ideal. For the second comparison, the date rate of 3 Mbps

and the message size is 100 bytes are chosen. The comparison of the results can be seen in Table 2.

Table 1. Throughput vs delay for data rate 3 Mbps and message size 50 bytes
Delay in milliseconds ECDSA (only) ECDSA with Ate pairing

100 1.268987989 1.393603333
150 1.21665471 1.458089889
200 1.332145654 1.488730667
250 1.354135265 1.428363333
300 1.246897973 1.409855111

Table 2. Throughput vs delay for data rate 3 Mbps and message size 100 bytes
Delay in milliseconds ECDSA (only) ECDSA with Ate pairing

100 1.23654871 1.461747889
150 1.262134153 1.454369

200 1.23301231 1.456874333
250 1.234562142 1.43171178
300 1.243652146 1.327777333
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The curve fitting can be observed in Figures 3 and 4. In Figure 3, the hybrid ECDSA has a stable
throughput of around 1.45 ms till 250 ms delay, and after 250 ms the throughput is reduced. Though the ECDSA
has a stable throughput, the overall throughput of simple ECDSA is less compared to hybrid ECDSA. Further,
in Figure 4, the Hybrid ECDSA has a stable throughput of around 1.45 ms till a 250 ms delay, and after 250
ms the throughput is reduced. Though the ECDSA has a stable throughput, the overall throughput of simple
ECDSA is less compared to Hybrid ECDSA. The polynomial equation for simple ECDSA can be obtained
using the (23),

y = —9E — 11x* — 1E — 08x3 + 8E — 0.6x2 — 0.002x + 1.5886 (23)

and the R2 = 1, indicates that the values are ideal. Similarly, the Hybrid ECDSA can be obtained using the
following polynomial (24),

y =—7E —10x*+ 6E — 07x3 + 0.0002x? — 0.0246x + 0.137 (24)

and the obtained R2 = 1, indicates that the values are ideal. Further, in this work, the transfer rate has been
increased to 27 Mbps which is the maximum transfer rate of DSRC, and set the message size to 50 bytes. The
results of ECDSA and hybrid ECDSA are shown in Table 3.
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Table 3. Throughput vs delay for data rate 27 Mbps and message size 50 bytes
Delay in milliseconds ECDSA (only) ECDSA with Ate pairing

100 11.36547891 13.21534289
150 11.36541562 12.71053244
200 12.45698745 12.76881322
250 12.65474125 12.5797942
300 13.00120132 12.87629889
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The comparison can be seen in Figure 5. The throughput of simple ECDSA is unstable, and further,
the throughput increases gradually with the increase in the delay. On the other hand, in Hybrid ECDSA, the
throughput is better and more stable compared to the simple ECDSA. The polynomial equation for simple
ECDSA can be obtained using the (25),

y = 1E — 08x* — 8E — 06x3 + 0.0024x2 — 0.3065x + 26.872 (25)

and the R2 = 1, indicates that the values are ideal. Similarly, the Hybrid ECDSA can be obtained using the
following polynomial (26),

y = 2E — 08x* — 2E — 05x3 + 0.005x% — 0.6152x + 37.722 (26)
and the obtained R2 = 1, indicates that the values are ideal. In the last case, the Transfer rate of 27 Mbps has

been selected but increased the message size to 100 bytes. The results are shown in Table 4.

Table 4. Throughput vs delay for data rate 27 Mbps and message size 50 bytes
Delay in milliseconds ECDSA (only) ECDSA with Ate pairing

100 10.36547891 12.27756033
150 10.36541562 12.05954444
200 11.45698745 12.83492578
250 11.65474125 12.493456
300 12.00120132 12.994127
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Figure 5. Throughput vs delay for data rate 27 Mbps and message size 50 bytes

In Figure 6, it can be seen that in both the simple ECDSA and hybrid ECDSA, the throughput is
increasing gradually and both curves appear to be identical. The Hybrid ECDSA has a slightly more delay
otherwise both the curves are identical.

The polynomial equation for simple ECDSA can be obtained using the (27),

y = 3E — 08x* — 2E — 05x3 4+ 0.00063x? — 0.7591x + 44.481 (27)

and the R2 = 1, indicates that the values are ideal. Similarly, the Hybrid ECDSA can be obtained using the
following polynomial (28),

y = 2E — 08x* — 2E — 05x3 + 0.005x2 — 0.6512x + 36.722 (28)

and the obtained R2 = 1, indicates that the values are ideal. Further, it can be observed that (26) and (28) are
the same. The polynomial equations obtained for a data rate of 27 Mbps are the same for any message size. In
all the cases, it can be observed that, by adding Ate pairing to ECDSA, the overall performance of ECDSA is
improved in terms of key generation time and data communication time. By adding ECDSA, the authentication,
and privacy of the vehicles are maintained. In this work, the NIST-specified standard curve has been used, and
the strength of the ECDSA algorithm is maintained. The main goal is to see the performance of the hybrid
ECDSA, as to reduce the complexity with maintaining the strength of ECDSA.
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5. CONCLUSION

VANET is the most upcoming and growing rapidly network. The communication in VANET is
between the vehicles and between the vehicle and the road side unite, but mostly the communication is between
the vehicles themselves. There are various types of data being exchanged between the vehicles, like
infotainment data or Safety information. In this work, the main aim has been to target the Safety Messages that
are very critical in the VANET network. The purpose of these messages is that they give critical information
to the driver and the vehicle, resulting in saving the lives of the driver and the passengers in the vehicle. The
delay for the safety messages is in the range of 100 milliseconds to a maximum of 300 milliseconds. The major
concern in VANET is that the communication is open, making the network vulnerable to any attack. In this
work, ECDSA for the VANET network onto a simITS simulator has been implemented. For implementation,
this work has chosen the standard 256 elliptical curves for ECDSA. For communication, the US-based DSRC
standards for selecting the data transfer rate have been used. The least 3 Mbps and the maximum 27 Mbps data
transfer rate has been selected. Further, the ECDSA has been optimized by integrating Ate pairing algorithm into
it. The advantage of including the Ate pairing algorithm is that it increased the ECDSA strength, but it also helps
to reduce the complexity of ECDSA to generate the public and private keys. It can be seen in the obtained results,
that hybrid ECDSA has better throughput than the simple ECDSA-based throughput. In the future, other pairing
based algorithms can be implemented to see if the ECDSA can further be optimized to get better throughput.
Implementing PBC can also be extended on any elliptical curve rather than implemented on standard curves.
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