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This review paper aims to examine the use of polar codes in public key
cryptosystems, providing a comprehensive overview of the state-of-the-art in
this field at present. This study thoroughly searches databases such as IEEE
Xplore, Scopus, and the ACM digital library to locate relevant research
articles. In this study, we demonstrate the use of polar codes in public key
cryptography and provide valuable insights for researchers interested in this
field of research. The paper identifies several areas for further research and
development, such as improved security and reliability of polar code-based
cryptosystems. An analysis of the review highlights the major challenges and
open research questions in this area, including the need for efficient key
generation algorithms and the trade-offs between security and performance.
An analysis of various existing encryption techniques as well as their security
proofs is provided in the tables.
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1. INTRODUCTION

The rapid evolution of technologies and their security issues set the ground for cryptography [1],
namely for public key cryptography. It provides confidentiality, integrity [2], non-repudiation, authentication
[3], and availability to the users. It is generally believed that public key cryptography relies on the hardness of
factoring large integers or computing discrete logarithms [4]. It was shown in 1994 by Peter Shor that quantum
computers would be able to break the majority of classical cryptographic systems that are based on factoring
of discrete logarithms [5]. The results showed that with the help of quantum computers, integers could be
factorized in polynomial time. Thus, quantum computers can hack traditional algorithms and deploy public-
key encryption schemes [6]. While several promising post quantum cryptography (PQC) [7] candidates have
been identified, such as lattice-based [8], code-based [9], and hash-based cryptography [10], there are still open
research questions and challenges that need to be addressed:

—  Shor's quantum prime factorization algorithm poses a threat to existing cryptosystems based on discrete
logarithmic problems and integer factorization. Thus, it is necessary to conduct research in order to
comprehend and quantify the implications of replacing current cryptographic algorithms with PQC

algorithms [11].

—  The field of PQC is one of the most recent areas of research in cryptography. In order to determine its
actual practical applicability, it is necessary to better understand its performance, security, and

implementation.

—  The large key size of public and private keys in a cryptosystem is the main weakness and the researchers
are still trying to resolve this problem.
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—  Most cryptosystems take a longer time for the encoding process, which gives longer time to the hackers
to retrieve keys and to design a way to know the keys whenever they are changed.

This paper is designed to address code-based cryptography [12], which refers to cryptosystems that
rely on mathematical error-correction codes that are difficult to decode, also known as the syndrome decoding
problem. McEliece [13] proposed the first code-based cryptosystem in 1978 based on Goppa codes. The main
advantage of this cryptosystem is high encryption and decryption speed compared to Rivest, Shamir, Adleman
(RSA). But, due to the large key size and low information rate, this cryptosystem has not been widely used.
After this, many variants of the McEliece cryptosystem based on Reed-Soloman codes [14], reed-muller codes,
low-density parity check (LDPC) codes [15], and convolution codes, have been designed. However, all these
are broken by cryptanalysts and not secured against various structural attacks [16]. To enhance the security of
the cryptosystems against these attacks, a new family of error-correcting codes named polar codes [17] are
introduced by Arikan in 2008, these are the first family of error-correcting codes that have been proven to
achieve the capacity of discrete memoryless channels with appropriate encoding and decoding algorithms [18].
These have a complexity of O(NlogN) for encoding and decoding algorithms, making them suitable for better
communication [19]. These have excellent decoding performance and a specific structure of generator matrix
obtained using Kronecker product, enabling them to have a small key size [20].

As part of this study, the objective is to describe the state of the art of the PQC candidate, which has
been provided by the National Institute of Standards and Technology (NIST), which is code-based
cryptography, specifically for encryption and decryption schemes with a code-based approach. The present
study examines polar code-based cryptographic systems in terms of security, efficiency, and practicality to
evaluate these systems' efficacy, security, and efficiency. A brief overview of the principles, security analyses,
information rate, key size, performance evaluation, and recent advancements is provided in this paper in order
to contribute to a better understanding of polar code-based cryptographic schemes by contributing to a better
understanding of their principles, security analyses, and performance evaluation. Code-based encryption
schemes are a class of cryptographic algorithms that uses error-correcting codes to provide safe encryption and
decryption process. These encryption schemes rely on hard mathematical problems, provide robust security
properties, and resist attacks from classical and quantum computers [21]. Here, are some code-based encryption
schemes:

— McEliece encryption scheme proposed by McEliece [13] a new public-key cryptosystem based on binary
Goppa codes which resist quantum computers. The private key of the McEliece cryptosystem includes S
(random (k X k) non-singular matrix called scrambling matrix), G (a (k X n) generator matrix of binary
Goppa code with error-correcting probability of t vectors), and P (random (n X n) permutation matrix),
and given by P, = {S, G, P}. The public key constitutes the set (G', t), where G' = SGP, a k X n matrix
and t is the error probability.

— Niederreiter encryption scheme given by Niederreiter [22] that is a variation of the McEliece cryptosystem
in which he uses the same idea of binary Goppa codes on the parity check matrix. Thus, the private key
includes (S, H, P) and the public key is given by G’ = SHP. This scheme is ten times faster as compared
to the encryption scheme of McEliece.

— Hybrid McEliece encryption scheme (HyMES) proposed by Biswas and Sendrier [23] which is a dual
version of McEliece encryption scheme in which he uses a random monic irreducible polynomial g(Z) as
Goppa polynomial which can correct t errors. The public-key size of HYMES is k X n — k which is
reduced as compared to the public-key size of McEliece. The encryption of message vector is given as:

c =mG' + e where G' = (IR/Q) = SGP and the decryption is given as: m' = mSGP and m is being

computed from S, decoding algorithm where S, = (HP)ct.

— Rank metric cryptography [24] uses error-correcting codes that are defined over matrix spaces. Unlike
traditional code-based cryptosystem, rank metric codes work over matrices, and their security is based on
the difficulty of matrix related problems. The encryption and decryption processes are performed using
linear transformation and rank calculations. It involves cryptographic primitives such as encryption,
signature schemes, and identification protocols.

— Digital signature schemes are cryptographic protocols that are used to authenticate and integrate
documents and data. It is used to protect the forgery of documents during transmission. To create a digital
signature, a key pair will be generated. A signature is generated by passing a message through a hash
function. The same hash function is used to verify the signature [25].

The purpose of this paper is to present advances, challenges, and prospects related to cryptosystems
based on polar codes. To achieve secure and efficient encryption, it is imperative that continuous research and
innovation be undertaken to address the challenges and harness the full potential of polar codes. In this paper,
we review the main ideas of the code-based cryptosystems initiated by NIST and discuss various aspects such
as key size, information rate, known attacks, and error probability with various parameters of the code. An
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overview of the various evolution phases of code-based cryptography is presented and reviewed in a table that
compares and contrasts different encryption schemes.

2. METHOD

The method for this review includes a thorough search of academic databases and then identifying the
key research questions about the current state-of-the-art techniques and research directions in this area. The
narrative techniques have been commended for their impartiality and applicability, in which systematic reviews
have outlined the procedures for conducting a comprehensive literature review. The steps which are used in
the systematic review process are given in Figure 1.

'— Defining the research questions or objectives of the review I

I_ eConducting a comprehensive literature search using keywords and search terms _|

I_ Screening and selecting articles based on predefined inclusion and exclusion criteria

I— eAnalyzing the data to identify key themes and trends
e review in a clear and concise manner |

Figure 1. Research methodology process

To conduct this systematic review, we use several databases including IEEE Xplore, Scopus, and
ACM digital library. To narrow the search, keywords such as public key cryptography or post-quantum
cryptography, code-based cryptography, polar codes, or McEliece cryptosystem are used. These keywords are
used to filter out irrelevant articles and to obtain relevant articles related to our topic. Following this, we
establish inclusion and exclusion criteria to select the literature that will be included in the review paper [21].
The inclusion criteria include the relevance of the article to our research topic, and the McEliece cryptosystem
and its variants based on polar codes. A number of exclusion criteria are specified, including a restriction on
subject matter to the areas of computer science, mathematics, and engineering, a limitation on document type
to the conference paper and article, and a restriction on language to English only. A total of 1,419 papers met
this criterion out of 69,491 submissions. Then, we extract the data from the selected articles, analyze the data
and identify the problems being addressed. Based on this data, the proposed cryptosystem, the method to hide
the generator matrix, how to reduce the key size, the results obtained, and the conclusions are drawn. In last,
we critically evaluate the strength and weaknesses of reviewed literature in terms of key size and security
assessment of public key cryptosystems based on non-systematic polar codes. Here, Figure 2 provides a
keywords cluster diagram that helps us to quickly identify the main areas to highlight in the review process
and to navigate through the content more easily. The Figure 2 shows related keywords or phrases grouped
according to their relevance and co-occurrence in the text. The minimum number of occurrences is set at 15,
out of 7,271 keywords, only 183 met this requirement. In this study, there are 183 keywords divided into five
clusters, each representing a specific theme or concept discussed in the paper. In Cluster 1 (red cluster), there
are 56 items and 3,862 links related to public key cryptography and its primitives. Cluster 2 (green cluster) has
37 items with 3,058 total links that cover the topic of code-based cryptography and the McEliece cryptosystem.
Cluster 3 (blue cluster) has 36 items with 2,910 total links that include post-quantum cryptography and its
primitives. Cluster 4 (yellow cluster) has 34 items with 2,624 total links that cover error-correcting codes,
decryption, and data security. Cluster 5 (purple cluster) has 20 items with 1,562 total links that include
encryption schemes, and digital signature schemes.
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Figure 2. Keywords cluster diagram

3. RESULTS AND DISCUSSION

The weakness of the McEliece cryptosystem and its security against various well-known statistical
attacks are analyzed in Table 1. Table 1 provides an overview of various attacks on three heuristic code-based
encryption schemes and whether these schemes are resistant to these attacks or not. In this table, we will
summarize the impact of the various attacks on code-based cryptosystems. The * in the table represents that
the scheme is resistant to that attack. The researchers then started to work on security parameters for removal
of these attacks [26] resulting in the development of the Rao and Nam (RN) cryptosystem [27], Major-Voting
(MV), Struik and Triburg (ST) [28], and the Barbero and Ytrehus [29] scheme in which they focused on
hamming code with small code length. The evolution of the scheme was proposed by Hooshmand and Aref
[30]-[32] in which they proposed a cryptosystem based on polar codes [33]. With the special properties of
polar codes [34], they tried to overcome the weakness of the McEliece cryptosystem and reduce the key length
to a larger extent [35]. Also, they proposed a method to hide the generator matrix, preventing it from the
adversary. Various researchers have proposed cryptosystems based on polar codes [36]-[40] and analyzed their
security and compared their efficiency with the existing schemes. A comparison [41], [42] of various PQC
algorithms based on different types of error-correcting codes [43]-[45] is provided in Table 2. The comparison
has been done based on various parameters such as type of code, code length, key size, information rate, and
attacks on that scheme.

Table 1. Various attacks on code-based cryptosystems

Attack Broadcast Known Message Related Batch Adaptive Chosen Reaction  Malleability
partial resend message chosen chosen ciphertext
~p plain plain
Scheme
McEliece * Yes Yes Yes Yes * Yes Yes Yes
[13]
Niederreiter Yes Yes * * Yes Yes Yes Yes Yes
[22]
Biswas and Yes Yes * Yes Yes Yes Yes Yes Yes
Sendrier
[23]
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It is noted that with the use of the intrinsic property [46] of polar codes [47], the key length of existing
algorithms is reduced to a larger extent and the increased information rate shows secured and reliable
communication. Thus, we find that public key cryptosystems based on non-systematic polar codes [48] are
more efficient than traditional public key cryptosystems in terms of key length and implementation timings.
But, these traditional cryptosystems face challenges in quantum computers in terms of security and efficiency,
so they need upgradation in both aspects for further practical applicability. The systematic polar codes [49] are
proved to be more robust against error propagation than their non-systematic counterparts. Thus, the findings
of this review provide a valuable resource for researchers and provide a research challenge to develop more
secure and efficient public key cryptosystems [50] based on systematic polar codes.

Table 2. Comparing the various existing scheme based on various error-correcting codes

Scheme Code Code Rate Key length Security
parameter (Kbits)
(n, k)
Rao and Nam [27] Hamming (72,64) 0.89 18 Insecure against chosen-plaintext attack
McEliece [13] Goppa (1024,524) 0.51 P, =67.07 Secured against brute-force attack
P.= 1025
Barbero and Ytrehus [29] Hamming (30,20) 0.66 4.9 Secured against chosen-plaintext attack
Rao [51] LDPC (1024,524) 0.51 2mbits Secured against convolution attacks
Afshar et al. [50] Quasi-Cyclic ~ (2044,1024) 0.5 2.5 Secured against brute-force, chosen-
(QC) LDPC plaintext, RN attack

Secret key cryptosystem Polar (1024,768)  0.75 9.34 Secured against brute-force, RN, ST
based on polar codes [31] attack
Efficient secure channel Polar (2084,1781) 0.87 1.6 Secured against brute-force, RN, ST
coding scheme [39] attack
Shrestha [36] Polar (2048,1536) 0.75 384 Secured against brute-force, siedelnikov

attack
PKC-PC [32] Polar (1024,768) 0.75 24 Secured against key search, key

recovery, Information Set Decoding
(ISD), adaptive chosen cipher-text attack

Reducing the key length of Polar (2048,1750) 0.85 P, =65.19  Secured against Stern, brute-force attack
McEliece  cryptosystem P.= 275

[35]

Secret key cryptosystem Polar (1024,832) 0.8125 <5 Secured against brute-force, RN, MV, ST
based on non-systematic attack

PC [30]

PolarRLCE [38] Polar (2048,500)  0.95 97.53 Secured against brute-force attack,

square attack, key-recovery, message-
decoding attack
Joint encryption-encoding QC-LDPC (1530,1275) 0.83 0.235 Secured against brute-force, ciphertext-
scheme [43] only, message resend, statistical, chosen-
plaintext attack

4. CONCLUSION

This review paper aims to explore potential solutions for systems that resist quantum computers. It
presents a comprehensive examination of recent advancements in public key cryptosystems based on polar codes,
starting from fundamental concepts and mathematical foundations to their application in constructing public key
cryptosystems. By carefully considering various aspects of error-correcting code-based cryptosystems, including
code length, dimension, information rate, key length, and susceptibility to structural attacks, we conducted a
comparative analysis of different existing cryptosystems. To assess the efficiency and reliability of these schemes,
we provide a comprehensive comparison table. Our findings indicate that the utilization of polar codes
significantly reduces the required key length in existing algorithms. However, despite these encouraging results,
several challenges remain, such as the development of more efficient decoding algorithms and the exploration of
alternative constructions for systematic polar code-based public key cryptosystems.
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