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Abstract
In view of the construction requirements of Boolean functions with many good cryptography
properties, through the analysis of the relationship between the function values on the vectors with weight
not more than d and the algebraic immunity, a method to determine the higher order algebraic immunity
function is given. Meanwhile, a method that appropriate change in the function value without reducing
algebraic immunity is produced, and using it, an example to construct Boolean function with optimal
properties in the algebraic immunity, nonlinearity, balance and correlation immunity etc is presented.
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1. Introduction

As an important tool in the designing and analysis of cryptosystem, Boolean function
has been a research focus in cryptography. To resist variable known attacks, a variety of
cryptographic properties have been put forward, such as correlation immunity, balancedness,
nonlinearity, etc. In 2003, a new clever attack on stream ciphers, the so called algebraic attack
[1], which is based on the solving overdetermined nonlinear multivariable equations between
the initial key and the outputs of Key Stream Generator (KSG), brings a completely new criterion
for the design of secure stream cipher systems, known as algebraic immunity (Al) [2, 3]. To
resist algebraic attack, algebraic immunity of Boolean function cannot be too low. Hence, it is
very meaningful to construct Boolean functions with high Al. Being based on the study of
algebraic attacks, scholars have already presented many constructions of Boolean functions
with high Al by using different approaches [3-15]. However, it is still a difficult problem to
meeting various other good cryptographic properties when constructing Boolean functions with
high Al.

In this paper, having deeply studied on the relations between the Al and the Support set
of Boolean functions, a sufficient condition that modifying several values of the Boolean function
in some point does not decrease Al is presented. Using this method, construction of Boolean
functions with good cryptographic properties, such that algebraic immunity, balancedness,
nonlinearity and correlation immunity, is presented.

2. Preliminary

A function f :{0,1}"—{0,1} is called n-variable Boolean function. We denote B, the set of
all n-variable Boolean functions from {0,1}" to {0,1}. Denote 0; = {x {0,1}n | f (x)= 0} and 1; =
{x {0,1In | f (x)= 1}, which are called off set and support set.

Any n-variable Boolean function has a unique representation as a multivariate
polynomial over GF(2), called algebraic normal form (ANF) :

(X, %00 X)) =8, @ a% @ XX, @ Day, XXX,

1<i<n ! IJS|<j§n

(1)

Where the coefficients a, , . € GF(2) and ® denote the GF(2) addition. The algebraic

degree, deg(f), is the number of variables in the highest order term with nonzero coefficient. In
the ANF of f(x), it is satisfied that:
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Qitiz, i = D 3 F(x)

sup(X)H{iL,i2, i

()

Where sup(x) denotes the serial numbers of 1 in x=(x4,Xo,...,X,), i.€., sup(X)={i|x;=1}.
An important tool to study the cryptographic properties of Boolean functions, called
Spectrum (denoted by Si(w)), is defined as:

S (W) — 2—n (_1) f(x)+wx
f {Z} (wef0,1") (3)

Nonlinearity of Boolean function is an important Cryptograph index, which is defined as
the minimum distance between the function and all affine functions, denoted by N;. It can be
depicted by the equation as follows:

N; =2""(1-max{|S¢(w)|,we{0,1}"} (4)

An n-variable Boolean function f is called m-order correlation immune, if for any welF,
with 1<wt(w)<m, we have S¢{w)=0, where wt(w) denotes the Hamming weight of w. Further
more, if S¢ (0)=0(i.e., f is balanced), f is called m-order resilient Boolean function. The relation
between the number of variables, algebraic degree and correlation immunity can be described
as follows:

m+n<d (5)

If f is balanced, we have m+n<d.

Let f (x), g (X)€B,, g(x) is called an annihilator of f if f (x)-g(x)=0 for all x€{0,1}", denoting
An(f) as the set of all annihilators of f. The algebraic immunity of f is defined as follows:
Al(f)=min{g €B,, | g€Ann(f)u Ann(1+f) and g=0 }

It is known that for arbitrary n-variable Boolean function f, we have Al(f)<n/2P. To resist
algebraic attack, combination function with high Al should be selected in the design of KSG.
Therefore, constructing Boolean functions with optimal Al is necessary.

3. Judging the Al of Boolean Function

Denote W.s={x {0,1}n|wt(x)<d}, Wsq={x {0,1}njwt(x)>d}, W-4={x {0,1}n|wt(x)=d}. For
any fEBn, denote W<df\0f = {(11,062,...,(15}, W:dﬁ0f= {’Y1,'\{2,...,'\{m}, W>df\1f = {[31,[32,...,[3»(}, W:df\1f =
{€1,82,....&}. Construct two matrix A=(aj)mxs and B=(bj)~, where a; =1if and only if
sup(ay)csup(yi) , and by=1 if and only if sup(&;)csup(B;). On the Al of Boolean function, we have
the following conclusion:

Theorem 1: A and B are all column full rank matrix = Al(f)>d.

Proof: Firstly, we only show that f does not exist non-zero annihilator with degree no
more than d-1.

For any g(x) €An(f) with deg(g)<d-1, we show that g(x)=0. From Equation (2), it is
known that if YX&W.4, then g(x)=0. It is obvious that when x&~N_ 411, we have:

9(x)=0 (6)

Now, we show that the equation g(x)=0 still holds if X&W 405 .
Owing to deg(g)<d-1, we have ® g(x)=0for any y,€W-4n0r. From the Equation (6) and

sup(x)=sup(yi)

the definition of matrix A, we have @izla”g(a"):o. Therefore, we can get equations containing
m homogeneous linear equations on variables g(a4),g(a>),...,g(as), and the coefficient matrix of
the equations A is column full rank. Obviously, the equations only has a zero solution, i.e.,
g(x)=0 also holds when x&W.4n0; . Hence, f does not exist non-zero annihilator with degree no
more than d-1.
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Next, we show that 1®f does not exist non-zero annihilator with degree no more than
d-1. For any g(x) eAn(1@f) with deg(g)<d-1. Denote g'(x)=g(1®x), it needs only prove that
g'(x)=0, we will get g(x)=0. Similar to the previous proof method, we will get g'(x)=0, hence,
g(x)=0, that is to say, 1®f does not exist non-zero annihilator with degree no more than d-1.

Therefore, Neither f nor 1®f exist non-zero annihilator with degree no more than d-1,
namely Al(f)>d.

4. Constructing Boolean Functions with high Al
Select TgW<dﬁ1f, UgW=df\0f, SgW>dﬁ0f , VgW=dﬁ1f, denote (W<dﬁ0f)UT =
{ow, 2,501}, US{yun, Y- ovuzh, (Wsan19)US= {Bs1,Bs2r---,Bsizt, V= {Ev1,&v2,---,Eva},  Where
I1<lp, 15<lys. Define two matrix M and N as follows: M=(m;)izx1 and N=(n;)uxs, where m;=1if and
only if sup(a)csup(y.) and ny=1if and only if sup(&,;)csup(Bs). We have the follow conclusion:
Theorem 2: Let fe&B, with Al(f)=d. Define h(x):

1 xeSuU
h(x)=1 0 xeTuV
f(x) otherwise

If M and N are all column full rank matrix, Then Al(h)>d.

Proof: Firstly, we show that h does not exist non-zero annihilator with degree no more
than d-1.

For any g(x) €An(h) with deg(g)<d-1, we show that g(x)=0. From Equation (2), it is
known that if YX&€W.4, then g(x)=0. It is obvious that when x&~N 411y, we have:

g(x)=0 (7)
Now, we only show that the equation g(x)=0 still holds if X&W. 0, = (Wgn0)UT .
@ g(x)=0
Owing to deg(g)<d-1, we have SPX)=sup(ui) for any y,;€U. From the Equation (7) and the

definition of matrix M, we have C—Bljl,lmajg(%) =0. Therefore, we can get equations containing I,

homogeneous linear equations on variables g(ou),9(cw),...,0(oy1), and the coefficient matrix of
the equations M is column full rank. Obviously, the equations only has a zero solution, i.e.,
g(x)=0 also holds when x€&W.4n0; . Hence, h does not exist non-zero annihilator with degree no
more than d-1.

Next, we show that 1®f does not exist non-zero annihilator with degree no more than d-
1. For any g(x) eAn(1®f) with deg(g)<d-1. Denote g'(x)=g(1®x), it needs only prove that
g'(x)=0, we will get g(x)=0. Similar to the previous proof method, we will get g'(x)=0, hence,
g(x)=0, that is to say, 1®f does not exist non-zero annihilator with degree no more than d-1.

Therefore, Neither f nor 1&®f exist non-zero annihilator with degree no more than d-1,
namely Al(f)>d.

Similar to the previous proof method, we will get that 1®h does not exist non-zero
annihilator with degree no more than d-1.

Therefore, Neither h nor 1®h exist non-zero annihilator with degree no more than d-1,
namely Al(h)>d.

Using Theorem 2, we can construct a class of Boolean functions with Al no less than d
from a given Boolean function f with Al(f)=d. For example, let f(x) be a n-variable Majority
Boolean function, where n is even, we can construct Boolean functions with good cryptographic
properties.

5. Example of Constructing Boolean Functions with Good Cryptographic Properties
In this section, we will present a example of constructing a 4-variable Boolean functions
with good cryptographic properties.
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Example: Let n=4 and d=2 in Theorem 2, and select a majority function f(x) randomly.
The function values and spectrum of f(x) can be described by the following table:

Table 1. The Function Values and Spectrum of f(x)

w 0000 0001 0010 0011 0100 0101 0110 0111
f(w) 1 1 1 0 1 1 0 0
Sw) 0 -1/4 /2 1/4 /2 -1/4 0 1/4

w 1000 1001 1010 1011 1100 1101 1110 1111
f(w) 1 1 1 0 0 0 0 0
Sw) -1/4 0 -1/4 0 1/4 0 1/4 0

From the table, it could easily get that N=4. The The N; is high, and is close to Bent
function(the Nonlinearity of 4-variable Bent function is 6). According to calculations, we get the
ANF of f(x) as follows:

f(X)=X1X2X4FX1X3XgHX1XoFXoX3+X3X 4+ 1

Select T={0000,0001}, U={0011,1100}, S={0111,1011,1101} and V={0101,1010,1001},
then we will get the matrix M and N which are induced by T, U, S and V as follows:

101
11 N=|0 10
M:

10 011

Because the matrix M and N are all column full rank matrix, so the Al of the Boolean
function h(x) decided by Theorem 2 is optimal.

Next, we discuss any other properties of h(x). According to calculations, we get the
table which can present the function values and spectrum of h(x).

Table 2. The Function Values and Spectrum of h(x)

w 0000 0001 0010 0011 0100 0101 0110 0111
h(w) 0 0 1 1 1 0 0 1
Sh(w) 0 0 0 -1/2 0 0 12 0

w 1000 1001 1010 1011 1100 1101 1110 1111
h(w) 1 0 0 1 1 1 0 0
Sh(w) 0 0 1/2 0 0 0 0 12

It is easily to get that N,=4. From the table, we can see the spectrum of h(x) on the
vectors with weight not morn than 1 are all 0, so h(x) is a 1-resilient Boolean function. From
Equation (5), It is easy to get that the resiliency of h(x) is optimal among all the nonlinear
functions. Therefore h(x) achieves optimal in many cryptographic properties, such as
balancedness, algebraic immunity, nonlinearity, and correlation immunity.

6. Conclusion

We proposed a sufficient condition that modifying several values of the Boolean
function in some point does not decrease Al, and presented a construction of 4-variable
Boolean function with good cryptographic properties, such that algebraic immunity,
balancedness, nonlinearity and correlation immunity. However, how to effectively select the
point (and then modify the values of these points) is a difficult problem. If this problem could be
effectively solved, it will be meaningful to the construction of cryptosystem with high security,
and it is also the further research.
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