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Abstract 
It is well-known that information security means the protection of information, and ensuring the 

availability, confidentiality and integrity of information. The purpose of this paper is to present an improved 
RBF neural network method for information evaluation. Ant colony optimization is a multi-agent approach 
for difficult combinatorial optimization problems, which has been applied to various NP hard problems. 
Here, ant colony optimization algorithm is applied to optimize the parameters of RBF neural network. In 
this paper, we employ “unauthorized access”, “unauthorized access to a system resource”, “data leakage”, 
“denial of service”, “unauthorized modification data and software”, “system crash” as the features of 
information security evaluation. It is indicated that the information security evaluation error of the improved 
RBF neural network is smaller than that of the RBF neural network. Thus, the improved RBF neural 
network is very suitable for information security evaluation. 
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1. Introduction 
It is well-known that information security means the protection of information, and 

ensuring the availability, confidentiality and integrity of information [1-5]. RBF neural network is 
a type of feed-forward network, which has three different layers. The input layer is used to 
collect the input information [6, 7]. The center layer includes radial basis functions, which is 
connected directly to all the elements in the output layer. The output of the neural network is a 
linear combination of the radial basis functions.RBF neural network can approximate continuous 
function mapping with the excellent accuracy. Ant colony optimization is a multi-agent approach 
for difficult combinatorial optimization problems, which has been applied to solve various NP 
hard problems [8-11]. Here, ant colony optimization algorithm is applied to optimize the 
parameters of RBF neural network. 

The purpose of this paper is to present an improved RBF neural network method for 
information evaluation. The information intrusion types including “unauthorized access”, 
“unauthorized access to a system resource”, “data leakage”, “denial of service”, “unauthorized 
modification data and software”,  “system crash” have a great influence on information security. 
Thus, we employ  “unauthorized access”, “unauthorized access to a system resource”, “data 
leakage”, “denial of service”, “unauthorized modification data and software”, “system crash” as 
the features of information security evaluation. It is indicated that the information security 
evaluation error of the improved RBF neural network is smaller than that of the RBF neural 
network. Thus, the improved RBF neural network is very suitable for information security 
evaluation. 

 
 

2. The Description of RBF Neural Network  
RBF neural network is a type of feed-forward network, which has three different layers. 

The input layer is used to collect the input information. The center layer includes radial basis 
functions, which is called the hidden layer. It is connected directly to all the elements in the 
output layer, which can response decreases, or increases, monotonically with distance from a 
center point.  

The output of the neural network is a linear combination of the radial basis 
functions.RBF neural network can approximate continuous function mapping with the excellent 
accuracy. 
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The radial basis function of the hidden nodes is shown as follows: 
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Where jx is the input vector of the jth input node, ic is the center of the ith RBF unit, and is 

the width of RBF unit. 
The output of RBF neural network is formed by a linearly weighted sum of the number 

of radial basis functions in the hidden layer, which can be described as follows:  
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Where ikw  is the weight from the ith hidden layer to the kth output layer. 

 
 
3. Optimizing the Parameters of RBF Neural Network by Ant Colony Optimization 

Ant colony optimization is a multi-agent approach for difficult combinatorial optimization 
problems, which has been applied to various NP hard problems. Here, ant colony optimization 
algorithm is applied to optimize the parameters of RBF neural network. The searching process 
of selecting the parameters of RBF neural network by ant colony optimization algorithm can be 
described as follows: 

Step 1:  Initially, a set of ants are initialized, the ants solution consists of n number of 
features each by using an initialization rule.   

Step 2:  Each of the r ants construct r different solutions, RBF neural network evaluates 
each subset by determining the error in prediction by using that subset of n features. 

Step 3:  A local updating rule is applied to the rest of the ants. Record the local best 
subset of feature. 

Step 4: A global updating rule is applied to the solution set. Record the global best 
subset of feature. 

 
 

4. Testing and Analysis for Information Security by Improved RBF Neural Network 
Method 

The information intrusion types are mainly “unauthorized access”, “unauthorized access 
to a system resource”, “data leakage”, “denial of service”, “unauthorized modification data and 
software”, “system crash” ,which have a great influence on information security. Thus, we 
employ  “unauthorized access”, “unauthorized access to a system resource”, “data leakage”, 
“denial of service”, “unauthorized modification data and software”, “system crash” as the 
features of information security evaluation, which are denoted as “1~6” respectively. The 
experimental data are shown in Table 1, among which the training data are shown in Table 2, 
and the testing data are shown in Table 3. The information security evaluation results of the 
experimental data are shown in Figure 1. In this experiment, the improved RBF neural network 
is applied to information security evaluation, the RBF neural network with six input nodes, six 
hidden nodes and one output node is used, and ant colony optimization algorithm is applied to 
optimize the parameters of RBF neural network. 

  The information security evaluation values of the improved RBF neural network are 
given in Figure 2, and the information security evaluation values of the RBF neural network are 
given in Figure 3. In order to show the superiority of the improved RBF neural network 
compared with the RBF neural network, the information security evaluation error of the 
improved RBF neural network and the RBF neural network is given. Figure 4 gives the 
information security evaluation error of the improved RBF neural network, and Figure 5 gives 
the information security evaluation error of the RBF neural network. 
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Table 1. The Experimental Data 
 U1 U2 U3 U4 U5 U6 Evaluation values 

1 0.4 0.3 0.4 0.6 0.5 0.3 0.38 
2 0.3 0.5 0.8 0.4 0.2 0.5 0.45 
3 0.5 0.6 0.2 0.8 0.7 0.5 0.62 
4 0.4 0.3 0.4 0.2 0.3 0.4 0.38 
5 0.3 0.2 0.3 0.2 0.2 0.4 0.26 
6 0.4 0.3 0.4 0.6 0.5 0.4 0.47 
7 0.7 0.6 0.8 0.7 0.8 0.6 0.75 
8 0.3 0.2 0.3 0.2 0.4 0.2 0.24 
9 0.5 0.4 0.5 0.6 0.4 0.4 0.48 

10 0.5 0.5 0.6 0.8 0.4 0.5 0.56 
11 0.6 0.7 0.8 0.5 0.7 0.7 0.72 
12 0.3 0.2 0.4 0.5 0.3 0.2 0.35 

 
 

Table 2. The Training Data 
 U1 U2 U3 U4 U5 U6 Evaluation values 

1 0.4 0.3 0.4 0.6 0.5 0.3 0.38 
2 0.3 0.5 0.8 0.4 0.2 0.5 0.45 
3 0.5 0.6 0.2 0.8 0.7 0.5 0.62 
4 0.4 0.3 0.4 0.2 0.3 0.4 0.38 
5 0.3 0.2 0.3 0.2 0.2 0.4 0.26 
6 0.4 0.3 0.4 0.6 0.5 0.4 0.47 
7 0.7 0.6 0.8 0.7 0.8 0.6 0.75 
8 0.3 0.2 0.3 0.2 0.4 0.2 0.24 

 
 

Table 3. The Testing Data 
 U1 U2 U3 U4 U5 U6 Evaluation values 

9 0.5 0.4 0.5 0.6 0.4 0.4 0.48 
10 0.5 0.5 0.6 0.8 0.4 0.5 0.56 
11 0.6 0.7 0.8 0.5 0.7 0.7 0.72 

12 0.3 0.2 0.4 0.5 0.3 0.2 0.35 

 
 

 
 

Figure 1. The Information Security 
Evaluation Results of the Experimental Data 

Figure 2. The Information Security Evaluation 
Values of the Improved RBF Neural Network 

 
 

0 2 4 6 8 10 12
0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

E
va

lu
at

io
n 

va
lu

es

No.
9 10 11 12

0.35

0.4

0.45

0.5

0.55

0.6

0.65

0.7

0.75

E
va

lu
at

io
n 

va
lu

es

No.

 

 
ACTUAL

IRBFNN



TELKOMNIKA  ISSN: 2302-4046  

An Improved RBF Neural Network Method for Information Security Evaluation (Liu Yinfeng) 

2939

 
 

 

Figure 3. The Information Security Evaluation 
Values of the RBF Neural Network 

Figure 4. The Information Security Evaluation 
Error of the Improved RBF Neural Network 

 

 
 

Figure 5. The Information Security Evaluation Error of the RBF Neural Network 
 
 

It is indicated that the information security evaluation error of the improved RBF neural 
network is smaller than that of the RBF neural network. Thus, the improved RBF neural network 
is very suitable for information security evaluation. 

 
 

5. Conclusion 
This paper presents an improved RBF neural network method for information 

evaluation. RBF neural network can approximate continuous function mapping with the 
excellent accuracy. Ant colony optimization is a multi-agent approach for difficult combinatorial 
optimization problems, which has been applied to various NP hard problems. Here, ant colony 
optimization algorithm is applied to optimize the parameters of RBF neural network. The 
information intrusion types including “unauthorized access”, “unauthorized access to a system 
resource”, “data leakage”, “denial of service”, “unauthorized modification data and software”, 
“system crash” have a great influence on information security. Thus, we employ  “unauthorized 
access”, “unauthorized access to a system resource”, “data leakage”, “denial of service”, 
“unauthorized modification data and software”, “system crash” as the features of information 
security evaluation. It is indicated that the information security evaluation error of the improved 
RBF neural network is smaller than that of the RBF neural network. Therefore, the improved 
RBF neural network is very suitable for information security evaluation. 

 
 

9 10 11 12

0.35

0.4

0.45

0.5

0.55

0.6

0.65

0.7

0.75
E

va
lu

at
io

n 
va

lu
es

No.

 

 
ACTUAL

RBFNN

9 10 11 12
-0.08

-0.06

-0.04

-0.02

0

0.02

0.04

E
va

lu
at

io
n 

er
ro

r

No.

9 10 11 12
-0.08

-0.06

-0.04

-0.02

0

0.02

0.04

0.06

0.08

0.1

E
va

lu
at

io
n 

er
ro

r

No.



                       ISSN: 2302-4046 
           

 TELKOMNIKA Vol. 12, No. 4, April 2014:  2936 – 2940 

2940

References 
[1] LIU Junxiu, XIAO Long, LU Liuxiu, SU Xiaowei. Fast Information Security Verification Method and its 

Application in Electric Energy Management Terminal. JCIT. 2012; 7(2): 217-224.  
[2] Seung-Jung Shin, Jung-Hwa Kang, Kae-Dal Kwack. A Study of a Protocol Model for Information 

Security of the RFID Base Individual Identification Device. RNIS. 2011; 7: 10-12. 
[3] Feixian Sun, Gaiwen Guo. Research of Immunity-based Anomaly Intrusion Detection and Its 

Application for Security Evaluation of E-government Affair Systems. JDCTA. 2012; 6(20): 429- 437. 
[4] Peixin Qu, Zhen Liu. A Digital Signature Algorithm in Information and Network Security Based On 

Discrete Logarithm and Hash Functions. JCIT. 2012; 7(20): 557- 564. 
[5] Abdullah Jaafar, Azman Samsudin. A Survey of Black-and-White Visual Cryptography Models. 

JDCTA. 2012; 6(15): 237- 249. 
[6] Juan Ignacio Mulero-Martínez. Analysis of the errors in the modelling of manipulators with Gaussian 

RBF neural networks. Neurocomputing. 2009; 72(7–9): 1969-1978. 
[7] Juan Ignacio Mulero-Martínez. Boundedness of the nominal coefficients in Gaussian RBF neural 

networks. Neurocomputing. 2007; 71(1–3): 197-220. 
[8] RF Tavares Neto, M Godinho Filho. Literature review regarding Ant Colony Optimization applied to 

scheduling problems: Guidelines for implementation and directions for future research. Engineering 
Applications of Artificial Intelligence. 2013; 26(1): 150-161. 

[9] Shahla Nemati, Mohammad Ehsan Basiri. Text-independent speaker verification using ant colony 
optimization-based selected features. Expert Systems with Applications. 2011; 38(1): 620-630. 

[10] Marc Reimann, Marco Laumanns. Savings based ant colony optimization for the capacitated minimum 
spanning tree problem. Computers & Operations Research. 2006; 33(6): 1794-1822. 

[11] Betul Yagmahan. Mixed-model assembly line balancing using a multi-objective ant colony optimization 
approach. Expert Systems with Applications. 2011; 38(10): 12453-12461. 

 


