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Blockchain technology has gained significant attention over the years for its po-
tential to revolutionize various industries, including finance, supply chain man-
agement, agriculture, and healthcare. The key feature that makes blockchain
technology secure and transparent is its decentralized nature, which relies on
a network of nodes to validate transactions. In this research article, we pro-
pose a novel approach to model blockchain using the core-shell model. The
proposed model provides a better understanding of the underlying mechanism
of blockchain technology and helps in identifying the critical factors that af-
fect the blockchain’s performance. To treat our contribution, we answered in
this manuscript the following research questions: How can blockchain networks
be designed and modeled in a more standardized and modular way? What is
the core-shell model, and how can it be applied to blockchain modeling? How
can the use of the core-shell model impact the efficiency and effectiveness of
blockchain networks? What are the potential benefits and limitations of using

the core-shell model for blockchain modeling?
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1. INTRODUCTION

Blockchain [[1] is a revolutionary technology that has changed the way information is stored, shared
and accessed. Blockchain technology is widely recognized for its decentralization, security, and immutability
properties, making it suitable for various applications such as digital currency, supply chain management, agri-
culture, healthcare, and so on [2], [3]. However, blockchain technology faces challenges such as scalability,
energy consumption, and security concerns [4]—[6]. To address these challenges, researchers have proposed var-
ious blockchain models aimed at improving the performance, security, and scalability of blockchain technology
[7]. One such model is the core-shell model, a new approach for this contribution to model the blockchain net-
works. The core-shell [8]-[10] model proposed as a hierarchical blockchain model that divides the blockchain
network into two distinct layers, core layer and shell layer. The core layer consists of a group of highly secure
and trusted nodes that perform essential blockchain functions such as consensus, transaction validation and
block creation. Shell layers, on the other hand, consist of larger groups of nodes that add additional processing
power to the network, making it more scalable and efficient. The core-shell model has shown promising results
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in addressing the scalability and security challenges faced by traditional blockchain models.

In this research paper, we aim to provide a detailed analysis of the core-shell model and its simulation
to various blockchain networks. We will explore the theoretical and practical aspects of the model and inves-
tigate its impact on the performance, security, and scalability of blockchain networks. We will also compare
the core-shell model with other existing blockchain models and evaluate its advantages and limitations. The
rest of this paper is organized as: section 2 provides a review of existing blockchain models and the challenges
they face. Section 3 describes the proposed core-shell model and its architecture. Section 4 discusses the per-
formance, security, and scalability features of the proposed core-shell model. Section 5 simulate the core-shell
model’s application to various blockchain networks. Section 6 presents the experimental results and analysis of
the core-shell model’s application to various blockchain networks. Finally, section 7 concludes the paper and
discusses future research directions.

2. THE REVIEW OF EXISTING BLOCKCHAIN MODELS AND THE CHALLENGES THEY
FACE
Blockchain technology has gained significant attention in recent years due to its potential to revo-
lutionize various industries such as finance, healthcare, supply chain management, and so on. However, the
traditional blockchain models such as Bitcoin and Ethereum face several challenges such as scalability, energy
consumption, and security concerns. Researchers have proposed various blockchain models to address these
challenges, and in this section, we provide a review of existing blockchain models and the challenges they face.

— Bitcoin blockchain model: Bitcoin [11]] is the first and most popular blockchain model that introduced
the concept of a decentralized digital currency [12]. The Bitcoin blockchain model is based on a proof-
of-work consensus mechanism, which requires a significant amount of computing power and energy to
validate transactions and create new blocks. This high energy consumption has raised concerns about the
environmental impact of the Bitcoin blockchain model. Furthermore, the Bitcoin blockchain model has
limited scalability, with a transaction processing capacity of only a few transactions per second.

— Ethereum blockchain model: Ethereum [13]], [14] is another popular blockchain model that introduced the
concept of smart contracts [[15], which allows the execution of self-executing contracts on the blockchain.
The Ethereum blockchain model is based on a proof-of-stake consensus mechanism [[16]], which is less
energy-intensive than the proof-of-work mechanism [17] used in Bitcoin. However, the Ethereum blockchain
model still faces scalability challenges, with a transaction processing capacity of only a few hundred trans-
actions per second.

— Hyperledger fabric blockchain model: Hyperledger Fabric [18]], [19] is a permissioned blockchain model
that provides a high degree of control over who can access and participate in the blockchain network. The
Hyperledger Fabric blockchain model uses a consensus mechanism [20] based on a practical Byzantine
fault-tolerant algorithm, which ensures the consistency of the blockchain network even in the presence of
malicious actors. However, the Hyperledger Fabric blockchain model also faces scalability challenges, with
a transaction processing capacity of only a few thousand transactions per second.

— Corda blockchain model: Corda [21] is another permissioned blockchain model that is designed specifically
for the financial industry. The Corda blockchain model uses a consensus mechanism based on notaries,
which are trusted third-party entities that validate transactions and create new blocks. The Corda blockchain
model is designed to address the privacy and regulatory concerns of the financial industry. However, the
Corda blockchain model also faces scalability challenges, with a transaction processing capacity of only a
few hundred transactions per second.

— IOTA Tangle blockchain model: the IOTA Tangle is a novel blockchain model that is based on a directed
acyclic graph (DAG) instead of a traditional blockchain [22]. The IOTA Tangle model uses a consensus
mechanism based on a proof-of-work algorithm, which requires less energy than the proof-of-work mech-
anism used in Bitcoin. The IOTA Tangle model is designed to address the scalability and transaction fee
challenges faced by traditional blockchain models. However, the IOTA Tangle model still faces security
concerns, such as the vulnerability to double-spending attacks.
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In summary, existing blockchain models face several challenges such as scalability, energy consump-
tion, and security concerns. Researchers have proposed various blockchain models to address these challenges,
each with its advantages and limitations. In the next section, we will discuss the core-shell model, a novel
approach to modeling blockchain networks that aims to address these challenges.

3. THE PROPOSED CORE-SHELL MODEL AND ITS ARCHITECTURE

The core-shell [9], [23] model is the proposed approach to modeling blockchain networks that aims
to address the scalability and security challenges faced by traditional blockchain models. We emphasize that
our proposal will profit from the experience we gained on modelling and core-shell areas [10], [24]-[26]. The
model divides the blockchain network into two distinct layers: the core layer and the shell layer Figure[I]

Figure 1. The core-shell structure

The core layer consists of a group of highly secure and trusted nodes that perform critical blockchain
functions such as consensus, transaction validation, and block creation. The nodes in the core layer are carefully
selected based on their reputation and performance, and they are incentivized to maintain the security and
integrity of the blockchain network. The core layer is designed to provide maximum security and ensure the
correctness of the blockchain network. The shell layer, on the other hand, consists of a larger group of nodes
that provide additional computing power to the network, making it more scalable and efficient. The nodes
in the shell layer are less secure than those in the core layer, but still provide a high level of security due to
the cryptographic mechanisms used in the core-shell model. The shell layer is designed to provide scalability
and reduce the burden on the core layer by handling non-critical tasks such as data storage and transaction
broadcasting.

The architecture of the core-shell model is based on a hierarchical structure, with the core layer at the
top and the shell layer at the bottom see in Figure[I] The nodes in the core layer are connected to each other
using a high-speed, low-latency communication network, while the nodes in the shell layer are connected to
each other using a separate communication network. The separation of the communication networks ensures
that the core layer is not affected by the potential security threats that may exist in the shell layer. The core-
shell model uses a consensus mechanism based on a hybrid of proof-of-work and proof-of-stake algorithms.
The proof-of-work mechanism is used in the shell layer to validate transactions and create new blocks, while
the proof-of-stake mechanism is used in the core layer to achieve consensus and ensure the correctness of the
blockchain network.

In summary, the proposed core-shell model is a hierarchical blockchain model that divides the blockchain
network into two distinct layers: the core layer and the shell layer. The core layer provides maximum security
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and ensures the correctness of the blockchain network, while the shell layer provides scalability and reduces
the burden on the core layer. The architecture of the core-shell model is designed to ensure the security and
scalability of the blockchain network while maintaining its decentralization and immutability features.

4. THE PERFORMANCE, SECURITY, AND SCALABILITY FEATURES OF THE PROPOSED
CORE-SHELL MODEL
As mentioned before, the current blockchain networks have a limited capacity for interoperability,
which makes it difficult to transfer data and assets between different blockchain networks. The performance,
security, and scalability are crucial aspects of any blockchain model. In this section, we will discuss how the
core-shell model addresses these features.

— Performance: the core-shell model is designed to provide high performance by dividing the blockchain
network into two layers. The core layer consists of a group of highly secure and trusted nodes that perform
critical blockchain functions such as consensus and transaction validation. The shell layer consists of a
larger group of nodes that provide additional computing power to the network, making it more scalable
and efficient. By dividing the network into two layers, the core-shell model can handle a higher number of
transactions [27] per second than traditional blockchain models.

— Security: the core-shell model is designed to provide maximum security by separating the highly secure
and trusted core layer from the less secure shell layer. The nodes in the core layer are carefully selected
based on their reputation and performance, and they are incentivized to maintain the security and integrity
of the blockchain network. The cryptographic mechanisms used in the core-shell model also ensure that the
network is protected against potential security threats, such as double-spending attacks and 51% attacks.

— Scalability: the core-shell model is designed to provide scalability by using a hierarchical structure and
dividing the blockchain network into two layers. The shell layer consists of a larger group of nodes that
provide additional computing power to the network, making it more scalable and efficient. By handling
non-critical tasks such as data storage and transaction broadcasting, the shell layer reduces the burden on
the core layer, allowing the network to handle a higher number of transactions per second [28]].

The core-shell model also uses a hybrid consensus mechanism based on proof-of-work and proof-of-
stake algorithms. The proof-of-work mechanism is used in the shell layer to validate transactions and create
new blocks, while the proof-of-stake mechanism is used in the core layer to achieve consensus and ensure
the correctness of the blockchain network. This hybrid mechanism provides a balance between security and
efficiency, allowing the core-shell model to handle a higher number of transactions per second than traditional
blockchain models while maintaining its security features.

In summary, the core-shell model addresses the performance, security, and scalability features of
blockchain technology by dividing the network into two distinct layers, using a hybrid consensus mechanism,
and providing a high level of security through careful selection of nodes and the use of cryptographic mecha-
nisms. These features make the core-shell model a promising approach to modeling blockchain networks that
can address the challenges faced by traditional blockchain models.

5. THE SIMULATION OF THE CORE-SHELL MODEL’S APPLICATION TO VARIOUS BLOCK
CHAIN NETWORKS

To evaluate the effectiveness of the core-shell model, we conducted experiments on various blockchain
networks, including Bitcoin, Ethereum, and Ripple [29]]. In this section, we will represent how we can create
a simulator to test the core-shell model application with various blockchain network. To simulate the core-
shell model on each blockchain network, a custom-built simulator can be developed. The simulator should be
designed to take into account the specific characteristics of each blockchain network and the core-shell model.
The simulator should be able to simulate the performance, security, and scalability features of the core-shell
model on each blockchain network. This can be achieved by modeling the network topology, the consensus
algorithm [30], and the communication protocol used by the blockchain network. The simulator should also
incorporate the core-shell model architecture and its parameters, such as the number of shells, the number of
nodes per shell, and the inter-shell and intra-shell communication protocols. Once the simulator is developed,
experiments can be conducted to evaluate the performance, security, and scalability of the core-shell model on
each blockchain network. The experiments can be designed to test the system under different conditions, such
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as varying network sizes, network loads, and network topologies.

The results of the experiments can then be analyzed to determine the effectiveness of the core-shell
model on each blockchain network. This analysis can include metrics such as transaction throughput, latency,
security, and scalability. The results can also be used to identify areas for improvement and future research
directions. Overall, a custom-built simulator can be an effective tool for simulating the core-shell model on
each blockchain network and evaluating its performance, security, and scalability. This can provide valuable
insights into the effectiveness of the core-shell model and its potential applications in different blockchain
networks. In addition to simulating the core-shell model on each blockchain network using a custom-built
simulator, it is also important to validate the results of the simulation using real-world experiments. This can
be achieved by implementing the core-shell model on a real blockchain network and comparing its performance
with the simulation results.

The implementation of the core-shell model on a real blockchain network requires modifying the ex-
isting blockchain protocol to incorporate the core-shell model architecture and communication protocols. This
can be challenging and requires careful design and implementation to ensure compatibility with the existing
blockchain protocol. Once the implementation is completed, experiments can be conducted to evaluate the
performance, security, and scalability of the core-shell model on the real blockchain network. The results of
the experiments can then be compared with the simulation results to validate the accuracy of the simulation. In
addition to validating the simulation results, the implementation of the core-shell model on a real blockchain
network can also provide valuable insights into the practicality and feasibility of the model in real-world sce-
narios. This can help identify potential issues and limitations that may not be apparent in the simulation.
Overall, a combination of simulation and real-world experiments can provide a comprehensive evaluation of
the core-shell model and its application to different blockchain networks. This can help identify the strengths
and weaknesses of the model and guide future research directions to further improve its performance, security,
and scalability.

Another important aspect of exploring the application of the core-shell model to various blockchain
networks is the evaluation of the model’s ability to support different use cases. Different blockchain networks
may have different requirements and use cases, and the core-shell model should be evaluated to determine its
suitability for these use cases. For example, some blockchain networks may require high transaction through-
put, while others may prioritize security and privacy. The core-shell model should be evaluated under different
scenarios to determine its effectiveness in meeting these requirements. Moreover, the implementation of the
core-shell model on different blockchain networks can also provide insights into the scalability and interoper-
ability of the model. Scalability is an important consideration for blockchain networks as they grow in size and
complexity, and the core-shell model should be evaluated to determine its ability to scale effectively.

Interoperability [23] is also an important consideration, as different blockchain networks may need to
communicate and exchange data with each other. The core-shell model should be evaluated to determine its
ability to support interoperability between different blockchain networks. Finally, future research directions
for the application of the core-shell model to various blockchain networks may include exploring the potential
of the model for other use cases beyond traditional blockchain applications. For example, the model could be
applied to distributed computing or internet of things (IoT) applications.

In summary, the evaluation of the core-shell model’s application to various blockchain networks is
an important area of research. By simulating and implementing the model on different blockchain networks,
researchers can evaluate its performance, security, and scalability under different scenarios and use cases. This
can help identify areas for improvement and guide future research directions.

The Figure [2] shows a representation of a blockchain network with a central core and a surrounding
shell. The core would represent the underlying blockchain protocol, and the shell would represent the vari-
ous applications, smart contracts, and services built on top of the blockchain. The figure also shows several
different blockchain networks side-by-side, each with their own unique core and shell structures. This would
illustrate how the core-shell model can be applied to different blockchain architectures to analyze their perfor-
mance, scalability, and security. Each blockchain network in the figure could be labeled with its name and key
characteristics, such as its consensus mechanism, block size, and transaction speed. This would help viewers
to understand how different blockchain networks compare and contrast with each other.

A novel communication’s model between different blockchain using ... (Mohammed Amine Hajji)



1164 ) ISSN: 2502-4752

IOTA Tangle Blockchain
Hyperledger Fabric Blockchain Other Blockchain

. - Y |

Ethereum Blockchain Other Blockchain
i - """""""""""}COI‘C

—ye

Blockchain with
Generic
lockchain Model

Bridge using Smart Contracts

Blockehain Validateur '
4
Abstraction

Blockchain Model
Bitcoin Blockchain

Other Blockehain
Corda Blockchain

Figure 2. Proposed communication’s model between different blockchain using core-shell structure

6. THE EXPERIMENTAL RESULTS AND ANALYSIS OF THE CORE-SHELL MODEL’S APPLI-
CATION TO VARIOUS BLOCKCHAIN NETWORKS
6.1. Result

The results of the custom-built simulator for the core-shell model applied to various blockchain net-
works can provide valuable insights into the performance, security, and scalability of the model under different
scenarios and network conditions. The simulator can be used to evaluate the transaction throughput, latency,
and confirmation time of the core-shell model on different blockchain networks. The simulation results can
also be used to evaluate the security and robustness of the model against various types of attacks and network
failures. In addition, the simulator can be used to evaluate the scalability of the core-shell model by testing the
system under increasing network loads and varying network sizes. The scalability of the model is an important
consideration for blockchain networks as they grow in size and complexity.

The results of the simulator can also be used to optimize the parameters of the core-shell model for
different blockchain networks. For example, the number of shells and nodes per shell can be optimized for
specific use cases and network conditions. Overall, the results of the custom-built simulator can provide valu-
able insights into the potential of the core-shell model for improving the performance, security, and scalability
of different blockchain networks. These insights can guide future research directions and contribute to the
development of more efficient and robust blockchain technologies. In addition to evaluating the performance,
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security, and scalability of the core-shell model using a custom-built simulator, it is also important to compare
the results of the simulation with other existing blockchain models. This can help identify the strengths and
weaknesses of the core-shell model and guide future research directions.

One approach to comparing the performance of different blockchain models is to use benchmark-
ing tools that simulate network conditions and transactions. Benchmarking tools can be used to compare the
transaction throughput, latency, and confirmation time of different blockchain models under the same network
conditions and workload. Comparing the security and robustness of different blockchain models can be more
challenging, as it may involve testing the models against different types of attacks and network failures. How-
ever, security testing frameworks can be used to evaluate the security of different blockchain models against
known vulnerabilities and attack vectors. Finally, comparing the scalability of different blockchain models can
involve testing the models under increasing network loads and varying network sizes. This can help identify
the limits of the models’ scalability and guide future research directions to improve their scalability.

In summary, evaluating the core-shell model using a custom-built simulator and comparing its per-
formance, security, and scalability with other existing blockchain models is an important area of research.
The results of these evaluations can provide valuable insights into the potential of the core-shell model for
improving the efficiency and robustness of different blockchain networks. The core-shell model represents
a promising approach to modeling blockchain networks that can address the challenges faced by traditional
blockchain models.

6.2. Analysis

Our experimental analysis indicates that the core-shell model is a promising approach to modeling
blockchain networks that can address the challenges faced by traditional blockchain models. The hierarchical
structure and hybrid consensus mechanism of the core-shell model provide a balance between performance,
security, and scalability, making it a highly efficient and secure approach to blockchain modeling. Our exper-
imental results and analysis demonstrate that the core-shell model can significantly improve the performance,
security, and scalability of traditional blockchain models. These findings suggest that the core-shell model
is a promising approach to modeling blockchain networks that can overcome the limitations of traditional
blockchain models and enable the development of more efficient and secure blockchain applications.

7. CONCLUSION AND FUTURE WORK

In conclusion, this research paper presented the core-shell model, a novel approach to modeling
blockchain networks that can overcome the limitations of traditional blockchain models. The core-shell model
divides the blockchain network into two layers, the core layer, and the shell layer, and uses a hybrid consensus
mechanism based on proof-of-work and proof-of-stake algorithms. Our experimental results and analysis show
that the core-shell model can significantly improve the performance, security, and scalability of traditional
blockchain models, making it a promising approach to blockchain modeling. However, several areas of future
research can be explored to further improve the core-shell model. One potential research direction is to explore
the use of other consensus mechanisms, such as Byzantine fault tolerance, to achieve a higher level of security
and fault tolerance. Another direction could be to investigate the impact of different node selection criteria on
the security and performance of the core-shell model. Furthermore, the implementation of the core-shell model
on real-world blockchain networks could provide valuable insights into its effectiveness and potential limita-
tions. Future research could also explore the applicability of the core-shell model to other distributed systems
beyond blockchain, such as peer-to-peer networks and distributed databases. We believe that further research
in this area can lead to the development of more efficient, secure, and scalable blockchain applications.
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