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ABSTRACT

The growth of internet of things (IoT) devices and apps has caused disruptions
in key sectors such as smart environment, healthcare, and mission-critical tool.
Security of IoT devices, networks, and infrastructure is the biggest challenge.
RPL, a routing protocol optimised for low-power and lossy networks, is applied
by the IoT to offer seamless information transfer among the myriad of intercon-
nected entities. So, the paper delves into the nuts and bolts of RPL, covering its
protocol settings, trickle timer, and objective function, as well as the IoT’s archi-
tecture and applications. This article also provides a framework for categorising
past research on the effects of RPL-IoT on energy consumption, transportation,
service quality, traffic congestion, and safety. The future of energy efficiency,
congestion, objective function, mobility, stability, security, collaborative intru-
sion detection systems, active learning, and key management are all considered
in this analysis.
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1. INTRODUCTION
As its use in more and more fields rapidly grows, the internet of things (IoT) is now widely regarded

as the most significant technological breakthrough of our time. The IoT is supposedly paving the way toward
approving modernity by increasing the effectiveness and efficiency of the network through the reduction of
wasted periods and operation automation and the introduction of smartness in things. As a result of advance-
ments in technology, we now have the concept of “intelligent homes” [1], “intelligent cities” [2], “intelligent
healthcare” [3], and even “wearable devices” [4]. In addition, it has had a major effect on resource conservation
in the industrial and urban spheres [5], [6].

The IoT is often recognised as the most significant technological achievement of our time, and its use
is fast expanding across a wide range of industries. According to proponents of IoT, it is this technology’s
ability to streamline processes, eliminate unnecessary steps, and infuse intelligence into everyday objects that
will pave the road for widespread acceptance of modernity. There are now “intelligent homes” [1], “intelligent
cities” [2], “intelligent healthcare” [3], and even “wearable devices” [4]. In addition, it has had a major effect
on resource conservation in the industrial and urban spheres [5], [6].
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IPv6 over low-power wireless personal area networks (6LoWPAN) [7] is a groundbreaking protocol
that bridged the gap between internet protocol (IP) and low-power devices. It’s an IP-based technology that
may be used in low-power wireless personal area networks (LoWPANs) such wireless sensor networks (WSN)
and incorporates both the IEEE 802.15.4 [8] and IPv6 [9] protocols. This extension allows for complete internet
interaction within LoWPANs, allowing for new configuration options.

Routing protocol for low-power and lossy networks (RPL) is widely used in IoT networks. The
internet engineering task force (IETF) [10] developed this protocol to address the dearth of a suitable alternative
for use in low-power, resource-constrained, and lossy IoT devices. To perform routing functions, it employs
the distance vector routing principle by forming a directed acyclic graph (DAG) or destination-oriented DAG
(DODAG) [11]. Five primary control messages are recommended for use in establishing a communication
network. DODAG information solicitation (DIS) are data inquiry, DODAG information objects (DIO) are data
object, destination advertisement object (DAO) are acknowledgement, and consistency check (CC) are all part
of the DODAG messages. Fixes for inconsistencies, broken links, and other problems are built into the protocol
at both the local and global levels [12].

The rest of this paper is organized as follows. Section 2 describes the IoT in terms of architecture
and application. Section 3 shows an overview of RPL with regards to protocol configuration, trickle timer,
and objective function. Section 4 proposes a taxonomy of literature reviews for RPL-IoT. Section 5 discusses
challenges and future directions. Lastly, section 6 concludes this review.

2. OVERVIEW OF INTERNET OF THINGS
2.1. Architectures of IoT

Several potential architectures that are conducive to the IoT have been proposed in the literature.
Common architectures include middleware, service orientation, three-layer, and five-layer designs [13]. So far,
no agreed-upon framework for the IoT exists in writing. Figure 1 shows that a three-layer design is the most
frequently quoted IoT architecture [14]. Its increased popularity can be attributed to the fact that it is easy to
use and represents IoT in an abstract way, both of which speed up the process of creating and releasing new
applications. It consists of three distinct layers: the perceptual layer, the network layer, and the application
layer. These tiers are underlined in the following steps.
- Perception layer: the perception layer helps keep the IoT three-tier architecture stable. The perception layer

of an IoT system collects information about the surrounding environment. WSN technology allows us to
expand our horizons. At this stage, the analogue input is converted to digital and the detected data is put to
good use.

- Network layer: the network layer transfers sensory data to the perception and application layers safely. Wire-
less local-area network (WLAN), wireless personal area network (WPAN), LoWPAN, and global system for
mobile communication (GSM) networking are used. It uses Bluetooth, long-term evolution (LTE), and near-
field communication (NFC) transmission. It directs the IoT various sensors’ data. IPv6 makes 6LoWPAN
addresses unique.

- Application layer: the application layer offers IoT application consumers customizable services or a front
end. It instantly sends network-processed data to users. Connects users to IoT services. Developers use
IoT insights with the application layer. Uses include intelligent homes, electrical grids, industrial controls,
surveillance systems, health-care controls, and logistics management [15]-[18].

2.2. Application of IoT
Although it would be impossible to provide a comprehensive list of all possible IoT applications,

we can discuss some of the most popular ones to gain an understanding of the varying needs and design
implications of this new field and the challenges that lie in its path to maturity. Some of the most common uses
of IoT are depicted in Figure 2.
- Healthcare: the potential of the IoT and WSNs in health-care is limitless, and the projected benefits are

countless, thus the idea has piqued the curiosity of many researchers. Care for the elderly, testing of vital
signs, observation of the hospital environment, and detection of emergencies are all examples of healthcare
applications [19]-[22].

- Smart environments: incorporating smart city, building, agricultural, and other applications. Because of
the expansive nature of these applications, mobility, management, scalability, and low power consumption
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are all must-haves. Privacy and security concerns may also be important in the context of smart building
implementations [23]-[26].

- Transport: in several nations, important highways are already equipped with sensors that can detect when
traffic volumes are excessive and take action to alleviate the resulting gridlock. For example, these sen-
sors can tally the number of cars on the road, or they can identify the location of accidents and other
crises [27]-[30].

- Industry: because of the widespread adoption of computers, factory automation, and other forms of mech-
anisation in recent decades, the industrial sector has emerged as one of the most significant technological
catalysts [31]-[33].

- Military: because of the sensitive nature of the military environment, it can be difficult to gain physical
access to nodes once they have been deployed. Batteries can’t be easily replaced in dangerous environments
or during battle, therefore energy consumption is a crucial measure to consider [34]-[37].

Figure 1. Three-layer architecture of IoT

Figure 2. Application of IoT

3. DESCRIPTION OF RPL
3.1. Overview of RPL

RPL utilises the IEEE 802.15.4 standard and the 6LoWPAN adaptation layer to provide a long-
distance vector protocol optimised for IPv6 low-power devices. Motivated by the desire to improve coordi-
nation between many nodes in a peer-to-peer or renewed star network [38]-[40], the routing over LLNs (RoLL)
working group presented the routing requirements for low power and lossy networks (LLNs) in public, factor-
ing in the disadvantage of powering, processing, and mind resources. With this protocol, the network’s nodes
are organised into a hierarchical structure with multiple intermediate nodes, allowing any node to broadcast
information to its parent [41], [42], which will then forward it to the next higher level, ultimately reaching the
gateway or sink node. Unicast messages can also be sent from the sink node to a specific peer in the source
network [43]-[45].
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868 r ISSN: 2502-4752

3.2. Protocol configuration
When using RPL, a tree-like topology is produced (DAG). There is a ranking (Rank) system in place

within the network, and as the teams branch out from the central node, the ranks of the individual nodes
increase (DODAG) [46]-[48]. When resending data, the nodes prioritise the shortest path. With the help of
RFC, ICMPv6 defines three control messages. The flow of RPL command messages is depicted in Figure 3.

- DIS (information request DODAG): similar to how router request messages are used to discover existing
systems, DODAG can be used to inquire about nearby data.

- DIO (object of information of the DAG): transmission of DAG data in response to DIS messages; additionally
utilized to update nodes’ state about the network topology at regular intervals.

- DAO (object of update to the destination): teams send a message to the DODAG so that their “parent” nodes
can see the latest changes to their information.

Figure 3. Control messages in RPL

3.3. Trickle timer
The exponentially growing interval used by the trickle timer [49]-[51] helps to reduce unnecessary

control information. Since it was assumed that once connectivity was established, only a small number of
DIO messages would be needed, the initial implementation of RPL made use of a trickle timer to store control
messages only when they were actually needed by the network. RPL has two routing objective functions (OF)
the hope count and the expected transmission count (ETX). In addition to these two OFs, RPL employs a trickle
timer mechanism to regulate the rate at which command messages are sent. This trickle timer helps keep track
of the messages sent by the sink when it tells the nodes “I am the sink”.

3.4. Objective function
In order to determine which parent node is “better,” RPL nodes utilise an OF that contains a set of

criteria by which to compare them. The simplest and most basic objective function currently presented by the
IETF is known as objective function zero (OF0) [52], [53], and it selects the device with the lower (better)
rank based on a single metric: the node’s rank relative to the root. The OF0 is intended to be a baseline from
which more refined objective function implementations can be developed. The second is the container-based
minimal rank with hysteresis objective function (MRHOF) [54], [55], which is likely the most widely used
routing metric. By using a metric container, users can modify the metrics that are transmitted alongside DIO
messages. ETX is the standard routing metric, however this enhancement enables the use of estimated energy
expenditure as an alternative [56], [57].

4. TAXONOMY OF LITERATURE REVIEWS
This section shows the taxonomy of literature reviews. As shown in Figure 4, this review provides a

taxonomy of literature reviews based on energy consumption, mobility, and quality of service (QoS), conges-
tion, and security. The description and review of each type are provided as follows.
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Figure 4. Taxonomy of literature reviews for RPL-IoT

4.1. Energy consumption
IEEE 802.15.4 and RPL were created with energy saving in mind because low power is such a sig-

nificant issue for LLNs [58]. Many academics think about include energy usage as a routing parameter in
the objective function when proposing enhancements to RPL. The original RPL standard ensures that nodes
constructed to it can operate for years on a single battery charge [59], [60]. Using energy consumption as a
parameter, a second study verifies these findings and adds that energy usage increases proportionally with net-
work size and the number of nodes. The objective function (SEEOF) used by the authors of the study “Smart
energy efficient objective function for smart metering and industrial applications” cites residual energy and
predicted energy usage [61]. Like ants working together for the greater good of the colony, the collaborative
approach chosen by the authors of [62] assumes that devices are autonomous decision-makers where the gain
of each node is beneficial for the welfare of the network as a whole. Improved throughput and energy distribu-
tion among network nodes are reflected in the simulation findings as an improvement in lifetime. The authors
of this work offer an radio duty cycle (RDC) based approach to estimating energy consumption as a means
of improving energy distribution and boosting power density. Improved failure detection is one such solution
that has been studied with the intention of increasing RPL’s energy efficiency [63]. When deciding where to
send traffic across a network, the routing and aggregation for minimum energy (RAME) technique takes into
account data from the least power-hungry device [64].

4.2. Mobility
Many studies have been conducted on the topic of routing for mobile WSNs, with the most recent

ones relying heavily on RPL [65], [66], the protocol that has become the de facto standard for the IoT [67]. The
DAG-based multipath routing for mobile sensor networks (DMR) [68] uses a multipath method with redundant
routes and a DODAG maintenance and repair technique; it was built with RPL with rank information and link
quality identifier (LQI) as routing metrics. The authors of introduced a mobility support layer named MoMoRo
to enable low-power WSN applications with human-scale mobility and low traffic. This layer includes a desti-
nation seeking technique by means of delivering adaptive flood messages to discover a missing node in the data
collecting tree and permits nodes to send probes as soon as they become disconnected from their parent node.
Gaddour et al. [69] introduced a corona mechanism with RPL (Co-RPL) based on the corona concept, which
divides the system into circular coronas centred on the DODAG root and speeds up the process of nodes choos-
ing a new parent without having to remodel the DODAG. Using this method, the nodes can make the necessary
changes without disrupting the DODAG. Gara et al. [70] evaluates RPL for hybrid networks consisting of both
mobile and static nodes, providing yet another improvement of RPL for medical and healthcare applications.
Fotouhi et al. [71] developed a mobile version of RPL to accommodate mobility in IoT contexts. To facilitate
quicker transitions between mobile nodes, this protocol extends the standard triceraddressing technique with
four timers. Recent developments in mobility management have led to the development of the “Smarter-HOP”
variation of mRPL. To ensure that nodes are aware of additional link metrics besides received signal strength
indicator (RSSI), the target function is implemented into the parent selection method of this protocol,mRPL++
[72]. A robust routing method for WSNs with both stationary and mobile endpoints is presented in [73] in the
form of Kalman positioning RPL (KP-RPL), a protocol based on RPL. For multihop routing in dynamic IoT
services, Kharrufa et al. [74] created D-RPL to improve the capability of RPL in mobile systems with dynamic
features. D-RPL makes use of some of mRPL’s features, and it also has an adaptive timer that may be used as
a reverse-trickle timer if movement is disabled.
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4.3. Quality of service
Most IoT applications call for trustworthy data transmission, which can be achieved by decreasing

the number of missed packets, maximising throughput, and minimising latency [75]. If you want to satisfy
demanding QoS requirements, you need to enhance routing options, optimise data rates, and speed up topology
repairs [76]. Dawans et al. [77] propose a reactive solution that makes use of the amount of received data
packets rather than control messages to communicate updates on the link’s quality. This technique adopts a
similarly adaptive strategy to that proposed in [78], which suggests a cross-layer design to improve connection
quality estimation in RPL; this permits secure data transmission while using less power and experiencing
less delay than the original RPL. A method for identifying a root node failure is presented in [79]. Most
writings take for granted that the sinknode is always strong, functional, and reliable. In order to improve
routing precision, other research [80]-[82] have introduced multicast techniques. Several proposals have been
made in these researches to control RPL multicast messages: stateless multicast RPL forwarding (SMRF),
extended multicast RPL forwarding (ESMRF), and bidirectional multicast RPL forwarding. In order to reduce
power consumption and expenses, the algorithm CooperativeRPL (C-RPL) [83] uses a cooperative technique
for nodes with different sensing applications.

4.4. Congestion
The accumulation of data across successive hops causes bottlenecks at the node level, making conges-

tion one of the primary issues with multi-hop routing [75], [84], [85]. Congestion in the wireless channel and
the nodes’ buffers is more likely to develop when a high number of nodes are transmitting data simultaneously
[86]. Congestion has a major effect on energy consumption, dependability, and delay times [87]. Using RPL
for routing and adjusting traffic according to RDC and buffer occupancy, Michopoulos et al. [88] established a
duty cycle aware congestion control (DCCC6) for controlling traffic in 6LoWPAN networks. Castellani et al.
[89] offered three congestion control schemes: griping, deaf, and fuse. Important factors in these implementa-
tions include queue length, buffer length, and the use of a hybrid method. For one problem with these systems,
the lack of support for node priorities or application priorities, Al-Kashoash et al. [90] offered a game-theoretic
framework for employing an adaptive transmission rate in sensor nodes. Using buffer occupancy as a measure,
Hellaoui and Koudil [91] created a congestion control algorithm that can determine which channels are least
impacted by congestion. The creators of use a queue utilisation strategy in which nodes share congestion details
via DIO messages in order to achieve load balancing. A game-theoretic approach to the parent-child transition
is proposed in [92]. Tang et al. [93] argue that there should be many routes for delivering data, with the best one
being determined by objective function measurements. DIO data is used by the protocol to enable multi-path
routing when congestion develops [94].

4.5. Security
For most IoT deployments, some measure of security is required based on factors such as the type of

application, the location of deployment, and the significance of the data being provided [95]-[97]. IoT apps
benefit from having trust, authenticity, authentication, availability, privacy, and integrity. An IETF standardis-
ation proposal, RFC6553 [98]. includes a cap on the number of tickle-resets that can be triggered in one hour.
Mayzaud et al. [99] expand on this concept by suggesting an adaptive threshold that varies with the health of
the network and the nature of the assault. The strategy has been shown to result in substantial improvements
in energy efficiency. Blackhole and greyhole attacks, in which malevolent nodes surreptitiously drop off some
of the datapackets, were proposed as a solution to this problem in a research published in [100]. Dvir et al.
[101] presented a technique to use signed DIO messages to prevent bogus rank advertisements, which are used
in sinkhole attacks in which a node falsely promotes itself with a high rank to attract data from surrounding
nodes. Perrey et al. [102] also examined and refined the technique to make it more secure against spoofing
and replay attacks. In this configuration, unlike sensor nodes, the agents’ only job is to keep an eye on the
network [103].

5. CHALLENGES AND FUTURE DIRECTIONS
The following sections will go into greater depth on the other central aspects of RPL, as well as their

advantages, disadvantages, and future directions, as shown in Figure 5.

- Energy consumption: due of the restricted resources of the nodes, energy consumption is a crucial factor
while developing an effective routing algorithm for an LLN. Therefore, studies aimed at bettering RPL
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often centre on finding ways to reduce power consumption and extend the lifespan of networks. RPL was
developed with the use of a trickle timer in mind, with the goal of lowering energy consumption.

- Reliability: reliability in RPL is quantified by the percentage of transmitted data that never arrive and the
average transmission delay among entities. Increased reliability often comes at the expense of more power
being used for retransmissions or acknowledgments.

- Congestion: similarly to real-world examples, LLNs experience increased energy consumption, delay, and
decreased reliability due to network congestion.

- Objective function: in RPL, the parent selection mechanism has the major drawback of always forwarding
packets destined for the root through the same parent. As this type of forwarding only considers the shortest
path, it can easily cause to energy outages or the demise of overburdened parent entities, which can cause
disruptions in the network.

- Mobility: although RPL was not developed with mobile nodes in mind, such nodes may be required in some
practical applications. RPL has limited adaptability to dynamic networks because, in its present form, it does
not distinguish among non-mobile node and mobile node.

- Stability: both route stability and node stability are possible interpretations of the stability term when used in
RPL contexts. Similarly to how long a given routing path remains functional, route stability is proportional
to its overall robustness. Most research ignores mobility and instead focuses on node stability, or the time
during which a child’s preferred parents remain stable.

- Security: in accordance with RFC 6550, RPL supports three distinct security settings: an unprotected, pre-
installed, and authenticated environment. As its name implies, the unsecured mode does not use encryption
for its control messages.

- Collaborative intrusion detection system (IDS): these IDS rely on communication between sensor nodes and
6BR to quickly and accurately identify malicious activity. There aren’t many studies in the literature that dig
into the creation of collaborative IDS.

- Active learning: one of the major issues for ML-based IDS is a lack of data. Active learning, which optimises
model learning during training, is a viable solution to this issue. There has been a recent uptick in interest
in this topic from those working in the field of security. Additional research is required before this can be
effectively used in the creation of IoT-based intrusion detection systems.

- Key management: in most IoT use cases, devices run in an unattended mode in an untrusted setting, making
them vulnerable to attack. It’s possible to view the pre-loaded security keys used in RPL’s secure mode as a
major security flaw due to their reliance on a single point of failure.

Figure 5. Challenges and future directions for RPL-IoT

6. CONCLUSION

The RPL-IoT is described in detail in this review. With regards to energy consumption, mobility, QoS,
congestion, and security, this review also presents a taxonomy of literature reviews for RPL-IoT. Finally, this
assessment touches on some of the difficulties and potential next steps. The proposed technique will be used
to detect even more assaults from both types of RPL attacks in the future through the building of adversary
models, simulation studies, dataset collection, and detection.
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