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 Medical images are one of the most critical and sensitive types of data in 

information systems. For the secure storage and transfer of medical images, 

confidentiality is the most important aspect. This paper presents efficient 

embedding technique to enhance medical image security. The Gaussian filters 

are used as preprocessing to remove high frequency components and then 

applied to cumulative distribution function (CDF) 5/3 wavelet to obtain LL 

band features. Similarly, the LL band features of cover image are obtained. 

The alpha bending technique combines both the LL band features of cover 

and secret image to form first level of encryption and now with other high 

frequency bands of LH, HL, and HH applied to Inverse CDF 5/3 obtains an 

encrypted image which is then transferred along with key obtained through 

other bands of LH, HL, and HH. The key generated acts as additional level of 

security and similarly, at the receiver the opposite operations are performed 

to obtain the original secrete image. The performance is measured in terms of 

Peak signal-to-noise ratio (PSNR) and is compared with existing techniques 

to validate the results. Further, the entire architecture is synthesized on spartan 

6 field-programmable gate array (FPGA) board to compare the hardware 

utilizations. 
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1. INTRODUCTION 

The internet has emerged as the primary communication medium for transmitting, disseminating, and 

exchanging data among users as a result of significant technological advancements and rapid expansion [1]. 

People may communicate knowledge quickly, easily, and affordably through the internet [2]. There is still a 

gap in terms of security and privacy. Two such qualities are sincerity and integrity [3]. Additionally, people 

are using the Internet more frequently as a primary form of communication [4]. 

On the other hand, one of the most important challenges in the globe is improved healthcare quality. 

The provision of healthcare to people is frequently seen as the most crucial issue on earth [5]. Public access to 

higher quality medical care is made possible by information technology. The practise of providing medical 

care to patients and doctors who are geographically apart via the use of information and communication 

technology is known as telemedicine. Digital medical information, such as medical images, are easily and 

quickly made available to the healthcare industry via contemporary health care systems like the hospital 

information system (HIS) and the picture archiving and communication system (PACS) [6]. In the field of 

telemedicine, the medical image is acknowledged as a key element. In hospitals, it is used for diagnostic 

purposes. As a result, every change in the patient’s condition, no matter how little, will affect the physician’s 
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diagnosis. To ensure that only legitimate changes occur, medical images require a high level of security [7]. 

These days, medical image interchange across clinics in different geographic regions is rather common. 

Unfortunately, this communication takes place through insecure and open networks, increasing the possibility 

of malicious behavior and, as a result, data corruption or deletion [8]. Due to these restrictions and dangers, 

telemedicine necessitates secure interchange circumstances to safeguard the validity and integrity of medical 

pictures while they are being transmitted. Hospitals take a huge quantity of medical photographs, which are 

then saved in databases for analysis and diagnosis. These databases need to be secured against both deliberate 

and accidental attacks [9]. These databases make it possible to detect and cure diseases early. Before making a 

choice, the doctor must verify that the image has not been altered. 

Digital medical image protection must have at least two essential features: security and authenticity. 

Security requires the protection of data from unauthorised users, and authentication ensures that the data 

received hasn’t been tampered with or altered and that it came from the intended sender [10]. After the medical 

image has been transferred, confidentiality, authenticity, and reliability must all be guaranteed [11]. 

Unauthorized users are not permitted to view or access the medical image in any way, let alone edit it or draw 

any conclusions from it. The keyholder can access the patient data on the destination side by decrypting the 

encrypted medical image [12]. Watermarking techniques [13] were developed as additional data integrity, 

authenticity, and originality protection mechanisms. We can still tell if the data has been tampered with or is 

in its original state after decryption. Cryptography [14] plays an important role in this where the data can be 

decrypted in a usable format by someone who possesses the secret key and algorithm. The data, however, is 

no longer secure after decryption. As a result, determining its authenticity and origin is quite difficult. Priori 

protection measures are the name given to this type of security. One of our study goals is to secure and 

demonstrate the security of medical images [15]. This entails proving the medical image’s legitimacy as well 

as its integrity and originality. 

 

 

2. LITERATURE SURVEY 

Vaseghi et al. [16] developed a fast finite time synchronisation technique for chaotic systems  that could 

be used for medical imaging encryption. The authors of this study first created an adaptive terminal sliding mode 

tracking method with quick reaching conditions, then they created a chaotic cryptosystem with a synced chaotic 

scheme serving as the secret key generator. The test results show that the suggested approach is dependable, 

usable, and has a high rate of convergence. 

A lightweight encryption method has been suggested Hasan et al. [17] to enhance the security of medical 

picture data on applications for the internet of medical things. In this study, a safe image encryption approach for 

the healthcare sector is improved using an efficient, lightweight encryption technology. Two permutation 

approaches are used in the recommended light weight encryption system to safeguard medical photos. Trials show 

that the projected method is faster than traditional methods for generating medical images. 

A deep learning-based stream cipher generator for medical image encryption and decryption was 

proposed Ding et al. [18]. To generate the private key, DeepKeyGen uses the generative adversarial network 

(GAN) as the learning network. The field of alteration has developed to the point where it can monitor the learning 

network and compile information on the creation of private keys. Trials demonstrate that the offered technology 

encrypts multimodality medical images successfully and effectively.  

Han et al. [19] suggested a hermite chaotic neural network based medical image encryption algorithm. 

The logistic map’s initial chaotic sequence serves as the medical image encryption mechanism in the projected 

method. After training a Hermit chaotic neural network with the chaotic sequence, the medical image is 

subsequently encrypted using two key streams. Strong key compassion, efficient encryption and decoding, and 

statistical analysis conflict can all be seen in the proposed method. 

Joint watermarking encryption JPEGLS is suggested Haddad et al. [20] for medical image reliability 

control in encrypted and compressed domains. The recommended solution has been praised for its ability to enable 

access to watermarking-based security features from both compressed and encrypted picture bit streams without 

even basic decryption. This is its main point of differentiation. Trials of the suggested technology demonstrate 

that it reliably transmits a message in both encrypted and compressed fields while minimising image distortion. 

Khan et al. [21] proposed medical image encryption in smart healthcare IoT systems. This project aims 

to secure medical data via image encryption. The authors employ pixel adaptive dispersion theory and three 

rounds of high-speed knotting to suppress arbitrary neighbouring pixels. The experiment results show that the 

suggested approach has a high security standard for protecting the smart healthcare IoT system. 

A deep learning-based image encryption and decryption network for the internet of medical things was 

presented Ding et al. [22]. The cycle generative adversarial network (Cycle GAN) is specifically employed as the 

fundamental learning network in DeepEDN to transfer the medical picture from its original field to the targeted 

field. According to the investigations, the suggested method can more successfully encrypt and decrypt the 

medical image while retaining a high security layer. 
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To encrypt certain medical photos, Akkasaligara and Biradar [23] suggested using deoxyribo nucleic 

acid (DNA) cryptography. This work employs dual hyperchaotic map methods and DNA cryptography to deliver 

high level security to medical imaging. Tests have been done to demonstrate that the suggested solution uses less 

processing time, making it appropriate for telemedicine, smart health, and e health applications. 

Maurya et al. [24] have suggested an extended visual cryptography technique for medical image security. 

Secret information can be shared in visual, textual, and other media using visual cryptography. The suggested 

procedure inserts the medical image into three cover images after first encrypting it. Trials show that the 

encryption and insertion algorithms used in this process are lossless and simpler. 

Kumar et al. [25] suggested a fractional discrete cosine transform with chaotic function for medical 

image encryption. This paper provides a brand-new technique for protecting medical data: applying a chaotic map 

to the coefficients of medical images’ fractional discrete cosine transform (FrDCT). The chaotic map on FrDCT 

coefficients and applying FrDCT on the image are the two steps of the projected technique. The results of the 

trials show that the proposed strategy should be more closely related to other state of the art methodologies. 

For the secure transmission of authenticated watermarked medical images, Priya and Santhi [26] 

suggested a novel visual medical image encryption technique. Basic picture encryption uses an unidentifiable, 

noise like image format to indicate the presence of secret data in the encrypted image. This study presents a 

groundbreaking technique for visual medical image encryption that ensures the presence of watermarked medical 

images to address this problem. Trials have shown that the suggested approach decreases the strain of the invader 

while still delivering a decent outcome. 

Secure IoT solutions for medical image encryption were created Mishra and Acharyan [27] using high 

throughput and small area designs. The secure internet of things (SIT) algorithms utilised in reserve force 

applications are presented in this study as high speed and small area designs. In high frequency applications, the 

projected pipeline architecture is advantageous, whereas the projected sequential architecture is advantageous in 

low area environments. Trials on the suggested method show that it is faster and takes up less space, which lowers 

the cost of the gear. 

Banu and Amirtharajan [28] suggested a chaos DNA integer wavelet transform (IWT) combo technique 

for medical image encryption in the dual domain. This paper suggests digital imaging and communications in 

medicine (DICOM) picture encryption. The proposed technique generates pseudo random encryption keys using 

a logistic map and a chaotic 3D lorenz attractor. The results demonstrate how robust the suggested approach is 

against brute force attacks. 

A Latin square and memristive chaotic system-based approach for encrypting medical images has been 

proposed Chai et al. [29]. The permutation and diffusion architecture are used in the suggested method.  

A permutation based on latin square and plain image (PPILS) approach is suggested using Latin square and plain 

image data. The research has improved the security and sturdiness of picture encryption, which is relevant to 

applications for medical image encryption, according to testing results. 

Dagadu et al. [30] suggested medical image encryption based on hybrid chaotic DNA diffusion. The 

suggested procedure consists of two steps: scattering DNA and producing a chaotic key. The message abstract 

method compares the plain image matrix to the two chaotic matrices row by row after applying five hash 

operations to a simple medical image. The proposed strategy is valid and challenges a number of epidemic 

methodologies, as demonstrated by the numerical, differential, and key analysis tests. 

 

 

3. METHOD 

The proposed method for embedding of secret image information using cumulative distribution 

function (CDF) 5/3 and alpha bending technique is as shown in Figure 1. The input cover image and the secret 

data image are both parallelly preprocessed for removal of any noise and then applied to lifting discrete wavelet 

transform (DWT) of CDF 5/3 to obtain the 2D LL band features. The blocks of preprocessing and CDF 9/7 are 

considered in parallel for both cover and secret image, which exploits the parallelism and achieve high speed. 

Now both the LL band features obtained from CDF 9/7 blocks are used to merge according to alpha blending 

technique. The output of alpha blending with high frequency components of LL, LH, and HL are applied to 

inverse CDF 9/7 to obtain the embedded information to be transferred over the channel. Finally, the secret 

information at the receiver end is decrypted by performing the reverse process of encryption. 

 

3.1.  Preprocessing 

The images are filtered with Gaussian filter which removes the high frequency components retaining 

the information. The second order Gaussian filter mask coefficients of 3x3 window are convolved with the sub 

image 3x3 pixels shifted throughout the image using moving window architecture. Gaussian filter is mainly 

used to remove random noise present in any image. 
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Figure 1. Proposed block diagram 

 

 

3.2.  Lift DWT and IDWT 

The CDF lift DWT 5/3 is used for extracting the compressed features from image. The CDF 5/3 

wavelet is lossless in nature. This wavelet is employed when signal accuracy is a concern because of this 

characteristic. 

 

3.2.1. Mathematical formulation of lift DWT 

The basic lifting schemes for CDF 5/3 [31] are given in (1) and (2). The (1) and (2) are simplified to 

get high pass and low pass filter coefficients. Table 1 represents the filter coefficients of 5/3 DWT. 

 

𝑦[2𝑛 + 1] = 𝑥[2𝑛 + 1] − [
𝑥[2𝑛]+𝑥[2𝑛+2]

2
] (1) 

 

𝑦[2𝑛] = 𝑥[2𝑛] + [𝑦[2𝑛 − 1] + 𝑦[2𝑛 + 1]] (2) 

 

 

Table 1. Filter coefficients of 5/3 DWT 
i LPF coefficient HPF coefficient 

0 3/4 1/2 

±1 1/4 -1/4 
±2 -1/8 0 

 

 

3.2.2. Proposed 1D and 2D DWT architecture 

The proposed 5/3 DWT is separable. The 2D DWT design can be split into two distinct 1D DWT 

blocks for the row processor and column processor. The proposed 1D and 2D DWT is described. 

 

a.  1D DWT architecture 

Figure 2 depicts the proposed 1D fundamental DWT’s block diagram. One multiplier, two add/shift 

units, one first ın first out (FIFO), six shifters, one multiplier, and one clock divider make up the entire 1D 

DWT block. Decimation blocks are often made using a clock divider. Four clock cycles constitute the delay of 

this 1D DWT block. An extra signal called rst out is used as the output port to communicate that the device is 

ready. Here, we employ a single counter that goes up to four and then stays constant. The rst out signal, which 

indicates that the 1D DWT block is ready to create the output, will be high when this counter reaches the count. 
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Figure 2. Proposed 1D DWT architecture 

 

 

b.  Proposed 2D DWT architecture 

Figure 3 depicts the 2D fundamental DWT’s block diagram. This module is made up of one DWT 

memory block and three 1D DWT’s. To offer one level compression for input images, the 1D DWT block 

DWT0 converts 256×256 images into either 128×256 or 256×128 images depending on the input reading 

technique of the picture data. DWT memory contains the compressed picture pixel data. This memory block is 

utilised to get the transposed version of the compressed input image pixels. The LL, LH, HL, and HH bands 

are created by sending this transposed image to the DWT1 and DWT2 blocks. In the similar way the IDWT 

blocks are implemented. 

 

 

 
 

Figure 3. Proposed 2D DWT architecture 

 

 

3.3.  Alpha blending and De blending 

The LL band of the cover and secret images are merged using alpha blending technique. The alpha 

blending [32] can be written as: 

 

𝑊𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘𝑒𝑑 𝑖𝑚𝑎𝑔𝑒 = (1 −  𝛼) × 𝐿𝐿𝐶𝑜𝑣𝑒𝑟 +  𝛼 × 𝐿𝐿𝑆𝑒𝑐𝑟𝑒𝑡  (3) 

 

where, α is constant value varies from 0 to 1: LLCoveris the LL band coefficients of the cover image and LLSecretis 

the LL band coefficients of the secret image. 

The hardware architecture of the alpha blending is shown in the Figure 4 where efficient koggy stone 

adder/subtractor [33] and vedic multiplier [34] architectures are used to get optimized hardware utilizations. 

The D FlipFlop (DFF) is used to synchronize the watermarked data with the clk signal. In the similar manner, 

the optimized alpha deblending architecture is designed from the standard [32]. 
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Figure 4. Hardware architecture of alpha blending 

 

 

3.4.  Key generation 

The LL, LH, HL, and HH coefficient blocks are used to generate the dynamic key used for the 

encryption using matrix based encryption [35] technique which increase the security. The key generation is 

given into (4) where simple concatenation operation is used. 

 

𝑘𝑒𝑦 = 𝑌𝐿𝐻  𝐶𝑂𝑁𝐶𝐴𝑇 𝑌𝐻𝐿  𝐶𝑂𝑁𝐶𝐴𝑇 𝑌𝐻𝐻 (4) 

 

 

4. RESULTS AND DISCUSSION 

The proposed architecture is implemented on digilent Atlys FPGA [36] using system generator tool 

[37] where the standard VHDL language [38] is used for the coding purpose. The designed hardware model is 

shown in the Figure 5. The hardware utilizations of the proposed architecture is shown in Table 2 which utilizes 

1,676 slice registers or 1,773 slice LUTs with 2,067 LUT FF pairs on sparten 6 FPGA board. 

 

 

 
 

Figure 5. System generator model of the proposed architecture 
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Table 2. Hardware utilizations 
Parameters Hardware utilizations 

FPGA 

Slice registers 
Slice LUTs 

Memory 

occupied slices 
LUT FF 

Spartan 6 

1,676 
1,773 

8 

667 
2,067 

 

 

In the proposed steganography architecture the X ray image of a patient is embedded with the patient 

name and date. The simulation results are as shown in Figure 6. The maximum PSNR obtained is 74.28 dB. 

The comparision of the proposed method is compared with the existing techniques in Table 3. It is 

observed that our method obtaines maximum PSNR. To obtain the maximum PSNR we have introduced 

lossless CDF 5/3 Lift DWT with proper blended to combine the features followed by key generation. 

The Table 4 represents the Hardware comparision with the existing techniques. Compared to the 

methods described by [42], [43], slice registers and LUT FF are better. We achieve optimized hardware 

utilisations by using effective koggy stone adder/subtractor and vedic multiplier architectures. 
 

 

Table 3. Comparison of PSNR with existing techniques 
Authors Techniques Maximum PSNR 

AyaJaradat et al. [39] 

Muhuri et al. [40] 

Mohsin et al. [41] 
Proposed 

Chaotic particle swarm optimization 

Integer wavelet transformation and particle swarm optimization 

Particle swarm optimization algorithm 
DWT and alpha blending algorithm 

69 

52 

58 
74 

 

 

 

 

 

 

 
 

 

Figure 6. Simulation results 
 

 

Table 4. Hardware comparison with existing techniques 
Parameters Simha [42] Jatin and Bhatt [43] Hardware utilizations 

FPGA 
Slice registers 

LUT FF 

Spartan 6 
_ 

2,108 

_ 
2,411 

Spartan 6 
1,676 

2,067 
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5. CONCLUSION 

Medical image protection is crucial to prevent unauthorised and authorised users from changing 

medical images as well as to maintain confidentiality and address confidentiality concerns. Consequently, it is 

possible to maintain the security of all forms of data, including medical imaging. Medical picture encryption 

is a well known method for ensuring the confidentiality of data and images. In this paper, the authors  presented 

a comprehensive and efficient method for encrypting medical photos. Encryption is tested, and hardware 

utilisations are compared to show effectiveness, for medical images with greater PSNR values. 
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