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 Encryption methods had been widely used for secure data transmission and 

communication in both public and private organizations against intruders. 

Rivest-shamir-adleman (RSA) encryption algorithm is one of the most 

popular and efficient encryption schemes that has been in used for decades. 

Due to technological advancement and innovation, there is a threat to this 

algorithm. It is believed that introduction of quantum computer will break 

RSA algorithm easily. In view of this, it is pertinent to research into how RSA 

algorithm could be strengthened against all adversaries. This research aim at 

protecting client/server communication and file sharing by generating 

dynamic public and private keys. The proposed method was implemented in 

visual basic.net 2008. The result shows that dynamic keys do not affect the 

performance of the system and it is capable of protecting communication and 

file sharing between client/server. As the key generated keeps changing at an 

interval, it will difficult for most advance computer to factor any of the keys 

before another key is generated. This is the basis of the security of the 

proposed system. 
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1. INTRODUCTION  

Data gathering, storage, and transmission are now made simple by technological innovation and 

advancement. Despite these technological advancements, it is becoming increasingly expensive for both 

individuals and organizations to store the huge amounts of data that are currently being gathered and analyzed. 

Recent technology advancement has provided solution to the problem of massive data storage and processing 

through cloud computing. The invention of cloud computing made it possible for individuals and organizations 

to store data utilizing the computational infrastructures of other people. Yuefa and Yaqiangm [1] in Adee and 

Mouratidis [2] defined cloud computing as a growing and well-liked approach of on-demand access to shared 

and dynamically customizable resources across a computer network. Cloud computing offers a platform where 

businesses and individuals may work without worrying about the price of computing resources or how to 

manage them. Dharani et al. [3] stated that numerous consumers are receiving new services using cloud 

computing based on their demand. These and many more features of cloud computing have made it well-liked 

and accepted by several businesses and people. Organizations such as Amazon, IBM, Microsoft, Alibaba and 

Heroku are well known providers of cloud computing services. These firms have invested a lot in cloud 
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infrastructures and are still doing so with consumers ranging from governmental entities that collect and 

distribute data globally [4]. Cloud service provider as mentioned above offer cloud services such as platform-

as-a-service (PAAS), function-as-a-service (FAAS), software-as-a-service (SAAS) and infrastructure-as-a-

service. PAAS is a cloud service that offers organizations and individuals to use their infrastructure instead of 

investing in its purchase. Also, IAAS is a service provided by cloud service provider where users can rent a 

software for use on demand without any investment in its purchase, development or management.  

Cloud service has encouraged organizations, government of different nations and individual to 

embrace cloud computing due to its simplicity, cost effectiveness, high speed infrastructure and many other 

advantages it offers. But for consumers trying to acclimate to cloud computing platforms, privacy and security 

continue to be formidable obstacles. Businesses and individuals are concerned about the authenticity, security, 

and integrity of data kept in the cloud despite these fantastic qualities and the many benefits that come with its 

use. Over the time, researchers have offered numerous solutions, including encryption for data protection, 

digital signatures for authentication, and many other techniques to ameliorate these problems. Wu and Li [5] 

the fundamental principle of encryption is to convert the original message (plaintext) into an unintelligible 

format (ciphertext) using a specific method, preventing those who are unaware of the decryption technique 

from knowing the precise content of the data. 

Numerous researchers have developed both symmetric (such as data encryption standard, advance 

encryption standard, blowfish, and triple data encryption standard (DES)) and asymmetric (such as rivest-

shamir-adleman (RSA), elliptic curve, and elgamal key exchange) methods of data protection. In asymmetric 

data encryption, a single key is used by sender and receiver to encode and decode the message. The issue with 

symmetric encryption systems is that there is no safe way to exchange keys prior to communication, leaving 

the process open to hijacking. The answer to symmetric encryption was asymmetric encryption, sometimes 

known as public key cryptography. It enables communication process participants to exchange encryption keys 

in a secure manner without prior negotiation. RSA encryption algorithm is one of the various asymmetric 

encryption systems that aids in protecting cloud data and offering user authentication. Several researchers have 

reported successful break of low key and poorly implemented RSA algorithm [6], [7]. Aside this, it has been 

reported that the introduction of quantum computer [8], [9] may render RSA algorithm inefficient. A quantum 

algorithm and related circuit was introduced in [10]. The authors claimed that, when used with a quantum 

computer, will be able to break the RSA encryption scheme. In view of this, the goal of this research was to 

use a dynamic public key that changes periodically to offer a solution to these issues. With this, another key 

would have been generated before an eavesdropper could effectively break a key using a quantum computer, 

factorization algorithm, or any other method of speculating or anticipating the private key. 

 

 

2. LITERATURE REVIEW 

Several cryptographic algorithms have been proposed and implemented to secure data on the cloud 

and to control access to the data. Hash function, symmetric, and asymmetric are the three distinct types of 

cryptography algorithms [11]-[13]. Symmetric key encryption is a type of encryption in which the secret key 

used for encryption and decryption by the sender and the recipient is the same [14], [15]. There are good 

number of symmetric algorithm in existence today which include DES, advance encryption standard (AES), 

blowfish, triple DES, international encryption algorithm (IDEA), rivest series (RC4, RC5, RC6) are only a few 

of the symmetric algorithms in use today [16].  

Asymmetric encryption encrypts and decrypts data using two different keys that are mathematically 

connected to one another [17]. The public key which is one of the keys, is made public and is used to encrypt 

data while the second key, the private key is made private and used to decrypt the encrypted data. In this 

method, the data is encrypted using the public key, which is made available to the public, and is then protected 

from assaults by being decrypted using a private key. The RSA and elliptic curve cryptgraphy (ECC) 

algorithms are the two primary varieties of asymmetric encryption. RSA is one of the oldest and among the 

most used encryption algorithm. The algorithm was developed in 1977 by three Massachusetts Institute of 

Technology researchers, Okediran et al. [18]. 

RSA is effective because it chooses two distinct random primes of a specified size and multiplies them 

to produce another enormous number. For one to be able to break this algorithm, the task of finding the original 

primes in the multiplied behemoth seems very difficult even with the most advanced supercomputers. The 

original algorithm has been modified severally to strengthen its security [19]–[24]. 

Thangavel et al. [20] proposed a modification to the original RSA algorithm. The author used four 

prime numbers as against two proposed originally. The system is highly secure, according to the authors, 

because the public exponent n is created by multiplying two large prime numbers, and the values of the 

encryption (E) and decryption (D) keys are based on the product of four large prime numbers. The efficiency 
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of the novel method was shown by comparisons between it and the conventional RSA technique, the authors 

failed to adequately highlight the computing impact of the four prime numbers on the machine's resources. 

An algorithm to enhance the original RSA algorithm was presented by [15]. The authors’ strategy 

involved creation of more complicated key pair-a public and private key-so that an opponent could never 

deduce the private key from the public key. In order to achieve higher algorithm complexity, the proposed 

scheme used four random large prime numbers to generate public-private key pairs. It also applies XOR 

operation along with the more completed intermediate process in key-generation encryption and decryption 

phases, making it extremely difficult for third parties to attack thereby increasing security. The authors asserted 

that the new method improved the security of the conventional RSA techniques, but they also guaranteed that 

it would take some time before the algorithm could be cracked. Given that the algorithm might eventually 

malfunction, this remark suggests that additional research in this area is necessary. 

Mohamed et al. [21] suggested a model that takes four prime numbers in an effort to make the RSA 

algorithm safer. Two public keys are supplied to the recipient in place of one public key. However, there is a 

speed issue, hence the Chinese remainder theorem is utilized in RSA decryption to increase speed. In the same 

year [22], proposed modified RSA algorithm using Mersenne numbers. The improved method was developed 

with medical ultrasound imaging equipment in mind, according to the authors. They demonstrated the 

improvement in security performances by comparing the encryption capabilities between two prime numbers 

and three prime numbers with a Mersenne number. The author established that the proposed algorithm's 

encryption capabilities are improved using the fixed Mersenne prime numbers when compared to the 

algorithm's use of factoring two prime numbers, which offers almost the same amount of time. Consequently, 

this newly created modified RSA technique may be useful for securely accessing patient ultrasound images 

both on and off site. 

A modified RSA cryptosystem algorithm known as "Asymmetric key based cryptographic algorithm 

using four prime numbers to secure message communication (ACAFP)" was presented by [7]. The authors 

proposed generation of four small prime numbers. This makes the algorithm to use less memory space and 

consume little resources. This feature makes the algorithm perform in a memory and resource constraint 

resources. The performance evaluation conducted indicated that the new algorithm performs better than the 

classical algorithm. The algorithm was not subjected to various attack to establish its resistance to various 

known attacks. 

The key length is one of the drawbacks with the RSA algorithm. Encryption and decryption take 

longer time with long key length. Meanwhile, the security of the RSA algorithm depends on the key size, to 

ameliorate this problem [23], presented an approach that algorithm reduces the time of encryption and 

decryption processes by dividing the file into blocks and enhances the strength of the algorithm by increasing 

the key size. This capability paves the way for consumers to conveniently store data in the cloud. 

A hybrid data security technique that combines the classical RSA and Gaussian interpolation 

algorithms was introduced by Dawson et al. [24]. The integration boosts RSA's security to a fifth-degree level. 

The message's ASCII values are encrypted using the Gaussian first forward interpolation, while the second and 

third levels are encrypted and decrypted using the conventional RSA. Gaussian backward interpolation is used 

to decrypt the data once more in the last step. The factorization issue with the conventional RSA is addressed 

with the integration. Four different algorithms RSA, short range natural number (SRNN), two-key pair 

methods, and the suggested algorithm were used in the comparative analysis. According to the authors, they 

found that the suggested algorithm takes less time to encrypt and decrypt small amounts of data than it does to 

encode and decrypt large amounts of data. 

The Euclidean approach was also used by [25] to modify the RSA algorithm and enhance its 

performance. The suggested algorithm outperforms the RSA algorithm using the greatest common divisor 

(GCD) technique in terms of speed, throughput, power consumption, and use of euclid-RSA. In order to achieve 

good performance and security, it will be necessary to speed up RSA in the future using decreased exponents 

and the new variant's most advantageous properties. 

 

 

3. METHOD 

3.1.  Rivest-shamir-adleman algorithm 

Assuming two parties A and B want to exchange files or communicate securely, both parties will 

generate private key and public key. The procedure for generating public and private key is detailed in 

Algorithm 1. Each of the party will publish her key to the public folder. The sender will copy the public key of 

the receiver from the public folder and use it to encrypt the file. See Algorithm 2 for detailed procedure for 

encryption. Once the file is encrypted, the sender send will then send the encrypted file to the receiver. At the 

receiving end, the receiver use her private key to decrypt the file as described in Algorithm 3. The above steps 

describe the procedure for generating public and private key for RSA encryption algorithm. Once the keys are 

properly generated, the next step is to encrypt the message using the public key of the receiver. 
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Algorithm 1. RSA key generation 
The procedure for encryption and decryption using RSA algorithm is as stated. 

Step 1: generate two distinct prime numbers, p and q 

Step 2: compute the product of the two prime numbers i.e. n=pq 

Step 3: compute the totient of n and q i.e. Let ϕ (n)= (p-1)(q-1) 

Step 4: pick an integer e such that 1<e<ϕ(n),and gcd (ϕ(n),e) = 1 

Step 5: compute the private exponent d such that d=e-1 mod ϕ(n) 

Step 6: publish the public key as [e,n] 

Step 7: keep the secret key securely as [d,n] 

 

Algorithm 2. RSA encryption 
The sender performs the steps to encrypt the data and send to the receiver: 

Step 1: the sender obtains the public key of the receiver 

Step 2: the message (plaintext) is converted to a positive integer value m, 1<m<n. 

Step 3: the sender encrypt message m as c=m2 mod n 

Step 4: in order to ascertain the originality of the message, the sender signed the document 

with his private public key. 

Step 5: the sender send the encrypted message to the receiver 

 

Algorithm 3. RSA decryption 
The recipient receives an encrypted message, he thereafter apply his private key to decrypt 

the message back to the original state. The steps are the steps taken to decrypt the cipher 

text. 

Step 1: the recipient apply his private key [d,n] to the cipher text i.e M=Ce Mod n 

Step 2: convert the integer value obtained from step 1 to ASCII character 

Step 3: verify the integrity of the message by applying sender’s public key 

Step 4: the converted value in step 2 is the original message 

 

3.2.  Proposed system architecture  

The fundamental concept of this research is to continuously generate encryption and decryption keys 

at predetermined intervals. This implies that the public key folder will be updated continuously at a set interval. 

This is explained in the schematic diagram depictured in Figure 1.  

 

 

  
 

Figure 1. Proposed architecture for key generation 

 

 

3.3.  Random number generator and prime number validator 

The random number generator module generates two large random numbers (p, q) as specified by 

RSA algorithm. The output of the random number generator is validated by the validator module. The validator 

module ensure that the number generated is a prime number. To validate any number generated, it must pass 

the primality test. The procedure for primality test is outlined in Algorithm 4. Once the two numbers p, q is 

validated, they are sent to key generator module where the public and private keys will be generated. In this 

case Fermat’s test algorithm is used. 

 

3.4.  Key generator 

Once the two prime number has been generated and validated, the next thing is to generate both the 

public and private key. Algorithm 1 is used to generate these keys. Once the keys has been generated, the public 

key is published at the public folder, a copy of it is kept in a database. Once the shelf life of the key expires, a 

new key will be generated and publish at the public folder. The public key is used for encryption while the 

private key is used for decryption. The private key is kept secretly. The purpose of the timer is to keep track of 

the shelf life of the keys. Once the shelf-life elapse, the timer triggers the process of generating another key. 
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Algorithm 4. The procedure for primality test 
Input: number p, q 

Output: Prime Number  

Step 1: check if p,q generated is equal to 2 or 3 

Step 2: if step 1 is TRUE return the number to key generator 

Step 3: if step 1 is False, check if the number generated is <=1 OR number (mod) 2=0 OR 

number (mod) 3= 0 

Step 4: if step 3 condition in step 3 is false, go back to algorithm number generator to 

generate another number 

Step 5: set up a loop: start=5, incremental=6, condition = counter * counter <= (p,q) 

Step 6: if (p,q) % =0 or (p,q)% (counter+2) =0 generate another number 

Step 7: if condition in step 6= true, pass the value to key generator module 

 

 

4. RESULTS AND DISCUSSION 

The proposed system was implemented on core i7 computer with Window 7 operating system. Visual 

basic 2008 was used to implement the algorithm proposed in this paper. Screenshot of the system 

implementation is depicted in Figure 2. 

 

 

 
 

Figure 2. Screenshot of the system implementation 

 

 

Table 1 shows the time for encryption and decryption in seconds with different file size using dynamic 

encryption and decryption keys. Using dynamic keys means different encryption and decryption keys are used 

to encrypt and decrypt each file. From the Table 1, it is observed that the decryption time is constant except 

the first decryption, while the encryption time decreases as the file size increases. The implication of this is 

that dynamic key generation does not have impact on the decryption time even when the file size is increased. 

Dynamic key generation will help in protecting cloud file even with the modern computer with high speed. 

 

 

Table 1. Encryption and decryption time using dynamic keys 
SN File size Encryption time (s) Decryption time (s) 

1 10 bytes 0.1840105 0.0030001 
2 15 bytes 0.1630094 0.0020001 

3 20 bytes 0.1930111 0.0020001 

4 25 bytes 0.1940111 0.0020001 
5 30 bytes 0.210012 0.0020001 

6 35 bytes 0.1210069 0.0020001 
7 40 bytes 0.1660095 0.0020001 

8 45 bytes 0.1480085 0.0020001 

9 50 bytes 0.1460084 0.0020001 
10 55 bytes 0.141008 0.0020001 
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Figure 3 shows the time taken between the encryption and decryption time using dynamic keys. From 

the graph, it was observed that it takes a longer time to encrypt while decryption takes a shorter time. In Table 2, 

the encryption and decryption of time of various files with different file size are presented. All the files are 

encrypted and decrypted with static encryption and decryption keys. As observed in Table 1, the encryption 

time decreases as the file size decreases. The time difference is minimal. This means that the time taken to 

generate dynamic keys is negligible when compared to time taken when using static key. With this, there is no 

overhead cost generating dynamic keys. 

Figure 4 shows the time taken to encrypt and decrypt file using static keys. It takes longer time to 

encrypt the first file while subsequent encryption takes less time. From the graph, the gap between the first 

encryption and subsequent encryption is high. The implication of this gap is the time taken to generate the keys 

before encryption. 

 

 

 
 

Figure 3. Encryption/decryption time (using dynamic keys) 

 

 

Table 2. Encryption/decryption time using static keys 
SN File size Encryption time (s) Decryption time (s) 

1 10 bytes 0.1180068 0.0020001 
2 15 bytes 0.0030002 0.0030001 

3 20 bytes 0.0030002 0.0020001 

4 25 bytes 0.0030001 0.0020001 
5 30 bytes 0.0020001 0.0020001 

6 35 bytes 0.0030002 0.0020002 

7 40 bytes 0.0030002 0.0020001 
8 45 bytes 0.0030002 0.0020001 

9 50 bytes 0.0030001 0.0020001 

10 55 bytes 0.0030002 0.0020001 

 

 

 
 

Figure 4. Encryption/decryption with static keys 
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4.1.  Dynamic keys vs static keys 

In Figure 5, the time taken to encrypt files using dynamic and static keys is presented. From the graph, 

the time taken for decryption is constant irrespective of the file size. Although, there is gap between encryption 

and decryption time. The gap is as a result of generating keys before encryption for each file. The graph 

representing the comparison between time taken to decrypt file using dynamic and static keys is presented in 

Figure 6. From the chart, it was observed that time taken to decrypt using dynamic and static keys is at par. 
 
 

 
 

Figure 5. Encryption time (dynamic vs static key) 
 

 

 
 

Figure 6. Decryption time (dynamic vs static key) 

 

 

5. CONCLUSION 

This paper present RSA algorithm where dynamic keys is being used to encrypt and decrypt files on 

the cloud server. This is one of the methods in which files can be protected from eavesdropper especially those 

who want to take advantage of super computer to break RSA algorithm. From our observation, there is no 

significant difference between time taken to generate static keys and dynamics keys. This means that there is 

no huge overhead cost on the resource of the machine. The performance of the proposed algorithm is the better 

than existing methods mentioned in the literature in terms of speed and resources usage. 
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