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 Currently, health centers are being affected by various cyberattacks putting at 

risk the confidential information of their patients and the organization because 

they do not have a plan or tools to help them mitigate these cyberattacks, 

which is important to know what measures to take to protect the privacy of 

personal data. The present work was carried out under a systematic literature 

review, which aims to show the importance of cybersecurity in the health 

sector knowing which tools are the most used and efficient to prevent a 

cyberattack. A systematic review of 301 articles was carried out, 79 of which 

are aligned with the objective set, fulfilling the inclusion and exclusion 

criteria. The search for information was carried out in the Scopus and 

Dimensions databases. The analysis carried out has resulted in good 

information that was compiled for the development of this topic, being 

favorable thanks to the different research of different authors. 
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1. INTRODUCTION 

In recent years, cybersecurity has played an important role all over the world, for different types of 

companies and organizations. Because there is a large amount of data that is collected, processed, and stored on 

a computer, cybersecurity has become an important issue. In this regard, Olofinbiyi [1] mentions that during the 

pandemic, unauthorized medical information has had negative consequences, where hackers have taken 

advantage of the urgency of the situation to break into equipment, manipulate data, damage facilities, putting the 

health, and lives of patients at risk. Likewise, Wasserman and Wasserman [2] mentions that in general, hospitals 

should recognize that, in cyber incidents, the real victim is the patient, as they are physically and digitally at risk 

when medical devices or treatments are compromised. As mentioned by the authors we agree, but it is worth 

mentioning that these cyber-attacks have not only been executed with greater magnitude during the pandemic but 

also since several years ago. 

Likewise, in Latin America, one of the sectors most vulnerable and affected by cyber-attacks are 

healthcare systems. Since they hold a large number of interconnected devices, from hospital devices to patients 

of the entity, they are the most vulnerable to cyberattacks. Subsequently, Buzzio-Garcia et al. [3] mentions that 

these hospital teams lack security policies and effective methods; these errors generate profound consequences 

in patient information, both in clinical results and in the breach of personal data, considerably affecting security. 

According to the above, the great risk posed by cyber-attacks is evident. 

https://creativecommons.org/licenses/by-sa/4.0/
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Regarding the local context, in Lima-Peru there is a trend of security deficiencies in hospital 

organizations. The leakage of personal data is manifested as the amount of digital information of a patient or 

employee that circulates in networks, equipment, and systems. It is that Rubio et al. [4] emphasizes that, for 

hackers, knowing and capturing this information constitutes a danger to society that must be prevented and 

combated. This involves the development of measures (such as the use of antivirus software, antimalware, 

intrusion detection, frameworks, and standards) as well as protocols to ensure computer security. Given the 

above, the present research is developed to analyze the importance of cybersecurity in the health sector. For 

most companies in the healthcare industry, information is considered the most important asset. In this sense, 

Quimiz-Moreira et al. [5] mentions that medical information is sensitive and critical because it contains detailed 

patient data on their socioeconomic situation, analysis, diagnosis, and treatment managed by the medical 

center, avoiding unauthorized changes or data theft, which is a potential problem affecting information systems 

and patients treated under these conditions. 

In addition, Barnes and Daim [6] mentions that cybersecurity in hospitals must be formed with security 

policies, being clear to respond quickly and effectively to threats of all kinds that are becoming increasingly 

sophisticated. According to the insinuated, it is very important to take measures to protect the privacy of 

personal and public data. Therefore, the objective of the research is to know the importance of cybersecurity 

in the health sector, as well as to know the most frequent cyberattacks in this sector and in turn to know the 

technologies in the health sector to protect against cyberattacks, for a proper procedure of patient information 

as it is a main mechanism of data confidentiality. The document is composed as follows: in section 2 will be 

the methods, in the section 3 will be the results, in section 4 will be the discussions, and in section 5 the 

conclusions. 

 

 

2. METHOD 

The method used is the preferred reporting items for systematic reviews and meta-analyses (PRISMA) 

method [7]. Finally, we conducted an in-depth analysis of the identified articles to identify the most important 

statistical factors and methods used in teaching inclusive education and linked them to the results of the 

bibliometric analysis. This will allow the investigation to be better systematized. 

 

2.1.  Type of study 

The present research work is carried out under a systematic literature review, with the purpose of 

learning more about the topic of “cybersecurity in the health sector”, in a more summarized and updated way. 

The type of investigation allows to have a clear idea in which the investigation is focused. In this way it will 

be a guide on the path to investigate. 

 

2.2.  Research questions 

The proposed research questions are as follows: (4.1.1.) What are the emerging technologies that most 

influence the healthcare sector? Also, (4.1.2.) What are the most frequent cyberattacks in the healthcare sector? 

(4.1.3.) Finally, what technological tools are immersed in the healthcare sector to deal with cybersecurity? 

 

2.3.  Search strategy 

2.3.1. Generic search strategy 

As a first point, a generic search was carried out to perform the bibliometric analysis. In this way, it 

allows to have a broad perspective of how the main variable that is cybersecurity in the health sector is counted 

at an international and national level. Likewise, to know its characteristics such as the countries where most 

research is done, and the most frequent words used. The search was carried out with Scopus since it contains 

a large volume of metadata. For the search, we used words such as “cybersecurity” “cyberattacks” “health” 

and “hospital” obtaining 183 articles. Subsequently, these articles were exported to Voswiever software and R 

programming language, allowing an in-depth analysis of the articles. 

 

2.3.2. Specific search strategy 

After formulating the questions, we continue to employ an information search strategy related to the 

topic, that is to say, a specific search. The search was performed using Boolean equations. The search was 

performed in databases such as Scopus (183 articles), and dimensions (112 articles) both by title and abstract. 

For this purpose, the following boolean equation was used (“cybersecurity” or “cyberattacks”) and (“health” 

or “hospital”), 2022, 2021, 2020, 2019, 2018, article, all open access. 
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2.4.  Criteria for inclusion and exclusion 

2.4.1. Inclusion criteria 

Articles that have reference to cybersecurity in the health sector within the last 5 years (2018-2022) 

were included, and articles that raised proposals about the topic in the English language were included. To 

ensure the effectiveness of the search process, terms referring to the research question posed were established. 

Inclusion allows us to have a more limited panorama. 

 

2.4.2. Exclusion criteria 

Articles less than 5 years old and articles that were in Spanish were excluded, as well as articles that 

were not open access. On the other hand, articles referring to the three research questions that will allow the 

realization of this relevant research for the scientific entity are selected. In Figure 1, shows us the result of the 

number of articles included. After performing the search with the Booblean equation used, the results were 

obtained in dimensions (117 articles) and Scopus (183 articles). After employing the inclusion and exclusion 

criteria, the remaining articles were in dimensions (35 articles) and Scopus (44 articles), resulting in a total of 

79 articles relevant to the systematic review. 

 

 

3. RESULTS 

As shown in Figure 1, 301 articles found in the databases related to the research topic were analyzed; 

duplicate articles and those that were not relevant to the present systematic review were eliminated. 

Subsequently, from the review of the articles, 71 articles were selected, excluding 230 articles according to the 

exclusion criteria and which did not help to answer the research question posed. Finally, as a result, 71 articles 

were obtained for the systematic review. 

 

 

 
 

Figure 1. Inclusion and exclusion flowchart for articles 

 

 

3.1.  In a generic way 

Figure 2, is analyzed using the co-occurrence and keyword visualization network; where the minimum 

number of occurrences of a word is 5. Of the 1,965 keywords, 141 meet the threshold. The keywords with the 

highest total link strength were selected. So, the number of selected keywords is 141 which is formed by 6 

clusters; where the red color cluster is the most outstanding with the word cybersecurity. It has 133 links with 

a total link strength of 6,862. Likewise, the most relevant words are humans, health care, COVID-19, privacy, 

and the internet of things (IoT); this allows us to take into account this variable since cybersecurity cannot be 

without a study of the human and medical parts. 
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Figure 2. Network visualization 

 

 

3.2.  In a specific way 

The bibliometric analysis was performed using the R language where the documents are analyzed 

with a specific search. In Figure 3, two thematic clusters can be distinguished, both well cohesive. In the red 

cluster, the central term is cyber security associated with terms such as deep learning, malware, artificial 

intelligence, or risk assessment. The articles in this cluster are focused on topics related to deep learning, 

malware (malicious programs), artificial intelligence and risk assessment. This cluster has the greatest impact 

of the two identified. 

 

 

 
 

Figure 3. Factor analysis-multiple correspondence 

 

 

4. DISCUSSIONS 

This systematic literature review aims to answer the questions proposed under the different 

contributions and results of the authors. Question by question will be analyzed in depth. This makes the 

research more consolidated. 

 

4.1.  Analysis of the questions 

4.1.1. What are the emerging technologies that most influence the healthcare sector? 

Recent technological advances over the years have been transforming, the authors mention that they 

are becoming more personalized and based on the artificial intelligence applied in sensors [8], [9]. Likewise, 

the author mentions that artificial intelligence and the internet of medical things (IoMT) are one of the most 

promising technologies that help in the analysis of disease detection and results being of great help to medical 

professionals [10], [11]. On the other hand, the authors mention that there are a variety of technologies 
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emerging in the health sector, but few of them have protocols and efficient infrastructure. One of the 

technologies they emphasize the most is sensors based on artificial intelligence, which is the most used in 

clinical environments, since they reduce the need for routine measurements to be performed on patients [12]–

[14]. On the other hand, the authors mention that medical device data sheets (MDIDS) document and 

characterize medical device data, highlighting it as an important technology that supports customer safety and 

innovation in the medical field, launching it as the next generation of the IoT [15]. 

The authors mention that artificial intelligence, wireless technology, cloud networking, and robotics 

are emerging technologies such as machine learning, the authors centralize these technologies to aid in 

symptom detection and quarantine tracking [16]–[18]. Among other technologies the authors mention 

NanoThing which are tiny bio-electrical devices that can be used in health monitoring and drug delivery [19]. 

The authors mention that the IoMT is the technology with the greatest impact as it systematically combines 

technologies such as augmented reality, and remote surgical that significantly improve these technologies that 

are influential in the health sector [20]. Well, in recent years, the authors mention that in the wake of the 

pandemic many people who were against and in favor of vaccines expressed their opinions through social 

networks, so the Pfizer-BioTech software was launched to assess social cyber behaviors so that through policies 

can reduce the size of anti-vaccine communities being a benefit to the health of people [21], [22]. According 

to the authors, a variety of technologies are presented in the health sector where most authors mention artificial 

intelligence as the main technology for the health sector as shown in Figure 3 demonstrating that cybersecurity 

is related to artificial intelligence. 
 

4.1.2. What are the most frequent cyberattacks in the healthcare sector? 

The authors mention that due to the COVID-19 pandemic, work had to be moved from face-to-face 

to remote, which generated an increase in cybercrime. The increase in the recession and the emission of e-

mails was the cause of the phishing attack, which was a great threat to the data and infrastructure of the health 

sector [22]–[25]. On the other hand, the authors detail that most cyber-attacks are on medical equipment for 

which it is important to have a professional to manage security threats [23], [26]. They also mention that cyber-

attacks increased due to poor electronic health record (HER) implementation and the COVID-19 pandemic as 

there was an increase in personal data breaches [27]. Therefore, the authors mention that one of the most 

frequent cyber-attacks are phishing attacks, to spread ransomware, where these criminals block the hospital 

servers and the measured infrastructure, as most of these hackers demand ransom for the stolen confidential 

data, which are not always successful [28]–[32]. 

To this day ransomware has been affecting considerably in the health sector, these cybercriminals 

block the communication of medical devices that are being used, and these medical equipment are the ones 

with more vulnerability to attacks despite their importance to save lives [22], [33]–[35], have also led to the 

interruption of different scenarios such as the radiotherapies of thousands of patients, mostly on the impact of 

COVID-19 [36]–[38]. Similarly, the authors mention that there are numerous security concerns, such as denial 

of service, spoofing, and remote hijacking, these cyber-attacks are associated with internet connectivity in 

medical things, and such devices mostly have security and privacy issues as they have very limited computing 

power [39], [40]. According to the authors, it is shown that cyber-attacks were carried out more frequently 

when COVID-19 emerged, taking advantage of the concern of citizens and the changes in working modalities, 

so the most frequent attacks are through phishing and ransomware, which most articles they mention. 
 

4.1.3. What technologies are immersed in the healthcare sector to address cybersecurity? 

Medical organizations face a battle in protecting their systems and digital equipment against a variety 

of cyber threats [41]–[43]. Because of this, the authors mention that blockchain technology preserves the 

security and privacy of data against cyber-attacks, this technology is based on a blockchain [44]–[51] this 

technology comprises several nodes which hide confidential information of the organization and prevents them 

from being disclosed to malicious nodes [52]–[56] advanced encryption and has a rapid response plan for such 

incidents [57]–[59], he blockchain alerts to any possible cyber-attack by preventing hackers from altering the 

stored information [60]–[65]. On the other hand, the authors recommend the ontology tool that is equipped 

with rules, classifying security threats and automatically recommending controls that can be applied in the face 

of a threat [66], [67]. Other authors mention a neural network with artificial intelligence to perform queries and 

transfers of medical data in a secure way [68]–[71]. On the other hand, the author mentions that the defender 

software is a health industry computer network that goes against attacks, these network topologies are attractive 

that protect the information in real-time [72]–[74]. 

The author mentions the attack occurrence probability (AOP) which are programs that guarantee the 

reliability and security of medical equipment, this tool works under the Fennigkoh and Smith model and 

performs a preventive maintenance calculation against cyber-attack threats [75]–[78]. On the other hand, the 

author proposes a light gradient boosting machine (LightGBM) model software that is trained with different 

knowledge of attacks that can affect the medical organization [79], [80]. We agree with the authors as all these 
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tools are useful to address cybersecurity, to be able to implement diagnostic evaluations and to safeguard 

confidential data and medical equipment that are of useful importance for human life [81]. As shown in Figure 

4 blockchain is shown as the second most frequently mentioned topic by the authors after cybersecurity. 

 

4.2.  Information security model proposal 

As shown in Figure 4, a blockchain-based information hiding techniques (IHT) framework 

architecture has been proposed which has been divided into four main layers: i) healthcare IoT device layer; i) 

edge layer; iii) fog layer finally; and iv) cloud layer. According to Figure 4, the IoT layer focuses on providing 

greater security. Hospitals in general and medical laboratories in particular process a large amount of data on 

cloud servers to find the results they are looking for. This information is typically sent from the lab to the cloud 

server through traditional channels and using basic encryption methods. At the edge layer, a private blockchain 

ledger was placed for secure selection and authentication. The base station plays the role of the administrator 

of the blockchain and must verify the identity, authenticate the user, and register the user in the ledger to 

provide a faster authentication mechanism in the future. Device users and their respective cloud servers must 

also register with the blockchain and agree to a unique hash key that will be stored on the blockchain for further 

encryption. In the fog layer, which is where several high-performance servers are composed, smart contracts 

are generated between device users and servers in the cloud. Additionally, secret messages and helper bits are 

also encrypted to confuse an attacker in the event of a cyber attack. Multiple distributed servers are located in 

the cloud, where their role is to process the information received after decrypting it using a previously agreed 

hash key. 

 

 

 
 

Figure 4. Proposed blockchain-based blockchain architecture 

 

 

5. CONCLUSION 

With the use of the systematic review of the literature with 71 articles related to the mentioned topic, 

it is concluded that the most emerging technologies in the health sector that help to protect human lives are 

artificial intelligence, IoMT and sensors since according to the articles found these technologies have a greater 

representation in those in medical devices. Likewise, most of the authors in their articles mention that the most 

used cyberattacks by cybercriminals are phishing and ransomware. These attacks, as mentioned by the authors, 

had a greater increase during the COVID-19 pandemic, experiencing a greater number of data breaches and 

interruptions in their medical equipment, which generated heavy expenses for the medical industry. Regarding 

the technological tools to face cybersecurity, the most mentioned and recommended by the authors is the 

blockchain since it allows good management of information, and increases the security and reliability of patient 

data and medical equipment. This tool is composed of nodes that through them travel linked and encrypted 

blocks whose objective is to increase the protection of data, as well as their privacy. It was also concluded that 
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the countries with more researchers in the last 5 years that are related to the topic of cybersecurity in the health 

sector are the United States of America (USA) followed by Canada. 

Finally, a proposed model based on blockchain was proposed which promises greater security and 

privacy of data in the intelligent medical field and less time in the execution of procedures. Blockchain in turn 

creates a secure smart contract with its providers, as for information hiding techniques that have resulted in 

several advanced techniques to hide confidential information and prevent it from leaking to malicious nodes, 

IHT helps to protect the privacy and authenticity of communication messages, data files and even electronic 

contracts between companies. 
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