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 Currently, computer security or cybersecurity is a relevant aspect in the area 

of networks and communications of a company, therefore, it is important to 

know the risks and computer security policies that allow a unified 

management of cyber threats that only seek to affect the reputation or profit 

from the confidential information of organizations in the business sector. The 

objective of the research is to conduct a systematic review of the literature 

through articles published in databases such as Scopus and Dimension. Thus, 

in order to perform a complete documentary analysis, inclusion and exclusion 

criteria were applied to evaluate the quality of each article. Then, using a 

quantitative scale, articles were filtered according to author, period and 

country of publication, leaving a total of 86 articles from both databases. The 

methodology used was the one proposed by Kitchenham, and the conclusion 

reached was that the vast majority of companies do not make a major 

investment in the purchase of equipment and improvement of information 

technology (IT) infrastructure, exposing themselves to cyber-attacks that 

continue to grow every day. This research provides an opportunity for 

researchers, companies and entrepreneurs to consult so that they can protect 

their organization's most important assets. 
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1. INTRODUCTION  

Information is a vital resource for an organization, so, worldwide, its real value depends on adequate 

management through a combination of actions, controls, and security policies based on human resources, 

hardware, and software. Security policies in the business sector pursue measures aimed at the protection, 

confidentiality, and integrity of the organizations' information. In this regard, state that companies face 

countless threats, violations, and intrusions on a daily basis because they do not have modern and adequate 

technology that allows them to protect and manage large amounts of customer data. Nor do they have 

information technology (IT) security audits to help detect possible risks and violations of the sensitive 

information handled by the organization in its day-to-day activities [1], [2]. 

On the other hand, digitalization in times of COVID-19 became especially relevant in several Latin 

American companies, forcing them to accelerate their digital transformation. In terms of information security, 

the pandemic crisis not only represented a challenge in terms of health but also in terms of information security, 

https://creativecommons.org/licenses/by-sa/4.0/
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since virtually all products or services offered by companies depended on technology. In this context, the use 

of technologies such as machine learning and deep learning helps companies to experience technological 

breakthroughs [3]. Two technologies that make it possible to extract characteristics from data, identify models, 

detect vulnerability patterns, and make better decisions as a result. Under this context of technological 

advances, attacks, and computer vulnerabilities in the business sector, cyber-attacks as of September 2021 

increased by 600% in Latin America and the Caribbean. This is due to the fact that many companies did not 

have modern technology capable of counteracting cyberattacks, according to Fortinet, a world leader in 

cybersecurity. Likewise, the number of cyber-attacks has increased considerably in recent years, and 

worryingly so in Latin America [4]; either due to the intensive use of the network, the lack of investment in IT, 

or the lack of responsible personnel capable of responding to any eventuality of computer theft. In comparison 

with companies operating in the United States and China, two major powers are known worldwide for being 

the largest venture capital investors in cybersecurity. 

In fact, the Peruvian business sector has been strongly affected, suffering economic losses derived 

from malicious computer programs. The massification of some agents such as ransomware, phishing, and 

cryptojacking has had an important activity, with attacks targeting large and small companies, due to their 

sophistication and the use of new criminal techniques. Given this scenario, states organizations should invest 

in IT security based on a comprehensive and automated security approach to prevent, detect and mitigate risks 

and threats. But also to save time and money, since when a computer or system has been breached or damaged, 

the time it takes to solve the problem is not immediate, on the contrary, it is prolonged, which could generate 

risks to the company's reputation [5]. 

For this reason, IT security has had a great impact on the business environment, especially in the face 

of immature knowledge or bad practices. Storage policies and backups are an effective and proven alternative 

to deal with risks and threats when the situation requires it. In this sense, in order to streamline process flows, 

an optimal and qualified infrastructure is required to provide an adequate quality of protection against different 

vulnerabilities, so it is not advisable to apply a standard architecture [6]. However, although it is important to 

forge a security culture in companies, investment in IT security protection is not always made, despite the real 

benefits it brings. Therefore, it is important to generate new theoretical contents that contribute to the scientific 

and community development of professionals working in the field of engineering and businessmen who are 

willing to delve into the subject of computer security risks and policies in companies. Therefore, the scope of 

the research only covers the risk of computer security focused on the private business sector.  

The objective of this literature review is to analyze articles by other authors, both national and 

international, translated into English, in order to have a better understanding of the different parameters, 

attributes, characteristics, and emerging technologies of the study problem. Also, to know the risks and security 

policies in the business sector. But also, to understand the key principles and IT security policies that are applied 

in different organizations to ensure information security management. It is expected that after identifying the 

shortcomings in the development of cybersecurity policies, this study will provide organizations with a 

guideline of knowledge that, at the same time, will allow them to establish a guideline of action and protocols 

so that they can watch over the data and information of their clients and the company as a whole. 

It should be noted that the bibliographic review, which consists of searching, obtaining, selecting, and 

consulting documentary sources, was developed from a unitary and global perspective on a particular topic. As 

this case study has required considering some fundamental topics in the compilation and purpose of this work. 

We can cite research such as "structure and challenges of a security policy in small and medium enterprises", 

"enterprise risk management a powerful management tool", "cyber risk and cybersecurity". However, this work 

has contemplated a literature search in different authors, who have contributed with targeted knowledge on the 

topic of study. The novelty of this research is that it has sought, from the beginning, to fill all the gaps found 

and not solved by other authors. In the proposed study, the use of graphic resources such as tables has been 

very helpful to present large amounts of data selected and presented in categories to make the information to 

be disclosed more concise and effective. 

 

 

2. METHOD 

For the present work, the methodology proposed has been used, which, its roots in literature reviews 

carried out in works of human sciences and medicine [7]. However, in recent years adaptations have been 

proposed for other disciplines such as engineering. It follows that this methodology has allowed us to find and 

identify the most suitable articles for this literature review (LR), in such a way that it has been structured in six 

items, six items: i) research questions, ii) research search process, iii) inclusion and exclusion criteria, vi) 

research quality assessment, v) data collection, and iv) data analysis. Moreover, the documentary-type research 

was complemented by a biometric analysis to help reveal which country did the most scientific research and 

production on the subject, or who or which documents were the most cited worldwide. On the other hand, an 
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in-depth analysis of the identified articles was made to extract the risk factors and the strengths and weaknesses 

of information security policies [8] based on the preservation of information assets in the companies of the 

sector, relating them to the results of the bibliometric analysis.  

 

2.1.  Research questions  

The questions posed in the research seek to generate answers in accordance with the objectives set out 

in this research article, for which three questions have been defined. It should also be noted that all questions 

will be answered with information from the last 5 years of publication in the English language. The proposed 

research questions are: 

- RQ1: how does IT security impact the business sector? 

- RQ2: what are the most common computer crimes in the Peruvian business sector? 

- RQ3: what type of computer security policies are applied in the business sector? 

 

2.2.  Search process 

The process of locating the information consists of conducting a literature search to find documents 

related to the main research topic, which in this case is entitled: "risks and information security policies in the 

business sector: systematic review of the literature". So, in order to maintain the quality standard, a search was 

made in two sources of databases of greater approval and scientific reputation such as Scopus, part of one of 

the largest online collections of scientific research in the world, and Dimensions, which after Scopus is the 

most used platform by the scientific-academic. 

Figure 1 shows the databases used, both Scopus and Dimensions, as well as the number of documents 

collected in each of them. Within which we worked with articles and conferences, which dealt with the subject 

of information security and the attacks and information theft modalities that many companies have been 

suffering. In addition, when applying the inclusion and exclusion criteria, 86 documents were obtained that 

coincided with the subject matter of the study community. This allows a more specific study, collected in each 

of them. For the research, 4 search terms were defined in English, since this language has generated more 

publications of research articles on the proposed topic. T1: computer, T2: security, T3: risks, T4: policies 

 

 

 
 

Figure 1. Table of article inclusion 

 

 

2.3.  Inclusion and exclusion criteria 

The inclusion and exclusion criteria are intended to define the characteristics of the articles suitable 

for the analysis process and, subsequently, to answer the questions proposed for this research. In addition to 

strengthening the methodological quality of the research, by means of relevant studies that help to define the 

concepts and methodologies of the study. Thus, by means of obtaining relevant information, to establish the 

limits of the systematic review that will provide future researchers with well-founded information. At this 

point, it has been foreseen to consider that the pre-selected articles should have information that contributes to 

the objectives of the literature review, as well as describe the context in which the research was developed, the 

objectives, and consistent conclusions reached at the end of the process; finally, they should have contained at 

least 10 pages (see Table 1). 

 

 

Table 1. Inclusion and exclusion criteria 
Inclusión Exclusión 

− Research published from 2018 to 2022. 

− Research in English language. 

− Open access archives. 

− Original publications. 

− Topics oriented to Information Security Risks and Policies in the Enterprise Sector. 

− Research articles. 

− Out-of-range research. 

− Research that is not in English. 

− Documents without full access. 

− Duplicated publications. 

− Topics not focused on the 

business sector. 
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2.4.  Quality assessment 

Regarding the quality assessment, it was necessary to reduce the bias of the literature analysis in order 

to achieve findings on its validity and some characteristics that influence the interpretation. It should be 

specified that, for the investigation of the pre-selected articles, these were judged by means of a quantitative 

scale defined on the basis of criteria that guarantee that the present literature review has achieved objective and 

truthful results (see Table 2). Furthermore, the determination of the quality of the research, from the beginning, 

has sought to evaluate the ability to communicate, the quality of the data generated, the suitability of the 

procedures chosen, and the consistency of the research. 

 

 

Table 2. Quality assessment 
Evaluation Points 

− Short-listed articles should describe the context through which they developed their research. 

− Shortlisted articles should describe the context in which they developed their research. 

− Shortlisted articles should present consistent objectives and conclusions.  

− Shortlisted articles should be at least 10 pages in length. 

(2 Points) 

(1 Point) 
(1 Point) 

(1 Point) 

 

 

2.5.  Data collection 

Based on the proposed terms and the AND and OR operators, a search string was formed and applied 

to the two databases. The collection of information from the different published articles came from the Scopus 

and Dimensions databases. Eighty-six scientific articles were collected using the inclusion and exclusion 

criteria. However, at the time of applying the general search for our research, we considered the formula with 

the words (("Computer" "security") AND ("risks" OR "policies")).  

However, the search strings adapted to the syntax used by the search engine of each database were as: 

- Scopus: TITLE-ABS-KEY (("Computadora" "seguridad") AND ("riesgos" "políticas")) Y (LIMIT-TO 

(PUBYEAR, 2023) O LIMIT-TO (PUBYEAR, 2022) O LIMIT-TO (PUBYEAR, 2022) O LIMIT-TO 

(PUBYEAR, 2022) O LIMIT-TO (PUBYEAR, 2021) O LIMITADO A (PUBYEAR, 2020) O 

LIMITADO A (PUBYEAR, 2019)) 

- Dimensions: (("Computer" "security") AND ("risks" "policies")), article publication type 2022 OR 2021 

OR 2020 OR 2019 publication year ("Computer" "security") AND ("risks" OR "policies")) free text in 

title and abstract. 

 

2.6.  Data analysis 

The first step in the analysis is to list the articles selected in the previous step. Next, consider answering 

research questions that will include data of interest, such as the country, the journal where the article was 

published, and the author. For practical purposes, in terms of country, consider the place where the article is 

finally published, not the country where the authors are located or the country where the research was 

conducted. This graph shows the number of documents related to cybersecurity in the financial sector, 

according to the most representative author (see Figure 2). 

 

 

 
 

Figure 2. Documents by author 
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This graph shows that the United States is the country with the most research in the field of 

cybersecurity, leading the list with 450 published articles, followed by the United Kingdom and China with 

almost 150 published articles. The purpose of this research is to contribute to the scientific community and the 

business sector so that they can take precautions and invest in devices and training in the protection of 

information for the operation and stability of a community and its livelihood. Likewise, Figure 3 shows the 

papers by country or territory. 

 

 

 
 

Figure 3. Papers by country or territory 

 

 

3. RESULTS 

After reviewing the articles, discarding those that were duplicated and did not meet the inclusion 

criteria, only 86 were selected from the Scopus and Dimensions databases. The following graph shows the 

automation that was carried out based on the Kitchenham methodology, which allowed a detailed and 

transparent explanation of the review of the articles based on the inclusion and exclusion criteria depending on 

the aspects to be considered. Likewise, the relevant results and issues that have emerged from previous work 

are shown below. 

This flow chart shows the total number of quantified papers collected from the Scopus and Dimensions 

databases. Within which we worked with articles and conferences in English. Initially, 907,716 documents 

were found; however, not all of them corresponded to the topic of study. Thus, after applying search criteria 

such as year, language, open access, they were reduced to 250 documents (see Figure 4). Of these, 164 research 

papers unrelated to the topic were excluded as they did not effectively answer the questions posed in the 

research, obtaining a final result of 86 articles and conferences aligned with the study topic "Risks to corporate 

information security". 

By means of the present figure we can indicate that the most outstanding words risk assessment, 

human, and computer security are the common terms, however, it should be specified that the human factor 

was the key piece for the management of the principles of cybersecurity within the business sector. Hence, 

states that there is a high degree of importance to the responsibility of information risks to the users of the 

system against social engineering so a culture of information security is of utmost importance for the protection 

of computer assets [9]. As mentioned by the author it is agreed that it is necessary to make companies aware 

of the need to avoid possible social engineering attacks; especially because by this means companies or even 

users are more vulnerable to information theft. 

Figures 5 and 6 are visual representations of network diagrams and density diagrams that help to 

visualize the relationships between the most common words that appear most frequently in the documents used, 

where the largest node represents the word with the highest frequency in the document. According to the 

resulting nodes, it stands out that the words risk assessment, human and computer security stand out from the 

rest, in this regard the use of ISO 27001, which reduces the level of risk in companies through adequate controls 

for security equipment, as well as for the risk culture within an entity. Hence, it would also be advisable to 
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improve the implementation of ISO 27001 by establishing cybersecurity policies in the face of possible attacks 

and information use violations [10], [11]. 

 

 

 
 

Figure 4. Flowchart of inclusion and exclusion of articles 

 

 

 
 

Figure 5. Relationships between the common terms using the bibliometric map 

 



Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

Enterprise information security risks: a systematic review of the literature (Jenner Lavalle Sandoval) 

1595 

 
 

Figure 6. Visualization of density 

 

 

This graph shows the results of the countries with the highest scientific production on the topics of IT 

security risks and policies in the business sector. After performing a bibliometric analysis, it can be established 

that India was one of the countries with the greatest scientific commitment to research on the topic since it had 

28 published articles. That is why, as can be seen in Figure 7, the country was represented by the strongest blue 

color. It was followed by Greece with 11 published articles, the United States with 7, the United Kingdom with 

6 articles, Egypt with 5 articles, Spain and Germany with 4 published researches each. On the other hand, 

China, Australia, Indonesia, and Saudi Arabia only contributed with 3 individually published papers. In the 

same vein, Iraq and Pakistan, represented by the slightly lighter blue color, only published 2 papers separately. 

In contrast to these results, the group of countries with the lowest scientific output on the topic of 

security risks and policies in the business sector was led by Peru, Finland, Ukraine, New Zealand, and France, 

which only published one paper per country. For this reason, this group was represented by the lighter blue 

color. The total number of papers published and at the same time consulted for this research was 86 papers and 

conferences together. It should be noted that the countries shown in lead color are those that did not record any 

scientific publications on the subject. 

 

 

 
 

Figure 7. Country scientific production 

 

 

As can be seen in Figure 8, 82 are the most referenced papers in other works; being the main authors 

of those papers, followed with 60 papers relevant to delve into the cybersecurity field. In Figure 9 it is possible 

to interpret the attacks in real-time that occur worldwide from the country of origin where the cyberattack is 

launched to a destination country affected by the cyberattack. On the other hand, by means of this map of 

cyber-attacks in real time it is possible to know which countries are the most attacked and most vulnerable by 

cyber-criminals. Also, in Figure 10 and Figure 10 it is possible to observe, the possible cyber attacks in real-

time and worldwide based on Kaspersky data, a tool that allows to know the approximation of cyber attacks 

that occur globally and differentiated between countries. Likewise, the typology of the cyber attack as for 

example, the detection of distributed denial-of-service (DDoS) attacks and Botnet servers, also the detection 

of malware and ransomware as pointed out [12]. Since they are a very harmful threat to the company and its 

collaborators as well as for the users who acquire the company's service. 
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Figure 8. Most cited papers worldwide 

 

 

 
 

Figure 9. Real-time map of cyberattacks occurring in the world 

 

 

 
 

Figure 10. Statistics of cyber-attacks in the world 

 

 

Table 3 contemplates an analysis of all the articles and conferences used in this research, which is 

strategically presented through a subdivision of clusters, which also include a breakdown of various parts of the 

phenomenon under study so that more detailed knowledge can be produced in this regard. Cluster 1 presents the 

papers, articles, and conferences that have served to define and substantiate the phenomenon under study, with 

titles such as: threats, violations and intrusions, integral security, and optimal infrastructure. Then, in cluster 2, 
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we have considered those works that have allowed to establish and explain the methodology used and that at the 

same time have helped to know a series of concepts, principles, norms, and laws of great utility in the process of 

the investigation. On the other hand, cluster 3 presents all the materialization of the study that has been used to 

reach a significant and relevant result, to the extent that it supports or refutes the proposed research. 

 

 

Table 3. Classification of analyzed articles and conferences 
Study phenomenon Article 

Cluster 1 
Threats violations and intrusions [1], [2] 

Machine learning deep learning Nguyen et al. [3] 

Cyber attacks Orozco [4] 
Comprehensive security Shorten and Khoshgoftaar [5] 

Optimal infrastructure Vinayakumar et al. [6] 

Methodology Article 
Cluster 2 

Barbara Kitchenham Kitchenham et al. [13] 

Informatic security Shappie et al. [7] 
Results Article 

Cluster 3 

Information risks Bhaharin et al. [9] 
ISO 27001 [10], [11] 

Ransomware detection Berrueta et al. [12] 
Digital technologies Articles 

Cluster 4 

Artificial Intelligence [14]–[17] 
Big Data Liu and Huang [18] 

Blockchain [19]–[27] 

Biometric [28], [29] 
Internet of things Vedaei et al. [30] 

Riskiu Hart et al. [31] 

Biometric Face Shaban et al. [32] 
Security politics Articles 

Cluster 5 

Access control [33]–[40] 
Zero trust AlQadheeb et al. [41] 

Multicriteria (MCDM) Alyami et al. [42] 

Audit Ndife et al. [43] 
Cybersecurity culture [44]–[46] 

Risk assessment [47], [48] 

Programming Abdali and Nia [49] 
Modalities of attacks Articles 

Cluster 6 

Phising [50], [51] 
Smishing [52], [53] 

Malware [54]–[56] 

Social Engineering Aycock [57] 
Virus Articles 

Cluster 7 

Trojan Hameed et al. [58] 
Worm Kumar et al. [59] 

Xploit Shandler and Gomez [60] 

Ramsomware [61]–[64] 

Analysis Articles 

Cluster 8 

Informatic security [65], [66] 
Train IT managers Shafi [67] 

Security decision support Razikin and Soewito [68] 

Cost of cybercrime Cremer et al. [69] 
Security controls Aslan et al. [70] 

Mass digitization Jara et al. [71] 

Technology evolution Chentouf and Bouchkaren [72] 
Policies and preventive actions Pardhi et al. [73] 

Methods to generate strong passwords Alhamed and Bhatia [74] 

Cybersecurity systems modeling Shulha et al. [75] 
Comprehensive model for cyber risk Zeller and Scherer [76] 

Investments in security strategies Martín [77] 

Network security threat design [78], [79] 
Firewall implementation [80], [81] 

Fingerprint mechanisms and digital signatures [82], [83] 

Reverse engineering application [84], [85] 

Denial of service Scanlan [86] 
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Cluster 4 shows the research related to the classification of the different digital technologies since 

these works have allowed to deepen the analysis of the subject of study, from different concepts that encompass 

infinite emerging possibilities, which in turn serve the proposed objective. Likewise, cluster 5 shows the 

articles and conferences used in the classification of the different security policies, which has allowed a broader 

vision of how organizations apply their policies. Cluster 6 shows the papers that support the classification of 

the different cyber attacks to which organizations are exposed today as a result of the large volumes of 

information they handle on their servers.  

On the other hand, cluster 7 shows the classification of the different cybernetic viruses that can cause 

all kinds of problems in organizations. Likewise, articles and referential conferences on the effects and security 

policies applied by different organizations are presented, based on a comparative study among the different 

authors who have analyzed the subject. Finally, in cluster 8 and in particular, specific research that has helped 

to develop a comprehensive analysis in order to answer the questions posed in this research are presented. 

 

 

4. DISCUSSION 

In this research, studies on IT security risks and policies in the business sector in different countries 

from 2019 to 2022 have been reviewed. Finding 86 scientific articles based on authors' own research. Scopus 

and Dimensions were the two main sources considered for this research. According to the treatment of the 

information, we proceeded to answer the three questions proposed for this work. 

 

4.1.  Analysis of the questions  

4.1.1. RQ1: how does IT security impact the business sector? 

According to Figure 6, with the emergence and global opening of the Internet, computer security has 

had a great impact on different organizations, regardless of their size, because the information has become a 

very relevant resource, and although at the beginning it only addressed aspects of computer infrastructures, the 

truth is that little by little it has become established in different areas such as medical records, health insurance 

portability, security systems, and industrial management. Computer security has occupied a preponderant 

position in the organizational structure of a company, significantly affecting the provision of care in different 

organizations [66].  

Now, the impact of computer security in the business sector has been both positive and negative, 

however, in the face of this dilemma, organizations have sought to respond with some preventive policies to 

protect their information [67] makes known when he describes the reason for cyber attacks and the need to 

train IT managers and personnel in the new modalities of cyber theft. Likewise suggests in his research a 

recommendation model for IT security decision support in order not to generate data losses that can affect the 

company [68]. This point specifies that cybersecurity cost the world economy, a little less than 1 trillion dollars 

in 2020, which indicates an increased difference between the years 2019 and 2018 [69]. In this regard, the 

security controls and countermeasures allow security managers such as IT managers of different organizations 

to make the right decisions in any context of cyber attack that may occur, either to adapt the deployment, 

configuration, or use of controls for good protection of the company's information, in parallel to the use of all 

the necessary technology to protect the company's data [70]. 

According to Figure 4, the issue of cybersecurity has become a priority not only for the private 

business sector but also at different levels of government. It should be noted that, for decades, strategies have 

been sought to safeguard information, starting from the scientific aspect, as can be seen in this figure, where 

the country that has studied cybersecurity, the most has been the United States. Likewise, Figure 5 shows the 

relationships between the most common and used terms, which give a reference to the impact of information 

security in the business sector.  

 

4.1.2. RQ2: what are the most common computer crimes in the Peruvian business sector? 

In times of pandemic massive digitalization was a great help, but with it appeared many computer 

crimes, which greatly affected the private business sector, violating their information, supplanting identities, 

and violating the bank accounts of different users. The states in his article, there is currently an increase in 

interactions between technology and, for example, sectors such as the health sector, and as a result, there are 

new risks such as data theft and cyber-attacks on company information [71]. Although they state in their article 

that technology has evolved significantly, generating a positive impact on a global level, the truth is that they 

agree that during the pandemic several companies have been victims of cyber attacks and information theft by 

hackers who, using methods such as phishing, vishing, smishing, ransomware, malware, spear phishing, and 

whaling phishing, have caused serious damage to the productivity of companies, even leading to the total 

closure of the company [72].  
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According to Cluster 6, phishing has been presented as an infallible social engineering technique to 

damage the reputation of the company; this virus acts by sending an email in which cybercriminals impersonate 

the identity of a known company to request personal and banking information of its users, which reaches it through 

a link attached to an email, which supposedly redirects to the company's website, when in fact it directs you to a 

fraudulent website to appropriate your money. With vishing something similar happens, however, this modality 

acts by means of a phone call, and the criminals try to deceive the victim, impersonating the identity of another 

person or of some organization. Smishing attacks are also aimed at damaging a company's reputation; this type 

of attack uses the messaging service to appropriate private information or charge the user money. 

 

4.1.3. RQ3: what kind of IT security policies are applied in the business sector? 

There are currently a number of IT security policies and preventive actions such as, for example, the 

implementation of a malware scanner to analyze and detect the severity of threats present in Android devices 

[73]. As well as a signature-based scheme to scan applications on mobile devices. Such signatures are installed 

through the legal vulnerability market store or third-party market that classifies such applications as safe, 

medium, and high applications. In this regard, Alhamed and Bhatia [74] in his research article argues that 

companies have decided to implement a method that generates secure and memorable passwords that comply 

with best practices and capabilities to remember and regenerate passwords, allowing to protect the 

organization's information from any attack or information vulnerability. 

For his part, proposes a modeling of the cybersecurity system for the rapid development of the 

computerization process  and refers to a comprehensive model for cyber risk by proposing a new approach to 

model cyber risk using marked point processes [76]. By this, the key co-variable is identified, resulting in the 

ability to detect non-redirected and targeted malicious attacks, as well as accidents and failures. For his part 

his article mentions that currently, the increase in cyber-attacks has made organizations invest in strategies 

such as management systems based on the ISO/IEC 27001:2014 standard [77]. Which allows to ensure the 

confidentiality, availability, and integrity of information and information systems. Thus, providing the 

requirements to establish, implement, maintain, and continuously improve an information security 

management system for the company. Hence, it is important that such a security management system is part of 

all activities performed by the company and is integrated with all processes and areas of the organization. 

 

4.2.  Proposed information security model 

The research allowed the development of a proposed model based on the topic of information security 

risks and policies in the business sector; for this purpose, the data collected were extracted from two important 

databases, Scopus and Dimensions. The implementation of a collaborative architecture and a security threat 

design of industrial control networks allows the security assessment of the control system [78], [79], the 

standardization of the system's operational behavior, and the design of the security control system architecture. 

Along these lines, the implementation of firewalls acts as a first line of defense, protecting private networks 

from unauthorized and unverified access to an Internet connection [80], [81]. 

As for the recommended defense-in-depth architecture, this strategy includes firewalls, the use of 

demilitarized zones, and intrusion detection capabilities in the event of an attempt to breach company 

information. In this regard, suggest implementing fingerprinting and digital signature mechanisms in enterprise 

architectures for all kinds of devices, through passive packet capture techniques and an optimal selection of 

filtering criteria and machine learning algorithms, in addition to a device identification mechanism for both 

network administrators and ordinary users [82], [83]. From another approach, the application of reverse 

engineering, a botnet that uses domain name system (DNS) as an operator for command and control, detecting 

several hosts, and at least 14 million transactions within them [84], [85]; as well as some malicious malware 

capable of severely damaging a company's computer systems. Under these premises, Figure 11 shows the 

proposed model, which reveals the strategy for protecting the data and information of organizations. 

The Figure 11 shows that many companies are interconnecting to external networks in order to expand 

their business; however, it can also be observed that the vast majority of these companies do not have secure 

computer security architectures to protect their data and sensitive information, a situation that could have a 

series of effects such as unstable connectivity to external networks, use of technologies with vulnerabilities, 

deficient technologies and control system communication protocols that lack security functionality. Hence, 

sought to assess the impact of denial of service distributing attacks and malicious software on computer 

systems, in addition to the likely increase in cyber attacks on ill-prepared industries due to the rapid adoption 

of high-speed Internet, through these proposed constellations and the Starlink satellite constellations [86]. 
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Figure 11. Recommended defense-in-depth architecture 

 

 

5. CONCLUSION 

After having carried out a systematic review of the literature on the subject in question, it is concluded 

that historical and recent events in the world have shown that the combination of cyber-attacks and attacks on 

traditional physical terrain can become the perfect strategy to paralyze or destroy the essential and civil 

infrastructures of an entire country. In relation to the objective posed for this systematic review sought to: "To 

analyze articles by other authors, both national and international, translated into the English language, as well 

as to achieve a better understanding of the different parameters, attributes, characteristics and emerging 

technologies of the problem under study", it can be concluded that, computer security management is a well 

regarded concept within the organizational environment; therefore, knowing the reality of the principles and 

the main standards applied by the different companies or organizations in the sector is relevant to generate new 

guidelines that contribute to technological ethics and mitigate computer crimes that prevail in the business 

sector. In addition, it has a drastic impact on the economic, legal, social, and reputational aspects of a company, 

through a series of actions such as: loss of daily working hours, interruption of networks and devices; also, 

ransom payments or emergency attention that generally seek to generate significant damage and eventually the 

total inactivity of the company.  

Consequently, among the most used modalities are: Phishing, spear phishing, whaling phishing, 

vishing, smishing, and malware. The most common types of viruses are: trojan, worm, Xploit and ransomware; 

however, the variant known as ransomware has recently become one of the most lethal and dangerous threats 

to corporate networks worldwide. Likewise, after analyzing each of the articles in this paper, it is concluded 

that the security policies that companies apply, nowadays, to prevent cyberattacks and information theft are 

mainly focused on cybersecurity algorithms that can be applied in the development of applications, protection 

measures to avoid social engineering attacks and prevention strategies. The study also reveals that there is still 

a large percentage of companies or organizations that believe they are unattractive to cybercriminals or consider 

that security software that very little investment has required, is sufficient to stop all future threats. This makes 

IT security management essential when trying to reduce risks to an organization's communication and IT 

infrastructures. Therefore, it is recommended that businessmen implement security policies that allow them to 

detect illegitimate intrusions, malicious attacks, and malicious traffic on networks, among other types of cyber-

attacks that may threaten the company's information. 
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