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ABSTRACT

Fake news has gained attention in recent years, particularly among social media
users. The quick spread of fake news has been made possible by the increased
usage of social media as a platform to get the most recent news and information.
As a consequence, it is getting harder to distinguish between real news and fake
news. This essay will outline a study that evaluated the usefulness of a toolset
for identifying false news. The first hypothesis is that an increase in media
literacy will result in a rise in awareness of fake news. The second theory is that
fake news toolkits significantly increase students’ and working adults’ awareness
of false news. On the staff of a manufacturing company and an institution, a
survey was undertaken. The organization’s employees were given approximately
150 questionnaires, and 110 responses were received. The project includes the
creation of a web application-a false news awareness toolkit-that will raise user
awareness of fake news in terms of knowledge, behaviour, and attitude among
students and workers.
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1. INTRODUCTION
Although not recent, the term “fake news” gained popularity after the 2016 US presidential election,

which caught the attention of academics and general consumers [1]-[4]. According to a research, 62 percent of
its inhabitants access news on social media sites rather than on traditional mediums. The most popular social
media channel at the time for disseminating false information was Facebook, and the majority of people tended
to accept the information that flowed favouring Donald Trump over Hillary Clinton [5]-[7]. Fraudulent news
is a story that has been made up and widely disseminated via social media, the phone, and chat messages in
an effort to obtain political warning or influence from anyone who typically has evil intents and propagandist
messages [8]-[11]. Authors of fake news waste a lot of time researching social and political events on numerous
networking sites [12]-[14].

Due to the low cost of producing news content, social media is mostly used as a news distribution
channel. Publishers use false information as a “tool” to make quick money [15]-[17]. Nowadays, bogus news
thrives on social media platform. In conclusion, fake news is rapidly gaining ground and could do more harm if
it is not curbed soon. Therefore, raising people’s knowledge of fake news is essential so that they can appreciate
the significance of reducing it [18]-[21].

The following inquiries are what this study aims to answer: i) RQ1 : according to knowledge, behav-
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ior, and attitude, what amount of awareness is there?; and ii) RQ2 : how can a false news awareness toolkit
raise people’s awareness of it?. The following are the primary goals of this study: i) O1 : to create a false news
awareness toolbox that could increase public awareness of fake news; and ii) O2 : to assess the toolkit’s success
in raising public awareness of fake news. The following hypotheses are those that will be explored in this study
based on the previously mentioned objectives: i) H1 : a rise in media literacy affects the level of awareness of
fake news; and ii) H2 : the fake news toolkit significantly raises public awareness of fake news.

Therefore, it is crucial to assess people’s perceptions and understanding in order to continue research-
ing fake news awareness and educating the public. A toolset will help individuals understand fake news better
and respond to it media literately. This can help to address the aforementioned problems and curb the spread
of false information. The major significant contributions of this work are summaries as follows.

- This study will benefit academics who want to learn more about raising organisational and institutional levels
of awareness of fake news.

- This study aims to provide light on how false news may have an adverse effect on people, society, and
organisations.

- The first web application or toolkit for fake news awareness has just been created. Therefore, it is really
hoped that this toolkit would be useful to everyone in the world, not just the study’s participants.

- Finally, this toolkit’s main contribution is to lessen the country’s harmful effects of fake news.

The rest of this paper is constructed as follows. Section 2 reviews some related work for fake news
awareness in social media. Section 3 provides background of this paper in detail. Section 4 shows the descrip-
tion of the research design, toolkit, and data analysis. Section 5 shows the process of the implementation of the
toolkit. Section 6 provides results and analysis. Finally, the conclusion and recommendation and future work
of this paper are provided in section 7 and section 8, respectively.

2. RELATED WORK
In this section, we describe and compare some related work for fake news awareness in social media.

Table 1 summarizes the four main related works the methodology used in their work is the quantitative method.
These four works are as follows.

Table 1. Summary of four main related works
Author Findings Limitations

Surjandy et
al. [22]

University students who play video games conducted a poll to
learn how they use their smartphones to spread fake news

i) in order to lessen the harmful effects of fake news, the
study did not include any courses on fake news aware-
ness or teaching university students about fake news; and
ii) given the approach used, the data’s interpretation was
constrained.

Baharum et
al. [23]

i) utilizing an application to give visitors to the Mount Kina-
balu Botanical Garden information on the plant species found
in Kinabalu Park; and ii) mobile applications are a superior
way than educational programmes since they may deliver facts
to all kinds of people and are not constrained by time or place.

The usefulness of the app produced in raising public
knowledge of biodiversity was not a focus of this study.
No post-test information is gathered following user use
of the application.

Peker et al.
[24]

i) analyzed preventative strategies and talked about the meth-
ods used by mobile social networks to distribute fake news;
ii) a new time classification was unveiled to stop the spread of
false information; and iii) the issue of the spread of incorrect
information was discussed in terms of workable solutions.

i) the methods utilised reduced the data’s ability to be
interpreted; and ii) results have not been exhaustive;
rather, they constitute a series of noteworthy examples
of a method to stop the spread of fake news.

Campan et
al. [25]

i) a module for cybersecurity awareness was suggested by re-
search, with its main attributes setting it apart from some other
modules; ii) the study contributes to greater understanding of
cybersecurity. After completing the CSAM, 323 participants
(or 76.3% of participants) reported having a greater under-
standing of cybersecurity.

i) only college and high school students were included
in the research, and organisations are more likely to have
high user numbers and cybersecurity risks; ii) to make
reading easier for readers, the data was not graphical pre-
sented effectively. Due to the search and selection proce-
dure, the results were limited; and iii) the use of research
methodologies, such as quantitative or qualitative meth-
ods, is not emphasised in the study.

Ahmed et
al. [26]

i) the survey question ”Security, awareness, and incident re-
porting” forms the basis of the research strategy; and ii) four
categories make up the survey: incident reporting, cybersecu-
rity practises, cybersecurity awareness, and demographics.

i) need to recommend developing a unique cyber aware-
ness framework in conjunction with mobile technology;
and ii) the study was constrained by the literature choice.
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Surjandy et al. [22] looked into the ways in which university students who play video games use
their smartphones to spread false information and how aware they are of it. In their work, the research found
new findings in terms of gender and academic rank game players of college students with dissemination and
awareness of fake news, despite the fact that the 25 questioners were directly distributed to university students
at random and statistical descriptive explanatory analysis was used to show university students’ activities.
Baharum et al. [23] created the “Ikimono Mikke” smartphone app to raise awareness of biodiversity. Users
of this app will be able to learn more about the plant species found at Mount Kinabalu Botanical Garden and
Kinabalu Park. The Mount Kinabalu Botanical Garden and Kinabalu Park’s flora images can also be contributed
by users. In order to create a module that will assist students to become more aware of security issues, Peker et
al. [24] set out to understand the present level of security awareness among college and high school students. To
achieve the objectives of the common internet/technology users, Peker et al. [24] created a survey with pre-and
post-tests and distributed it to students on our campus and at nearby high schools. Campan et al. [25] addressed
the role that current social network technologies, such as influence maximization, information diffusion, and
epidemiological models, play in the production and dissemination of fake news. Ahmed et al. [26] presented
an extensive survey on Bangladeshi citizens’ knowledge of cybercrime. To perform this study, versions of the
survey that were both online and offline were developed. According to the survey, there is an unsatisfactory
and patchy awareness level. The general public is uninformed of accepted cybersecurity standards.

3. BACKGROUND
3.1. Fake news definition and types

Fake news was recently defined as “intended and verifiably false news articles which misinform the
audience” [5], [27]-[29]. Due to its interruptive and disappointing nature, as alleged by scientists and pro-
fessionals, the term ”fake news” has garnered somewhat less attention [30], [31]. The most prevalent type of
shamming is political, along with false reports based on crimes and misrepresented real-world events. Satire,
parody, fabrication, manipulation, advertisement, and propaganda are six techniques used to operationalize
false news in previous studies.

- Hoaxes: the readers of hoax news were led to assume that the stories they were reading were true, when
in fact the pieces were just fake news. Hoaxes are rumours that are spread through social media and
employ actual facts to give the message a confident appearance. A hoax can actually harm another person
[2], [32]-[34].

- Parody: the use of non-factual facts to add humour and a presentation style that mimics traditional news
media distinguish parody news from satire news [27], [35].

- Photo manipulation: it is considered fabricated news when real photos or videos are exploited to support
false claims. Whereas preceding classes often linked to text-based objects, this categorization defines graphic
information [7], [36].

- Advertisement: advertisements for fake news may mimic legitimate news articles and make reference to
press releases that have already been published [37].

- Fabrication: news that aims to draw people in order to benefit the individual or boost traffic. A fabricated
example is “clickbait.” [38], [39].

- Satire: satire is hilarious news that is intended to amuse readers and is presented in a mocking style similar
to that of mainstream media. It uses exaggerated comedy to amuse the general public while providing news
updates [40].

4. METHOD
4.1. Research design

The following steps highlight the several sequential components that make up the overall study method-
ology: i) analyse the existing body of knowledge in the topic; ii) questions are examined and modified if re-
quired; iii) an online survey tool is used to distribute all the questions; iv) the present study and literature
analysis serve as the foundation for the quantitative data collection; v) users must utilise the created tools; vi) a
post-survey was done to gauge the usefulness of the toolkit that was created; vii) data analysis that is analytical
and statistical; viii) discussion of the results; and ix) findings and conclusions.
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4.1.1. Pre and post test
The term “pre- and post-test” refers to a research strategy that is also known as “pre-experimental” or

“before and after.” The flowchart for how this study is carried out, from the survey and data collecting through
the assessment of the toolkit’s effectiveness. Figure 1 shows the research design of the paper. This step is very
important to achieve in the system.

Figure 1. Research design

4.1.2. Pre and post survey on fake news awareness
Google form is generated with 25 questions about how people use and understand media related to

fake news. This questionnaire’s responses will be used to gather data for the study. The questions’ overarching
strategy is based on the prior measurement and methodology. i) 6 questions about demographics; ii) 4 multiple-
choice questions about media literacy or knowledge; iii) 4 behavioural questions; and iv) 11 attitude-related
questions. In order to collect 110 responses, the questionnaire was distributed to two distinct sites, first in a
manufacturing company and then in a local institution. The data was analysed after receiving the 100 responses.
The presurvey gauges respondents’ level of perception of current false news, and the postsurvey gauges the
efficiency of the fake news awareness toolbox.

4.2. Toolkit
The goal of the suggested toolkit is to assist people in becoming more aware of fake news, particularly

in relation to how to differentiate between authentic and unauthentic sources, and to prevent the spread of
misleading news that contributes to public confusion and misinformation. The web app’s objectives are: i) to
observe trends in people’s knowledge of bogus news before finishing the toolbox and ii) to assess and contrast
how well the toolkit approach works at raising public awareness of false news.

4.2.1. Question design
The questionnaire is divided into 4 sub-sections. containing two sections: section A of the form asks

demographic questions, and section B is divided into three sections: knowledge, behaviour, and attitude, as
shown in Figure 2.
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- Demographics: basic demographic questions are asked in this section. Gender, age, educational attainment,
employment status, principal news source, and media platforms were among the inquiries made.

- Knowledge: this category is crucial to the study since it corresponds to knowledge of fake news. It was
questioned whether people were familiar with the term “fake news.” The purpose of the knowledge-based
inquiry is to ascertain whether the respondents are aware of the veracity of the news on the current website
for fact-checking.

- Behavior: the respondents’ attitudes about current news sources and current events are the focus of this
section. The behaviour of respondents when reading the news and using the internet was evaluated as part of
the attitude’s dimension.

- Attitude: the assessment of respondents’ knowledge of fake news and their background was the main empha-
sis of this section. Regard was paid to how people would react to false information, as well as how confident
and trusting they were of the news they read.

Figure 2. Questions design

4.2.2. Research approach
There are two sorts of research methodology: qualitative and quantitative technique approaches. Re-

search objectives are met using a quantitative technique. data gathering using a quantitative and data analysis
are described. The description of these approaches is as follows:
A. Data gathering using a quantitative approach

This study uses quantitative methodology to assess how well-informed people are about fake news in
organisations and institutions. Each question’s survey data is tallied and displayed as pie charts or graphs. This
information will be gathered and assessed. In order to ascertain people’s knowledge and perception of fake
media, 110 respondents will react to 25 questions.

B. Data analysis
Software for data analysis using statistics this study makes use of statistical package for data science

(SPSS). It was created by the IBM Corporation and is frequently used by academics and researchers around
the world. A very user-friendly statistics tool that may be applied to a variety of statistical tests. This statistical
application performs comparison and correlation statistical studies in conjunction with univariate, bivariate,
and multivariate procedures in both parametric and nonparametric statistical methods.

To get the best outcomes for the intended application and study objectives, several analyses were
carried out. The ANOVA and Chi-square approach are employed for demographic analysis in order to discover
statistically significant differences and whether a correlation between demography and fake news awareness
exists. Cronbach’s alpha is used to gauge reliability. Pearson correaction analysis is performed to determine
each variable’s impact on the effectiveness of the toolkit being employed.

5. IMPLEMENTATION
The overall implementation of the suggested approach is described in this section along with specific

toolkit demonstrations. The overall layout of the web application used to implement the toolkit and survey
questionnaire tools. Figure 3 shows the process of the implementation of the toolkit. The description of tools
used, the respondent’s selection, time allocation, toolkit implementation are provided. These descriptions are
shown in section 5.1 to section 5.5.
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Figure 3. Process on the implementation of toolkit

5.1. Tools used
Google Form and Wix.com are the tools that were employed in this research study. The survey was

created and made public using Google Form. Because it saves money and time, Google form is used to conduct
the survey. Additionally, the survey and quiz replies are already in the Google Form spreadsheet, making data
collection and analysis easier.

5.2. The respondents selection
A sample is a collection of things, people, or things taken from a population pool for measurement. It

serves as a subgroup of the population under research with traits in common [41]. In order to gather information
from them and generalise the research’s conclusions, the population from the sample is used. The study needs
to define the study population. The sample size is equally crucial.

5.3. Time allocation
Pre-survey, toolkit completion, and post-survey each take about 20 to 30 minutes per person to com-

plete. The data collection period was 11 days, from August 20, 2019, to August 30, 2019, and the appropriate
time was selected. Each of the three surveys-the pre-survey, toolkit completion, and post-survey-takes a person
20 to 30 minutes to complete. The right time was chosen for the data collecting, which lasted 11 days from
August 20 to August 30, 2019.

5.4. Toolkit implementation
Figure 4 displays the system deployment for this application. The “fake news toolkit” application that

was created was designed to be user-friendly. The toolkit’s goal and additional pages that are available are
displayed on the home page. Users can navigate through any section by clicking on it. First, before switching
to other tabs, the user must complete a presurvey [42], [43]. The “fake news toolkit” tool was made with user-
friendliness in mind. The purpose of the toolkit is made clear on the main page, along with a list of available
extra pages. By clicking on any part, users can navigate through it. Before opening any additional tabs, the
user must first finish a presurvey [44], [45].

5.5. Home
The fake news awareness toolkit’s main menu gives users the option to jump to the home, introduction,

awareness, quiz, and post survey tabs [45]. Before clicking on other tabs, the user must first complete the pre-
survey. This online application has an interactive layout and a colourful background to pique users’ interest.

- Survey: a questionnaire was created since it is important to understand how people understand and perceive
fake news before using the toolkit. Users responded to the survey and the results and data from it were
analysed.

- Introduction: the definition of fake news can be found under the introduction tab. Then, users are informed
about the dangers of bogus news and why they should be cautious. Users will learn the importance of
choosing the news they read carefully as a result.

- Awareness: this application included two movies on fake news to attract users’ interest and inspire learners.
- Take quiz: for an effective awareness and learning application, an interactive quiz is made. This section will

include 10 questions. Test your users’ comprehension of the content of the web application with this quiz
about fake news.

- Post survey: to assess the toolkit model’s efficacy, users must complete a post-survey. In the post-survey, the
same questions from the pre-survey will be asked, and the results will be recorded and analysed.
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- Analysis: using the survey data, an analysis of the toolkit model’s efficacy and an improvement in users’
awareness will be made.

Figure 4. Flowchart of the toolkit

6. RESULTS AND ANALYSIS
This section provides the results and analysis of this paper. This paper explains the demographic

participants, respondents’ knowledge, respondents’ behavior, and respondents’ attitude are metrics to analyze
the result of this paper. These metrics are explained as follows.
- Demographic participants: this poll includes six separate categories of demographic questions, including

gender, age, education level, work experiences, primary news source, and social media platform [46], [47].
These inquiries are intended to determine whether these elements have an impact on the level of awareness.

- Respondents knowledge: the knowledge category consists of a total of 4 questions. The purpose of these
inquiries is to gauge respondents’ knowledge of fake news.

- Respondents behaviour: on behaviour, there were four questions. These inquiries are intended to learn the
actual situation of the respondents. These queries centred on people’s daily activities. For instance, the
respondents’ attitudes regarding current news sources and current events were probed.

- Respondents attitude: this portion included 11 questions to gauge respondents’ knowledge of current
topics relating to fake news they read and their aptitude for differentiating between actual and false in-
formation [48].

6.1. Data analysis
Reliability, often known as internal consistency, is measured using the Cronbach alpha coefficient. It

is used to determine the scale’s dependability, particularly for Likert questions. The alpha Cronbach’s value
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in this study, which is 0.380, is considered satisfactory. The elements of behaviour, attitude, and knowledge
significantly influenced the potency of the fake news awareness toolkit. The elements of behaviour, attitude,
and knowledge significantly influenced the potency of the fake news awareness toolkit. i) the correlation for
scale one is 0.656; ii) the correlation for scale two is 0.711, and iii) the correlation for scale two is 0.632.

All connections were noteworthy. The hypothesis that there is a positive correlation between media
literacy and fake news awareness level and rejects the null hypothesis that there is no correlation between media
literacy and fake news awareness level [49]-[51]. A one-sample T-test is used to determine whether there is
a significant difference between the population mean and the hypothesised value. The null hypothesis was
rejected because there is a significant difference that is less than 0.05. N-1 (110-1=109) is the value of the
estimated T divided by the value of the degree of freedom.

6.2. Discussion
The demographic analysis was performed using SPSS data analysis. The investigation revealed that

gender, age, the main news source, and the social media platform used had no bearing on awareness. However, a
demographic study of the responses revealed that those with prior work experience had a higher awareness level
than those without. This is connected to their organization’s workplace culture, which consistently emphasises
the value of awareness.

Respondents with a bachelor’s degree or higher were more informed than those with less education.
This is related to the first demographic analysis since respondents with a bachelor’s degree or higher were
more likely to have prior work experience. They had a greater knowledge of bogus news and were more
concerned about it. The association between media literacy or knowledge and awareness was demonstrated
through Pearson correlation. The first hypothesis, ”Increasing media literacy has an impact on increasing the
level of false news awareness,” was validated by these findings. The second claim is that the fake news toolkit
significantly raises people’s awareness of it.

7. CONCLUSION
This study’s fake news toolkit is a tool that has the potential to enhance and have an impact on re-

spondents’ understanding of, propensity towards, and awareness of false news. In order to meet the research
objectives, factors that affect each question area (media knowledge, behavior, awareness, and opinion) on the
degree of fake news awareness were examined. There were two research hypotheses put out (H1: increasing
media literacy has an effect on raising false news awareness. Knowledge has an impact on the whole scale
(0.656). The hypothesis has been supported by this connection. H2: the fake news toolkit has a major influence
on raising people’s awareness of fake news. The overall scale has been impacted by attitude (0.711), which is
more than the total measure that supported the H2. 110 respondents were gathered for the pre-and post-surveys,
which were done in a manufacturing company and a local institution because anyone could become a victim
of false information. In order to answer the research questions, achieve the study objective, and validate the
analysis’s justification, several surveys were conducted.

8. RECOMMENDATIONS AND FUTURE WORK
Below are some suggestions for this study based on the conclusion: i) survey a larger population

to obtain more thorough information from the sample; and ii) the toolkit needs to be enhanced into a more
organised format for training or seminars with information covering fake news introduction, awareness, and
other related subjects. For instance, incorporating this subject into the curriculum.
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