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Abstract

In order to enhance the security of image information, base on generalized synchronization
theorem (GCS) for discrete chaotic system, this paper introduces a new 6-dimensional generalized chaos
synchronization system based on 3D-Lorenz map. Numerical simulation showed that two pair variables of
the synchronization system achieve generalized synchronization via a transform H. Combining with the 2-
Dimension non equilateral Arnold transformation; a color image encryption scheme was designed.
Analyzing the key sensitivity, key space, histogram, information entropy and correlation of adjacent pixels,
it showed that the scheme have sound encryption and decryption effects. Numerical simulations reveal
that the scheme is effective in commercial network communication for its strong anti-interference ability.
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1. Introduction

With the development of computer and network technology, image information becomes
an important mean of information exchanges, and its security problem is outstanding
increasingly. However, the algorithm for the text encryption is not suitable for image encryption,
so there are some novel algorithms for the color image to be presented, such as single-channel
channel algorithms [1] [2], algorithms based on nonlinear fractional Mellin transform [3],
algorithm based on the wavelength multiplexing [4] and so on.

As a nonlinear dynamics phenomenon, chaos has many properties to be worthwhile
use, such as pseudo-random characteristics, the extreme sensitivity of the initial state and so on
[5] [6]. Since the earlier work of Pecora and Carroll [7], chaos synchronization (CS) based on
cryptography communication research has attracted much attention [8]-[9]. Generalized chaotic
synchronization (GCS) is one of the focal research topics in CS. It provides a new tool for
constructing secure communication systems [10] [11], which can solve the security problem of
the lower dimensional chaotic systems used in image encryption [12].

Based on the generalized synchronization for discrete chaotic systems [10] and 3-D
Lorenz map, a GCS is constructed by a new invertible transformation. Combining with 2-
Dimension non equilateral Arnold transformation, a color image encryption scheme is
introduced. Numerical simulation and the security analysis reveal that the scheme can encrypt
and decrypt color image accurately without any lost.

2. Algorithm

To design the new generalized chaos synchronization system, some basic concepts are
introduced.

Definition 1: Consider two discrete systems

X(k+1) =F(X(K)) 1)

Y(k+1)=G(Y(k), X, (k) (@)
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where X (k) = (%, (K),....x, (K))" € R™,Y (K) = (y,(K),....y, (K))T €R™
F, (X(K)) = (f,(X(K)),.... §, (X(K))) T, G(Y (K), X(K)) = (9,(Y (K), X(K)), ., G (Y (K), X(K)))" -

If there exists a transformation H:R" — R™ and a subset B =B, xB, =« R" xR™ such
that all trajectories of (1), (2) with intial conditions (X(0),Y(0))eB satisfies
kli_mw [|H(X(k))-Y (k) ||= 0, then the systems in (1) and (2) are said to be in GS with respect to
the transformation H.

Theorem 1[10]: If two discret sysems (1) and (2) are in GS with respect to the
transformation H given by Definition 1. Then the G(Y (k), X(k)) in (2) has form

G(Y, X) =H(F(X)-Q(Y, X)) ®3)

where F(X) = (f(X),;,(X),...f, (X)) and Q(X,Y)=(Q,(X,Y),Q,(X,Y),....Q, (X,Y)) makes the
zero solution of the error equation

e(k+D)=H(X(k+1))-Y(k+1))=Q(X,)Y) (4)
be asymptotically stable.

Definition 2: The 2-Dimension non equilateral Arnold transformation is defined as [13]:

X b M
o8 a5 elh)
yn+l c d yn N
Where the adjoint matrix satisfies a=1,c=rgq,d =1+bc,q=N/gcd(M,N). Besides, b and r

are positive integers. The phase space of the transformation isM x N .
Its inverse transformation can be defined as

yn = (yn+1 _CXn+l)m0dN (6)
X, =(X,., —by,.,)modM

n n+1

3. Research Method

In this section, a novel discrete chaotic system could be constructed using the Theorem
1, and then a new color image scheme is designed based on the GCS and generalized cat
map. The last procedure is to verify the anti-attack ablility of the scheme . All the simulations are
implemented using Matlab 7.0.

3.1. ANew GCS
Suppose 3-D Lorenz map has the form[14]:

Xl(k +1) = Xl(k)xz(k)'xs(k)
X, (K +1) = x,(k) (7
Xy (K +1) = %, (K)

Its largest Lyapunov exponent is 0.07456, which shows the system is chaotic.
Now we define an invertible transformation H : R® — R? as follows:

H(X0 X5 X5) = (Hy (6, X5 %), Hy (X35 X3 ), Hy (%0, %, %)) = (V1Y Y5)' (8)
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where

H, (X, X,, %) = In[(X, + 2%, +X;) + \/(xl +2X, + X, )7 +1]

Hy (X0 X5, Xg ) = IN[(2X, + X, + Xg ) + (2%, + X, +X;)? +1]

H, (X, X5, X5) = IN[(2X, + X, +2X;) + \/(2x1 + X, + 2x3)2 +1]

LetQ(X (K),Y (k)) = 0.2e(k) = 0.2(X,,,(K) -V (Y (K))) . Here, V(Y (k)) = H(y,,y,.,;) = (%, %,
X,)" . Then Q(X(k),Y (k)) makes the error equation (4) be zero asymptotically stable.
Based on the Theorem 1, the driven system has the form:

Y (k+1) =G(Y (k), X, (k)) = H[F (X)) - q(X,,,Y)] (9)

3.2. Image Scheme

Suppose the size of a RGB image beM x N , where M and N represent the numbers of
rows and column of pixels. In this paper, we chooseM =N = 256 .The sender and the receiver
share the systems (7) and (9). Before the remote transmission, they agree on basic initial
conditions. The framework of the encryption scheme is shown in Figure 1.

Random numbers X, X,,X; [ GCS
Original 2-Dimension non R (f]onvertlg_g Pixel
image equilateral Arnold t ecgor Inate Values
g ™ transformation G [»|Into the vector transform
B

Converting the ¢ R
Encrypted vector into —‘
image |<| coordinate  |¢| G | A

"BIJ

Figure 1. The framework of the encryption scheme

The detailed process is given as follows:
Stepl: generate the chaos streams of lengthM xN x 3 by using the initial conditions

X(0) = (%,(0),%,(0),%,(0))", Y (0) = H(X(0)) . Note that s(k) = k,x,(k)y,(k)+k,y,(k), and then the key
streams can be derived by a transform from a real number field to the integer domain, that is

V2 x10° » 255(s(k) - min(s)), ¢,

T (s(k)) = mod(round( max(s)—min(s)

where min(s) = min{s(k) k =12,---M xN x3} ,max(s) = max{s(k)|k =1---M xNx 3}, k; =k, = V3.
Step 2: divide the image into 4 blocks, and denote them asP,,P,,P;,,P, in accordance

with the row priority.
Step 3: choose the first one P,to be as an example, which size isM, xN, .Choose the

s(M,)ands(N,) as the control key of the adjoint matrix. That is, b, =abs(round(s(M,)xa,)),
r, =abs(round(s(N,)xa,)), where a, =2 ,a, =1. According to the expression (5), the block can

be scrambled for k times. The scrambling processing of the remaining blocks is similar to the
first one. Combining these sub-blocks, one can get the image P .

A Color image encryption scheme based on Generalized ... (Shuang-Shuang Han)



688 ® ISSN: 2302-4046

Step 4: convert the RGB components of the image P into the vectors, which length is
V, =V, =V, =M xN. Suppose V,(i,). V,(i,) andV,(i,) represent the RGB components of the
spatial coordinatesi, respectively, and Vr'(il) . Vg'(il) . Vb'(il) represent the encrypted
components. Then the RGB components of encrypted block can be derived by

V' (i) =V, (i) +T(s(L: MxN))+V . (i —1))mod256
V' (i) = (V, () +T(S(Mx N +1: M xN x 2))+V _ (i —1))mod 256

V() = (V, (i) +T(S(MxNx2+1: MxNx3))+V , (i —1))mod 256

Step 5: convert the vectors into 2-dimensional coordinate, and complete the pixel value
conversion.

The decryption process is the inverse operation of the encryption process.

4. Results and Discussion
The chaotic trajectories of the GCS and the anti-attack ablility of the scheme are
simulated and analyzed in this section.

4.1. Chaotic Trajectories of the GCS
In the GCS, we select the following parameters and initial conditions
X(0) =(0.5,0.5,-1)" ,Y (0) = H(X(0)). It shows the GCS is chaotic. Then the trajectories of

system (7) and (9) are shown in Figure 2. From (d), it can be seen that the two pair of variables
are in GS with respect to H, so it is in line with expectations.

v.{v)

Figure 2. Chaotic trajectories: (a) X, —X, = X35 (B) Y; =¥, —Va;
(C) Vl(Y) _Vz(Y)_Va(y) ; (d) X, _Vl(x)
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4.2. Encryption Simulation
Now we use the above image encryption scheme to encrypt the color Lena image
shown in Figure 3. (a). And then the encrypted image shown in Figure 3. (b) can be obtained.

4.3. Information Entropy
For the encrypted image, we calculate the information entropies of RGB components by

n
the definition —Z p.logp, . There are 7.9976, 7.9974 and 7.9971. It is shown that each value of
i=1
entropy is close to the ideal value 8. Moreover, they are better than the algorithm in [15], which
are 7.9921, 7.9879 and 7.9852, respectively. So the algorithm can resist the entropy attack.

(b)

Figure 3. (a) original image; (b) encrypted image

4.4. Key Sensitivity Analysis

To test the key sensitivity, we analyze the change rate of pixel values between the
original image and encrypted image decrypted by perturbative keys. The results are shown in
Table 1, which reveals that algorithm have a strong sensitivity on the keys.

Table 1. The change rate of pixel values between the original image and encrypted image
decrypted by perturbative keys

perturbation 1072 107 10-%° 10715
x,(0) 0.9963 0.9955 0.9964 0.9957
X,(0) 0.9958 0.9961 0.9962 0.9952
X4(0) 0.9961 0.9959 0.9964 0.9965

a, 0.9960 0.9958 0.9961 0.9963
a, 0.9962 0.9959 0.9958 0.9964

4.5. Key Space Analysis
By the results of sensitivity, one can obtain that the key space can be 10" > 2**° for

the five keys in the scheme. If the controlling parameters are set to be the keys, the space
would be further expanded. It is shown that the key space in this paper is larger than algorithm

proposed in [15], which key space is 2" S0 the algorithm can resist the brute-force attack.

4.6. Histogram
The histograms of RGB components for the original image are shown in Figure 4. (a)-
(c), while the histograms of RGB colors for the encrypted image are shown in Figure 4. (d)-(f).
The horizontal axis represents 256 gray-levels, while the vertical axis represents the
frequency distribution. It can be seen that the histograms between original image and encrypted
image are of obviously difference.
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Figure 4. Histograms of RGB components for the original image and the encrypted image

4.7. Correlation of Adjacent Pixels
In order to verify the correlation of adjacent pixels between the original image and
encrypted image, we randomly select 2000 pairs of two adjacent pixels from the original image

and the encrypted image. Then, calculate the correlation coefficient of each pair by using the
following formula:

> (A - A)B,, -B)
RAB — m _n = —
\/(ZZ(AW ~ )Y B, -B))

(10

Here, A and B are the original image and the encrypted image, while A and B are the mean.
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Figure 5. Correlation distribution of the R component
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Figure 5 shows the correlation distribution of the R component for the original image
and encrypted image. That is, (a)-(c) show the distribution for the original image, and (d)-(e)
show the distribution for the encrypted image. From the results, it can be seen that the
correlation of the adjacent pixels for the original image is linear, while the correlation for the
encrypted is random. One can obtain similar results for B and G components.

4.8. Differential Analysis

In order to avoid the known-plaintext attack, the changes in the cipher image should be
significant even with a small change in the original. To quantify this requirement, number of pixel
change rate (NPCR) and unified average changing intensity (UACI) are used.

The expected value of NPCR and UACI are 99.609375% and 33.46354% respectively.
For the proposed algorithm in this paper, the values of NPCR and UACI are shown in Table 2,
where the results are very close to the random case. The results are also compared with the
encrypted image generated by reference [15]. It can be found that our output acts similar to the
reference [15].

Table 2. The NPCR of the encrypted images

Encrypted image Encrypted image in [15]
R G B R G B
NPCR (%) 99.6045 99.6277 99.5834 99.6162 99.5896 99.6189
UACI (%) 33.4561 33.4564 33.5021 33.4371 33.3542 33.3208

5. Conclusion

This paper constructs a novel GS system on a generalized synchronization theorem.
Combining with 2-Dimension non equilateral Arnold transformation, an image encryption
scheme is introduced. Simulation results show that the scheme can encrypt and decrypt RGB
images accurately. From the security analysis, it can be seen the scheme have large key space
and strong key sensitivity. And it has good statistical character which can be resist brute-force
attack and entropy attack efficiently. In order to achieve better results, the focus of the future
work is to optimize the encryption scheme in theory.
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