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Security investment

In recent years, cyber security has become an increasingly important aspect of
the decision-making process of corporations. It is essential to make
investments in cybersecurity at this point to guard against the frequent
disruption of business operations posed by cyberattacks. In the context of
small and medium-sized organizations, this study recommends using a multi-
criteria decision-making technique to evaluate information security aspects.
The information security index is derived as the foundation for every one of
these features. The best-worst method is carried out to establish the best and
worst possible security investments. In order to validate these findings, a
survey was distributed to a variety of professionals and business decision-
makers. The criteria for selection are laid forth in the form of categories
labeled technology and organization, respectively. The findings are presented
in a rating system with three tiers, with the highest level representing the
absolute best of the results. In the final section of the study, we will examine

potential future possibilities for research and policy.
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1. INTRODUCTION

Information security investment refers to the action or process of investing funds and resources in all
activities, including controls, programs, and technology, with the goal of minimizing risks and improving the
company’s safety against cybercrime activity. With the increased use of information and technology, an
organization is expected to be constantly ready to identify, respond, and recover from security threats at any
moment. This condition has led to a greater demand for cybersecurity efforts by implementing strategy, policy,
technology, controls, and procedures at various levels of the organization for a strong security posture. The
decision to take investment has long been a question in top level-management and is often handed over to a
security manager (CSO). Since security investment is often ridden with problems, many CSOs are pressured
to prioritize funds while also expected to achieve more significant return on investment (ROI) on existing
programs [1], [2]. As a matter of fact, the CSO is required to maximize the security investments and also
measure the budget cost-effectiveness. These conditions may be due to some organizations having a limited
budget for information security costs. Therefore, security managers need a mechanism to identify gaps in
security controls that can prioritize with limited funds and resources but could achieve the most significant
security impact.

The studies that associated with information security investment have been a challenging topic for
years, and there are two main challenges faced by many researchers [3]. The first problem is associated with
the characteristic of information security as a multi-discipline area. Every organization or industry has different
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resources, risks, technologies, and even organizational needs and structures. For example, the business and
financial system tend to minimize operational risks by strengthening protection, monitoring, and mitigation
response [4]. Thus, the most needed investments are in the most reliable hardware, software, data encryption
systems, firewalls, cyber surveillance, risk detection systems, and information technology (IT) training [5].
This requirement differs for small and medium enterprises (SMEs) with small assets. In this case, they
commonly take cloud storage backup and web server logging as the primary cybersecurity investment [6]. The
government and military institutions also have different priorities. Since their priority is mostly on compliance
with internal regulations and policies, the suitable investment will be for education and training to improve
user compliance with institutional policies and necessary security checks [7].

The second challenge faced by researchers is how to tackle the dynamic growth of information
technology that is constantly evolving. Technology changes every time at a rapid pace. Cloud computing,
machine learning, the internet of things, and other technological advances hold the promise of making efficient
and effective systems. Every organization will adopt those new advanced technologies and find ways to
improve their productivity. As a result, the advanced adoption will pose new challenges and risks that may be
more difficult to handle [8]. In their recent report, Verizon claims that even the attacker also invests in software
or content development, using actors and facilities for targeting and distributing tools to compromise the targets
[9]. Even though most incidents are related to basic web application attack and denial of services, the number
of complex system intrusion attack that leverage malware and hacking are increasing. The report suggests that
the trend of attacks and incidents will continue to rise, although organizations have significantly increased their
security investment [9].

Our review of the literature concluded that the most critical factors that influence information security
investment have been recognized. However, the priority and importance of each factor vary significantly
between organizations. These factors are generally affected by technological adoption (products and devices)
and organizational context (risk, culture, and structure) [10]. Furthermore, the research in information security
investment suggested two approaches to address this situation: implementing a decision-making strategy or
using an economic model [3]. Previous studies largely dealt with specific objectives, goals, and missions that
define the organizations’ purposes or problems. For example, the decision-making in [11] simulates a cyber
risk profile and provides several scenarios to highlight the effect of different decision-making strategies; [12]
focuses on solving the investment priority of information security resources for the industrial control system
operation using the analytic hierarchy process (AHP); and studies Weishaupl et al. [13] using grounded-theory
models to reveals empirical results from several case studies that help to understand external and internal
factors in selecting best investment attribute. In economic models, most of the study have generally been
restricted to the analysis of a model in a specific environment. For instance, several game theories models were
proposed to estimate optimal amount of investment by considering some constrains, like considering the threat
and vulnerability [14], [15], attack probability [16], or multiple propagations of security breaches in the
network [17]. The economic model in [18], [19] utilizes return on security investments (ROSI) for estimating
future information security investments. Mayadunne and Park [20] using the expected utility model to analyze
information security investment decisions in small and medium enterprises (SMESs).

Previous studies have demonstrated significant results of decision-making and economic model to
assist the decision-maker in the organization by considering all available options. Moreover, the main issue
confronted in this paper relates to investment priority for public organizations and government agencies with
limited security budgets. This paper proposes several factors related to technology adoption and organizational
system. These factors were derived from up-to-date conceptual models and frameworks from the literature that
represents the attributes in reality. The information was gathered from potential experts and stakeholders
through an online survey study. A best-worst method (BWM) as a decision-making model is applied in this
research. The results are compared to AHP and decision making trial and evaluation laboratory (DEMATEL)
to enhance our understanding of the organization’s information security.

The rest of the article is organized as shown in: Section 2 describes the context of the study, data
collection, and explains how and why the proposed method can handle the challenge of information security
investments. Section 3 describes the results derived from the models and discusses the findings, including the
impact from theoretical concepts to practical. Finally, section 4 summarizes this paper, including conclusions
and recommendations for future work.

2. RESEARCH METHOD
2.1. Context of the study

We highlighted the question of what is the suitable security priority for a company with a certain
limited budget as analogous to a complex decision-making problem. Scholars have long debated the best
cybersecurity strategies for firms. Fedele and Roner [21], there are four streams that have been proposed in the
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literature. The early stream suggested that a company should invest in a single cybersecurity framework and
neglect all forms of interdependence that can arise among firms. Following this basis, the second stream
suggested interdependent security among multi-firm initiatives. The third stream focuses on the strategy where
a firm should operate non-interconnected computer systems from competitors. The last stream suggested
investing in cybersecurity of firms that use a common computer network that is similar to the competitors.
Nevertheless, the total budget for cybersecurity programs is often influenced by at least two factors. In general,
the size of the company will affect the investment capability, even though many still believe a high
cybersecurity budget is still insufficient to prevent a breach [22]. Moreover, the second factor that affects the
budget is the type of risk and the likelihood of incidents. A firm that provides open public services requires
high connectivity, which increases the likelihood of risks [5].

In the context of this study, we focused on addressing the challenges of prioritizing information
security programs by identifying the circumstances in Indonesia’s organization. The increasing number of data
breach attacks on Indonesian public firms and agencies has also driven this research. The massive attack began
in 2019 when the two biggest marketplaces in Indonesia, Bukalapak, and Tokopedia, were hacked and affected
the data of more than 104 million users and 70 million merchants [23]. This trend is still continuing in 2022
and affecting several Indonesian agencies and ministries. Regardless of the concerns over personal data
protection in Indonesia, the reality is that these incidents occur in big corporations and government institutions
is a distressing situation. In fact, around 99% of businesses in Indonesia are categorized as small and medium
enterprises with limited financial services [24]. Even more worrisome is that SMEs are three times more likely
to be targeted by cybercriminals than larger companies [25].

The Indonesian government has provided various ways to improve security awareness in
organizations. One of the interesting efforts is a simple information security assessment tool named information
security index (KAMI) [26] that was developed by National Cyber and Crypto Agency (https://bssn.go.id).
Despite its simplicity, the tool can examine and evaluate the completeness and maturity of information security
based on ISO/IEC 27001 standards. As shown in Figure 1, KAMI consists of five dimensions: governance,
risk management, security framework, asset management, and security technology. Although the tool is not for
evaluating the viability or efficacy of existing security forms, it provides a rapid overview of the preparedness
and readiness of the information security rank for the company. Using the control objectives for information
and related technology (COBIT) or capability maturity model integration (CMMI) maturity level
(https://www.isaca.org) as a reference, the assessment results may be utilized to map and rate the company’s
information security.

Despite the fact that KAMI is based on current standards and best practices for businesses, it should
still be adapted by each sector to meet their circumstances and requirements better. Since organizations will
continue to face their own particular risks, threats, and vulnerabilities, the ways in which they implement KAMI
practices to achieve positive outcomes will vary. KAMI should not be applied as a one-size-fits-all strategy for
all enterprises that manage critical infrastructure. For this reason, the current research focused on exploring the
information security attributes extracted from KAMI to assist SMEs in better managing their cybersecurity
risks.

Risk
Management  eles|SO 27001
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Security
Management Framework

Figure 1. KAMTI’s five dimensions

2.2. Research design

The study involves complex decision-making from several attributes (alternatives) in KAMI. Thus,
the multi-criteria decision making (MCDM) method is utilized to prioritize the most important activities in
KAMI and help SMEs maximize the impact of every investment spent on cybersecurity operations. Overall,
the design of the study has three phases:
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2.2.1. Analysis and extract the core knowledge of KAMI

This phase involves a knowledge acquisition process by identifying objects, attributes, and values
from a knowledge source. The primary knowledge developed in this study was constructed from KAMI’s
framework [26], where the secondary knowledge was obtained from related literature [1], [10], [13], [27], [28].
The latest version of KAMI (version 4.2) consists of seven parts, where the first part is used to decide the level
or category of the electronic system used in the organization. The following five parts are the main dimensions
that contain 131 checklist questions. The latest part is called a supplement and consists of 53 checklist
questions. Since this step aims to understand the core knowledge of KAMI, we analyzed the knowledge code
structure of questions to define the entities that represent the questions. To understand the process, Table 1
shows the example of questions from domain 2, Information Security Governance. We manually highlighted
and extracted similar entities from the four presented questions as ‘head of the team” or ‘person in charge’ for
information security management.

Table 1. The example of KAMI’s checklist questions (domain 2)

No. Questions Similar Entities

2.1 Is the head of your agency/company in principle and officially responsible for ~ ‘head of ... agency ...
implementing the information security program (for example, listed in the ITSP), responsible for
including enforcing related policies? information security”

2.15 Does the person in charge of information security management report the condition,  ‘person in charge of
performance/effectiveness and compliance of the information security program to  information security
the head of the agency/company regularly and officially? management’

2.17 Does the head of the work unit in your agency/company implement a special  ‘head of the work unit ...
program to comply with information security compliance goals and objectives, implement ... information
especially those covering information assets that are their responsibility? security ...

2.20  Has your agency/company implemented information security management targets  ‘head of the agency’
and objectives for various relevant areas, evaluated their achievements regularly,
and implemented corrective steps to achieve existing targets, including reporting on
status to the head of the agency/company?

2.2.2. Build a list of attributes from previously gathered entities

In this step, candidate lists of attributes were collected with various names. Moreover, we eliminated
similar names and classified similar mining into a group. Then, a general name will be used to label the
attribute. To illustrate the process, we continue the example from Table 1. The similar entities from the
highlighted questions are ‘head of the agency’ or ‘person in charge of information security’. Since those entities
have different names for the same purpose, we labelled the entities with the most recognized name in this
category: Chief security officer. The proposed name is aligned with other models and references, such as in
[10], [29]-[31]. Therefore, the term chief security officer was listed in the final list of attributes. By performing
similar steps, a total of 18 attributes have been obtained as information security operations from the KAMI.

The final step includes the classification of the results based on their function. The approach to classify
the attributes was adopted from Govender’s taxonomy, which distinguishes two broad categories, that is social
and technical factors [10]. After considering the general purpose of KAMI, the name of the criteria proposed
for the main classification are technology and organization. The classification of attributes based on their
criteria in this study is shown in Table 2.

2.2.3. Identify and apply a BWM decision-making technique

The final stage is determining the best strategy for selecting attributes based on context. Due to the
fact that all of the criteria are qualitative and more difficult to quantify, we have refined the method that is
appropriate for selection. Given this combination of relatively diverse criteria, we give a comparison of the 18
qualities’ competitiveness at a high level using multiple-criteria evaluation (MCDM). MCDM encompasses a
broad family of quantitative approaches that employ several factors for decision-making. Rezaei’s best—worst
method (BWM) is one of the most recently established MCDM approaches [32]. BWM is a multi-criteria
decision-making approach in which the criteria weights are determined via pairwise comparisons. However,
before examining the multiple alternatives and preferences, BWM provides the decision-maker with a list of
the most important and least important variables to consider. All of the criteria are evaluated using pairwise
comparisons, including both of these (best and worst) and the other criteria. To establish how much weight
should be assigned to each condition, it is necessary to define and solve a maximin problem. The relative
weights of the various alternatives are determined using the same method, and the outcomes depend on various
factors. The optimal option is calculated by summing the points assigned to each alternative on a scale from 1
to 10 and then picking the option with the greatest total score. A consistency ratio has been developed for the
BWM to determine whether the comparisons are reliable.
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Table 2. The final attributes of information security operation

Main criteria Sub-criteria Code
Technology Anti virus and anti malware T1
Data and system encryption T2
Network protection T3
Physical security T4
System backup and recovery T5
Asset and risk management system T6
User and password management system T7
System monitoring and log T8
Software management (update/patch) T9
Organization Vendor partnership 01
Chief security officer 02
Security operating procedure 03
Information security officer 04
Security insurance 05
Security audit 06
Risk mitigation plan o7
Awareness training 08
Skills and competency improvement 09

BWM generally derives weights for a set of decision criteria by comparing pairwise the “best” (i.e.,
the most important and wanted) and “worst” (i.c., the least important and least desired) criteria with the other
criteria in the set. This section compares the “best” and “worst” criteria with the other criteria. Several
characteristics of BWM contribute to its higher resilience when compared to other MCDM approaches [33]-
[35]. In contrast to AHP, the vector-based method allowed BWM to reduce the number of pairwise matrix
comparisons. Depending on the conditions, this essential characteristic may make it easier and less time-
consuming for decision-makers or specialists to evaluate the essential criteria [36]. In addition, it may be more
viable for studies that require the participation of respondents with limited Internet access. Moreover, the
conclusions BWM draws from its comparisons are highly reliable and consistent. Lastly, BWM alone or in
conjunction with other MCDM methodologies can be used to determine weights.

This approach is used to evaluate the investment choice for information security, as BWM offers the
previously mentioned benefits. After deciding on the list of attributes for selection, the following steps are used
to apply the BWM:

- Step 1: Select the most significant and the least significant criteria. Respondents in this study are required
to identify the most significant and the least significant attributes among the set of factors.

- Step 2: Conduct a pairwise comparison between the most significant and the other criteria. After selecting
the most significant attribute, the respondents are asked to compare it with the rest of the criteria. A 1-to-
9 scale is used to indicate the degree of importance between two factors. The value 1 indicates both criteria
are equally important, while 9 indicates the most significant criteria than the other. This process resulting
the most significant criteria-to-others (TB) vector, which is:

Te = (to1, te2, ..., #on), (1)

where ty; represents the preference of most significant criteria t over the criterion i. b indicates the most
significant criteria selected by a respondent. In this study, i (1, 2, ..., n) indicates the number of nine
criteria of information security related to technology.

- Step 3: Conduct a pairwise comparison between the other criteria and the least significant. Similarly, the
respondent is asked to rate the importance of other criteria in the set over the least significant criteria
using a scale of 1-to-9. The result is a vector others-to-worst (TW) in the technology dimension:

Tw = (t1W| tw, ..., tnw), (2)

where tiw represents the preference of other criteria i over the worst criteria w. w is the least significant
criterion selected by a respondent. i (1, 2, ..., n) indicates the number of nine criteria of information
security related to technology.

- Step 4: Estimate the optimal weights. This step is finding the optimal weights of criteria by minimizing
the absolute difference (Jwb-tbiwi|, [wi-twiww]|) for all i. Taking into consideration the non-negativity and
sum condition for the weights in (3) using liner programming will result in the following:
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It is common practice when conducting surveys to enquire about respondents’ thoughts on the
significance of both organizations and technologies. To answer the question, the respondents should rank the
considerations from most significant to least significant. The BWM technique will be explained as a decision-
making process in the following section, followed by an application evaluating the importance of the aspects
in reducing the cost of information security. After this, there will be a description of the data collection
procedure.

2.3. Data collection

Multiple polls and surveys were performed to identify which cybersecurity investments should be
made first. The level of significance was determined using a scale from 1 to 9. The report is organized into
three sections: an introduction, a section on technology, and an organization section.

Purposive sampling was utilized to acquire the relevant information for the investigation. Participants
were chosen based on their prior participation in information security emergency response teams,
cybersecurity, and data protection. Because we have a network of Indonesian institutions with experts in
numerous sectors, we were able to identify the respondents with the most pertinent experience. A crucial
element in their selection was their extensive knowledge of data and network security. We anticipated that
while assessing the provided criteria, industry professionals would take into account a wide range of SME-
relevant contextual factors. In addition to being distributed in person, the survey was also emailed to our
respondents.

In order to achieve data saturation, the great majority of published MCDM research uses a sample
size of between 4 and 10 observations [37]. The process in MCDM is fully analytic and require no statistical
inference. In analytical approaches, the precision of the observations and the data quality is given precedence
over the quantity of observations or data points. As part of this study, fifty working professionals were
contacted for a period of twenty-one days. As a result, we have received 41 responses, but only 31 of which
are complete and valid. Thus, it represents approximately a 62% audience response rate. The information
background of our respondents is presented in Figure 2. The pie chart in Figure 2(a) shows the levels of
expertise in IT security. Meanwhile, the years of experience and preferences between the main criteria are
shown in Figure 2(b) and Figure 2(c), respectively. According to the results, there is sufficient variety in the
respondents’ subject matter competence.

Since the research evaluates two groups of criteria related to technology and organization, the process
above is performed twice. In our survey, the respondents are needed to finish the technology category first,
followed by the organization. The next section presents the findings of the results, followed by the discussion.

13%
___.16% ”..16% 23%
19%
65%

. J1% \

H Novice (4) Intermediate (22)
m<3y(20) 46y(6) m>7y(5) m izati

= Expert (5) Technology (24) = Organization (7)

(a) (b) ()

Figure 2. Background information of respondents; (a) level of expertise, (b) years of experience, and
(c) preference between technology and organization

3. RESULTS AND DISCUSSION

The goal of our research is to prioritize the information security operation to be invested in by SMEs.
The BWM analysis operationalized in this study identifies the most and the least essential information security
operation derived from KAMI. Since the implementation of KAMI’s information security program is still
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debatable, this study delineates a holistic view of information security features when operated in SMEs where
the investment budget is often limited. It is evident that the multi-dimension characteristics of recent cyber
systems have increased the security challenges. However, this study has analyzed the priority using the multi-
criteria decision method. The notion can be further justified by observing the global weights of the sub-criteria
to understand the process.

In this research, the aggregation of judgment is expected from the individual respondent and not from
a group or team. Therefore, the study applied geometric means to get the aggregation of individual priorities
and not judgments as a team. The excel solver linear for the BWM model is used to calculate aggregated
priorities. The outcomes of the results are displayed in Tables 3 and 4, respectively. As illustrates in Table 3
below, the best information security feature related to technology is network protection (T3), while anti virus
and anti malware (T1) is the last. From the organization criteria (Table 4), the highest rank is skills and
competency improvement (09), while the security insurance (O5) program is the latest.

Table 3. The optimal weight of technology criteria
Attributes  Antivirus  Data and Network  Physical System  Asset and risk User and System Software

and anti system protection  security backup  management password monitori  management
malware  encryption (T3) (T4) and system (T6)  management ng and (T9)
(TD) (T2) recovery system (T7) log (T8)
(T5)
Final 0.0754 0.1086 0.1990 0.0805 0.1248 0.1015 0.1021 0.1063 0.1018
Weight
Ranks 9 3 1 8 2 7 5 4 6
Table 4. The optimal weight of organization criteria
Attributes Vendor Chief Security Information ~ Security ~ Security Risk Awareness  Skills and
partnership security operating security insurance audit (O6) mitigation  training  competency
(01) officer (O2)  procedure  officer (O4) (O5) plan (O7) (08) improvement
(G3) (©9)
Final 0.0866 0.1252 0.1029 0.1152 0.0669 0.0891 0.0823 0.0945 0.2372
Weight
Ranks 7 2 4 3 9 6 8 5 1

What is interesting about the results is that the BWM can easily determine the best and worst criteria.
However, the final weight data in the tables above reveals that the outcomes for various attributes are quite
similar. For instance, in Table 3 the weight for positions 3 (0.1086) through 7 (0.1015) are on the same levels.
Similarly, the results of organizational criteria between ranks 6 (O6) to 8 (O7) also fall within comparable
ranges, which is around 0.08. Even if just a few small difference numbers can be used to determine the rank,
in practical this will result in a significant impact for SMEs. For the SMEs that have already invested in data
and system encryption (T2), should they also invest in system monitoring and log (T8)?

This study introduces using class tier to present the results rather than ranking the outcome from the
best to the worst criteria. For this purpose, it will be necessary to determine the number of clusters and identify
the greatest common factor between the highest and lowest ultimate weight. In our technological case, the
number of specified clusters is 3, while the highest weight is 0.1990 and the lowest is 0.0754. Thus, the closest
highest value that might be divided by 3 is 0.21. By assigning this number, the resulting cluster will be 0-0.7,
0.8-0.14, and 0.15-0.21. However, the first cluster will be empty using the produced cluster since no weight
belongs in the range. This condition suggests the next factor, which is 0.27. After plotting the final ranking
according to their tier, the final results can be seen in Figure 3. Moreover, the final result for technological
criteria is presented in Figure 3(a). By using a similar step, the result from organization criteria is shown in
Figure 3(b).

The image above shows the final tier of information security features for SMEs based on BWM. Only
one feature of both categories belongs to the first tier: network protection (T3) for the technology; Skills and
competency improvement (09) for the organization. The second tier shows almost a balance level for
technology criteria. These findings have raised an important point about whether SMEs should use their funds
to invest in multiple features within the same tier. Unfortunately, these problems are rather difficult to interpret
by using current results. However, this is an important issue for future research. On the surface, BWM might
work well to identify ranking among candidates. Still, under the hood, the position among some criteria might
overlap, and there should be an effort to correlate or combine between criteria.
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Figure 3. The final tier of information security features for SMEs; (a) technological and (b) organizational

4. CONCLUSION

The significance of decision-making processes in cyber security has progressively increased over the
past several years. The study has suggested that it is crucial to invest in a proper cybersecurity program to
safeguard a firm from cyberattacks, which offer a threat of frequent interruptions to commercial operations. In
the context of small and medium-sized organizations, this study advises the best operation to be invested in by
using a decision-making method that considers several considerations when evaluating various information
security features. The KAMI’s information security index serves as the base and foundation for each of these
qualities. The optimal and ideally risky security investments are determined by examining the best and worst
features named BWM. In order to determine the dependability of these results, a survey was distributed to a
variety of professionals and business decision-makers. The selection criteria are classified into technological
and organization-specific categories. The findings are then presented using a three-tiered grading system, with
the highest level representing the findings deemed to be the best overall.
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