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Blockchain has attracted a lot of interest since its publication because to its
unique characteristics of immutability, decentralization, smart contract, and
consensus mechanism. Today’s healthcare systems are facing many issues in
the era of digital health transformation and the growth of electronic health
records. Blockchain has the potential to provide solutions to a variety of
electronic health record (EHR)-related challenges, including data
management, security, data sharing and patient privacy. This paper represents
a blockchain-based healthcare industry survey; it includes many research
publications in high-ranking scientific journals in recent years from 2016 to
2022. We adopt the preferred reporting items for systematic reviews and meta-
analyses (PRISMA) approach and aspects. This work is based on five
databases: Elsevier, Springer, IEEE Xplore, PubMed, and MDPI. The number
of studies included in this study was 56. We found that researchers attempted

Electronic health record to use blockchain technology to assist patients and healthcare providers in

Healthcare diagnosis and data processing, as well as including multiple entities. Our study
discusses the potential of blockchain technology, its roles and benefits in
healthcare, aiming to solve several problems such as data management, data
sharing, access control, data security and privacy, which are missed in the
conventional healthcare system.
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1. INTRODUCTION

Blockchain technology, by providing more secure and efficient electronic medical records (EMRS),
could provide a novel concept for healthcare data exchange. For healthcare treatment and diagnosis, electronic
health record (EHRs) contain crucial and sensitive personal information [1], [2]. By positioning the patient at
the heart of the healthcare system and enhancing the data management, sharing information, security, privacy,
interoperability, and monitoring of the health data, blockchain technology can change the healthcare sector [3].
Immutability, decentralization, transparency, and traceability are just a few of the features that make blockchain
technology appropriate for use in healthcare. The term “Blockchain™ refers to a unique, decentralized and
distributed ledger containing all the participating members' transaction records [4]. Blockchain is a distributed
ledger system, enabling peer-to-peer (P2P) networked digital data transactions that can be distributed openly
or privately to all users, allowing any data structure to be stored in a reliable and trustworthy manner [5], [6].
Blockchain concept [7] is what grants the trustworthy execution of transactions among multiple parties with
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no need for a third party to verify or trust authority. According to Zheng et al. [8], blockchain technology has
recently been applied in a wide range of industries, such as banking, e-healthcare, public serviceability, asset
management, government policies, real estate, logistics, and supply chain management. The integration of
blockchain applications the healthcare industry has been proven beneficial in terms of providing secure data
and managing medical data. Furthermore, blockchain is successfully emerging traditional medical techniques,
such as detecting and treating issues efficiently due to secure data sharing. There is no doubt that blockchain
in the future is going to be utilized to personalize, legitimize, and secure healthcare by integrating information
from medical records and distributing it safely and securely [9], [10].
In addition, machine learning technology may assist healthcare practitioners in developing accurate
medication treatments that are tailored to individual features by processing vast amounts of data. Predictive
modeling using historical EHR data may also advance personalized disease and raise the quality of diagnosis
through machine learning [11]-[15]. The main contributions of this systematic literature survey are as follows:
— In this survey, we explore research that provides conceptual approaches, the experimental results, the
prototypes, and the implementations of blockchain for managing EHRs, EMRs, or any type of health care
management system. We outline the fundamental knowledge and concepts of the blockchain to help
understand its potential in the healthcare domains. This listing of references presents the interesting
research, authors’ contributions, and emerging solutions for the integration of blockchain in healthcare.

—  Further, we demonstrate the perspectives on different implementations and application domains supported
by recent studies. This paper includes the major problems about health patients’ data, providers,
healthcare stakeholders and hospitals, which we define in data management, data sharing, confidentiality
of medical information, user identity, electronic health record management, and data privacy and security.

—  The survey also aims to highlight the main issues and develop outstanding research questions which
should be considered by academics and experts in the field. This systematic review, specifically, outlines
the future research scope's suggestions for the wider implications on blockchain in healthcare.

This literature survey is organized as follows; section 2 presents the research methodology; section 3
describes the blockchain technology background. While, section 4 provides the related work in blockchain
healthcare application and section 5 is dedicated to presenting the blockchain implementation cases in the
healthcare industry. Then, section 6 discusses and summarizes all the problems concerning the reviews cited
below. Finally, we conclude our survey in section 7.

2. RESEARCH METHOD

The preferred reporting items for systematic reviews and meta-analyses (PRISMA) statement was
first released more than a decade ago [3]. The PRISMA statement was developed to help authors better report
on systematic reviews and meta-analyses. Health decision makers consider systematic reviews as an essential
resource for information that is synthesized in a systematic and transparent manner [16]. The authors’ proposed
approach in the study Briner and Denyer [17], and some aspects of the PRISMA statement in Moher [18]
provided a comprehensive, systematic and scientific review of blockchain-driven applications for healthcare.
The literature survey (Figure 1) includes the most recent research on the blockchain technology applied in the
healthcare industry. The following activities determined the systemic survey presented.

2.1. Research questions
The research questions discussed in our study:

RQ1: What are the problems that the current healthcare system suffers from?

RQ2: What is the blockchain key benefit in healthcare applications?

RQ3: Why should healthcare providers be interested in adopting blockchain technology in their healthcare
system?

RQ4: What are the authors’ contributions to integrating blockchain into healthcare?

RQ5: What are the different blockchain architectural models, types, and approaches?

RQ6: How can blockchain support and manage the HER among different healthcare actors?

RQ7: What are the different blockchain developed applications in healthcare?

RQ8: What are the blockchain application challenges, emerging trends and limitations in the healthcare sector?

2.2. Search strategy

It was conducted according to five databases: Elsevier, Springer, IEEE, PubMed, and MDPI. These
databases were chosen based on many journal articles, reviews and surveys on novel topics, such as blockchain
technology. Papers identification using the Query ‘(blockchain OR blockchain technology) AND (healthcare
OR health OR data management OR data sharing OR smart contract OR EHR OR EMR)’.
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2.3. Article selection
After we obtained the articles, we applied the inclusion and exclusion criteria below to designate the

articles to be considered for our final survey. The inclusion criteria define the studies included in this study.
The result present the total of articles used in this survey.

2.3.1. Inclusion criteria
The including criteria are presented as list:

—  Studies published in English language.

—  Studies published in journal articles, review and survey only.

— The main contribution of this research is the blockchain in the healthcare sector.

— Research paper (architecture, proposed system, uses cases, designs, framework, platform, scheme, model,
approach, transaction location, and model storage) allied to the utilization of blockchain in the healthcare
industry.

—  Studies during the period 2016 to 2021.

2.3.2. Excluding criteria
The excluding criteria are listed:
—  Studies not published in English language.
—  Excluded conference proceedings, book chapters, magazine articles, theses.

—  Eliminate duplicated papers.

2.3.3. Result
After removing duplicated and excluded papers because of irrelevance, the final studies comprised in

this survey total of 56 articles. Figure 1 describes the preferred reporting items for systematic reviews and
meta-analyses (PRISMA). The articles selection is demonstrated in the flow diagram, Figure 1.
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Figure 1. Survey search

3. BLOCKCHAIN TECHNOLOGY BACKGROUND
Several versions of blockchain have been released since the introduction of bitcoin a decade ago. The

application of blockchain for digital assets was applied through financial transactions. Healthcare is one of the
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industries that is getting the most attention and potential [19], [20]. In healthcare applications, the blockchain
technology is redefining data management models and governance. This is primarily owing to its adaptability
and capabilities to secure, segment, share medical data and services, in an original manner.

Blockchain technology is driving a number of existing developments in the healthcare sector [21].
Existing systems only share health resources within the medical and health care domain and are not entirely
consistent with external systems. Nevertheless, the evidence reveals that there are many advantages to
integrating these networks into higher quality, interconnected healthcare, including interconnection between
different health informatics researchers and organizations [1]. The appropriate management and safe recovery
of the massive amount of health data generated by the routine operations, making deals and delivering services,
is a serious issue for the healthcare sector. The majority of health data is inaccessible, non-normalized
throughout systems, and hard to interpret, manage, and share [22].

The healthcare industry faces a huge challenge in terms of data security. Most healthcare companies
keep sensitive health data in a central location, which is vulnerable to malware and other cyberattacks due to
an ageing legacy information technology (IT) architecture. Indeed, blockchain technology may be efficient in
managing, processing personal health records, sharing, decreasing data security problems, and aiding the
healthcare sector’s digital evolution [23]. Furthermore, the healthcare sector is now in the early phases of
infrastructural development, computer programs, and strategic techniques that can safely, securely, and
consistently bring together the many sets of data accessible to them [24].

This section shows the fundamental blockchain technology concepts to facilitate the understanding of
remaining parts of this paper. Sharma et al. [7], a blockchain considers digital ledger types, which are copied
simultaneously to different locations on a peer-to-peer network to securely store the data. Blockchains are a
more specific form of distributed ledger technology (DLT) that outlines any database synchronously
maintained in different locations [25]. Sharma et al. [7], the blockchain is an interconnected list of data blocks
chained together within a distributed ledger by pointers, symbolized by a hash address that labels each block,
and each data block has, in addition to its content, the pointer to the previous data block in the blockchain, as
shown in Figure 2.
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Hash of previous block

Block 2

Header \

Hash of previous block

Block 3
Header

Hash of previous block
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Transactions Transactions Transactions
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Figure 2. Representation of blocks in the blockchain

3.1. Blockchain benefits

In the health sector, as shown in Figure 3, blockchain technology has improved transparency,
communication and more benefits among patients and healthcare professionals [26]. The healthcare area is
concentrating its efforts on employing modern technology to improve the efficiency and effectiveness of
healthcare systems [27]. In this section, we demonstrate the large blockchain benefits in the healthcare domain.

3.1.1. Decentralization

Henry et al. [28], a blockchain is a distributed system that takes the structure of a timestamped record
ledger that is protected cryptographically against fraud and modification as opposed to traditional databases,
which are controlled through a central entity. In the context of blockchain, decentralization describes the
movement of decision-making and a centralized entity's control over a distributed network [29]. The main
aspect of this technology is the decentralized storage system, which improves the security and data
authentication kept in the system [30].
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The previous block's cryptographic hash, a time stamping and the transaction data are also included
in each block. To construct a network or chain, it also holds information of all preceding blocks and
transactions. If the data in any of the blocks alters, it causes a chain reaction that may prompt the entire
blockchain to freeze. Once the blockchain has handled the data, every computer on the network will lock at the
identical instant, generating an immutable data record. Each blockchain system designates who has the
authority of adding blocks to the network and how this is accomplished [31], [32]. It is impossible to change
or alter data, and the modifications or updates are not permitted after putting the information in a specific block
in the chain [33].

Decentralization Trust and transparency

Blockchain Benefits

Security and privacy

Availability and

robustness

Figure 3. Blockchain benefits

3.1.2. Trust and transparency

The updated blockchain will be distributed to all participants after the new block was correctly
inserted in the blockchain. If the data block is invalid, it is destroyed rather than being added to the blockchain.
Consensus procedures are the validation mechanisms which participants utilize to verify the authenticity of a
data block. Participants can rapidly achieve collective consent on the veracity of the data block by introducing
consensus methods [34]. Potential users can see the recorded and stored data on the blockchain, and this can
be quickly updated. The blockchain’s transparency might prevent data from being tampered with or stolen [23].

3.1.3. Security and privacy

The term “Blockchain” refers to a technology that protects transaction information and data in a block
from internal, peripheral, malicious, or unintentional threats. The security and information technology (IT)
services, policies and tools are typically employed to detect and prevent risks, as well as provide a relevant
response to the danger. Blockchain privacy can be defined as the ability of a stakeholder or a group to isolate
oneself otherwise data and thereby be able to communicate in a discernible manner. It consist of the capacity
to conduct transactions without revealing personal data. It also enables users to maintain compliance by careful
self-divulgation [35], [36].

3.1.4. Availability and robustness

The blockchain technology is completely secure. It stores blocks of healthcare information that are
similar across the network; it cannot be owned by a central authority, so it has no point of failure [37]. Utilizing
the resources of all participating nodes and removing many-to-one traffic flows, the absence of centralized
authority assures adaptability and robustness. Additionally, this technology gets rid of delays and solves the
issue of a single failed phase [38].

3.1.5. Verifiability
The data are stored with integrity and accuracy on the blockchain and may be validated even without
seeing the plaintext of such records. This capability comes in handy in the healthcare sector where records
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must be verified, like managing the pharmaceutical supply chain and processing insurance claims [39]. All
components of healthcare information are easily verifiable and accessible to everyone on the network,
according to digital ledger technology, which allows different repetitions of sharing across all blockchain
nodes. Blockchains provide data integrity and file synchronization by updating themselves automatically after
a predetermined period [40].

3.2. Smart contract

Szabo [41], a smart contract is a self-checking, self-executing and tamper-proof computer program.
Szabo [41] proposed the smart contract concept in 1994. It permits code execution without the intervention of
external parties. The value, address, functions, and state of a smart contract are all included [42]. Smart
contracts are extremely fundamental. The adoption of blockchain technology has emerged as a key direction
of development as it allows peer-to-peer transactions to be conducted and a public database to be maintained
in a secure and reliable manner. Smart contracts are irrevocable and trackable [43].

3.3. Consensus mechanism

Henry et al. [28], the mechanics of how such a system may operate rely on the overlay network
structure imposed by the consensus protocol, that is, how participants select which transactions qualify for
inclusion in the blockchain. In the network, every node manages its version of the blockchain, but in order for
each node to obtain its copy, the distributed network must agree about the actual status of the blockchain. The
algorithm that lays the foundation for security, accountability and trust is determined as a consensus protocol
[44]. The description of the different consensus algorithms is outlined below:

Proof-of-work (PoW): the prover (requestor) and verifier are two separate parties (nodes) in a PoW
system (provider). The prover completes a computational job that deploys many resources to reach an objective
and then delivers it to a verifier or a group of verifiers for confirmation. The basic notion is that the imbalance
in resource requirements among proof production and validation works as an inherent disincentive to any
system misuse [45].

Proof-of-stake(PoS): is a consensus mechanism for selecting the validator that takes over the next
block according to its economic participation in the network. The age of that stake, PoS comes in a variety of
flavors, ranging from minor to major modifications to the basic protocol. The most obvious way in which they
vary is in the method they use to avoid the protocol’s double-spending and centralization [46].

Delegated proof-of-stake (DP0S): the most popular version of PoS is (DPoS), in which stakeholders
choose validators instead of becoming validators themselves. Unlike PoS, which is based on the principle of
direct democracy, DPoS is based on the principle of representative democracy [44].

Practical byzantine fault tolerant (PBFT): the traditional problem of byzantine generals in distributed
computing is extended and solved by PBFT. It argues that when numerous anonymous players in a network
achieve a consensus in sending their rulings to a trusted leader and unanimously agreeing on them, there may
be enemies among those participants who transmit a false message. It has the ability to cause network damage
and Byzantine failure [44], [47], [48].

3.4. Blockchain deployment models

The blockchain can be deployed in three main ways models; public, private and the consortium [44],
[49]-[51]. Public: everyone with access to a public blockchain may read, contribute, and validate transactions.
The transactions are visible to anyone on the network, but the identities of the participants are anonymous due
to public-key cryptography: their public keys identify participants. Although a member's identity may not be
linked with the blockchain, it is possible to compile a network of related transactions by connecting them to a
well-known public key. Moreover, should an opponent be apt to attribute a member's real identity to their
public key, the full history of their transactions can be widely viewed in the blockchain.

Private: a single organization manages private blockchains, which are not accessible to the public.
Data is suitable for implementing data privacy regulations and other compliance requirements reasons since it
is not available to the public. This method, however, is not a distributed, decentralized ledger and, like a
centralized system, is vulnerable to insider threats and privacy violations. These systems identify participants,
but transactions are encrypted and inaccessible apart from the organization.

Consortium: is managed by a group that regulates who can access, add and approve transactions on
the blockchain. They are sometimes mislabeled as private blockchains because they may be locked down from
the public. Consortium blockchains, which are more centralized than public blockchains, offer the benefits of
private blockchains without putting total authority over the blockchain in the hands of a single person or other
organization. Because the privileges of blockchain described above are paramount to biomedical and healthcare
applications, the healthcare sector is now one of the key areas of emerging blockchain applications [52].
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4. BLOCKCHAIN APPLICATIONS IN HEALTHCARE
4.1. Blockchain layer approach

The technology components that underlie the layers of blockchain are transactions, blockchain,
consensus, applications, and smart contracts. These elements are categorized in various that are equivalent to
the blockchain ecosystem. Blockchain technology in healthcare applications is conceptually organized into five
layers, as illustrated in Figure 4, and Table 1 describes the blockchain layer approach.

User DApps ChainCode
Interface
Consensus Layer [ PoW } [ DPoS } ( PoS ’ { PBFT ’

Network Layer
Data Hash Digital Blocs
Structure Function Signature
Data Layer
[ Indexing J { Transaction } [ Merkle Tree J
[ Compiler J

Presentation Layer

Contracts

Application and [ Smart

[ Peer to Peer network ‘

[ Messaging

Hardware/ L Virtual J[ Containers } L Services
Machine

Infrastructure Layer

Figure 4. Blockchain layer approach

Table 1. Blockchain layer approach description
Layer Description
Application and presentation It focuses on developing Dapp blockchain solutions for usage through diverse applications and
industries. It comprises smart contracts, user interface, ChainCode

Consensus It is the set of algorithms which support a distributed or decentralized network to unitarily decide,
when necessary, the protocol that considers the size of a publicly accessible ledger.
Network The blockchain runs over a peer-to-peer network, where peers share information around the state
of the network; it is responsible for the communication among the nodes.
Data The data layer is the management of information stored both on the blockchain (on-chain) and
within the database (off-chain) itself.
Hardware/ infrastructure This layer includes the virtualization and virtual resource creation like storage, network and servers.

4.2. Data management

A recent work by Dubovitskaya et al. [53] has developed a system to enable the management, sharing
and aggregation of EHR data in a secure and reliable manner. They have adopted a patient centric solution to
managing their healthcare records across a number of hospitals; furthermore, the method ensures the patient's
confidentiality and security concerning their health data management requirements, including the patient-
specified access control strategy. They recommend a blockchain-based system with authorization for EHR data
sharing and integration.

Azaria et al. [54] put forward a system MedRec for medical data access and permission management
to solve the problematic data management, the permission management, digital rights management, data
sharing, and data integrity. The authors applied 3 types of smart contracts, registrar contract (RC), patient-
provider relationship contract (PPR), and summary contract (SC), to navigate the potentially considerable
number of record representations
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In another research published, Du et al. [55] mooted a medical information-sharing platform based on
blockchain; they produced a process for anonymous information sharing, and a new two-layer consortium
blockchain. This method improves the security and reliability of medical records sharing between users. Thus,
the information as well as the transaction logs is stored in a distributed way to avoid any tampering or abuse.
Pham et al. [56] demonstrates a remote healthcare system based on smart contract system; they posit a
processing system for storing information from medical devices in an efficient and parsimonious manner
according to the health situation of patients. Specifically, they screen the sensor data before making a decision
on whether or not to write the data to the blockchain.

Khatoon [57] presents a smart contract system for managing medical data and streamlining complex
medical operations; She develops a smart contract-based access system for permitting patient-provider
interaction, and then the study employs Ethereum-based healthcare management tools. Sharma et al. [7]
integrated smart contracts into the applications based on the internet of medical things (IoMT) in e-healtcare,
and they propose an efficient approach by reducing the intermediates during the exchange of medical or patient
records. Also, they interpret a scenario for loMT related services.

Griggs et al. [58], posit exploiting blockchain-based smart contracts to simplify secure analysis and
management of medical sensors; they mainly exploit the health insurance portability and accountability act
(HIPAA) compliant manner. The suggested approach describes the system that would deploy a consortium-
managed permission-based blockchain to run smart contracts that can measure the information captured by a
patient's 10T health device against personalized triggers. They established a mechanism in which the sensors
communicate with a smart device that calls the smart contracts and records all events on the blockchain. As for
Wang et al. [59], developed a dynamic consent medical blockchain system, DynamiChain, based on a ruleset
management algorithm. The solution is envisioned to provide a successful example for future blockchain-based
medical systems to be extended to other disease areas or medical databases, then, a situation in which the
healthcare company specializing in exercise management provides health management activities using data
collected from the data provider's hospital.

4.3. Data sharing

Antwi et al. [60] specify a secure and privacy-preserving protected health information (PHI) sharing
(BSPP) protocol based on the proposed e-health blockchain procedure of the recommended protocol, thus, they
develop the basic components of blockchains, such as data architecture and the consensus mechanism. The
authors use the scheme on juice to evaluate their results. Jiang et al. [61] introduce BlocHIE, a blockchain-
based platform for healthcare information exchange. Their approach is about two fairness-based transaction
packing algorithms: FAIR-FIRST and TP&FAIR; they apply BlocHIE in a minimal viable-product way, for
their manipulation, to prove the practicability of BlocHIE.

Shen et al. [62] put forward a patient-driven healthcare data-sharing framework, named MedChain.
They examined a MedChain data-sharing framework for flexible managing distinct types of information
derived from healthcare data. Roehrs et al. [21] presented the prototype implementation and evaluation of
OmniPHR architecture model, either the openEHR interoperability standard, then they evaluated the
implementation of a model using the data set of over the 40 thousand patient adults anonymously identified by
two hospital databases.

Liang et al. [63] proposed in this study a blockchain-based system, controlled by the mobile user, for
personal health data sharing and collaboration. The authors' approach consists of a comprehensive user-centric
case for personal healthcare data being shared. They apply an access control scheme using the Hyperledger
Fabric membership service and channel pattern component. The framework implements a user-centric model
for personal health data treatment using blockchain networks, guaranteeing the data ownership of individuals,
and data integrity. Radhakrishnan et al. [64] a blockchain-based information management system, MedBlock,
a secure blockchain-based system. The objective is sharing the electronic health information records across
authorized users; it consists of six modules, clients, endorsers, schedulers, committers, databases and ledgers.
They implement a strategy of access control and encryption that is straightforward and effective to assure the
security and confidentiality of information with more minor time and cost energy. Furthermore, this paper
proves that the collaboration of data sharing via blockchain can help hospitals understand the medical history
of patients before consultation. They apply an efficient blockchain-based sharing and privacy preservation
scheme that can secure the privacy of users' data by combining an access control protocol and encryption
technology.

4.4, Data security and privacy

Giordanengo [20] implemented a blockchain-based SHS framework to provide a secure and privacy-
preserved healthcare system. This paper approves that a secured and smart healthcare system (S2HS) works by
deploying blockchain technology in the SHSs to overcome the issues and challenges faced by the classical
SHS; further they proposed the architecture of this system. Saini et al. [19] propose and develop an access
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control model for internet of things (10T) enabled smart healthcare devices and the medical system through
blockchain-based smart contract, they implemented a scheme on a private Ethereum blockchain. This study
exploits a methodology that covers the entire medical system scenario; furthermore, the authors moot a
distributed and proactive smart contract-based access control system, a use case is demonstrated as the chosen
distributed and patient-centric smart contract-based access control framework.

Ali et al. [65] explained about a blockchain-based remote health monitoring (RHM); this study
manipulates Tor hidden data off-chain delivery services, in which they aim to share sensitive patient data with
physicians securely, with the data not passing through third-party services. The article presents a security
analysis conducted on the solution, based on multiple attack scenarios. Tripathia et al. [66] concerns a proposed
new decentralized access control system built on the Tangle, allowing users to control access to their assets;
this work is verified by application and is tested with AVISPA tools, which confirm security in the presence
of the intruder.

Cheng et al. [67] combined the cloud storage together with cryptography for analyzing the blockchain
security authentication feasibility in medical cyber physical systems (MCPS), realized the sharing of medical
data and employed a BAN logic protocol. The authors suggested a secure storage model for the medical data.
Using the network entity model, a security authentication scheme is established, and a blockchain-based
network model of MCPS is demonstrated. Dwivedi et al. [24], suggest a framework of modified blockchain
models adapted for 10T devices that leverage their distributed nature and the added privacy and security
properties of the network. The authors developed a patient-centric access control for electronic medical records
that is secure and private by combining the advantages of private key, public key, blockchain and many other
cryptographic light-weight primitives. Additionally, while taking into account the resource limitations of 10T,
this article builds the architecture and offers a solution to the majority of security and privacy risks.
Radhakrishnan et al. [64] proposed a multilevel authentication-based scheme to preserve the Blockchain from
attacks. Based on functionality, they connect the associated healthcare providers to store and share the EHR
using the blockchain. This system is categorized into four layers: user management layer, EHR generation,
view layer, EHR storage layer, and EHR access management layer.

5. BLOCKCHAIN IMPLEMENTATIONS IN HEALTHCARE
5.1. Clinical trials

According to Nugent et al. [68], researchers, clinicians, and patients are regularly denied access to
data from clinical trials, resulting in a lack of faith in the process and underlining the need for structural
transformation. The authors have shown that a smart contract based on the Ethereum blockchain may be used
to increase the transparency of clinical trial data management. This study has proven that the cryptographic
assurances provided by current protocols should go beyond “proof-of-existence” and be used for complicated
clinical trial data management that is immune to tampering according to blockchains' tamper-resistant
properties. Benchoufi and Ravaud [69] improve that the blockchain technology offers a high potential for
clinical research; it facilitates the structuring on methodologies in a more transparent and verifiable way and,
once a set of crucial metadata is established, it can contribute to the more transparent and mainly algorithmic
proof of the integrity of clinical trials. Choudhury et al. [70] proposed a modern data management system based
on permissioned blockchain technology to decrease the administrative cost, time, and effort of maintaining
data integrity and privacy in framework studies. They show how our architecture, which makes use of smart
contracts and private channels, allows for secure data transfer, protocol implementation, and an audit trail.

5.2. Pharmaceutical industry

Zakari et al. [71] demonstrated a blockchain-based approach to improve pharmaceutical supply chain
security. They implemented a prototype called LifeCrypter. The aim was to measure the blockchain technology
value, and how this prototype may protect patients’ lives by deploying a patient-empowering blockchain
solution. For all participants, the smart contract allows for free and trustless trading, with the potential to set
rules for deals that are transparent and self-enforcing at all stages. In this study, Sylim et al. [72] announce that
the drug expenses costs of the people and to governments is significant. The Philippine Food and Drug
Administration (FDA) invites the public to verify drug approval certificates and report any counterfeiting
incidents. A specific task unit of the Philippine National Police responds to such reports. Blockchain
technology is a digital ledger that is said to be immutable and fault-tolerant due to periodic sequential hashing
and a consensus process. They create a pharmaco-surveillance blockchain system and test it in a simulated
network. Tseng et al. [73] recommend using the Gcoin blockchain as the foundation for creating transparent
drug transaction data. Furthermore, the medication supply chain regulatory model may be changed from
inspection and examination alone to monitoring net, with every component participating in the drug supply
chain being capable of participating concurrently in preventing counterfeit pharmaceuticals and protecting
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public health, including patients. The Gcoin blockchain is proposed as a framework for the drug data flow to
provide transparent medication transaction data.

Gatteschi et al. [74], the insurance companies, like many other sectors, have already initiated the study
and the integration of blockchain technology with important investments by large and small companies. In this
work, Chen et al. [75], the traditional insurance plans are frequently conducted on paper contracts, which makes
privileges and payments susceptible to mistake and regularly need human oversight; the fundamental
complexity of traditional insurance includes consumers, agents, insurers, and reinsurers, and further
insurance’s primary product-risk. The blockchain, as a distributed ledger, increases insurance sector
performance in four ways: fraud prevention, claims processing, data analysis using the 10T, and reinsurance.
Heston approves the potential of the Estonian medical record blockchain project to ensure medical records
privacy although making them publicly available to medical providers and insurance companies determines
their success.

5.3. Medical 10T devices

Dilawar et al. [76] define the internet of medical things (IloMT) as a group of connected devices that
supply health-related services on the internet. Khezr et al. [5], the healthcare equipment such as heart monitors,
body scanners, and wearable devices can use I0MT technology to collect, analyze, and transmit data in real
time via the Internet. Dorri et al. [77] suggest a blockchain framework for improving communication and data
exchange security in an loT environment. Their framework is especially aimed towards smart home
applications. As for Dilawar et al. [76], the goal of their research was to evolve and validate a tamper-resistant
mHealth system based on blockchain technology, which allows for trustworthy and robust computing over a
decentralized network. They created a smartphone app-based mHealth system for the cognitive behavioral
treatment of insomnia. Rahman et al. [78] provide a new technique, strategy, and system for measuring dyslexia
symptoms and generating metric data for a single user, a community, or a group generally. Jo et al. [79]
integrate in this research 10T with blockchain-based smart contracts for structural health monitoring (SHM) to
create a modern, efficient, robust, and secure distributed network for increasing operational safety subterranean
infrastructure.

According to these works, there are three significant issues in the healthcare field: data management,
the different responsibilities that exist among users of health data, and rights assigned to these roles to control
access to the information. Thus, the problematic of data sharing, sharing healthcare and medical data, was
among the most important and necessary steps toward improving healthcare provider quality and performance
of the system. Participants will share their medical records with other healthcare institutions for better patient
care. Also, both accidentally and by malicious users, data security and privacy are often compromised.
Consequently, several institutions have suffered a significant reputation and money losses.

6. DISCUSSION

This survey analysis highlights research trends by presenting the most relevant studies on innovative
healthcare applications that employ blockchain technology. Many of the systems studied provide insufficient
implementation information, such as the type of blockchain applied, the consensus process utilized, and the
deployment of smart contracts, yet only a minority has developed, tested, or deployed their systems.
Furthermore, none of the published available systems discusses the problem concerning blockchain
governance. All the systems that specified the type of blockchain were hybrid, public, or they implemented
their own platform, indicating that an entity or group governs the blockchain. This process requires prescribing
read and written regulations, as well as approving mining nodes and users.

According to the first research problematic, data management, Kuo et al. [52] mention the lack of
interoperability between healthcare systems due to a multitude of EHR systems with different interfaces. Azaria
et al. [54] offer simple access, an immutable log, and a wide range of services. It also eliminates the possibility
of a single point of failure, while the smart contract, encryption, auditability, obscurity, and scalability are not
regarded; for complicated scenarios, including healthcare data, the architecture must be improved. Roehrs et
al. [21] one important constraint is that the data had to correspond to the model's requirements, and data that
could not meet the requirements would not be provided. Patients and healthcare professionals are responsible
for checking and inputting various data, such as the patient's demographics and the healthcare provider's
diagnosis.

Concerning data sharing, Radhakrishnan et al. [64] presented MedBlock whitch enables quick access
and sharing, reduces the traffic load, and ensures excellent data security; it lowers the idea of decentralization
because the data are kept in local databases. Jiang et al. [61], the off-chain storage and on-chain verification is
both guaranteed and proven to be practical and effective. Rahman et al. [78] on the access control, data auditing,
privacy protection, private searching, and time-controlled revocation are all features of the system. However,
there are a few difficulties with changing the uniform resource locator (URL). Because blockchain only store
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records, the location of data may change; as a result, the previous URL cannot be altered and a new URL must
be created.

Additionally, data security and privacy are addressed by Saini et al. [19], which shows that the
combination of blockchain with clouds to offer decentralized access control faces scalability and performance
problems, despite the proposed scheme's appealing characteristics. The latency that emerges during EMR
processing and retrieval may be greatly decreased by employing edge computing. As a result, more research is
required to solve this problem. Moreover, the authors did not demonstrate the consensus algorithm process.
Dwivedi et al. [24], to handle user wallet assaults, the proposed blockchain-based healthcare system employs
a multilayer authentication mechanism that adds another layer of protection. The blockchain-based healthcare
system necessitates a large amount of storage, which is still a tough challenge; further, in this work, they did
not point out the consensus algorithm as well as the smart contract.

The lack of stakeholder information is one of the serious obstacles to blockchain adoption, which will
need to be given more attention. blockchain has witnessed remarkable growth across all industries since its
introduction in 2008. The use of blockchain in healthcare is still in its early phases of research, but it has the
potential to completely change the sector. Healthcare executives, governments, technology developers, and
other stakeholders must work together to address the multiple issues that have long existed and to solve the
numerous problems that the healthcare sector has been dealing with for decades.

7. CONCLUSION

In recent years, blockchain applications have been in wide demand, and several issues must be
overcome. Therefore, the blockchain technology is set to evolve to become more scalable, efficient and
sustainable. Considered independently, the features they provide are not new, and most of the systems they are
based on have been well known for years. The combination of these properties, however, makes an outstanding
choice for a wide range of purposes, which accounts for the critical interest level from various sectors. The
study's objective was to determine the state of blockchain research and application in the healthcare sector. To
achieve this goal, we have defined the research questions, and by applying the predefined method, we have
narrowed the reviewed literature to 56 papers. We examined five pertinent databases for articles released
between 2016 and 2022. These were then given further analysis. This paper identifies the key application areas
in healthcare where blockchain technology can have a serious impact. In addition, this article examines the
various blockchain-based healthcare requirements and solutions. According to the referenced articles, we
determine the three severe issues in the healthcare industry, in interaction with patients, doctors, hospitals, and
stakeholders, which implies the integration of blockchain technology to solve them.
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