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Merging the wireless infrastructure network with the wireless mobile ad-hoc
networks constitutes hybrid wireless networks (HWNs). Quality of service
(QoS) demands are available with the help of HWNs. However, these
networks are subjected to many types of attacks because of their open wireless
medium. To enhance the security of HWN, it is necessary to provide secure
routing protocols. Several routing protocols have been proposed for HWNS,
one of them is the quality of service-oriented distributed (QOD) routing
protocol. In this paper, two security mechanisms have been proposed for the
QOD protocol. The first mechanism is used to protect transmitted data in the
network using asymmetric and symmetric cryptography. The second
mechanism has been proposed to enhance the security of the QOD routing
protocol using keyed hash message authentication code (HMAC). The second
security mechanism assumed that there is a secret key shared between each
pair of neighbor nodes. Also, asymmetric cryptography is used to exchange

the secret key. The secret key is used to include the message authentication
code (MAC) for each message exchanged between the neighbor nodes. A
network simulator NS2 is used to simulate our proposed schemes.
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1. INTRODUCTION

The evolution of wireless networks has led to many wireless applications that are used in different
fields, including education, commerce, emergency services, entertainment, military, and health. Wireless
networks are much better than wired networks in terms of costs and have also improved in technology in the
past few decades. Currently, people want to hold conferences via mobile devices wirelessly during navigation,
playing games, and watching videos. Real-time multimedia applications need to support quality of service
(QoS) as they reduce transmission time and improve throughput in wireless networking environments to ensure
easy communication between wireless infrastructures and mobile devices [1]-[3].

Hybrid networks are the networks resulting from the integration of infrastructure with mobile ad-hoc
networks (MANET) networks to benefit from each other (specifically scalability) and have proven to be the
best network architecture for the next generation. Hybrid networks can help to process QoS requirements for
many different applications [4], [5]. Many QoS requirements for different applications can be addressed with
hybrid wireless networks (HWNSs) that have been confirmed to be a better network structure for wireless
networks. A hybrid wireless network merges MANETS and infrastructure wireless networks to power their
advantage and ride their shortcomings, and finally enhance the wireless network performance. Specifically, the
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MANET’s scalability is improved by HWNs while the infrastructure network coverage is extended by
MANETSs [6], [7].

MANETSs are collections of mobile nodes that contain wireless transmitters and receivers. These
nodes communicate with each other in a multi-hop manner via wireless links. One of the main advantages of
wireless networks is their capability to permit data transmission among different parties with maintaining their
mobility. However, this transmission is bounded by the range of transmitters [8], [9]. This means that no
communication can be done beyond the transmission range of the communicating nodes. MANET solves this
difficulty by letting intermediate nodes relay data to other nodes [10], [11] to achieve this, two types of MANET
are applied, multihop and single hop. In a multihop networks, nodes depend on their neighbor nodes to transmit
to their destination in case of this destination location is out of the range of the source node. On the other hand,
direct transmission is applied among nodes in a single hop network. MANET is able of making a self-
maintaining and self-configuring network without a centralized infrastructure, which is often impracticable in
climacteric mission applications such as military combat or disaster recovery [12].

2. BACKGROUND AND RELATED WORK

The routing protocols are critical components that affect the performance of wireless networks in data
communication. Also, securing routing protocols are necessary to maintain the security of the wireless
networks. So, many researccchers worked on enhancing the security of the routing protocols in different
applications [13]. Hu et al. [14] attempt to authenticate the routing updates of the destination-sequenced
distance-vector (DSDV) [15] routing protocol to keep safe the sequence number and the metric. However, this
protocol is vulnerable to some attacks by malicious nodes such as increasing the route metric more than once
and including the previous metric and hash value received on its own. These two problems are addressed in
the super SEAD routing protocol [16], [17].

Wan et al. [18] enhance the security of the DSDV routing protocol so that attacker nodes can’t increase
or decrease the distances metrics as long as no two nodes are conspiring. The assumption made by this protocol
is that every node in the network shares a secret key with the other nodes in this network. Kumar and Mohideen
[19] proposes (SARP-HWNSs) routing protocols to minimize link failure in the present routing path and can
provide quick recovery, enhance throughput, decrease end-to-end latency, optimize the lifetime of the routing
path without compromising energy consumption, and QoS when compared to other existing strategies. Guo et
al. [20], proposed (HODVM) routing protocol for (HWNSs). This protocol includes separating the network to
backbone network and non-backbone [21]-[23] to carry out the static and dynamic routing, respectively. Shen
et al. [9], Li et al., [24] in presented A distributed three-hop routing protocol (DTR) for networks that used
hybrid wireless networks. DTR cuts up the stream of the message by the source into segments and then sends
these segments concurrently to different base stations. DTR routing protocol makes full use of base stations
and increases the throughput of the network. Moreover, this protocol reduced overhead by removing route
discovery and maintenance. Also, the DTR protocol avoided overloading base stations because it has a
congestion control algorithm [24].

Another routing protocol proposed [7], [25] for HWNSs. This protocol provides quality of service
services for different applications that need a low delay, reduced transmission time, and increased throughput
through using five algorithms which are discussed in the next subsections. However, some mentioned routing
protocols didn’t address the security issues in HWNS. Any malicious node advertises fake data which can’t be
checked out due to the absence of security in these routing protocols [26], [27]. The quality of service-oriented
distributed (QOD) is one of the protocols that have no security mechanisms according to our knowledge. So,
to enhance the security of the QOD protocol, two security mechanisms have been proposed for this protocol.

The rest of the paper is categorized as following: section 3.1 presents specifications and elaborates on
all the algorithms of the QOD routing protocol. Section 3.2 elaborates on the problem definition. The proposed
work are presented in section 3.3. Section 4 presents the obtained results and provides a comparison with QOD
routing protocol. Finally, section 5 outlines the conclusion of this paper.

3. QOS-ORIENTED DISTRIBUTED ROUTING PROTOCOL

The QOD routing protocol is proposed for the hybrid wireless network. The hybrid wireless network
consists of base stations and mobile nodes as shown in Figure 1. For example, when source node nl1 wants to
transmit a data packet it can choose one of two ways. The first way, the node nl can transmit its data directly
to the access point (AP) when this AP satisfies QoS requirements. Or, it can request its neighbors to assist in
the transmission of its data [7], [25].
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Figure 1. Hybrid wireless network [8]

3.1. Scheme description

When the link between an AP and the source node didn’t satisfy the QoS, the source node sends a
request message to its neighbors to assist it in the transmission of its data. On receiving the forward message
by neighbor nodes. It sends reply messages containing the resources available. The replied neighbors that
guarantee the QoS requirements are selected by the source node. Those selected neighbors periodically send
their statuses to the source node. The source node schedules its packets to the selected qualified neighbor nodes
using round robin fashion [7], [25]. Five algorithms used by the QOD routing protocol include the following:

a) Earliest deadline first scheduling algorithm (EDF): intermediate nodes used this algorithm to forward
packets. This algorithm assigns the highest priority to the packet with the nearest deadline. And it sends
the packet with the highest priority first.

b) Distributed packet scheduling algorithm: this algorithm is proposed to further reduce the total
transmission time of the overall packet stream. This algorithm sends packets that are generated first to
relay nodes with higher queueing delays and packets that are generated next to relay nodes with lower
queueing delays.

c) Mobility-based segment resizing algorithm: when the packet size is reduced, the intermediate node
scheduling feasibility is increased and the probability of packet dropping is reduced. The basic idea of
this algorithm is that larger size packets are transmitted to intermediate nodes with lower mobility.
Whereas smaller-size packets are sent to intermediate nodes with higher mobility.

d) Leastslack first (LSF) scheduling algorithm: EDF algorithm is suitable for some applications that tend to
be hard-deadline driven. But, it did not provide fairness for the applications that tend to be soft-deadline
driven. So, the LSF algorithm is used to achieve fairness in packet forwarding.

e) Data redundancy elimination-based transmission: packets can be overheard and cached by APs and
mobile nodes because of the broadcasting feature for the wireless networks, the APs and mobile nodes
can overhear and cache packets. So, this algorithm eliminates redundant data by reducing the message
sizes. Thus, exploiting the above feature of wireless networks to increase the scheduling feasibility and
enhance the QoS overall performance of the routing.

3.2. Problem definition

The QOD routing protocol assumes reliable participants; that is, all nodes are trusted. However, as hybrid
wireless networks consisted of wireless links, they are susceptible to many attacks including message distortion,
message reply, passive eavesdropping, and active impersonation. These attacks come from inside or outside the
network. For example, the scheduling algorithm of the QOD routing protocol may be disrupted if a malicious
node arbitrarily tampered with the update messages. Thus, securing the QOD routing protocol is necessary to
define against malicious attacks exchange the secrete key between any two pairs of neighbor nodes.

3.3. Proposed work
Two mechanisms are proposed in this paper to protect data in hybrid wireless networks. The first
mechanism used RSA and AES algorithms. However, symmetric cryptography suffers from key distribution
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problems. Therefore; the RSA algorithm is used to deal with key distribution. Since encryption using
symmetric-key algorithms is faster than public-key algorithms, the AES algorithm was used to encrypt the
transmitted data. The second mechanism is proposed to enhance the security of the QOD routing protocol using
the keyed-hash message authentication code (HMAC). The latter mechanism assumes that each pair of
neighbor nodes have a shared secret key as shown in Figure 2. The source node sends a request message for
the public key of its neighbor node. Then, it encrypts the shared secret key using this received public key and
sends it to its neighbor. Algorithm 1 shows the pseudo-code for the enhanced QOD routing protocol.

Algorlthm 1. Developed pseudo-code for the QOD routing

If receive a packet forwarding request from a source node then

2— If validation of message authentication code is ok then
3- If this.SpaceUtility<threshold then
4- Reply to the source node and append message authentication code.

5- End if
6- End if

7- End if
8- If receive forwarding request replies for neighbor nodes then
9- If validation of message authentication code is ok then

10- Determine the packet size to each neighbor.

11- Estimate the queuing delay for the packet for each neighbor.

12- Determine the qualified neighbors that can satisfy the deadline requirements.
13- Sort the qualified nodes in descending order.

14- Allocate workload rate for each node.

15- For each intermediate node ni in the sorted list do

16- Send encrypted packets to ni.

17- End for

18- End if

19- End if

Source Desitnati
Node on Node

Figure 2. Secret key sharing between the source and the destination

Also, to authenticate the neighbor node, the sender appends a message authentication tag with each
routing update for each neighbor. To authenticate a routing update message using the secret key K the
legitimate source node used a secure hash algorithm (SHA-2) with HMAC as a cryptographic hash function.
The source node S will transmit the routing update message with the resulting message authentication code
(MAQC) to its neighbor node. The neighbor node R, on receipt of the routing update message and the tag value,
will generate the MAC value for the received message using the pre-shared secret key. Then it will compare
this generated MAC with the received MAC. If the two MACs are matched then the node is authentic and the
integrity of the received routing update message is valid. Otherwise, the message authentication codes are not
matched and the received routing update message is dropped [28]. This scenario is shown in Figure 3.
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Figure 3. Key hash message authentication code mechanism

4.  SIMULATION AND RESULTS

In the simulation, nine access points with IEEE 802.11 MAC protocol are distributed in the area. Two
source nodes are selected arbitrarily to send packets to AP every 10 seconds. The constant bit rate (CBR) is used
to generate the nodes’ traffics at the rate of 100 kb/s. Nodes speeds are randomly selected from [1-50] m/s. other
parameters concerning the hybrid wireless network are explained in the following Table 1.

Table 1. The parameters of the wireless hybrid network

Simulation parameters Value
Environment size 1,000 mx800 m
Application CBR
Transport protocol UDP
Nodes Different number of nodes
APs Different number
Transmission range 250 m
Simulation time 200's
Network Wireless

4.1. Performance evaluation

A comparison is done between the QOD [25] and the proposed work in terms of throughput by
changing the number of nodes, changing their speed, and increasing workloads. AWK scripts were used to
handle the trace files obtained by the simulations. The figures below were created using the average values of
packet delivery ratio (PDR), normalized routing load, throughput, and E2E when the number of nodes,
interconnections, velocity, and time were changed.

4.1.1. Performance with different mobility speeds

Node’s mobility speed was arbitrarily selected from (1-40) m/s. Figure 4 shows the QoS throughputs
of the QOD routing protocol [7], [25] and the proposed work versus the node mobility speed. The throughputs
of the two schemes decrease when node mobility increases. This is because higher mobility causes link failures
that lead to packet drops. The proposed work’s throughput competes with the QOD’s throughput. However,
security mechanisms can predominantly disturb network performance.

e P

o e s e - °
— P—

0 10 20 30 40 50

Mobility (m/s)

== @== Proposed work  ======QOD throughput

Figure 4. Throughput versus mobility
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The overhead rate is the size of all control packets generated at one second. Figure 5 shows the overhead
rates of the QOD [7], [25], and proposed work. The overhead of the two schemes is increased when the node
mobility increases. Also, the overhead of the proposed work is more than the overhead of the QOD because of
the HMAC authentication mechanism used to enhance the security of the QOD routing protocol [7], [25].

0 10 20 30 40
Mobility(m/s)

Overhead rate(kb/s)

=== (QOD ==e- Proposed work

Figure 5. Overhead versus mobility

4.1.2. Performance with different number of APs

Figure 6 explains the QoS throughput versus the number of base stations. Higher throughput is
produced when the number of access points is increased for the two schemes. This is because path lengths are
reduced by increasing the number of access points. Since no security mechanisms are employed in the QOD
protocol, its throughput is more than our proposed work throughput. As explained earlier, the security
mechanisms often hinder the performance of the network. So, there is a tradeoff between network performance
and security.
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Figure 6. Throughput versus APs

4.1.3. Performance with different workloads

Figure 7 shows the throughput against the number of source nodes with differnet moblity. Figures 7
(@) and (b) show the throughput of the two schemes versus the number of source nodes with average node
mobilities 0 m/s and 20 m/s, respectively. Though, nodes’ motilities are chosen randomly from the range 0 m/s
to 20 m/s. when the number of source nodes is increased, the workload of the two schemes is also increased.
The throughput is increased linearly as the number of source nodes increased from 1 to 3. The throughput of
our proposed work competes with QOD throughputs.
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Figure 7. Throughput against the number of source nodes at (a) mobility=0 m/s and (b) mobility=20 m/s
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4.1.4. Performance with different network sizes

Figure 8 shows the throughput of the two routing protocols with different network sizes. So, Figure 8
(a) and (b) show the QoS throughput of the two schemes with different networks size in terms of the number
of nodes against the mobility speed of 0 m/s and 20 m/s, respectively. Both figures illustrate that the throughput
increases with increasing the number of nodes for both the QOD and the proposed work.
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Figure 8. Throughput with different network sizes at (a) mobility=0 m/s and (b) mobility=20 m/s

5. CONCLUSION

In this paper, we have improved the security of the QOD protocol. This included data encryption using
the AES algorithm to provide confidentiality for the transmitted messages and also the use of the RSA
algorithm for symmetric key exchange. Also, an HMAC mechanism is used to ensure the integrity and
authenticity of the routing table information to verify that the nodes that send data to the rest of the network
are not malicious. A network simulator NS2 is used to verify our proposed work. The obtained results in terms
of throughput by changing the number of nodes, changing their speed, and increasing workloads are compared
with the QOD protocol. The obtained throughputs compete with the QOD protocol. The proposed work can be
improved further in terms of performance and security. Also, other experiments will be done to further analyze
the behavior of the proposed work.
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