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The application of technology in this era has entered digitalization and is
modern. Therefore, we are already in an era of advanced and rapid
technological development. It has become a human need to exchange
information in every activity. Documents that contain information that is
frequently sought or used. The document's use also includes essential
information. Document security is undoubtedly a significant factor in
prioritizing important information in a document to prevent unauthorized
people from misusing the document's vital information. Cryptography is a
method of overcoming document security issues so that third parties cannot
read the information or messages contained within the document. The 128-bit
advanced encryption standard (AES) algorithm is one of the algorithms
included in the cryptography technique. Additionally, it can be combined with
operation modes such as electronic codebook (ECB) and cipher block
chaining (CBC) to create an application that can generate random codes to

improve the security of the data contained in the document.
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1. INTRODUCTION

Image files have characteristics that text data does not have, where image files can provide important
information hidden from images. However, confidential image files in a storage medium (hard disks and
memory cards) and image files transmitted on a network may cause eavesdropping, modification, or fabrication
by certain third parties (crackers). The purpose of the cracker is to find out crucial information hidden in an image,
or the cracker wants to break into confidential data behind the characteristics possessed by the image file [1]-[4].

One way to maintain the original information or data is the application of encryption with security
codes that are difficult to translate. This encoding technique is called a cryptographic technique. In
cryptography there are two main concepts of encryption, namely encryption and decryption by involving a
secret key [5], [6]. Cryptography can be divided into symmetric key cryptography and asymmetric key
cryptography. In symmetric key cryptography, the key for the encryption process is the same as the key for the
decryption process [1], [7], [8]. So, in this case, the sender and recipient of the message have already shared
the key before exchanging messages with each other. The advanced encryption standard (AES) method is an
encryption method that uses a symmetric key with a key length of 128, 192, and 256 bits to encrypt and decrypt
data in 128-bit blocks. The AES method that uses a block cipher system can perform symmetric key encoding
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operations with the operating mode. In addition, AES has advantages in security, speed, and characteristics of
the algorithm and its implementation [3], [9]-[14].

The operating modes that will be applied to the AES method are the electronic codebook (ECB)
operating mode and the cipher block chaining (CBC) operating mode which will have different levels of
security. Where the ECB operating mode has an operating pattern on N blocks separately with the same K
secret key and has no connection between one block and another. While the CBC mode of operation, uses the
initial vector input to build the encoding linkage between one block and the next block [15], [16].

Based on the things above, a research was appointed with the title, implementation of image file
security using the AES. Method with the hope of establishing security for image files with a comparison of
different security levels applied from the operating mode, so that the form of security against confidential
image files can be properly secured from unauthorized parties [5], [17].

2. RESEARCH METHOD
2.1. Cryptography

Cryptography was originally described as the study of how to hide messages. However, in the modern
sense of confidentiality, data integrity, and entity authentication are all aspects of information security that the
science of cryptography addresses. So the notion of modern cryptography is not only dealing with message
hiding but more than a set of techniques that provide information security [3], [15], [18]-[22].

Meanwhile, according to Kasiran et al. [3] cryptography is a branch of computer science that studies
how to hide information. Through cryptography, a secret message is scrambled into a message that seems to
be formless, and sent to the intended party. Meanwhile, only the intended party can interpret the random
message and turn it back into a secret message from the sender.

2.2. Advanced encryption standard algorithm

AES is a block encoding system that is non-Feistel because AES uses components that always have
an inverse with a block length of 128 bits. AES keys can have a key length of 128, 192, and 256 bits. AES
encoding uses an iterative process called a round. The number of rounds used by AES depends on the length
of the key used. Each round requires a round lock and enter from the next round. The round key is generated
based on the key given [13], [17], [19], [23]-[27].

2.3. Key expansion

In the process of encryption and decryption with the AES algorithm, a key (secret key) is needed. The
key or secret key will be processed for the formation of key expansion by means of a round key which is carried
out 10 times to produce 10 round keys. The key formation process is carried out with several functions, namely
Rotword which takes the last column of the primary key matrix that has been entered by the user then performs
one cyclic permutation, namely the top byte is rotated into the lowest byte, the rule of the Subword function
that uses the SubBytes transformation to substitute each element in word new byte values and the use of an
Rcon table as shown in Table 1. Rcon is a determination matrix measuring 10x4 and is used for the exclusive
or (XOR) operations in the key generation process [28].

Table 1. Rcon tabel
Round 1 2 3 4 5 6 7 8 9 10
01 02 04 08 10 20 40 80 1b 36
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Rcon

sk R jp[s |1 [k[r[1 [P [T][O]1[1 ]}

Figure 1. Key arrangement in alphanumeric/string form

In the following example, an image file will be encrypted with the “SKRIPSIKRIPTO111” key (secret
key). The explanation in Figure 1 is the arrangement of keys made in alphanumeric form. With the specified
key, the key expansion process will be carried out in several stages, namely:

—  Convert keywords that are alphanumeric or string into hexadecimal form which can be seen in Figure 2,
then arrange them in state form (4x4 byte matrix) which can be seen in Figure 3. Then the key is arranged
in the form of a state (4x4 byte matrix) which can be seen in Figure 3.

Implementation of image file security using the advanced encryption standard method (Ali Ikhwan)



564

a ISSN: 2502-4752

53 | 4B | 5249|5053 |49 | 4B |52 |49 |50 |54 |4F 313131

Figure 2. Key arrangements in hexadecimal form

¥}
o

4

83 S0 52 4F

¥

4B 83 49 31
§2 49 50 31

49 4B 54 31
Figure 3. Key arrangement with 4x4 state form (secret key)
From the image of the secret key or initial key in an AES algorithm, a key expansion process will be

carried out to get round key 1 or round key 1. The secret key will be sorted by column as shown which
can be seen in Figure 4.

53 50 || 52 4F 31 Cc7 53 Cc7 01 95
4B || 53 || 49 31 31 Cc7 4B Cc7 00 8C
= et o= =
52 || 49 || 50 31 31 Cc7 52 Cc7 00 95
49 || 4B || 54 31 4F 84 49 84 00 CcD
1 @ &N 4 P pre— o P (Reom o Hasil Round Key 1

Figure 4. Key arrangement with 4x4 state form (secret key)

In the next element, the 4th (fourth) column is taken to perform the Rotword function and the Subword
function. The Rotword function is the transfer or shift of the top bit to the bottom bit, while the Subword
function is the use of the SubBytes transformation to substitute each element into the latest byte value
according to the substitution table.

The results of the Rotword function and the Subword function are processed with the exclusive or (XOR)
operation with the value in column 1 (one) secret key.

Furthermore, the value of the operation in step 4 is also processed by the XOR operation against the value
in the Rcon table. The Rcon value is processed based on the expansion operation performed. If you are
looking for a value for round key 1, then the Rcon value taken is in column 1 (01,00,000.00).

The results for round key 1 column 1 can be seen in Figure 4.

To get the value of round key 1 for columns 2, 3 and 4, an XOR operation is performed between the
values from the results of the previous column (column 1 round key 1) and the column values that are
sought from the round key. For more details can be seen in Figure 5.

; 52 53
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n 54 49
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Figure 5. XOR process in columns 2, 3 and 4
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2.4. Encryption process

At the encryption stage with the AES algorithm, an image file with portable network graphics (PNG)
format will be encrypted based on the red green blue alpha (RGBA) value of each pixel in the file to fill in the
plaintext. The entire RGBA value in the PNG file will be divided according to the rules of the AES algorithm,
if during encryption the RGBA value of each pixel is less than 128 bits it will be padded until it meets the AES
algorithm block size standard. The following is the encryption process for the AES algorithm with 4 types of
transformations and the use of CBC and ECB operating modes [29].

2.5. Encryption process with electronic codebook operation mode

In this mode, each plaintext block will perform the encryption process individually and independently
into a ciphertext block. The ECB mode of operation is the simplest mode because the encryption workflow that
occurs in this operation mode operates to decipher the plaintext with the available key expansion to generate
the ciphertext according to the AES algorithm transformation. The following is the process of encrypting a
PNG file with the ECB operating mode which can be seen in Figure 6.

Enkripsi

Figure 6. Encryption workflow with ECB operation mode

2.6. Encryption process with cipher block chaining operation mode

CBC operating mode is a mode that works by using an initial vector (V) with the size of a block (n
bits). The ECB operating mode will perform the XOR process between the plaintext and the initial vector so
that the original plaintext pattern is not visible during the encryption process. The following is a CBC operation
mode encryption workflow on the AES algorithm which can be seen in Figure 7. The encryption process using
the CBC operating mode uses the same data or image files as the ECB operating mode, which will encrypt 2
blocks (pixel 1 to pixel 4 and pixel 5 to pixel 8) and use an initial vector.
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[nbit ] [nobit ] @
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E—-I enc | @ enc | ————— [k ] enc

!
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Enkripsi

Figure 7. Encryption workflow with CBC operation mode

2.7. Decryption process

The decryption process is the process of returning the ciphertext value to the original value (plaintext).
In the decryption process, an inverse transformation is carried out except for the AddRoundKey transformation
process which is self-inverse with the condition that it uses the same key as the key expansion process. with
InvMixColumns and still produce the same transformation. The following is the AES algorithm decryption
process using the operating mode [8], [14], [30], [31].
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2.8. Decryption process with electronic codebook operation mode

The decryption process in the ECB operating mode uses the same flow when encrypting. However, in
the decryption process, the input that is processed is the ciphertext value. The following is the workflow and
process of decrypting the AES algorithm with the ECB operating mode, which can be seen in Figure 8 [15].

C1 Cz Cu

\nfitl nfﬂl [ nbit |
EHchEHdecl ————— -+ cec |

}
| n bit | \ n bit | m

P1 Pz P

Dekripsi

Figure 8. Decryption workflow with ECB operation mode

2.9. Decryption process with cipher block chaining operation mode

The AES algorithm decryption process with CBC encrypts every block separately. An initialization
vector (1V) is added to the first block of plaintext before encryption in the CBC mode, and the ciphertext that
results is added to the second block of plaintext before encryption, and so on. Decryption is the opposite
operation. The receiving party must be informed about the 1V and the ciphertext, which need not be kept a
secret. which can be seen in Figure 9.

Dekripsi

Figure 9. Decryption workflow with CBC operation mode

3. RESULTS AND DISCUSSION

At this stage, the steps in implementing the program system will be explained which will be carried
out by encrypting an image. After that a decryption process will be carried out which aims to increase security
in the image file. By encrypting the display of images taken by test data using the logo using the AES method,
as follows:

3.1. Encryption form display

Encryption form is a form display that displays the process or processes the encryption occurs. In this
form there are 3 panels divided by 3 columns. In the first column there is a panel that displays an original image
file with a textfield as the image directory information and a choose button to select an image. Then in the
second column there are 2 textfields, 1 combobox and a button, namely the key textfield, operation mode
combobox, initial vector textfield and the encryption process button. Furthermore, in the third column there is
a panel to display the encrypted image or called ciphertext and a textfield of the encrypted file placement
directory. This encryption process can be processed if an image file already exists, the key has been entered
and the operation mode selection. The initial vector textfield will be active if the CBC operation mode is
selected, which can be seen in Figure 10.
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Figure 10. Encryption form

3.3. Decryption form display

The decryption form is a form display that displays the process or processes the decryption occurs. In
this form there are 3 panels divided by 3 columns. In the first column there is a panel that displays an encrypted
image file with a textfield as image directory information and a choose button to select an image. Then in the
second column there are 2 textfields, 1 combobox and 2 buttons, namely the key textfield, the operation mode
combobox, the initial vector textfield, the button to select the initial vector that was there during the encryption
process and the decryption button. Furthermore, in the third column there is a panel to display the decrypted image
or called plaintext and a textfield for the decryption file placement directory, which can be seen in Figure 11.

Figure 11. Decryption form

4. CONCLUSION

Based on the results of the analysis, design, implementation and testing of the program. The process
of securing data in an image file using the AES method is to perform the encryption and decryption process
with an RGBA value on a PNG pixel for 128-bit plaintext and a 128-bit key. The security of image files that
perform the encryption and decryption process is packaged with one of the operating modes, namely the
electronic codebook operation mode and cipher block chaining. Elements of RGBA values are generated from
each pixel in the image file with PNG format. The use of the cipher block chaining operation mode is more
accurate than the electronic codebook operating mode. The standard advance encryption algorithm is a non-
Feistel block encoding system because it uses components that always have an inverse with a block length of
128 bits and processes the encoding with 10 rounds.
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