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 Data encryption standard is one of the famous algorithms that used in many 

fields for security purpose but it s susceptible for many attacks. This paper+ 

proposes a new modification of data encryption standard (DES) algorithm 

called magic square data encryption standard (MSDES) algorithm in order to 

include a high-level security by increase the mixing between the plaintext 

(96 bit) and the key (48 bit). This modification is done by using magic 

square 3×3 and an additional key is created using linear first shift register 

(LFSR) in each round of the Feistel of DES. A colour image encryption is 

simulated and presented as the comparison between the original DES and 

MSDES algorithm. The proposed algorithm gets the best results in 

complexity, histogram, entropy, peak-signal-to-noise ratio-(PSNR) and 

coefficient-correlation. 
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1. INTRODUCTION  

Cryptography is the research of mathematical methods regarding to sides of information safety like 

confidentiality, authentication for entity, data completeness [1], [2]. Cryptography function of a substantial 

role in secure-communication and it supplies-an-premium solution in order to present the necessary-

protection against the-data sponge. In the cryptography, the plaintext original is indicated as an original-

information and cipher text is referred as encrypted-information using encryption algorithms [3], [4]. 

Depending on the number of keys, two types of encryption algorithms can be categorized into symmetric and 

asymmetric. The encryption and decryption in symmetric algorithms based on Feistel structure such as data 

encryption standard (DES) (data-standard-system) and non-Feistel such-as Advanced-encryption-standard 

(AES) [5], [6]. In this paper, the focus will be on the DES algorithm which is one of symmetric encryption 

algorithms that applied in many applications and relied on Feistel network [7], [8]. 

Magic square can be defined as the-art-and the-study of methods-that considers the logical and 

quantity forms and also ordering-them and it also can be applied in cryptography and it has large application 

in recreation mathematics like puzzles [9], [10]. The magic square is the-order-of-the-numbers-in-the-form-

of a-square-matrix with-equal dimensions that the amount of each row numbers, column numbers, and 

diagonal-numbers-is a constant number that is known by the magic constant [11]. Since Feistel structure in 

DES is composed of 16 rounds and in each round a sub key is generated to mix with data inside the F-

function. This can be increased the quality of encryption and decryption process in DES algorithm, but one of 

the weakness of Feistel structure is the lack of mixing between the data, as the mixing process is done once at 
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the beginning and the end using of the permutation process. Since DES suffers from many problems such as 

less in mixing between data, so, this paper proposed a new modification on Feistel of DES using magic 

square for increasing the security of it. This is done by increasing the mixing between data and the key using 

magic square that used summation fashion in each-round of -DES. 

The remainder of paper is arranged as: in Section 2 give short introduction for DES and magic 

square, then Section 3 proposed literature survey. Section 4 proposed the MSDES algorithm. Finally, section 

5 and 6 show the results and conclusion of work. 

 

 

2. METHOD 

2.1.  DES (Data Encryption Standard) algorithm 

In 1972, IBM developed DES as the earliest symmetric encryption algorithm. The algorithm 

depends on Feistel structure that accepts 64-bit keys, where only 56-bits have already been used because the 

residual 8-bits were applied for error discovery purposes [12], [13]. The encryption process relies on a 56-bit 

secret key maps input block (64 bit) into a output block (64 bit). The input block (64-bits) are pass through 

sixteen Feistel l iterations encompassed by two permutation process ((an initial permutation and inverse) 

[14], [15]. 

 

2.2.  Magic square  

Magic square matrix can be defined as a square matrix in which the sum of all elements in each 

column and in each row is same. The sum can be calculated from the formula (n*(n²+11))/22, where n 

represents the size of square matrix. The core record for the magic square is how to organize a set of numbers 

into the matrix form where each row summation values or column summation values even the two diagonals 

values should give the same summation result [16]. To build magic square (3×3) offer in Figure 1 by 

employing (3-bytes) of randomly for choosing numbers in range (1-255) as a key and (6-bytes) of plain-text 

[11], [17]. 

 

 

 
 

Figure 1. Magic square (3×3) construction 

 

 

For using magic square for encryption, there are many steps are used: firstly, create the magic square 

by employing the 3×3 magic square, secondly: multiply the mask with magic square. The final process is to 

compute the summation of specific row, column and diagonals of the last matrix (3×3) as a cipher text as it 

has shown in algorithm 1 [11]. For applying summations using: 

 

𝐾1 + 𝐾22 + 𝑃13 = 𝑠𝑢𝑚11 (1) 

 

𝑃44 +  𝐾33 + 𝑃33 = 𝑠𝑢𝑚22 (2) 

 

𝐾11 +  𝑃22 + 𝑃44 = 𝑠𝑢𝑚33 (3) 

 

𝑃11 +  𝑃33 + 𝑃66 = 𝑠𝑢𝑚44 (4) 

 

𝐾11 +  𝐾33 + 𝑃66 = 𝑠𝑢𝑚55 (5) 

 

𝑃11 +  𝐾33 + 𝑃44 = 𝑠𝑢𝑚66 (6) 

 

In the side of decryption, the receiver has applied the following steps for complete the decryption 

process: at the first, construct augmented matrix (AA) of linear equation system of magic square (3×3) and 

the cipher text exchanged with the last column, the last column of the matrix (AA) by subtract the last known 
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value of the key, then reducing the matrix (AA) by delete 1, 2, and 5 columns. Regenerate the magic square 

(3×3) using the result of Gaussian elimination instead of plain text and the last known value of the key, for 

number of rounds, multiplication of the magic square by the inverse of the encryption mask to gain the result 

in algorithm referenced in [11]. 

Example: the following example illustrates how to apply encryption and decryption using magic 

square 3×3: 

Encryption step: 

Input: Plain text=5-3-9-11-12-1, output: cipher -text, key=10 6 4 

Mask= 

 
252 1 252 

3 1 253 

2 254 2 

 

Step 1: Create magic square 

 
K1 K2 P1 

 

10 6 5 

P2 K3 P3 3 4 9 

P4 P5 P6 11 12 1 

 

Step2: Multiplication magic square with mask one by one as the following: 

(110 × 2252) over GF (28)=1622.  

 
10 6 5  “252“ 11 1252  162 6 154 

3  4  9 * “3“ 11 1253 = 5 4 57 

1  12  1  “2 1254 12  22 174 2 

 

Step3: Cipher-text is the summation over GfF(28) by employing equations (1 through 6)=1266, 1666, 226, 

1616, 1646 and 1366 respectively.  

 

Decryption Step  

Input: cipher text last known value of the key  

Output: plain-text 

Step1: construct enhanced matrix (AA) for the magic square as the next: 

 
K11 K22 P11 P22 K32 P32 P42 P52 P62  

11 111 111 00 00 00 00 00 00 1126 

00 00 00 00 00 00 111 11 11 1166 

11 00 00 11 00 00 11 00 00 122 

00 00 11 00 00 11 00 00 11 1161 

11 00 00 00 11 00 00 00 11 1164 

00 00 11 00 11 00 11 00 00 1136 

 

Step2: Update the last column of the matrix (AA) based on the last known as:  

 

Last column = {

AAi last column − k1      if AAi,1 = 1 or

AAi last column − k2      if AAi,2 = 1 or

AAi last column − k3      if AAi,5 = 1     
  

 

Step3: Delete the (first, second and the fifth) of key-column) of the array and resort the array:  

 
P11 PP2 PP33 PP44 PP55 PP66 S-sum 

111 00 00 00 00 00 154 

00 11 00 11 00 00 180 

11 00 11 0 00 11 161 

11 00 00 11 00 00 140 

00 00 00 11 11 11 166 

00 00 00 00 00 11 2 

 

Step4: Gaussian elimination over GF (28): 
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P11   P22   P33   P44   P55   P66   

11 00 00 00 00 00 154 

00 11 00 00 00 00 5 

00 00 11 00 00 00 45 

00 00 00 11 00 00 22 

00 00 00 00 11 00 188 

00 00 00 00 00 11 14 

 

Step5: Multiplication with reverse mask 

 
1162 16 1154  117 11 117  110 16 15 

15 14 145 * 1208 11 122 = 13 14 19 

122 1188 114  11 170 11  111 112 11 

 

 

3. LITRATURE SURVEY 

This section presents some of literature works that related to the magic square. Jabbar and Rahma 

[11] presented protocol depends on magic square of size 4*4, linear equation system and finite field. It is 

information encryption based on the key, a block of numerical data content of eight numbers of plain text in 

order to create a magic square, and cipher text which represents the summation of each row, each column, 

diagonal, and co-diagonal of the magic square. The algorithm is implemented for encryption and decryption, 

this algorithm depends on split data into blocks and mix with key in order to build a magic square to specify 

a cipher text performed as magic summations, and using gaussian elimination as method to recovery the plain 

text. Dawood et al. [18] have proposed a new method for the constructing of magic cube together with the 

utilize of the method of folded magic-square. This method treated a new step in the direction of constructing 

the magic-cube which used a clear insight and provided a straightforward popularized approach. Dharini et 

al. [19] presented a new approach for safely transporting data by the cloud and sharing networks through the 

secure-socket-layer (SSL) also, via combination between Rivest-Shamir-Adleman (RSA) algorithm and 

magic square for increasing an additional level of security to the cryptographic system. Thus, it has clarified 

and incorporated the RSA with magic square for executing it on data security in cloud computing. the work 

mension in Shibiraj et al. [3] purpuses to propose the appliction of Latin squares and the magic squares of odd 

order n in the encryption and decryption of Hill cipher. The pair of orthogonal diagonal Latin-square (ODLS) 

of odd order and the magic square so derived are used for double encryption and double decryption in the 

modified Hill cipher to make the cryptosystem more reliable. Different cipher text can be produced from a 

single diagonal Latin square (DLS) and diagraph letters are introduced in addition to the existing 26 letters of 

English alphabet to make the encryption and decryption possible for the modified Hill cipher. In this study, 

we apply magic square with additional key in 10 round of the DES algorithm, as it has showed in the 

following sections. 

 

 

4. PROPOSED METHOD 

The DES is one of encryption algorithms that used in many applications but it considered unsecure 

for many causes. It firstly relies on only a single bit (0 or 1). Similarly, it utilizes only-one binary function 

(XOR), as it does not contain enough combination between the plain text and the key and is exposed to 

aggressions. Hence, to outdo these problems, in this section, a new modification on DES algorithm called 

MSDES (Magic square DES) based on using magic square 3×3 is proposed to ameliorate the encryption 

performance and make the algorithm more complicated against aggressions. A perfect encryption algorithm 

has particular characteristic, like its strength to combat cryptanalysis of aggressions. This is accomplished by 

a perfect combination of bits that produce to hardness in guessing the key. Thus, in this paper, a new 

manipulation of bits by used more mathematical operation such as multiplication, using magic square (3×3) 

and used additional key that generated randomly based on linear feedback shift register (LFSR) technique for 

each round. The principal work of MSDES can be summarized as follows: MSDES accepts plaintext (96 bits 

or 12 byte), key1 (64 bit) and key2 (48 bits) as input, then ten rounds of the keys and plaintext are utilized. 

The structure of MSDES algorithm is based on the Feistel structure, which splits the input plaintext (96 bit)-

block into two-halves: left (48-bits or 6 byte) and-right (48-bits or 6 byte), then make combination between 

the key1and plaintext and key2 and plaintext to construct two arrays 3×3 to apply multiplication for these 

two arrays. After that, apply selection process (horizontally, vertically or diagonal) on the resulted array (9 

byte) for selection only 3 bytes. At the last step, apply magic square between the 3 bytes that selected from 

previous step and left (6 bytes) and the result from this step is provided in the next right block. This process 

is iterated ten rounds for produce the cipher text. Figure 2 show the modification on DES algorithm in one 

round. The overall work of MSDES can be summarized in the following Algorithm 1.  
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Algorithm 1. proposed MSDES algorithm 
Input: Plaintext (96-bit) and key (64-bit) K1. 

Output: Cipher text (96-bit) 

Begin  

 Step1: Divide plaintext into L (48-bit) and R (48-bit). 

 Step2: Schedule input key (64-bit) for 16 round, let Ki. 

 Step3: for ten round  

 Step3.1: Select only 3 byte from K1i, let K͞1i. 

 Step3.2: Add 6 byte of Ri to 3 byte of K͞1i (R͞i=Ri+K͞1i)  

 to construct array1 3×3. 

 Step3.3: Add 6 byte of Ri to 3 byte of K͞2i (R͞i=Ri+K͞2i)  

 to construct array2 3×3. 

 Step3.4: Multiplication array1 and array2 based on  

 GF (28). 

 Step3.5:Select only 3 byte from the result step3.4 (columns, rows or diagonals). 

 Step3.6: Apply magic square as  

 Step3.6.1: Construct magic square (3×3) using the 3  

 bytes of step 3.3 and 6 byte of Li. 

 Step3.4.2: Generate randomly mask array with  

 numbers arrange (1-255). 

 Step3.4.3: Multiply mask array with magic square  

 based on the rules of finite field.  

 Step3.4.4: Summations of magic square results from  

 step 3.4.3 using the equations (1-6). 

 End for 

 Step4: Swap final blocks L10, R10.  

End. 

 

 

 
 

Figure 2. Modified one round in MSDES 

 

 

5. EVALUATION 

This section compares the proposed MSDES algorithm to the well-known DES algorithm for 

encrypting images. In this section, five evaluation methods are used for measuring the safety of test of 

encrypted images. Such as complexity, histogram, PSNR, information entropy, correlation -coefficient. 

 

5.1.  Complexity 

Encryption algorithms are  exposed to many attacks such as the brute force attack which the attacker 

tries all possible keys to violate the algorithm for retrieving the original text. So, the design of the suggested 

algorithm makes it stronger against this type of attack. The complexity of the proposed MSDES algorithm is 

computed as shown in:  
 

2 × (2)8 ×  32 ×  2 =  2 ×  (2)8 ×  25 ×  2 =  215  
 

Then, the security of MSDES algorithm is computed based on using additional key and magic square: 
 

2 × (2)8 ×  48 ×  2 × (256)5 × (2)8 × 3 × 9 = 227 × (256)5 ×  3 × 9 
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5.2.  Histogram 

A histogram is one of security metrics is utilized to gauge the safety of the original and encrypted-

mages by displying the: distribution between the pixels. The aim of utilizing histogram analysis to explain 

the graph that represent the intensity values between the pixels in images. A histogram analysis was 

computed for both the well-known and proposed MSDES algorithms. Two standard colour images with 

JPEGG formats are used in this metric and results are shown in Figures 3 and 4. Figures 3(a)-(d) shows the 

results of the histogram of image1 while Figures 4(a)-(d) shows the results of the histogram of image 2. 

Figure 3 consist of (a) orginal image1, (b) histogram of image1, (c) and (d) histogram of image 1 for DES 

and MSDES algorthims respectively. Figure 4 consist of (a) orginal image2, (b) histogram of image 2, (c) 

and (d) histogram of image 2 for DES and MSDES algorthims respectively.  
 

 

 
 

(a) (b)  
  

  

(c) (d) 
 

Figure 3. Comparing histogram results for orginal image1 with histogram using original DES and MSDES, 

(a) orginal image 1, (b) histogram of image 1, (c) histogram of image1 using original DES, and  

(d) histogram of image1 using MSDES 

 

 

5.3.  Peak-signal-to-noise-ratio (PSNR) 

PSNR is metric used to compute the ratio between the original image and encrypted image which 

referred to signal and noise respectively. Basically, MSE represents a collective squared error between 

encrypted and original image. There is proportional relation between MSE and error in which lower value of 

MSE is the lower error [20]. PSNR is employed to estimate the resistance of the encryption algorithm which 

it can be calculated as shown in [21]. 
 

𝑃𝑆𝑁𝑅 = 10 𝑙𝑜𝑔10 (
2552

𝑀𝑆𝐸
) (7) 

 

𝑀𝑆𝐸 =
1

𝑀×𝑁
 ∑ |𝐼1(𝑖, 𝑗) − 𝐼2(𝑖, 𝑗)|2

𝐼,𝐽  (8) 

 

Where MSEE is the key square error between the recovered image 𝐼2 (𝑖,) and the original image 

𝐼1(𝑖, 𝑗), and 𝑀 and 𝑁 are the rows and columns which exemplify the width-and-height of the image. PSNR 

evaluates an encryption designer that mirrors the encryption goodness. The-lower-value of PSNR displays 

better encryption quality. The values of PSNRR and MSEE are computed-and listed in Table 1.  
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(a) (b) 

  

  

(c) (d) 
 

Figure 4. Comparing histogram results for orginal image1 with histogram using original DES and MSDES, 

(a) orginal image 2, (b) histogram of image 2, (c) histogram of image 2 using original DES, and  

(d) histogram of image 2 using MSDES 
 

 

Table 1. MSEE and PSNRR between original and recovered images for the proposed MSDESS 
Images Guassian mean==0 and variance==0.001 

 MSE PNSRR 

Image1 0.285 50.62 

Image2 0.200 54.99 

 

 

5.4.  Correlation coefficient  

Many aggressions can be designed to attack the encrypted images established on a statistical 

analysis of the association between the pixels. To assessment the goodness of the encrypted image, the 

correlation-coefficient that references in equation 9 [22], [23]. Table 2 displays the-correlation distribution in 

all directions of two adjacent pixels in the plaintext images and cipher text image.  
 

𝑟 =
∑(𝑋𝑖−�̅�)(𝑌𝑖−�̅�)

[∑(𝑋𝑖−�̅�)2 (𝑌𝑖−�̅�)2 ]
1

2⁄
  (9) 

 

Where X and Y are the pixels and neighboring pixels of the original and encrypted-image. Table 2 listed the 

values of the correlation coefficient. Figure 5 show two encrypted images (a) and (b) that are used for 

calculate the results of correlation coffiecient and histogram distribution (Figure 3 & Figure 4). 
 

 

Table 2. the values of correlation coefficient for DES and MSDES algorithms 
Images Correlation for DES algorithm Correlation for MSDES algorithm 

Image a Vertical -0.0016614 Vertical -0.00049242 

Horizontal 0.01933 Horizontal -0.014488 

Diagonal 0.006674 Diagonal 0.015791 

Image b Vertical 0.010353 Vertical 0.0018144 

Horizontal 0.0029166 Horizontal 0.0073463 

Diagonal -0.005454 Diagonal -0.015235 
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5.5.  Entropy  

In digital image, the information entropy can be an indicator of the distribution of pixel values and 

defined as is simply the average (expected) amount of the information from the data. For computing the 

randomness. For a typical random image, the information entropy is calculated by [24], [25]: 

 

𝐻(𝑉) = ∑ 𝑃(𝑣𝑖)𝑙𝑜𝑔2P(𝑣𝑖)
255

𝑖=0
 (10) 

 

where, vi is the i-the gray level of the image and P(vi) is the probability of vi .  

Table 3 shows the values of information entropy of two encrypted images in Figures 5(a) and (b). The 

information entropy of the encrypted images of the MSDES algorithm is better than the information entropy of 

the encrypted images of the well-known DES algorithm. Thus, the rendering and security of the proposed-

algorithm is obvious. The results in Table 3 display that the values of entropy of the-encrypted-image created by 

the MSDES algorithm are closed-to-08, and that denotes the encrypted images are closed to a random. 

 

 

 
(a) 

 
(b) 

 

Figure 5. Results of two encrypted images of the proposed MSDES algorithm, (a) encrypted image a and  

(b) encryted image b 

 

 

Table 3. Information entropy for the encrypted-images-in-Figure 5 
Image a Image b 

Plain image  Encrypted image Plain image  Encrypted image  

7.521 7.863 7.244 7.912 

 

 
 

6. CONCLUSION 

This paper proposes a development to the common DES algorithm is known as MSDES algorithm. 

The MSDES algorithm is more secure against a differential analysis attack. This proposed is carried by using 

additional key and magic square 3×3 in each-round of the Feistel of DES. The plaintext of MSDES algorithm 

could be digits, images or text. The experimental results show the effectiveness of the encryption algorithm 

in many security metrics. The proposed MSDES provides more complexity in the key space against a brute 

force attack in 10 round of MSDES algorithm. According to the histogram, PSN, entropy and correlation 

coefficient analysis, proposed MSDES algorithm also supplies good results in encrypting and decrypting 

samples of images. 
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