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 Over recent years, drones are increasingly being used not only for military 

tasks only, but also for civilian tasks too, such as environment and traffic 

monitoring, delivery services, and aerial surveys. Unfortunately, as they 

become more popular and in demand, they become more vulnerable to a 

variety of security threats. To combat such attacks and security threats, a 

proper design of a robust security and authentication system based on and 

stream cipher lightweight salsa20 algorithm with chaotic maps to cipher 

payload data to improve security network transfer of radio technical 

commission for maritime services (RTCM) messages over (NTRIP) 

communication protocol. By using a proposed key generation method which 

is based on a 1D logistic map to produce a flight session key for a drone with 

a flight plan, and then records the flight session key and the drone's flight plan 

in a central database that can be accessed. The proposed system is superior to 

other similar systems in terms of security and performance, according to the 

review. 
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1. INTRODUCTION  

Unmanned aerial vehicles (UAVs) or drones are expected to have numerous advantages over regular 

vehicles, including the ability to drive at a continuous and faster speed, the absence of physical road 

infrastructure, route directness, and the avoidance of traffic and congestion. They are expected to shorten 

delivery times and improve logistics system responsiveness. These advantages of UAV-based distribution are 

especially noticeable in urban areas. The ensuing time and cost savings in commercial logistics systems could 

benefit both companies and customers, and save lives and improve public health and safety by improving 

emergency services and medical supply [1]. Most autonomous drones only fly at a lower speed near hover to 

ensure that they can accurately sense their surroundings and have enough time to avoid obstacles. Human pilots 

have demonstrated that drones are capable of flying at astonishing speeds over complex terrain such as 

racetracks [2]. Despite the dangers and threats that manned aircraft provide to soldiers, drones were specifically 

created for military purposes, but they now have a wide range of additional uses. Drones are also utilized for 

airborne inspection and monitoring of electricity lines and oil and gas pipelines, in addition to package delivery 

[3]. Drones, provided with camera sensors enable improved situational awareness of several emergency 

responses and disaster management applications, as they can function from remote and complex accessing 

regions. The UAVs can be utilized for several application areas which can hold sensitive data, which 

necessitates secure processing using image encryption approaches [4]. Because of the various attack tactics 

https://creativecommons.org/licenses/by-sa/4.0/
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and targets, the outcomes vary. Some attacks attempt to steal data through communication connection security 

weaknesses, while others aim to spoof sensors, such as GPS spoofing. 

Regarding the previous study that proposed a comprehensive assessment of drone/UAV use in various 

domains and for varied aims [5]. A real-world assault scenario is also demonstrated, showing how the authors 

recreated a hacking attack on a certain drone once the hacking cycle was finished. As a result, a variety of 

civilian and military anti-drone/UAV countermeasures will also be investigated. 

 Nguyen and Nguyen [6] the authors improved cybersecurity for people and policy suggestions for 

future work in this field of interest. Sensors, communication lines, and photo privacy are all used to exploit 

cyber security holes. As a result, a mix of solutions for many sensors, through the use of secure communication 

links rather than Wi-Fi, and the use of the confidentiality, integrity, and availability (CIA) trinity concepts are 

required to assure the security of drones. Proposed a safe authentication strategy for drones in smart cities with 

low latency that uses block chain technology in [7]. They use a regional architecture in a drone network, and 

they are using a modified decentralized consensus called Drone-based delegated proof of stake (DDPOS), 

which does not require re-authentication, for drones between zones in a smart city. The proposed architecture 

for the internet of drones aims to have a favorable impact on increased security and reduced latency (IoDs). 

Aggarwal et al. [8], to lessen the burden of drones, they employed block chain technology to store 

acquired data from the drones and update information into distributed ledgers. It also ensures that the data 

collected by the drones in the proposed system is secure, authenticated, and authorized. In addition, compared 

the convolution neural network (CNN) technique with autonomous IoD to explore the security of the internet 

of drones (IoD) in [9]. analyze and build a better system security performance model, wireless communication 

technology was used. According to the results of the IoD performance investigation, the clustering technique 

based on signal energy has the greatest result. 

 This research has mostly focused on getting the power to control drones by establishing confidence 

between drones and ground stations, which are regarded to be trusted authorities. Furthermore, the goal of these 

studies is to improve the security of the communication channel between the drone and the ground station by 

employing classical cryptographic algorithms that utilize Drone resources like time and energy. Unlike these 

approaches, the goal of our research is to determine whether a drone in a fly zone has been granted permission 

to fly through authentication between drones and ground stations, as well as to improve the security of the 

communication channel between drone and ground station using the lightweight stream cipher salsa20 

algorithm. 

In this work, we propose the security of the drone communication network for surmounting the 

challenging information leakage problem due to potential eavesdropping. This work aims to design an 

authentication system model between the drones and ground stations and make a secure channel to exchange 

data using lightweight algorithms. To increase the security of information transmission through drone 

communications with ground control stations we use salsa20 stream cipher lightweight algorithm with chaotic 

map. Proposing an authentication method between the ground station and drone using proposed salsa20 

lightweight algorithm key management. The main contributors of this worksecure the data payload of the 

NTRIP based on the salsa20 algorithm and addition of an authentication method by using the proposed salsa20 

lightweight key management between the grand station and drone. This new contribution will provide secure 

communication channels for the transmission of data between the grand station and drone. 

The remaining part of the paper is laid out as follows: a related study, such as a Drone, key 

management, salsa20 lightweight algorithm, 1D logistic map and network transfer of RTCM messages over 

(NTRIP) in section 2. Meanwhile, section 3 explains the proposed design model, and section 4 analyzes the 

results and discussion for the finding of this study. Finally, the last section 5 will be the conclusion of the study. 

 

 

2. METHOD 

We introduce the techniques and methods employed in the suggested system to aid in the 

comprehension of the proposed system. In addition, Salsa20 lightweight algorithm has been used with 1D 

logistic function. We also showed the error sensitivity metrics that we used to evaluate the suggested system's 

performance in this work.  

 

2.1.  Drone 

A drone is an aircraft that can fly without a human pilot on board and are typically small aircrafts made 

of lightweight materials. Drones are also called as unmanned aerial vehicles (UAV), unmanned aircraft system 

and remotely piloted aircrafts [3]. Typically, any UAV or drone architecture consists of three main elements: 

unmanned aircraft (UmA), ground control station (GCS), and communication data-link. Drone is commonly used 

to refer to remotely (autonomously) guided aircraft. This term also describes various vehicles including 
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submarines or land-based autonomous vehicles. In fact, drones can classified into three main types, according to 

their flying mechanisms to i) multi-rotor drones; ii) fixed-wing drones; and iii) hybrid-wing drones [5]. 

 

2.2.  Security of drones communication 

Flying items provide a high risk of damage; it is critical to understand the security and safety risks 

associated with UAVs. Attackers can "simply" take control of a UAV using ordinary "hacking" tools, 

prohibiting it from carrying out its duties or, even worse, especially damaging. As a result, there is a pressing 

need to improve UAV security. Drone manufacturers rely on frequency hopping, spectrum spreading, and key 

sharing as active security measures, therefore they are closely connected to protocols like IPv4 but do not 

employ security measures, leaving them open to known assaults [3]. Figure 1 depicts the UAV communication 

link [10]. 

 

 

 
 

Figure 1. UAV communication link 

 

 

2.3.  Secure communication protocol for drones  

NTRIP is becoming a more popular technique for providing real-time kinematic (RTK) service over 

the internet. NTRIP casters are available all over the world, and users with proper authentication can access 

the radio technical commission for maritime services (RTCM) [11]. NTRIP may be easily sent via the Internet 

utilizing several methods, including local area network (LAN), Wi-Fi, and the local mobile operator's cell 

network. In today's world, where more than one station is connected, the NTRIP protocol is commonly utilized 

since all of the data produced by the connected stations is post-processed by an NTRIP server, allowing them 

to act as a network rather than a single connected base station. Figure 2 shows the NTRIP network diagram. 

NTRIP technology is the most acceptable option for the highest level of accuracy and at least 95% time 

availability [12]. 
 

 

 
 

Figure 2. NTRIP network principle diagram (courtesy of AlberdingGMbH solutions) 

 

 

2.4.  Lightweight cryptography algorithm  

Light-weight cryptography is a sector of a classical cryptographic method that is commonly defined 

as a cryptography for resource-constrained devices. The term "light-weight encryption" is a combination of 

two terms "light and weight." Platforms, as well as hardware and software, use light-weight encryption and 

decryption. Lightweight cryptography is divided into two categories (symmetric and asymmetric cipher). 

Figure 3 depicts the light-weight cryptography (LWC) block diagram [13]. The lightweight cryptography 

primitives can be classified as lightweight block cipher (LWBC) lightweight stream ciphers (LWSC), 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7206421/#bib0032
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lightweight hash functions (LWHF), and elliptic curve cryptography (ECC) [14]. Lightweight cryptography 

(LWC) expects to execute cryptographic algorithms with the use of a few computational cycles providing high 

robustness against security attacks meanwhile [15]. 

 

 

 
 

Figure 3. Light-weight cryptography diagrams 

 

 

2.5.  Salsa 20 

Salsa20 is an original cipher function developed by Lam et al. [16]. As a lightweight security, 

technique for exchanging meter read in and other information, Salsa20 uses stream cipher as the encryption 

mechanism. Key stream on salsa20 methods are made up of mathematical operations that function on 32-bit 

words and employ a 256-bit key K=(k0, k1, k2, k3, k4, k5, k6, k7) or a 128-bit key K=(k0, k1, k2, k3) as input 

and a 64-bit nonce N=(n0, n1) as output, resulting in a 512-bit Keystream block sequence, see [17] for more 

detail. 

 

2.6.  1D logistic function 

The 1D logistic map, which displays simple dynamic equations numerically with complex chaotic 

behavior, is among the most well-known one-dimensional chaotic maps [18]. Although using 1D logistic maps 

increases the efficiency of cryptography algorithms [19]. The following is a description of: 

 

𝑋𝑛 + 1 = 𝐹𝐿(𝑢, 𝑋𝑛) = 𝑢 × 𝑋𝑛 × (1 − 𝑋𝑛) (1) 

 

where u is the control parameter in the range u (0,4], x0 denotes the chaotic map's initial value, and Xn denotes 

the chaotic sequence's output [20]. The logistic map's bifurcation diagram is depicted in Figure 4 the horizontal 

axis in the plot represents the "r" bifurcation parameter and the vertical axis shows the possible long-term 

population values of the logistic function. Each of these bifurcation points is a period doubling bifurcation [21]. 

 

 

 
 

Figure 4. The logistic map's bifurcation diagram 

 

 

r 
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2.7.  Error sensitivity metrics 

This subsection will be discussed in detail all error sensitivity measurements that using t evaluated the 

performance of the proposed system. The proposed method was analyzed in terms of security and speed against. 

This measurement are detailed in the following subsections. 

 

2.8.  Mean square error 

As indicated in (2), MSE obtained by averaging the squared intensities of the original (input) and 

resulting (output) image pixels, 

 

MSE =
∑ ∑ ((a(i,j)−b(i,j))2N

j=1
M
i=1

N×M
 (2) 

 

the parameters a (i, j) and b(i, j) relate to the pixels in the ith row and jth column of the original and encrypted images, 

respectively and M×N is the image size. The lower the MSE number, the more secure the encryption [22]. 

 

2.9.  Peak signal-to-noise ratio (PSNR)  

SNR is a mathematical measure of image quality depending on the pixel difference between the two 

images [23]. The SNR value is a comparison of the quality of the enhanced image to the original image. PSNR 

is given by (3) as: 

 

PSNR = 10Log
S2

MSE
 (3) 

 

for an 8-bit picture, s equals 255. When all pixel values are equal to the greatest possible value, the PSNR is 

equal to the SNR. 

 

2.10.  Normalization cross correlation 

The NCC is a measurement of similarity between two wavelengths as a function of lost time applied to 

one of the wavelengths; the lower the value of NCC, the lower the image quality; the NCC expresses in (4) [24]. 

 

NCC =
∑ ∑ x(m,n).y(m,n)N

n=1
M
m=1

∑ ∑ (x(m,n))2N
n=1

M
m=1

 (4) 

 

Where x is the original image, y is the encryption image and the size of images is equal to m×n. 

 

2.11.  Average difference (AD)  

Between the input and the recovered images, the average difference metrics of difference are 

calculated. If the greatest difference is high, it indicates that the image quality is weak. As shown in (5) can be 

used to calculate AD [25]. 

 

AD =
1

M×N
∑ ∑ (x(i, j) − y(i, j))N

j=1
M
i=1  (5) 

 

2.12.  Correlation coefficient metric 

The correlation coefficient is a factor that is used to determine the relationship between two variables: 

plaintext and encryption. This metric shows how well the suggested encryption algorithm defends against 

statistical attacks. As a result, cipher text must be distinct from plaintext. As shown in (6), (7), and (8) are used 

to get the correlation coefficient [26]. 

 

Corr Coef(x, y) =  
∑ (xi−μ(x))(yi−μ(y))n

i=1

σ(x)σ(y)
 (6) 

 

Where 𝜇(x) and 𝜇(y) are the respective means of x and y. 

 

μ(x) =
1

n
∑ xi, and μ(y) =

1

n

n
i=1 ∑ yi

n
i=1  (7) 

 

The plaintext and cipher text variables are x and y. Furthermore, the terms in the denominators (also known as 

the x and y standard deviations) are: 

 

σ(x) = √∑ (xi − μ(x))2,and N
i=1 σ(x) = √∑ (yi − μ(y))2,N

i=1  (8) 
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The plaintext and its encryption are identical if the correlation coefficient is one. If the correlation coefficient 

is equal to zero, the cipher text and plaintext are completely different (i.e. good encryption). As a result, 

encryption success equates to lower correlation coefficient values [27]. 

 

2.13.  Average security 

Cipher secrecy is calculated using key equivocation (conditional entropy of key given cipher) [28]: 

 

H (k
c⁄ ) = ∑ ∑ qi Pij log Pij

n
i=1

L
j=1  (9) 

 

where qi=Pr (C=ci) and Pij=Pr( K=ki/C=ci) L and n are the key and cipher text lengths, respectively.  

 

 

3. THE PROPOSED SYSTEM 

The proposed system's design goals include developing an authentication technique that creates a 

flight session key for such a drone and registers that key, as well as the drone's flight plan, in a centralized 

database for mutual authentication between both the drone and the ground control station. The registered flying 

session key utilized by the ground station to authenticate the drone using a chaotic function. To improve the 

security of proposed authentication techniques, the salsa20 lightweight algorithm used to cipher the registered 

flight session key in the centralized dataset in the ground station. Using lightweight cryptography salsa20 

algorithms with NTRIP to protect data between ground stations and drones. Figure 5 depicts the basic block 

diagram for the proposed system. Three basic steps are included in the proposed system (registration, 

encryption and decryption, and authentication stages). The proposed system is focused on a completely ground 

control station (GCS) and a single drone with a large number of flying sessions. 

 
 

 
 

Figure 5. The proposed system's primitive block diagram 

 

 

This is done on the GCS side when the drone intends to fly, firstly, ground control station (GCS) 

provides a session key to the drone. The GCS gives a certificate to the operator, which is represented (computer) 

inside GCS, GCS allows the operator permission to begin generating the secret key for each flying session 

using the suggested 1D chaotic maps depending on the key generation process. Also in this stage, the operator 

provides the drone with command and GPS coordinates for the current session. Figure 6, key management 

technique block diagrams. 

 

3.1.  Registration stage 

This is done on the GCS side when the drone intends to fly, firstly, ground control station (GCS) 

provides a session key to the drone. The GCS gives a Certificate to the operator, which is represented 

(computer) inside GCS, GCS allows the operator permission to begin generating the secret key for each flying 

session using the suggested 1D chaotic maps depending on the key generation process. Also in this stage, the 
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operator provides the drone with command and GPS coordinates for the current session. Key management 

technique block diagrams has been illustrated in Figure 6. 

 

 

 
 

Figure 6. The key management technique is depicted as a block diagram 

 

 

3.2.  Key management technique 

When a drone initiates a flight, it sends a request to GCS for a flight session key. The GCS obtain 

operator, which is a computer, wishes to manage the drone's security and authentication. GCS issues a unique 

certificate for each drone flight session. The certificate is the permission granted by GCS to the operator to 

begin the key creation procedure. To create a unique and randomized flying session key without needing to do 

any complicated math, the proposed system depended on one-dimension logistic chaotic function as shown in 

detail as shown in Algorithm 1. 

 

Algorithm 1. Key generation 
Input: x0, k, Key Size 

Output: Key 

Begin 

Step 1 set key[] 

Index=0 

Step 2 for each byte in key size do 

2.1 Calculate Logistic value by equation (1) 

2.2 Data =Split (Logistic value,'.' ) and take only digits after the dot 

2.3 Convert String to integer 

Look up Table = "0123456789" 

Key int = 0 

For each char in Data 

charValue = Look upTable.Index Of (char) 

keyint = (keyint * 10) + charValue 

End for 

2.4 Key[index]= keyint mode 255 

End do 

End 

 

Better reduction algorithm is used to convert integer numbers to binary byte or (32-bits) and to 

impairment excellent for modularity reducing of huge numbers, which is based on the basic concept of avoiding 

the slowness of long division by involving multiplications, subtractions, and shifts, as shown in Algorithm 2 

[29]. 

This step will save the generated key in a central database in GCS as a pair of parameters for each fly. 

The operator requests the parameters for the drone from the database when he wants to install them. As 

indicated in the diagram below in Figure 7, the operator gives the drone two types of commands and 

coordinates: The operator sets up the first command and GPS coordinates for the current flight before the drone 

takes to the air as shown in Figure 7(a). After the drone fly, the operator sends a new command and GPS 

coordinates via NTRIP. When GCS wants to modification of the drone's path or if something malfunction 
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occurred during the flight. A heartbeat message is transmitted from the drone to the GCS before sending any 

new communication through the payload to ensure that the system is ready and alive as show in Figure 7(b). 

The salsa20 lightweight method was used to encrypt data from the GCS to the drone. In addition, the checksum 

computed after encryption ensures that the message is received correctly by the drone. The payload is decrypted 

using the salsa20 stream cipher after the checksum is verified. Manually install the parameter and command in 

the drone. 

 

Algorithm 2. Barrett modular reduction 
Input: two integer number a=(𝑎2𝑘−1… 𝑎1𝑥0)b ,p=(𝑝𝑘−1 … 𝑝1𝑝0)b 

(with Pk-1≠0),and 𝜇 = [
𝑏2𝑘

𝑝
] 

Output: r=mod p 

Begin  

𝑞1 = [𝑎/𝑏𝑘−1] 
𝑞2 = 𝑞1𝜇 
𝑞3 = [𝑞2/𝑏𝑘−1] 
𝑟1 = 𝑎𝑚𝑜𝑑𝑏𝑘+1 

𝑟2 = 𝑞3𝑝𝑚𝑜𝑑𝑏𝑘+1 

𝑟 = 𝑟1 − 𝑟2 

𝑖𝑓𝑟 < 0 𝑡ℎ𝑒𝑛 
𝑟 = 𝑟 + 𝑏𝑘+1 

𝑤ℎ𝑖𝑙𝑒𝑟 ≥ 𝑝𝑑𝑜 
𝑟 = 𝑟 − 𝑝 
𝑟𝑒𝑡𝑢𝑟𝑛(𝑟) 
End 

 

 

 
(a) 

 

 
(b) 

 

Figure 7. Mechanism of sending commands and GPS coordinates from GCS to drone; (a) before drone fly 

and (b) after drone fly 

 

 

3.3.  Encryption stage 

This is an encryption/decryption stage that uses the salsa20 lightweight encryption algorithm to save 

time and energy for the drone. The suggested system was implemented in the following steps. As shown in 

Figure 8, to improve the security of the NTRIP communication protocol used by the ground control station 

(GCS) and the drone. 

 

3.4.  Authentication stage 

To develop a secure transmission channel for data exchange in the proposed system, an authentication 

algorithm based on the salsa20 lightweight algorithm was proposed. The proposed authentication algorithm 3.  

 

Algorithm 3. Authentication algorithm 
Input: Cipher Data 

Output: Authentication or Not Authentication 

Begin 
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Step1 split Data encryption 

id session = Data encryption 

Data_En= Data encryption 

X= Data_En 

Step2 get key based on id session 

Step3 decryption for each block in data 

For each block in Data do 

Data_dec using the salsa20 lightweight algorithm(block, key ) 

End for 

Step4 encryption for each block in data 

For each block in Data do 

Data_En using the salsa20 lightweight algorithm(block, key ) 

End for 

Y= Data_En 

Step5 check authentication or not authentication 

If X=y then return authentication 

Else return not authentication 

End 

 

To resist different attacks, the suggested method must meet important security requirements. The following are 

some of the most critical requirements: 

a. Mutual authentication: For a drone and a GCS to communicate securely, the communicating entities must 

mutually authenticate each other. 

b. Strong key exchange: To provide complete forward secrecy, a strong key exchange should be performed 

in such a way that the session keys created cannot be recovered. 

c. Confidentiality: the information sent between the drone and the GCS should be kept private so that 

unauthorized parties cannot access it. 

d. Integrity: It is important to ensure the authenticity of the information shared between the communicating 

ends (that the information has not been changed and that the source of the information is legitimate). 

e. Non-repudiation: in such scenarios, one of the most important security needs is that the action taken by 

one party cannot be successfully refuted without the knowledge of others. 

f. Protection against Denial of Service: Legitimate users, such as legitimate drones, should not be refused 

service by a service provider, such as a GCS. 

g. Protection against MITM (Man-In-The-Middle) attack: the protocol prohibits an attacker from secretly 

relaying messages. 

 

 

 
 

Figure 8. Block diagram of the encryption data based on lightweight algorithm 

 

 

4. RESULTS AND DISCUSSION 

The analysis of the proposed system security outlined in Part 3is presented in this section. The formal 

security analysis is used to determine whether or not the security system meets the specified security 

information and requirements. Formal security analysis has been the subject of continuing for the past few 

years. The suggested method is explicitly proven in this study using error sensitivity-based metrics such as 

mean square error (MSE), peak signal to noise (PSNR), normalized cross-correlation (NCC), and average 

differential error (ADE), and average different (AD). Sub section 4.1 illustrates the initialization of the 

proposed system. The implementation and results of the proposed security and authentication of drones using 

salsa20 lightweight encryption algorithm are explain in sub section 4.2 and 4.3 respectively. 
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4.1.  Initialization 

The suggested system is run on a laptop computer using C#. The tests were carried out using a laptop 

with an Intel(R) Core (TM) i7-7700HQ processor running at 2.80 GHz (8 CPUs), a 64-bit operating system, 

and 16384 MB of RAM. This section contains the findings of each stage of the suggested system, as well as 

performance evaluations based on error sensitivity measurements, correlation coefficient metrics, and average 

security metrics. The suggested system consists of three main stages as illustrated in section 3 which are 

(registration, encryption/decryption lightweight, and authentication). Each of these stages includes sub-steps 

as shown in section 3, the results of all proposed system stages clarify in this section. 

 

4.2.  Results of registration stage 

For every session of drone flying, a unique and random secret key will be generated during the 

registration stage. The 1D logistic chaotic function (1) used in the suggested key generation algorithm. Table 

1 shows the results of the proposed key generation algorithm in three situations, each with a different number 

of logistic initial parameters (x0, k) and a number of sessions (=3). The suggested key generation algorithm 

produces a secret key with a size of 128 bits for each drone session fly. The suggested key generation process 

generates a 16-byte key (16*8-128-bit) for each session, with all keys having a value between 0-255. 

 

 

Table 1. Results of key generation algorithm 
case #1 (𝑥0=0.1 𝑎𝑛𝑑𝑘=1) and the number of sessions =3 

Session 

Number 

Key 

1 

Key 

2 

Key 

3 

Key 

4 

Key 

5 

Key 

6 

Key 

7 

Key 

8 

Key 

9 

Key 

10 

Key 

11 

Key 

12 

Key 

13 

Key 

14 

Key 

15 

Key 

16 

0 109 206 9 166 49 233 114 236 111 4 17 253 234 186 249 236 

1 171 54 76 203 55 63 81 1 171 144 142 250 140 242 81 81 

2 4 171 82 171 71 148 251 21 204 235 1 49 136 49 189 19 

case #2 (𝑥0=0.2𝑎𝑛𝑑𝑘=2) and the number of sessions =3. 

0 247 190 1 1 9 111 14 1 71 49 33 246 76 30 186 31 

1 16 193 31 115 222 24 90 17 93 106 103 64 145 235 89 30 

2 35 196 1 211 189 63 19 1 171 16 16 16 81 55 41 72 

case #3 (𝑥0=0.3 𝑎𝑛𝑑𝑘=3) and the number of sessions =3. 

0 26 224 186 195 171 40 173 159 24 106 84 226 94 210 51 151 

1 1 1 145 249 222 3 73 160 65 34 234 1 147 71 106 106 

2 204 97 186 66 76 230 106 1 19 21 249 123 154 137 135 106 

 

 

4.3.  Results of encryption/decryption lightweight stage 

The suggested system's second stage is encryption and decryption to use the lightweight algorithm. 

This stage is solely performed on the drone's side, where the proposed system implementation on salsa 20 is 

lightweight and applied to two types of data (video and text). The video that was recorded by the drone and 

encryption payload data and sent to GCS via NTRIP, so Table 2 illustrated samples of video (MP4 Video type 

and 1280×720 dimensions) with the different attributes recorded by drone through session fly. 

 

 

Table 2. Sample of video 
No 1 2 3 4 

Video size 11.2MB 14.3MB 5.68MB 4.03MB 

Video length in a second 00:00:40 00:00:49 00:00:22 00:00:30 

 

 

The proposed system firstly converts video to frames image see section 3.2, where take one sample 

image acquired from each sample. In Figure 9 the results show the success of the salsa20encryption algorithm 

in encoding the image, meaning that the cipher image is unintelligible and has no effect on the main image or 

the dispersed pixels of initial test images and cipher images. Where Figure 9(a) show original image and it 

Histogram and Figure 9(b) show Cipher image and it histogram. The results indicate that using salsa20 

encryption techniques to cipher histogram images seems to improve NTRIP security, preventing unauthorized 

users from acquiring the original image before encoding. 

Table 3 shows the results of error-sensitivity based metrics used between original and cipher images 

using the salsa20 algorithm. MSE using (2), PSNR using (3), normalized cross correlation (4), and AD using 

(5) are the error sensitivity metrics. The best MSE values are 9088.654987, the best PSNR values are 

8.587654332, the best NCC values are 0.545689222, and the best AD values are 83.13457418. Figure 10 

illustrates that the salsa20 cipher image of various sizes has a quick execution time. Table 4 and Figure 10 have 

been explained below respectively. The suggested methods are compared to three state-of-the-art methods [4], 
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[30], [31] which can be used to safeguard communication in a UAV network in this section. In terms of 

execution time, the comparison is made. 

 

 

   

   
(a) 

 

   

   
(b) 

 

Figure 9. Salsa20 simulation results (a) original image and it histogram and (b) cipher image and it histogram 

 

 

Table 3. Results of error sensitivity-based metrics 
Error sensitivity based metrics Image Salsa20 

1 MSE Im1 4405.669205 

Im2 9088.654987 

Im3 6642.013472 

Im4 5156.547845 

Im5 5142.507929 

2 PSNR lm1 11.69068475 

Im2 8.587654332 

Im3 9.907806087 

Im4 11.00721309 

im5 11.01905391 

3 NCC Im1 0.629153028 

Im2 0.560039232 

Im3 0.545689222 

Im4 0.594587557 

im5 0.558858086 

4 AD Im1 65.42722703 

Im2 76.50540223 

Im3 83.13457418 

Im4 69.21349338 

im5 69.26755816 
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Table 4. Based on execution time, compare the proposed method to the previous one 
No Reference Security methods Execution time 

1 Won et al. [30] eCLSC-TKEM 9.25 s 

2 Bunse and Plotz [31] e Frequency Hopping Spread Spectrum (FHSS) 0.6 s 

3 Alrayes et al. [4] AISCC-DE2MS 11.13 msec 

4 Our proposed method Salsa20 algorithm 1.0 msec 

 

 

 
 

Figure 10. Cipher test execution time in MS various-sized text 

 

 

5. CONCLUSION 

Although unmanned aerial vehicles (UAVs) play an important role in many application areas, security 

issues limit their ability to supply the desired solution. The security and privacy of UAVs should be a top focus, 

especially in military scenarios. To solve the security issues, we proposed authentication and securing drone 

communications using salsa20 lightweight encryption algorithms. The proposed secured drone 

communications include three stages. The suggested system's initial stage is registration, while the second stage 

uses the salsa20 lightweight algorithm for encryption and decryption. The last stage in the suggested system is 

the authentication stage to check the authentication of the drone before receiving a massage. Results of the 

proposed system done on two different types of data (colored image and text) with different sizes. Based on 

error sensitivity metrics the stream cipher salsa20 algorithm on ciphering-colored images achieves higher 

results, the most important values of MSE=9088.654987, the most important values of PSNR=8.587654332, 

the most important values of NCC=0.545689222, finally the best values of AD=83.13457418. In terms of speed 

salsa20 algorithm is faster in execution time in the case of ciphering-colored images and text, and the results 

demonstrate the improved performance of the processing model with an execution Time of 1.0 msec. For 

development of research results and application of further studies into the next, can implementing the proposed 

system in the real environment and using the present algorithm instead of the salsa20 algorithm with the 

proposed system. In addition, giving more flexibility to the proposed system by making the control process 

real-time and not employing pre-submitted parameters and benefit from this system not only as a security 

system but also as it can be employed as part of an integrated system to protect data sent by drone. 
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