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Abstract

Nowadays, the construction and application of digital library leads a new era of the way people
obtain knowledge and information, and promotes the academic exchanges and social progress. Digital
library, however, also involves great risk; hacker attacks become the main threat of the information
security of digital library, and may probably cause the loss and damage of the information resources in
library. This article mainly introduces the advantages and the potential safety hazard of digital library, and
then makes an analysis aiming at the information security of digital library, and finally puts forward an
algorithm based on ElGamal encryption to protect library information encryptedly, and effectively
guarantee the information security of digital library.
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1. Introduction

Along with the progress of the society, the limited resources of the traditional library
can not meet people's spiritual needs. Compared with the traditional library, digital library has
the advantages of rich resources, not easy to damage, easy access to information and that
resources can be shared, etc [1]. With the advent of the information era, the rise of digital
library becomes the gospel on the road to learning, and more and more people search for the
documents and information they need through the network. digital library realizes the storage
of huge capacity and magnanimity information processing, and makes digital library users to
get huge information resources. However, digital library has hidden troubles in addition to the
great advantages, for example, hackers and computer virus can lead to the information loss of
digital library. Today great importance is attached to intellectual property, so it will lead to huge
losses if part of the secret information is lost. EIGamal algorithm can not only be used for data
encryption, but be used for digital signatures, and its security relies on the problem of
divergence logarithm in finite domains [2]. When the information of the library, use ElGamal
algorithm to encrypt information, which effectively protects the information of digital library
which is in the process of transferring to the user from stealing and damaging by illegal users.

2. The Overall Design

The design method of this article is the modification of database access to the process
of digital library. Decipher the data according to the users request and show it in the client,
encrypt the data submitted by the client and then submit it to submit digital library database.
Add security management module between the database management system and database
application system in digital library to complete the functions of the above analysis, encryption
and decryption, and key management, etc. The database encryption system adopted the way
of above-mentioned has the following characteristics:

(1) It is completely transparent to the end-user of digital library.

(2) It solves the most important problem of the information security of digital library.
Hackers are still difficult to get the required information; even they steal the information data of
digital library, because all the data have been encrypted. In addition, after the database of
digital library is encrypted, we can set plaintext that is not necessary for system administrator
to see, which greatly improves the security of the data [3].
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(3) The data is encrypted in the client and ciphertext is transmitted in the internet which
increases the security of network transmission.

(4) It is totally independent of database application system, and can realize the
encryption function without changing the database application system of digital library which
saves the trouble of modifying original application system.

(5) The encrypted and decrypted calculation of data in the client, does not affect the
system effectiveness of database server, and the encryption and decryption calculations of
data does not delay basically.

(6) Because the interface software needs to be changed, the development tool for
different clients and the management tool of database in server, can design special interface
software to shield all kinds of database and enhance its extensibility.

(7) It is unrelated with the application progress. It can put the encrypted requests into a
database. When the encrypted requests (encryption dictionary) change, the system
administrator can complete the new encryption requests by performing the corresponding
module of encryption modification. It has certain flexibility.

The overall design scheme of encryption system is as follow:

User’s computer .| The application of database digital library databases
(the client) "| encryption system in library < (the server end)

Figure 1. The Overall Design Scheme of Encryption System

3. Digital Library

The concept of digital library was proposed in the early 1990s, became a focus
technique of the information era, and was regarded as the point of information construction in
many developed countries [4]. So far, it reaches a consensus to construct and develop digital
library throughout the world. We are in the information age today, and the dissemination and
communication of information directly affects the production, economic and political fields, etc.
Digital library will change the previous information storage methods which regard the books as
the main carrier, break through the limitation of space and time in the process of disseminating
information, and promote the progress of science and technology and the development of the
society.

Digital library is in essence a multimedia information repository, takes distributed
massive groups of information database as resources, takes the network as transmission
platform, and overcomes the space and time limitation to make the users to get the information
they need through the network. Compared with the traditional library, digital library has the
following advantages:

1. Rich in resources: the stored books in traditional library books are very limited.
People often can't find the information they need in the library, but there are massive
information and data stored on the network, the information stored on the internet is much
richer than that in library.

2. The information is hard to damage: mostly the information is recorded in the form of
books in traditional library. After used for a long time, the books may be damaged, lost, and so
on unavoidably, which greatly damage the integrity and accuracy of information.

3. The information is easy to gather: compared with the traditional library, digital library
breaks through the limit of space and time. Users no longer need to run to a specific library, no
longer need to check books out, as long as there is Internet and computer, you can get the
information in the digital library.

4. Resources can be shared: in traditional library, the number of same books is limited,
and users who can obtain information will also be limited, which greatly reduces the sharing of
information. In digital library, tens of thousands of users can have access to the same
information, the sharing of digital library resources is unmatched by traditional library [5].

Today, information transmission deeply affects the progress and prosperity of a
country and throughout the world. Digital library is the product of social informatization and
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digitalization, adapts to the change and demand of the times. Many developed countries hold
on to the construction of digital library and digital library has become an important symbol to
evaluate the information infrastructure of a country. The transition from traditional library to
digital library is inevitable for social progress.

Digital library provides massive information and convenient service for users,
meanwhile, it is also a new challenge for the security of information. During the process of
transmitting massive information to users, digital library can not ensure that the information is
not stole or damaged by illegal users. Hackers may look for the security vulnerability to steal
the user’s information or damage stored information in the process of data transmission and
open interface offers opportunity for illegal access.

So we put forward an encryption algorithm technology based on ElIGamal to guarantee
that the data information in digital library will not be stolen or damaged in the process of
transmission.

4. ElGamal Digital Signature Algorithms
4.1. The Generation Method of Key Pair

ElGamal algorithms can not only be used in data encryption, but in digital signature
and the security relies on the problem of divergence logarithm in finite domains.

Firstly, choose a prime number p, and two random number g, x, where g < p and x < p,
calculate y = g*(mod p) , of which y, g, and p are the public keys. The private key is x. G and
p can be shared by a group of users.

When ElGamal is used in digital signature, signed information is M. Choose a random
number k, in which k and p - 1 are relatively prime. Calculatea = g*(mod p) and solve the

following equation b: M = xa + kb(mod (p —1)) . The signature is (a, b) and random number k
must be discarded. The produce flow chart of signature (a, b) is shown in Figure 2:

Generate a
random number

A

K and p-1
are
relatively

J. Y
Calculate
A= g"k (mod p)

v

Output a

X*a+k*b)
%(p-1)=m

i=i+1

Figure 2. The Produce Flow Chart of Signature (a, b)
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Verify the following equationl y? *a®(mod p) = g (mod p)
At the same time, verify whether it satisfies the condition: 1<=a < p, otherwise the
signature is easily forged. The verification flow chart of digital signature is as follows:

Calculate Calculate
i=(aN 0,
i=(y*a)*(a’b)%p j=(g"m)%p
v v

_

Output the
wrong signature

Output the right
signature

Figure 3. The Verification Flow Chart of Signature

The security of EIGamal signature relies on the calculation of discrete logarithm of the
multiplicative group (IFp)*. Prime number p must be large enough and p-1 contains more than
one large prime factor to resist attacks of Pohlig & Hellman algorithm [6]. M generally should
adopt the HASH value of information. The security of EIGamal mainly depends on p and g. If
selection is improper, signature may be forged easily, should guarantee the g is irreducible to
large prime number factor of p-1.

4.2. EIGamal Digital Signature Scheme

There are two users A and B in the system. A sends messages to B and signs them. B
verifies after he receives the messages and the signature.

1) System Initiation

Select a large prime number p, and g is the primitive element of GF (p). H: GF (p) —
GF (p), is a one-way Hash function. System stores the parameters p, g and h in the shared file,
so each user in the system can obtain above parameters from the shared file [7].

2) The process of digital signature to the messages sended

Assumed that A will send message m[1, p-1] to B and sign the message m.

The first step: A selects x[1, p-1] as privacy key and the calculation y = (mod p) as
public key and then deposits public key y in shared file.

The second step: Select k[1,p-11 and gcd(k,(p—1)) =1lrandomly and calculate

r =(mod p) .There is signing equation for the common ElGamal digital signature scheme:

ax =bk +c(mod(p—1). Where (a, b, c) is a replacement of mathematical combination (h(m),

r, s). We can solve s through signing equation. Then (m, (r, s)) is the digital signature of A to
message m.

The third step: A sends (m,(r,s)) to B.

3) The process of verification of digital signature

When B receives the message (m, (r, s)) sended by A, he obtains the system
communal parameter p, g and h and A’s public y from the open files of system and A.
According to (m, (r, s)), he calculates (a, b, c) to verify the validity of the equation

y =(mod p).
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5. Generation of Security Parameters
5.1. The Analysis of Safety Algorithm

The security of EIGamal algorithm is based on the problem of divergence logarithm of
finite domains. Even the message m is given, it's also very hard to calculate private a and
random integer k through cryptograph (y, &) and public key (p, a, aa) because a and k are
indexes.

5.2. Three Methods of Primality Testing Used Commonly

At present, there are three methods of primality testing commonly used: Fernat
primality testing based on Fernat’s little theorem, Solovay-Stassen primality testing based on
the Euler’s quasi-prime number, and Miller-Rabin primality testing based on strong quasi-prime
number [8].

When the first two methods test successfully every time, the probability that n is a
prime number is greater than 50%, while, if Miller-Rabin primality testing succeeds every time,
the probability that n is a prime number greater than 75%. Every method tested whether n is
quasi-prime number many times to make the probability that n is prime to 100%.

5.3. Miller-Rabin Primality Testing

Set that n is an odd composite number, then the probability that n is the strong quasi-
prime number for The Base b, 1<b<n-1, is not more than 25%. Given that odd integer n=3 and
safety parameter k, and variable i=1 [9].

Set n - 1= 2 st, of which t is an odd number. Randomly select integer b, 2< b< n - 2.
Calculate d= (b, n).

Judge: if d > 1, then turn to step 12; Otherwise, turn to step 4.

Let J = 0, calculate r = bt mod n. Judge: if r =1 mod n, turn to step 10; Otherwise, go
to step 6.

Letj=j+1,if j<s, turn to step 8; Otherwise, turn to step 12.

Calculate r = r2 mod n.

Judge: if r = -1 mod n, turn to step 10; Otherwise, turn to step 6.

Leti =i+ 1 (n passes a round of primality testing), if k < I, turn to step 1, and if n
passes rounds of testing, output "pass”, and turn to step 13.

If n is composite number (n does not pass this round test), output "no pass", and turn
to step 13.

The end.

6. The Environmental Results

In this article, b takes four fixed values 2, 3, 5 and 7, which are all prime numbers, that
is, a large number is tested four times by Miller-Rabin primality test. The probability that an
integer n is a prime number which passes a prime testing is greater than 75%, so the
probability is greater than (1-1/44) if n passes the test four times.

Through the test, we can randomly choose large prime Numbers p and q, and through
p and g, we can calculate the safety parameters n. It is very easy to multiply two large prime
numbers, however, it's hard to factorize the product. N guarantees the security of the system to
a certain extent.

In this article, n=(2p + 1) (2 g + 1). Part of the data generated by the operation of
program are shown in the figure below, of which p\q means the product of p and q, and is
used for selection of the private key y and y. After getting the values of private key y and Y,

then calculate Z = gy modnn. PK = (n, a, a0, g, h, m, z, z) is the public key of system. Among

them, a, a0, g, h and m are the quadratic residue of n (omitted here) [10]. The values of Arbar
and beita coact to calculate x, and the values are generated under the action of the user and
the digital library. This article only needs to use x for calculation, and there is no need to know
the value of x in detail, so | randomly select the related data from the scope of the standard,
and get x through analogue computation. X is equal to the user's private key which is used to

calculate the user’s information C2 = ax mod n and the data information T, = m* modn[11].
The result chart of EIGamal security parameters is shown in Figure 4:
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® 1 C\Users\Administrator\Desktop\elgamalhDebughielgamal.exe
: 590868018259 73263136693181

457871 8821674263 488220333
2741874793921 4976704719363 777 7IIAYALSZAPIZRYAZIZ6IE
: 1@88167499175685920V6188776648054587158502640591 7481

y=1FFEEF2126629753I2E8661 2818121110853 51 941761603 858063
Y =1T2878690772180414229 768411 V3535 7141123941690 731710941563
==363781 7038143472407 3IB6ET14619531 0218 79F47588545%76
Z=317A336422927A163?7662127579558526 7589013343883 741
larbar=1151 76828448251 2578083088588

be ita=1456561414336445592@06295221 9091

laverage =—66466935741 92858871 7ABS IS

2z~ lanmdaZ=1237740@03 2853802748971 24224

< =6171121 2660271 76752780564713238

Figure 4. The Result Chart of EIGamal Security Parameters

7. Conclusion

For the construction and extensive application of digital library in the current
information age, this article briefly introduces the advantages of digital library compared with
traditional library, expounds the contribution of digital library to the progress of scientific and
technological and society. At the same time, analyze the information security of library, and put
forward a kind of technology based on the combination of EIGamal encryption algorithm and
digital library, to effectively protect the information resources in digital library. By means of C
Language, generate the key pair, and verify the digital signatures.

In this article, we understand the basic principle and realization method of EIGmal
algorithm, and realize the process from the secret key generating, signature generating to the
signature, at last, make a primality testing for EIGmal algorithm [12]. Experimental results
prove that EIGmal algorithm is helpful to avoid the threat of theft or damage of digital library
information during the transmission, and safeguards the interests of digital library.
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