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Abstract

With the popularity of the Internet, more and more people choose online shopping, however, in
the case of lacking security measures, there is a great deal of risk on the Internet. to this situation. In
response to this situation, this paper presents a digital certificate based on the X.509 standard. This
paper uses the C language generation public key algorithm (RSA). Realization of the digital certificate
registration, verification and certificate generation process, the identity of certification users can be
verified and provide proof of identity on the Internet transactions, reducing the transaction risks greatly,
ensuring the user's property and interests are not infringed.
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1. Introduction

With the rapid development of the Internet, e-commerce and network information
services have been more widely used. There are a great amount of information on the
computer and network, some of which are important and privacy [1]. However, network open
and 0 interactions will affect the security of such information. Secure authentication can ensure
that the information is accessed and visited only by authorized users, and thus it is extremely
necessary to establish a set of authentication system to protect the information. Authentication
system as the first hurdle can provide users and systems a strong safety performance. Digital
certificate is a digital ID to show identity in the network. Encryption technology as the core of
digital certificates can do encryption and decryption, and digital signature and signature
verification for the information transmitted on the network to ensure confidentiality integrity and
security of the information transmitted online [2]. This requires that the buyer and seller
participating in e-commerce must have their legal status, which can be able to effectively verify
and correct.

Currently the definition and use of certificates are very different, but the public key
certificate used most is X.509V3 certificate. Object of this paper is digital certificate based on
the X.509 V3 format.

2. The Overall Design Scheme
2.1. RSA (Public Key Cryptography Algorithm) Digital Signature Scheme
Combined with RSA algorithm, IT can achieve a digital signature. Digital signatures
are usually attached behind the message as an encrypted message digest as to confirm the
sender's identity and the integrity of the information. For example, if A send a message to B,
the steps are as follows:
1. Take advantage of the RSA algorithm to calculate the original message summary
2. Use their own private key to encrypt the abstract and summary attached to the back of the
original message. B receives the message.
Verifying the digital signature, follows these steps:
(1) Separate the original message from the encrypted message summary.
(2) Make use of the RSA public key to decrypt the encrypted summary.
(3) Use the RSA algorithm to recalculate the original message summary.
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(4) Compare the decrypted summary and a summary of their recalculated, if they are equal, it
means that the message has not been tampered in the transfer process; otherwise, the
message is credible [3].

RSA digital signature technology brings the following three aspects of security:

1. Information integrity: it is concluded from the characteristics of RSA algorithm that if the
message has been tampered with during transmission, the summary B get is different from
the one decrypted by A's public key in order to determine whether the information issued by
A bas been tampered.

2. Information confirm: as the relationship of one to one between the public and private, if the
value of B via public key to decrypt and that of A are the same, it can be confirmed that the
information is sent by A.

3. Non-repudiation: because only A holds its own private key, A can not deny its send-off
information.

CA can digitally sign the digital certificate. In the RSA cryptosystem, we can get the
private key d and the public key e and n, then the field m of the digital certificate is:

r=(H(m))*modn (m<n)

Here H (m) m is a message digest of the calculated field, obtained from the MD5 hash
function, and r is the signature of the message. When verifying the digital signature, it is only

need to verify that: H(m) =re mod n

2.2. Certificate Request Program based Business Platform

The process of generating a digital certificate must has the involvement of RA and CA.
But here we can rely on the e-commerce platform to help us solve a lot of things. Here before
applying for a certificate, the users must put their own public keys issued to RA, and RA must
first determine the legitimacy of the public key [4]. RA must do the digital signature verification
of users' digital certificates originally used. If the validation passes, RA can trust this user.

Subsequently, RA randomly generates a random number to challenge the user. Use e
to encrypt the random number to the user, allowing users to use their private key to decrypt
and after decryption, it is returned to RA. RA compares it with the previous random numbers. If
they are equal, then the user has the private key that corresponds with the e.
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Figure 1. Certificate Application Model Diagram
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After verifying the user's private key's legality, RA puts the user's information and
public key information to the CA Center. CA center will also produce a certificate to the user,
which contains a public key and personal information. When issuing the certificate, CA center
will use CA digital certificate's private key to do digital signature for the unique field of a digital
certificate. Signature value is put into a digital certificate. When issuing to the user, the user
decrypts the signature with the CA's public key to decrypt the signature value. If they can get
the original field, then it trusts the certificate, meaning that the certificate is signed by the CA.
Otherwise; it does not accept the certificate. Certificate application model is shown in Figure 1.

3. Secure Digital Certificate Design based on the RSA Algorithm

Digital certificates generate based on asymmetric key cryptography as early as 1976
W.Diffie.Hellman and Merkle put forward the idea of public key system, which was a revolution
of the traditional symmetric key cryptography [5]. It required that the key pairs, one for the
public key (e), the other is the private key (d), and required a secret key can not deduce to
another secret key. Meanwhile it used a pair of mutually matching key for encryption and
decryption. Individual user has a private key (private key) to decrypt and signature; public key
makes public only by the owner for encryption and signature verification.

3.1. X.509 Digital Certificates

X.509 is the certification system standards that ITU established in 1988 in order to
achieve the authentication of the remote network users in the opening network. X.509 is based
on public key cryptography and digital signatures.

In X.509 the general format of digital certificates is as follows:

Version number: the version number indicates the X.509 version that the certificate
data format followed. This article is designed for the current version the most widely used V3
[6]. Certificate serial number: a CA-signed certificate's serial number must be unique. Serial
number is a long integer and the certificate users must be able to handle up to 20 octets
certificate serial number. Signature Algorithm Identifier: algorithm and the corresponding
parameters when signing the certificate. Validity: Valid describes the valid time of a certificate.
In this period, CA guarantees it will maintain information about the status of the certificate.It
includes the start time and end time of valid time. Issuer Name: the issuer name describes the
information about the certificate issuer CA. The institution's name of CA that issued the
certificate points out the trusted source for sign ing certificates [6]. Subject Name: subject
name describes the entity corresponding to the public key in the main public keys. It means the
user's name the certificate belongs to, which is used to prove that the private key is used
corresponding to the public key. Each subject distinguished name certified by CA must be
unique. Subject Public Key Info: including the subject public key, the algorithm identifier and
the corresponding parameters of the used public key. Publisher unique identifier: this data is
optional. When the issuer (CA) name is re-used for other entities, then use this identifier to
uniquely identify the body. This data is also an optional. When the subject's name is re-used in
other subjects, then use this identifier to uniquely identify the subject.

3.2. Open the Secret Key Algorithm RSA

The difficulty of a large number of decomposition determines the security of the RSA
cryptosystem and multiply a pair of large prime numbers, which easily get the outcome. But it
is very difficult to do factorization of most of tarsus. Based on this theory, we can put a pair of
primes public as the public key, private key as the prime number. It has gone through a variety
of attacks and has not been completely broken [7]. Its algorithm can be expressed as:

Randomly select two large prime numbers p and g (generally about 10 decimal about
100);

In the process of selecting large prime numbers, we must find a method to verify the
prime number and here it uses Fermat's Little Theorem. If a number C may be a prime

number, then select a base (assumed to be 2), check whether2 p-1 mod p =1is
established. Fermat's theorem puts forward if a number is prime, it certainly satisfies the above
equation, but it making the establishment of the above equation is not always a prime number.

Calculate "= P*0 ; (open) and p(n)=(p-1*(@q-1) (keep secret)
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Apply program to generate randomly large prime numbers, then use the Tarsus
multiplication function to calculate the value of public key n. Large prime numbers p and q
respectively are minus 1 and then participate in the multiplication to obtain the Euler function

value ¢(n) :
Find a prime number e as the public key (public);

In the above we've got the Euler function value o(n) . In the design process, | made
the following some settings. When determining whether two numbers are mutually prime, when
one number is a prime number, if another is not its multiple, both are coprime numbers. Thus,

choose e as a prime number. As long as o(n) /e exists remainder, then the e and ¢(n) are
prime.

exd =1mod ¢(n)

Calculate d so as to satisfy and d as a private public key.

From the above we can see the values of e and (p(n)_ Making use of equation
relationship, we naturally can get the value of the private key d.

The advantages of RSA algorithm is the following:
1) Security:

Security of the RSA algorithm is based on the difficulty of integer factorization in

number theory. An n-bit binary number factorization takes EXp{[In(X)*In(ln(x))]llz}
machine cycles. So it is difficult for the decomposition of large numbers. RSA algorithm is
relatively safe.

2) Easy to use and easy to manage keys:

Using RSA, even if multiple users communicate secretly, it is unnecessary to
exchange keys before communication. But in the asymmetric key cryptosystem, each user
need only to protect their own decryption key, while the encryption key is put in the common
storage area rather than managed by users. The inadequacies of the RSA algorithm are
mainly inefficient and slow. When implementing it by software, it is slower than DES nearly 100
times. In addition, RSA Security has been seriously challenged. In order to improve the
security of RSA, the longer keys must be used.

3.3. Certificate Generation Step
Step of generating a digital certificate is shown in Figure 2.

Key generation — Registration — Verification — Certificate generation

Figure 2. The Digital Certificate Generation Step

Key generation:

Users use some software to generate a pair of public/private keys. The user keeps the
generated private key confidential and non-disclose the private key, and then sends the public
key and the identity and other information to registered institutions.

Registration:

User sends the public key and related registration information as well as all their
supporting materials to the registry and sometimes, these materials can also be a paper
document. However, in this process, it should be paid attention that users can not put private
key to registered institutions but rather to its confidentiality. In fact, the private key is best not to
leave the user's computer.

Authentication of data and private key:

After the registration process is complete, the registries should make the
corresponding authentication to users' materials, mainly from the following two aspects to
validate. First, RA needs to validate users' materials, such as the evidence provided, to ensure
that they can accept. If the user is an organization, RA need to examine business records,
historical documents and credit references. If the user is an individual, then it needs the simple
proof such as postal address, e-mail address, phone numbers, driver's license, etc [8].
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The second check is to ensure that the user holds the corresponding private key to the
public key of the certificate, which is very important. We must prove that this user has the
private key, otherwise it will cause legal problems. RA can first get a random number to
challenge. It takes the user's public key to encrypt and sends the encrypted result to the user.
If the user can use their private key to decrypt, it can be confident that the user owns the
private key. Chapter 3 describes in detail the whole process of this algorithm.

Certificate generation:

After all of the above steps are successful, RA passes the user's details to the
certificate authority. Certificate authority verifies it and uses the program to generate a digital
certificate. Then it sends the certificate to the user while it would keep a record of that
certificate.

3.4. RA Authenticates Users' Private Key

In the application for a certificate, the user needs to send their identify to registered
institutions, while at this time registered institutions need to verify the user's identity and
whether the user has a corresponding private key. It is better to verify the user's identity
through the information. This step is very important to check whether the user has a private
key corresponding to public key. RA tends to generate a random number at this time, which we
assume k [9]. RA wuses the public key to encrypt and the encryption formula is:
ke mod n=c(k <n)

After encryption, RA sends the value of k to the user. In advance RA will inform the
user encryption algorithms, allowing users to use their private key to decrypt. Decryption

formula is: cd mod n=b
The user sends the value of Y to RA. RA decides whether the value of k and b are

equal. If equal, it means the user has a private key corresponding to the public key. RA verifies
user's private key process is shown in Figure 3.
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Figure 3. The Process of RA Validating User's Private Key

In order to prevent from replaying attacks, in the program | use function to get the
current system time. RA sends number generated to the user to get the current system time
T1. When a user decrypts the random number with the private key, he would later return the
decrypted number to RA and then get the current system time T2. Set a reasonable time
interval, if the time difference between T2 and T1 is over this time interval, it will not accept the
returned information of the user.

4. Run Results
4.1. Digital Certificate Application Interface

E-commerce platform is Inseparable from digital certificates. In the commodity trading
online, authentication will need to use digital certificates. Before the use of e-commerce
trading, it is an essential component to apply for a digital certificate.
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In the real life, when the user request a digital certificate, he must have an original
certificate expired, which has the user's public key. The private key corresponding to the public
key is known only by the user. Here we make use of platform to generate an RSA key pair for
the user. The generation of RSA key pair is basis of the digital certificate, so RSA key pair
generation is essential [10]. Here | choose the large prime numbers p and gq generating 40 and
calculate the values of n, @ (n) and d according to the formula, as shown in Figure 4.

=& p7): 859608481316 28A938237A8PARBE 3442191173581

&) = 3797@62468556541 7322556 78698301 2142908253
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Figure 4. RSA Key Pair Generation Interface

After the test of cap software, p and q are primes, e and d are one pair of
corresponding public and private key pair. Before generating the certificate, the whole process
of generating the key pair is done by the user or registered institution. If it is user-generated,
the user needs to keep d secret, and then put the public key and the identity proof to registered
institutions. If it is a key pair generated by registered institution, the registered institution need
to distribute private key secretly to users without exposure. So the user has a private key and
RA institution has a public key.

4.2. RA Verify the User's Public and Private Keys Interface

When users request a new certificate, they will send their own public key to the RA
institutions. How RA can trust the correctness of public key? Users must send the certificate
once used to RA when applying for a new certificate, let which verify the digital signature of the
CA on the digital certificate. If past, RA believes that this public key is one the user ever used
and then does related work as shown in Figure 5.

Fl P|A{Efh:v3 5a ac 35 58 99 ac hc 81 @9 88_MDSRSA_MDS_chenCA_19836518 26138518
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Figure 5. RA Verify the Legality of User's Figure 6. RA Validate User's Private Key
Original Certificate

When the user sends the certificate request to registration authority, RA must verify
the identity of the user, which must check the user's public key corresponding to the private
key is correct in the request as shown in Figure 6.
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It can see from the map, RA first generates a random number and RA organizations
will acquire the current time. The public key encrypts the random number and the encrypted
formula is shown above. The encrypted data and the access of the current time is sent to
users, who decrypt it with the private key and the decrypted data back to the RA. At this time,
RA will once again get the current system time. Compare whether before and after two system
times is less than 60 seconds to prevent replay attacks. RA compare whether the data users
decrypt and the random number generated previously are equal. If equal and the time
difference is within the allowable range, it means the user has the private key corresponding to
the public key [11]. When the value of d the private key is arbitrarily changed, for example, the
d-value plus one or minus one, the result will be that a decrypted number and the original
random number is not the same. So, RA can use this method to verify the user's private key.

5. Conclusion

Digital certificate is an authoritative electronic document. It provides a way to verify
your identity on the Internet to bind the certificate holder's identity to its public key bindings. In
order to ensure the integrity and non-distortion of the certificate, certificates also contain the
certification authority CA's signature to the certificate. The certificate can provide security
services, such as authentication, integrity, confidentiality and non-repudiation. The public key
in certificate can be used for data encryption or authentication of signature corresponding
private key [12].

This paper not only focuses on the structure and content of universal standard
certificate X.509V3 in current world to analyze, but also analyze and describe in detail the
whole process of how to generate a digital certificate currently. In C language as a tool, it
makes the realization of the validation work of the digital certificate's private key and achieve
authentication of the private key's digital signature.
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