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As a result of the expansions that have taken place in the field of networking
and the increase in the number of users of networks, there have recently been
breakthroughs made in the techniques and methods used for network security.
In this paper, a virtual private network (VPN) is proposed as a means of
providing the necessary level of security for particular connections that span
across vast networks. After the network performance metrics such as time
delay and throughput have been accomplished, the suggested VPN is
recommended for the purpose of assuring network security. In addition,
artificial intelligence attack predictors and virtual private networks have been
implemented with the purpose of preventing harmful activity within such
connections. Using a wide variety of machine learning methods like Random
Forests and Nave Bays, malicious assaults of any kind can be identified and
thwarted in their tracks. Another technique for anticipating attacks is the use
of an artificial neural network, which is a type of system that engages in deep

learning and learns the behaviors of attacks while it is being trained so that it
can then predict attacks. The results of this study demonstrate that the use of
machine learning and artificial intelligence techniques can significantly
improve the security and performance of virtual private networks and can
effectively identify and prevent malicious attacks on networks.
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1. INTRODUCTION

The development of computer networks has greatly impacted various sectors of personal and industrial
life, enabling more efficient operations through the use of computational technology. This work proposes the
implementation of a computer network using a small number of computers, allowing them to share information
and access common terminal devices such as printers and fax machines [1], [2]. As the network expands to
include a larger number of computers, it becomes a local area network (LAN) providing connection for
computers within a small coverage area, such as a building or enterprise [1]. The LAN has a high data rate and
serves both personal and industrial applications, connecting terminal computers located in different
departments. In addition, servers are connected within the network to provide additional facilities and services
to the terminal computers [3]. These servers are often powerful computers with large random-access memory,
large storage capacity, and fast processors, capable of handling a large volume of data from different streams
[3]. To further improve the functionality of the computer network, virtual private networks (VPNs) can be
implemented to provide an additional layer of security and privacy. VPNs create a secure and encrypted
connection between devices over a public network, protecting data from external attacks and ensuring the
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privacy of the connection. In addition, machine learning and deep learning techniques can be utilized to
improve the performance of VPNs and predict potential attacks on the network. By using a variety of machine
learning algorithms such as random forests and Naive Bayes, as well as artificial neural networks (ANN), the
network can be more effectively protected against malicious activity.

The increase in the number of network subscribers and advances in technology have led to the
development of various network topologies, including wider coverage networks that can connect distant
geographical areas. Wide area networks (WANS) are designed to support computer networking over a distance
of 5 km, consisting of multiple smaller networks connected by local area network topology in different
geographical areas, joined together by a larger network. The internal small networks maintain their own
network configurations and security measures, while all networks share the larger network and can
communicate with any desired host. Data from all hosts can be pooled into one server, allowing all subscribers
to access large amounts of data and services. However, the internet as a public network poses a significant
challenge in terms of data security, and past research has employed standard formats for virtual private
networks (VPNSs) to ensure the security of data over public networks [4]-[6]. However, these approaches
typically secure all types of applications using the same paradigm.

Virtual private networks (VPNs) are commonly used to provide security for two connections in a
personal computer via the internet and are also capable of securing data on school and company networks [7].
While VPN are effective at securing data, they have been shown to be sensitive to certain types of malware and
attacks, which may remain undetectable within the VPNs [7]. Previous research has examined the impact of VPNs
on the performance of the network in terms of packet drop rates, throughput, and time delay, but has focused
primarily on enabling a secure network without considering other aspects such as network performance [8], [9].

2. LITERATURE REVIEW

As the number of network subscribers and the scope of networks have increased, the economic
benefits of data sharing have also grown. However, the expansion of the internet and computing technologies
has led to an increase in challenges such as data snooping and hacking, where malicious attackers with hostile
intentions towards certain data carry out harmful actions [10], [11]. These actions may include stealing or
damaging the data, and therefore need to be prevented. Initially, network security focused on allowing access
only to authorized users of the network, particularly in the context of the internet of things, electronic
commerce, and internet banking, which are vulnerable to malicious operations. However, the development of
mobile applications and internet capabilities has also led to an increase in personal transactions conducted over
the internet, making the privacy of this data crucial. Networks are vulnerable to a range of malicious attacks,
which can be classified as shown in:

- Black hole attacks are a type of denial-of-service attack in which a node with malicious activity joins a
network. This node receives the HELLO message broadcasted from the source node and responds as if it
is the nearest designated destination node. In a packet network, nodes periodically broadcast traffic status
and location updates to notify each other of their current status and support data transmission [12], [13].
However, the malicious node may attempt a black hole attack by pretending to be the required destination
and receiving the payload from the source node, only to redirect it away from the designated destination.
This can consume network resources as the network continually resends the missed payload to the
destination [14], [15]. Figure 1 illustrates the process of a black hole attack.
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Figure 1. Overview of black hole attack [16]
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- Grey hole attacks, like black hole attacks, involve a malicious node pretending to be a genuine node and
redirecting data to other locations. This causes the network to request retransmission of the lost
information, leading to high delay and a drop in the network. Grey hole attacks are particularly dangerous
as they consume network resources and damage the network. However, unlike black hole attacks, which
target a specific type of traffic or data, Grey Hole attacks are targeted at a broader range of traffic or data
such as signaling data or a particular packet size [17], [18]. Figure 2 illustrates the process of a grey hole
attack. Grey hole attacks can be particularly difficult to detect and prevent, as the malicious node may
only redirect a portion of the traffic or data, making it appear as if it is a genuine node to other nodes in
the network.
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Figure 2. Overview of grey hole attack [19]
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- A synchronous flooding attack is a type of denial-of-service attack that exploits the process of two-way
hand shaking. In this attack, a malicious node in a network pair sends a large number of requests to the
target node, which then attempts to respond to all of these requests. The overwhelming number of requests
received by the target leads to increased queuing time, making the target appear constantly busy [20].
This can effectively prevent the target from being able to process any legitimate requests or function
normally. Figure 3 presents a graphical representation of this attack.
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Figure 3. Synchronous flooding attack overview [21]

Many other methods have been studied and developed to increase the security of information, the way
it is transmitted, and the detection of possible attacks on this information [22]-[24]. Over the past 20 years,
several academics have developed fresh approaches for solving the issues that relate to the wireless ad hoc
networks [25]-[29]. As a result, several articles offered unique probabilistic models like giving wireless nodes
with the capacity to recognize harmful activity and respond appropriately. Additionally, the system uses an
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analytical secure routing modeling that continuously checks for harmful activity on surrounding nodes and
helps source nodes decide whether to use safe routing. On the other hand, a mathematical model-based
approach has been developed to detect the malevolent intent of mobile agents in the event that they go rogue,
in order to stop DoS assaults in vehicular ad hoc network (VANET) [30]-[34].

Considering this literature, many ensemble approaches have been suggested in recent works to address
the problems with single classifiers [35]-[37]. Therefore, highly scalable and voting-based ensemble models
were proposed [38]-[40]. These models can be used in real-time to successfully examine network traffic and
proactively warn against the possibility of attacks [41]-[43].

Alissa et al. [44] created a tracking game system to investigate the respondent behavior of several
group of compared and collected results. The system will follow the activity of the respondent to determine
compliance with information security regulations. In order to identify structured query language injection
(SQLi) assaults launched by insiders, Furhad et al. [45] presented a hybrid approach in 2022 that combines a
normal blockchain foundation with an SQL query matching technique (SQLMT). In the same year, Nguyen et
al. [46] proposed three models in order to improve the speed of detecting data breaches in control systems.
These models achieved positive results that increased the information security. Furthermore, Al-Shabi and
Abuhamdah [47] conducted a study using deep learning methods to discover abnormal behaviors in internet
networks. It is worth mentioning that many intelligent methods have been used to increase the information
security, see [48]-[52]. Because attacks that use viruses intelligently, a novel study of information security has
been conducted [53]. Also, through the implementation of a safe and efficient communication proxy, Yusoff
et al. [54] addressed the problem of 10T traffic security. In addition, for the physical level of the WSN that uses
the message queuing telemetry transport (MQTT) protocol for data transfer and networking, a cyber-security
method is described by Khudhur and Croock [55] and Magzoub et al. [56].

To recognize a fraudulent user behavior, more intelligence is needed since traditional security
measures fall short of providing the requisite protection and privacy [57]. To identify real users from false
ones, many supervised machine learning models were consequently suggested [58], [59]. Therefore, a proactive
security approach is used to identify and mitigate these problems. This finding is often accomplished through
the blacklists in the online environment [60], [61]. Many researchers tried with various ensemble algorithms
to compare and examine how well they could separate botnet activity from regular traffic by picking out
distinctive characteristics of the network traffic. According to experimental findings, machine learning
approaches are capable of efficiently detecting numerous invasions [62], [63]. Different techniques were also
analyzed using machine learning by Khammas [64] and Sonker and Gupta [65] in 2021 to detect ransomware
viruses, where the results showed a detection accuracy of 98%. Syed and Ali [66] provided an improved trust
model that combines blind trust with referential trust to secure the MANET utilizing a trust-based system.

Ayo et al. [67] made a safe framework recommendation that can be utilized to accurately and quickly
identify and mitigate cross-site scripting threats in cloud-based web applications. Alabdel and Prarthana
presented a technique that uses a friendly jammer and a max min optimization model to optimize the secrecy
rate. The proposed simulation findings demonstrate a considerable improvement over the conventional
systems, such as iJam or orthogonal frequency-division multiplexing (OFDM) phase encryption, in terms of
the capacity of the eavesdropper to profit from the obtained information [68]. Parvin et al. [69] suggested a
simple trust-based paradigm for wireless personal area network (WPAN) node authentication, and the major
goal was to reduce the effort required to discern between legitimate requests from trustworthy nodes and
legitimate requests from malicious nodes that might damage the network. In order to identify phishing emails
effectively, the maximum entropy (ME) classification algorithm was presented by Asani [70].

Chan et al. [71] suggested employing statistical flow characteristics, such as five tuples for the training
dataset, and machine learning to classify traffic. The results revealed that Naive Bayes obtained accuracy up
t0 99.82% for all priorities while 99.92% for extracted priority of harmful flows training dataset in 0.06 seconds
and be chosen to classify traffic in real-time process. Uchenna et al. [72] conducted thorough analysis of the
use of static, dynamic, and hybrid malware assessments in order to propose a solution to the security issues
affecting various 10T applications. In 2021, researchers made a study on the information security and coding
skills gap by implementing machine learning approaches to improve network-level security in low-power
devices that operate utilizing the lightweight message queuing telemetry transport (MQTT) protocol. The
system has learned what kinds of attacks have taken place, assisting in the protection of 10T devices [73].

The rest of this paper is designed as followos. In section three, we explain the proposed method and
give a brief explanation about the virtual private network and how it can be used in the attack repelling. In
section four, we shall give the results and discussion of our proposed method. Moreover, we will provide a
comparison of the suggested method with some other methods from the literature. Finally, a conclusion of all
presented work is given in section five.
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3. PROPOSED METHOD

Virtual private network (VPN) is designed to tunnel the connections over the public network where
no other candidate out of the virtual private network can be part of the connections without prior permission.
This kind of protection approach has demonstrated superior performance in terms of protection of connections
over bigger networks including the internet. Network includes various types of activities with specific
requirements of bandwidth and routing process.

Some applications may demand high throughput and others may work in real-time basis where there
should be minimum delay for packet transmission. A virtual private network should be designed in accordance
to other network configurations such as time delay, throughput. Network security and network performance
should be accorded the same level of interest by the network planners. The influence of virtual private network
on other network performance metrics should be prioritized and studied so that a robust network can be
achieved. In this work, two models have been implemented using the network simulator (Version 2) with the
aim of understanding the impact of virtual private network on the network performance as hereinafter.

3.1. Attack repelling

The purpose of a virtual private network is to secure a connection between two terminals by virtually
separating it from the rest of the network connections. Network may have too many connection requests as
demonstrated in the preceding sections, and this means that it is possible a malicious node to also flood the
network with connection request. Upon of the receipt of a malicious request, the receiver might lose data or suffer
from long queuing time which may lead to total failure of the receiver. Virtual private connection does nothing
but to secure a given network through the application of tunnel on it, where no other connection can sense that.
In other words, connection under virtual private network might not be visible to other connections in the network.
However, other connections can join the virtual private network connection by gaining prior approval from the
concerned nodes. Network running with virtual private network connection might not suffer from malicious
activities in normal situations. However, the virtual private network is also susceptible to malicious activities as
the ability of software is developed and new methods are established for snooping on the networks.

The network is fortified against harmful attacks through the development of a smart attack prevention
scheme. The scheme was developed using a feed forward neural network. It is expected that this paradigm will
be able to predict the occurrence of an attack, behaviour of each attack before it is actualized. The proposed
model predicts harmful illegal activities through the use of feed forward neural network.

In order to ensure the proposed model achieves it purpose, a dataset of network attacks is being used
to train the feed forward neural network behaviour. The dataset used in this work is made up of a large number
of connections, malicious connections as well as safe connections. After the diagnosis of every connection, the
use of the target column was employed in classifying the data based on the nature of the connection. The attack
prevention model works based on the steps:

- The dataset for the network attacks was obtained from an open access data bank and afterwards, applied
in the subsequent steps of the system.

- Afterwards, the dataset is subjected to pre-processing to enable the conversion of any alphabetic entry
into numeric entry. Meanwhile, all the numbers in the dataset are subjected to the process of normalization
with the aim of reducing the variation between the data cells that may increase the model performance.

- No missing values were identified among the dataset entries, and as such, there was no need for the
implementation of any missing value recovery program.

- The attack prevention model was implemented using the feed forward neural network. To begin, a
prediction procedure is started by training the model with 80% of the data.

- The model is then tested using the remaining 20% of the dataset after it has been successfully trained.

4, RESULTS AND DISCUSSION

In this study, an artificial intelligence-based attack preventer has been designed using the feed forward
neural network. The main objective of this approach is actualized. However, the model is developed in order
to enhance the prediction accuracy. For this reason, the prediction accuracy of feed forward neural network is
compared with other machine learning algorithms such as random forest and Naive Bayes algorithm as shown
in Table 1.

Comparing the performance of feedforward neural networks (FFNNs) with other machine learning
algorithms in attack prediction can be done in terms of time and accuracy. In terms of time, FFNNs may require
more time to train and make predictions than some other machine learning algorithms. This is because FFNNs
often have more complex models with more parameters that need to be optimized during training. However,
the amount of time required for training and prediction may also depend on the size and complexity of the
dataset, as well as the hardware and software being used.
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Table 1. Performance of FENN vs other machine learning algorithms in attack prediction

Metric FFNN  Random forest Naive Bayes
Time Accuracy  0.5312 3 12
98 41.3 15.034

In terms of accuracy, FFNNs have been shown to perform well on a variety of tasks, including attack
prediction. However, the accuracy of FFNNSs and other machine learning algorithms will depend on the quality
and relevance of the training data, the complexity of the task, and the chosen model architecture and
hyperparameters. It is therefore important to carefully evaluate the performance of different algorithms on a
specific task to determine which one performs the best.

Overall, it is important to consider both time and accuracy when evaluating the performance of
machine learning algorithms for attack prediction or any other task. In fact, random forest is a machine learning
method that builds multiple decision trees using different subsets of the training data, and then combines their
predictions to make a final prediction. The process of training multiple decision trees on different subsets of
the data helps reduce overfitting, which can improve the accuracy of the model.

On the other hand, Naive Bayes is a probabilistic machine learning algorithm that uses Bayes'
Theorem to calculate the probability of an event occurring based on the prior probability of the event and the
likelihood of the event given certain evidence. It can be used to classify data based on the probability of certain
events occurring. The algorithm is called "naive" because it assumes that all the features in the data are
independent of one another, which may not always be true in real-world data. Many other algorithms that are
used for classification tasks, such as logistic regression (LR), neural networks, decision trees (DT), K-nearest
neighbors (KNN), and support vector machines (SVMs).

Because Naive Bayes models are incapable of representing complicated behavior, there is no risk of
overfitting. Random Forest model size, on the other hand, is very enormous, and if not correctly created, it can
result in overfitting. As a result, when data is dynamic, it is constantly changing. While employing an RF to
rebuild the forest every time something changes, NB can respond swiftly to changes and new data. The results
show that FFNN model is able to predict an attack within a very short period of time (0.312 seconds) with a
prediction accuracy of 98%. With this result, it can be concluded that the FFNN model outperformed other
machine learning algorithms against which it was compared. The comparison has been done based on the time
and accuracy of attack prediction. Figure 4 and Figure 5 present results of the time and accuracy comparison
among the mentioned algorithms.
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Figure 4. Time taken for the prediction of an attack Figure 5. Accuracy measure for attack prediction
in the proposed models in the proposed models

5. CONCLUSION

In conclusion, the growth of the internet and the development of various programming languages and
software have led to an increase in malicious attacks on networks. Ensuring the security and privacy of data on
these networks has become more challenging as a result. One solution to this problem is the use of virtual
private networks (VPNSs), which can protect connections from external attacks. While VPNs are a cost-effective
and convenient solution, they can also cause delays in connections. In this study, machine learning and deep
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learning-based attack predictors were proposed as a way to improve the performance of VPNs. The results
showed that an artificial neural network had the highest detection accuracy (98%) among the algorithms tested.
In addition, it is important to note that other machine learning algorithms, such as random forest and Naive
Bayes, can also be used for classification tasks related to VPNs and network security. Overall, the use of
machine learning and deep learning techniques for improving the performance of VPNs and ensuring the
security of networks has great potential. Further research is needed to explore the effectiveness of these
techniques in real-world scenarios and to identify the most suitable algorithms for different types of networks
and data.
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