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Hybrid wireless networks (HWNSs) are resulted from the integration of a
mobile Ad hoc networks (MANET) and an infrastructure wireless networks.
These networks have received increasing interest from researchers for their
superior performance and reliability. Packet routing protocols in hybrid
wireless networks are important to increase the capacity and scalability of
these networks, therefore, several routing protocols have been proposed.
Routing protocols in HWNs are designed and implemented from combining
the cellular transmission mode with the Ad hoc transmission mode. To route a
message to the intended recipient of the sender, hybrid wireless networks use
multi-hop technology. However, the source node needs relay nodes, which
may be either adjacent nodes or base stations depending on set of parameters
like bandwidth, load balancing, or the nearest node. This paper explores
routing protocols for hybrid wireless networks and the techniques to enhance
the security, performance, and capacity of these routing protocols.
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1. INTRODUCTION

Hybrid wireless networks have a superior network structure for the future generation of wireless
networks [1]. Hybrid wireless network merge the mobile ad-hoc network with the infrastructure wireless
network. Wireless devices, like smartphones, tablets, and laptop computers, have an infrastructure interface
as well as an ad-hoc interface. The number of wireless devices has been rapidly expanding in recent years.
Therefore, the need transmission structure of hybrid networks is increasing. Such a network combines the
inherent benefits and overcomes the shortcomings of mobile ad-hoc networks and infrastructure wireless
networks in a synergistic manner.

In mobile ad-hoc networks (MANET), no centralized control infrastructure is available, therefore, packets
are routed to their destination via intermediate nodes in a multi-hop fashion. Route maintenance or on-demand
route discovery is required for multi-hop routing [2]-[6]. However, MANET is not reliable like infrastructure
wireless networks because messages are sent via wireless channels and over dynamic routing paths. Moreover, due
to their multi-hop transmission capability, MANETSs are only appropriate for local area data transfer. Many
features made Ad hoc networks a robust technology such as self-configuration, inherent flexibility, and ease of
maintenance [7]. The main problem of MANET is discovering the route of the destination node; therefore many
schemes are proposed to tackle this problem [8]. Also another challenges for MANET is the reliable
communication and security issues like authenticating, integration and confidentiality of the packets [9].
The performance of energy routing protocols focused on many metrics such as throughput, delay and packet
delivery [10], [11]. The scalability has an important role in position-based Ad hoc routing protocols [12].

The primary mode of infrastructure wireless network such as cellular network is wireless
communication. The nodes of theses network can exchange data with each other via base stations (BSes).
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Channel access efficiency and higher message transmission reliability can be provided in infrastructure
wireless networks because of the long-distance one-hop transmission between mobile nodes and BSes.
However, they suffer from higher power dissipation on mobile nodes as well as the single point of failure
concern [13]-[16]. Although the catenarian-trim medley (CTM) routing protocol balances energy
consumption but the delay is increased considerably during transmission of data [17]-[23]. Since wireless
sensor networks are deployed in healthcare, defense and other applications, it subject to many security
attacks. So, different reputation-based systems are developed to monitor un normal activities [24]-[28].

MANET's bandwidth, capacity, and poor connection are among the challenges it faces. In contrast,
in an infrastructure network, mobile nodes have a one-hop path to the base station and function in a non-
autonomous way. It produce a weak communication when an allotted channel in a certain cell is over-
utilized. Handoff and base station problems due to traffic overhead are the two most significant difficulties in
cellular networks. Hybrid wireless networks have solved the shortcomings of both networks [29]-[32].

The wireless network throughput of data transmission is influenced by a routing protocol. Most
existing routing protocols in HWNSs essentially mix Ad hoc transmission mode in mobile Ad hoc networks
with the cellular transmission mode in infrastructure Wireless networks [33], [34]. Routing protocols are
further classified into three kinds: proactive (table-driven), reactive (on-demand), and hybrid. In reactive
routing protocols, when a source mobile node (MN) wants to transfer data packets, it discovers a route to the
destination. So, there are two parts in this scheme: route maintenance and route discovery. (AODV) and
(DSR) are two well-known reactive routing techniques [35]-[38]. Control packets were broadcasted during
the route discovery phase to decrease network load. Because of the extremely mobile nature of mobile Ad
hoc networks, the path to the intended destination is easily lost. As a result, a path maintenance phase is
employed to maintain routes operationally. A table for the whole network is maintained by the MN that
utilized a proactive routing protocol. The benefit of this scheme is that the path from a source MN to the
inteneded destination is ready before initiating the data transmission process. However, it has the drawback of
having a high overhead due to the periodic broadcast for control packets used to maintain the routing tables.
One of the proactive routing protocols is destination sequence vector (DSDV). Finally, one of the hybrid routing
protocols is the zone routing protocol (ZRP). This protocol makes an effort to adopt both reactive and proactive
routing. Each MN keeps an area of neighboring MNs within (n) hops from it. This is the MN's inner zone,
where it behaves as a proactive and reactive scheme when wants to exchange data with a MN far away of this
area or zone. As a result, each node in its inner zone transmits broadcast packets on a regular basis in order to
establish a routing table of all MNs inside this area or zone. When a node tries to send data to the desired
node that sits outside of its zone, it initiates a routing detection or discovery phase to set up the route and
maintain a route in case of breakdown links. However, it still has the drawback of proactive and reactive
protocols in terms of control overhead and end-to-end delay. [39]-[44]. The primary goal of this study is to
review the research papers on routing protocols that were used for packet routing in hybrid networks.

2. BACKGROUND AND RELATED WORK

The routing protocols used with the hybrid networks merge the advantages of both infrastructure
wireless networks and mobile Ad hoc networks. However, these protocols inherit the Ad hoc networks’
drawbacks. Shen et al. [45], [46] in 2015 and 2009 presented A distributed three-hop routing protocol (DTR)
for networks that used hybrid wireless networks. DTR cuts up the stream of the message by the source into
segments then sends these segments concurrently to different base stations as shown in Figure 1. DTR routing
protocol makes full use of base stations and increases the throughput of the network. Moreover, this protocol
reduced overhead by removing route discovery and maintenance. Also, the DTR protocol avoided
overloading base stations because it has a congestion control algorithm.

In 2016, Poovila [47] try to enhance an efficient routing protocol through combining Ad hoc and
infrastructure networks’ routing protocols to increase the throughput of data transmitted between the sender
and the receiver. Based on the simulation results, which included merging the advantages of trading market
management and distributed routing algorithm (DRA), a high throughput was obtained. However, there is an
issue related to the inheritance of the disadvantages of Ad hoc networks, this issue still appears in the
suggested system, even though the process of combining has been achieved. In addition, security issues have
been considered by using asymmetric key cryptography algorithm (RSA) for data confidentiality.

The combination of both MANET and infrastructure network formed hybrid networks. This
combination has inherited the problem of race conditions and invalid reservation of MANET. Guaranteeing
the quality of service (QOS) for hybrid networks is stills a big problem. In 2018, Mohammadani et al. [48],
simulated both (AODV+ and DSDV) Ad hoc routing protocols with different network complexities in hybrid
systems. They found that DSDV routing protocol performed ineffectively compared with the AODV+
routing protocol in terms of jitter, PLR, and PDR [49].

Routing protocols for hybrid wireless networks: a brief review (Miaad Husam Mahdi)



844 a ISSN: 2502-4752

Sgt1
Sgt2
I. Sgt(m-1)
Sgt(m)

Destination
node
X Ad hoc link

Sgt: Segment

Sgt(m-1) Cellular link
” 1 Direct transmission
3 2 Relay transmigsion
o ; 2 o 3 Delayed transmission
é; m ”} )
5’48/‘“ sel™ I
gt(m) 3
5] — 8 Moving
Sgtu1 Sat3
Sgt2 Source node “Y
Sgtim-1)
Sgt(m)

Figure 1. DTR protocol data transmission [46]

Network nodes can be classified into static nodes as well as dynamic nodes. The static node will have
zero moves for example ground stations. In contrast, dynamic nodes, which are characterized by their movement,
such as aircraft. Guo et al. [50], propose (HODVM) routing protocol for (HWSO). That is separating the network
to backbone network (all static nodes are linked together using simple wireless connectivity) and non-backbone
network (all dynamic and static nodes are linked together via transient wireless connections) to carry out the static
and dynamic routing, respectively. The simulation results reveal that, as compared to the prior routing protocols,
HODVM has higher scalability when the network size or topology changes.

Malicious attacks on hybrid networks disrupt routing by losing packets, modifying them, and
selectively forwarding them. These types of assaults cause network links to fail. In these networks, link failures
are the primary cause of packet loss and network instability. The lifespan of the network, as well as the
performance of the route, are both impacted by link failures. In 2019, Kumar and Mohideen [51], proposes
(SARP-HWNS) routing protocols to minimize link failure in the present routing path and can provide quick
recovery, enhance throughput, decrease end-to-end latency, optimize the lifetime of the routing path without
compromising energy consumption, and QoS/QoE when compared to other existing strategies [52].

QoS-oriented distributed routing protocol (QOD) is a QoS-oriented distributed routing technology
suggested to improve hybrid networks' QoS capabilities. QOD converts the packet routing problem to a
resource scheduling problem by utilizing the network's lesser transfer hops and anycast transmission features.
To fulfill the transmission delay requirement, QOD contains a QoS-guaranteed neighbor selection algorithm,
mobility-based segment resizing algorithm, and a distributed packet scheduling technique to further minimize
transmission time. In order to minimize transmission time, a method that adaptively modifies segment size
based on node mobility is used. According to simulation results, Li and Shen [53]-[55] inferenced that QOD
may give stronger QoS performance in terms of latency, overhead, scalability, and dynamic resilience
compared to a resource reservation-based mechanism.

In a disaster and harm assessment, information needs to be collected faster and more stable for
sharing the accident information and surrounding situations. To achieve that, Fujiwara and Watanabe [56],
proposed a routing protocol to carry out unicast communication which is called enhanced communication
scheme combining centralized and Ad hoc networks (ECCA) for hybrid wireless networks. HWNS routing
protocol maintain the link between nodes and base stations. When this link is disconnected due to disasters,
the routing protocol allows the node to connect with the base station by its neighboring nodes instead of
asking for a route.

Shen et al. [57] Proposed a method of a P2P-based market-directed routing technique for boosting
throughput performance by eliminating issues such as route maintenance and route discovery. This approach
simply mixes the numerous routing strategies that cause congestion and overhead concerns in Ad hoc routing
protocols. In this system, the nodes were distributed according to the supplied coordinates and broadcast/flooded
the messages to all of their nearby nodes. The distance between neighboring nodes will be determined using the
distance formula. Base stations were placed in the center of the nodes. The BSes will communicate with one
another during the procedure. Because MDR is not employed in this procedure, it results in low routing
efficiency, high packet loss, and node energy consumption when moving packets from source to destination.
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The suggested MDR system makes use of widely available BSes to produce efficient data routing,
reputation management, and trading market management (TMM). MDR consists of four components locality
aware P2P-based infrastructure (LP2P), trading market management (TMM). Efficient and accurate
reputation management (EARM) and distributed routing algorithm (DRA).

Rajapurohit et al. [58] suggested a QoS-oriented data transmission approach that achieves high
quality based on QoS in HWN by minimizing data packet transmission latency during the interaction. When
a client is not present within the coverage zone of the access point range, the QoS-oriented data transmission
approach is employed to change from the issue of packet routing to the issue of dynamic resource scheduling.
As a result, the source node chooses the neighbour node depending on important criteria such as latency and
bandwidth. It recovers invalid reservation problems and race conditions by employing this strategy. Finally,
in order to enhance QoS in a fast-changing system, the packet resizing technique for optimizing the
scheduling of intermediate nodes and packet scheduling method for choosing neighbor nodes are included.
As a result, great throughput is also achieved in hybrid wireless networks.

Sun and Belding-Royer [59] proposed two routing schemes to get better performance for combating
the limitations of hybrid wireless network that appropriate different traffic patterns. He showed that when there
are short internet based sessions utilizing a default router produces better performance with fewer routing table
entries, lower latency, and flexible control overhead. However, when the internet traffic is accidental occurrence
and the local traffic is high, a better performance is obtained with high throughput and low control overhead.

Channel congestion of routing impacts hybrid wireless networks, which are making it difficult to
guarantee the transmission reliability of the network. An efficient routing protocol (ERP) was proposed to
improve the communication reliability of networks. To send data to a base station, the routing protocol
selects the node with the largest channel capacity ensuring that a message is reliably delivered to its intended
recipient. Comparative results with other protocols showed that ERP can enhance the throughput capacity
and minimize the congestion of hybrid wireless networks [60].

Aakasham and Mugunthan [61] suggested a secure quality of service oriented distributed routing
protocol (SQOD) for hybrid wireless networks. This protocol implicated two schemes which are the QoS-
oriented distributed routing protocol (QOD) and (EAACK). QOD is proposed to minimize transmission time,
transmission delay and to maximize transmission throughput. EAACK is used to perform intrusion-detection
system. SQOD can accomplish high mobility-resilience, adaptability, and contention reduction, according to
experimental results [62]. The objectives and obtained results of each routing protocol are summarized in the
Table 1.

Table 1. Summary of the routing protocols of hybrid wireless networks

Reference Authors Years Objectives Simulation Results

[51] Kumar and Mohideen 2019  The goals of this routing Network Secure aware routing protocol

protocol are: Simulator (NS2)  for hybrid wireless networks
Avoiding link failure (SARP-HWNSs) enhanced
Quick recovery the QoS metrics.
Enhance the throughput
Minimize end to end
delay

[48] Mohammadani et al. 2018  Using of two Ad Hoc The latency of the DSDV
routing protocols (DSDV protocol is better than that of
and AODV+) in hybrid AODV+ protocol but the
systems with different AODV+ protocol performed
network complexities somewhat well to DSDV.

[63] Li and Shen 2010  The purpose was to enhance The QoS support capability of
the QoS capability of hybrid hybrid networks are improved.
networks.

[45] Shen et al. 2015  Proposed DTR routing NS2 Enhance the scalability and
protocol for hybrid wireless the throughput of HWNS.
networks

[50] Guo et al. 2010  Propose a new routing NS2 Respecting to the network size,
protocol which is the Hybrid the HODVM routing protocol
On-demand Distance Vector has better scalability in
Multi-path (HODVM) comparison with other traditional

routing protocols.

[64] Mahmoud et al. 2014  Propose lightweight NS2 Proposed protocol:

protocol for:

- Securing
communication
Preserving users’
anonymity
Location privacy.

Has low overhead
Maintain the node’s
privacy
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3. CONCLUSION

In recent years, hybrid wireless networks have gotten big attention. A HWNs put together the
advantages of a mobile ad-hoc network and an infrastructure wireless network to maximize the system's
throughput capacity. Different routing protocols and techniques are explored in this paper. Some of
them discussed the hybrid networks and the routing protocols utilized by these networks, while other research
dealt with topics to provide security for routing protocols to enhance the security of these networks. Various
strategies have been used to improve throughput by minimizing latency, traffic prevention, as well as
overhead at base stations.
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