Indonesian Journal of Electrical Engineering and Computer Science
Vol. 26, No. 3, June 2022, pp. 1281~1289
ISSN: 2502-4752, DOI: 10.11591/ijeecs.v26.i3.pp1281-1289 g 1281

Management patients information based finger print

Ahmed Bashar Fakhri, Huda Farooq Jameel, Mustafa Falah Mahmood
Department of Medical Instrumentation Techniques Engineering, Electrical Engineering Technical College,
Middle Technical University, Baghdad, Iraq

Avrticle Info ABSTRACT

Article history: A fingerprint is certainly one of the distinguishing features of the human
. body that is easily available and identifies one individual from another. The
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Revised Apr 10, 2022 automatically classify or identify a person. The fingerprint based medical

Accepted Apr 21, 2022 system is a more efficient means of storing clinical data for patients. It

makes take advantage of fingerprint recognition technology to quickly and

easily for determine the patient's past medical history. The system consists
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Arduino UNO module, and a micro-SD card. The suggested technology allows the use of a

. . micro-SD card to store patient information as well as send it by internet.
Flr_lgerprlnts sensor When this system was compared to the manual technique, the results
Micro-SD card indicate that the main advantage is that the proposed device saves a
significant amount of time that manual searching and enrolling requires.
Patients' information is simply collected and managed with this system,
which has enhanced dependability, durability, and efficiency. It provides
improved speed and performance, as well as better data security because the
data is stored within the device.
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1. INTRODUCTION

Machine learning and robots have had a significant impact on how healthcare is delivered to
patients. Because of developments in remote monitoring of patients and wearable technology, real-time
remote medical observation has grown more powerful and adaptable. Cloud computing and wireless
technology have aided significant breakthroughs in healthcare, and wireless sensor networks are now a key
component of mobile technologies for e-healthcare. So, many methods are used in examines the
authentication factors used in electronic health records [1].

In addition, a fingerprint-detecting device, which is used one type of sensor is used the fingerprint
sensor. The precision, superior performance and resilience are the major benefits of this equipment. Both
fingerprint scanners and readers are incredibly secure and appropriate devices for security rather than a secret
word because the password is easy to guess and difficult to remember. A fingerprint-protected password
authentication technique that does not require the secret parameter to be saved in the phone [2]. Throughout
the secret key generation process, the password and fingerprint should always be submitted. The user's
password is veiled whenever the computer communicates with the cellular telephone to protect it from
adversarial attempts. According to theoretical and empirical research, this strategy improves the security of
the person's secret. Nevertheless, the technique could persist in the opponent's dictionary, repeat, and
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phishing attempts. The technique could alleviate mobile phone storage demand and is simple to implement.
A confidential fingerprint authentication method was also provided, which was predicated on a totally
homomorphic encryption technique in which biometric data was always maintained and analyzed in an
encrypted state [3]. The proposed technique could conduct fingerprint identification by utilizing a fully
functioning fingerprint authentication protocol with a raw dataset (including 4,000 samples) and the fast fully
homomorphic encryption over Torus (TFHE) module. It assists in the preservation of a centralized health
record file for an individual, enabling the professional to better serve the person [4].

The important information entrenching tools for protecting patient information confidentiality and
privacy by concealing its presence [5]. A modified picture steganography approach was proposed in this
study. The system was built with MathWorks, and dual performance measures were utilized to examine the
suggested system, that included mean squared error (MSE) and peak signal-to-noise ratio (PSNR). As a
result, the suggested secure medical information system when compared to other preexisting systems; the
system is demonstrated to be capable of concealing medical information and making undetected stego
pictures with minor entrenching falsifications contrasting approaches. A mobile device method for protecting
e-health records has been presented [6]. The approach consists of security dialogues, an algorithm for
granting permissions to patients as well as doctors, and administrative staff, a security analysis of the
suggested authentication, an implementation file, and simulation results that demonstrate the presented
approach's adequacy in terms of processing and communication as compared to other classical values
methods.

The primary difficulties and challenges connected to dataset security and privacy in wireless body
area networks (WBANS) are highlighted in this study [7]. They offer a hybrid data model. D-Sign is a
mechanism for encrypting and decrypting data. The use of digital signatures also look into it performance of
the suggested approach in comparison to the state-of-the-art procedures aimed at ensuring the safety and
security in WBANSs privacy is important. Despite significant security problems, this study employs
cryptographic approaches with biometrics [8]. The establishment of a bio-cryptography key management
strategy for protecting the privacy of patients' characteristics in a cryptographic oriented electronic health
record contributes to the body of knowledge in healthcare and self-care. The system evaluation results show
considerable gains as the biometrics false acceptance ratio (FAR) were considerably lowered, lowering the
possibility of imposters effectively access to patients' sensitive health information. This study also validates
the viability of applying fuzzy key binding schemes in real-world systems, particularly fuzzy vault, which
displayed good performance in evaluation. This study includes a comprehensive literature overview and
analysis of cutting-edge approaches for ensuring security and privacy in Healthcare 4.0 [9]. Also, examined
the block chain-based method to provide insights into the scholarly and practitioner groups. Variouse
classifications utilized in Healthcare 4.0 to investigate various security and privacy problems are also given
in an organized manner. Finally, existing security and privacy problems and potential research initiatives in
Healthcare 4.0 are outlined. Propose a biometric-based authentication mechanism to provide safe access to
patients healthcare and self-care from any place primary identified different security dangers and obstacles in
obtaining healthcare and self-care from the database repository in the proposal [10]. Following that, the
secured biometric authentication system is constructed and certified using the automated verification of
internet layer security and applications program. The results show that the proposed approach outperforms
the conventional state-of-the-art methodological approaches. BAMHealth Cloud, a cloud-based system for
healthcare dataset management, was recommended employing behavioral signature-based identification to
ensure security of e-medical dataset access [11]. The training of signature samples for identification was done
in parallel on the Hadoop map-reduce architecture using a resilient backpropagation neural network.
According to proper testing, it produces an arrangement gain in speed, an energy efficiency ratio (EER) of
0.12, a sensitivity of 0.98, and a specificity of 0.95. An evaluation of the system's performance with some
other algorithms demonstrates that the proposed method outperforms the existing processes in the research.

Furthermore, an innovative lightweight authentication mechanism for wearable devices an approach
enables a user's wearable devices and mobile terminal was proposed that they mutually validate each other
and create a digital certificate [12]. Mathematics proofs, unofficial security assessments, and formal
requirements are all examples of formal specifications to show the scheme's security. The scheme's efficacy
was further assessed using the NS2 simulator. A comparison showed that the proposed approach offers
higher security and functionality aspects, as well as lower communication and computation costs. Established
an AT&T system for controlling the patient data access control mechanism encryption is also performed via
ARCANA, which enables hierarchically satisfying access to multiple data resources [13].The access control
framework is produced using the extensible access control markup language (XACML) access model. The
primary reason behind selecting this design was the need to access data via AT&T in accordance with
XACML standards. The encryption of medical data using multiple authorization procedures has been
mandated for adequate data access control. The aforementioned may influence consumer trust in the e-health
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paradigm, increasing large-scale usability. However, it is necessary to test the suggested strategy in a real-
world setting. Moreover, the identity and quantity of database sources, although the causes chosen are
respectable and generalizable are the most significant constraint in this survey [14]. Because of the quick
expansion in this industry, it is impossible to survey on time. The emphasis was on the idea that a snapshot of
scientific investigation on this significant trend of m-health applications does not relative to total the actuality
of app use or effect; it just reflects the study community reaction to the trend, which seems to be the article's
main purpose. In addition to this a proposed system was compared to that of other present schemes to
demonstrate that by harnessing the benefits of universal serial bus (USB) and mass storage device (MSD), it
is suitable for application in a smart healthcare context [15]. However, imposing on-demand security with the
integration of risk-based authentication, without interfering with the simple authentication setup under
common situations.

Nonetheless, a secure and lightweight remote medical verification approach of biometric - based
inputs for portable healthcare situations was proposed [16]. It provides an authentication process with a data
encryption agreement: i) It does not require distant location transmission of the participant's biometric data;
ii) It does not maintain a dataset of interaction binding the sick people to their biometric features; iii) It
should not have to analyze biometric data; vi) The mathematical cost is greatly lowered, and it prevents
various attacks such as recording, fake accent, virtual machine spoofing, confidentiality, insider, man-in-the-
middle, as well as cyber. Simulations are used to assess the overall feasibility of the proposed strategy. The
findings point to excellent security performance. From the other hand, an identity verification system
approach for remote health status monitoring has been developed, which not only addresses abovementioned
issues [17]. Furthermore, using body area network (BAN) logic-based formalized security analysis is
practical in determining protocol security features. The application of the augmented automated protection
tool's results would analyze the security consequences of integrating with it in the context of the 5G
distributed system, cloud-internet of things (10T), and wireless body area network (WBAN). Similaray, a new
lightweight authentication process for an internet-of-things real-time healthcare monitoring system has been
described [18]. The suggested system should provide a high standard of protection and defense against
various hazards such as cyberattacks, replay attacks, server impersonation, and eavesdropping attacks. In
recent studies, writers use the automated evaluation of internet security methods and applications (AVISPA)
tool to simulate the procedure to assess the performance valuation and safety research. The AVISPA tool is a
simulator that is widely recognized as an excellent method of expressing the threat model. Similarly, a
multiple-factor loT-based verification solution for healthcare institutions that can securely exchange critical
data via an insecure link was presented [19]. The session code TFASH’s security is demonstrated by formal
security analysis utilizing the mutual validation utilizing BAN principles and the results oriented recruiting
(ROR) paradigm. The informal security study demonstrates that the system is resistant to various known
assaults. Present a telecare medical information system (TMIS)-based protocol that is both efficient and safe
and forms use of simple symmetric encryption calculations [20]. The system contributed is supported by
extensive formal security analysis, and its safety properties are confirmed using the automated ProVerif tool.
The comparison findings in favor of the contributed protocol are also justified by the performance evaluation.
An open-source face recognition system, Open-source was installed and assessed as part of a nationally
endorsed electronic health record system [21]. Patients were initially registered using face photographs and
then matched using the technique. Sensitivity, false acceptance rate (FAR), false rejection rate (FRR), and
failure to capture rate (FTC) were used to test the accuracy of facial recognition (FTE). The study included
103 people (mean age 37.8 years, 49.5 % female). The system gave the following outcomes: 99.0%
sensitivity, 1% FAR, 0.00 FRR, 0.00 FTC, and 0.00 FTE. The use of spectacles had no impact on the
performance. In addition, hospital administration should train staff on the risks, threats, policies, and
recommendations that will greatly increase data confidentiality, availability, and honesty, making the
electronic health records system more secure [22]. The results also show that the majority of administrative
security controls, such as processes and policies, are in effect and contribute to information security. The
majority of the health records employees agreed on the information security rules and procedures, and they
appear to agree that they are in place and functioning properly. Unlike the administrative security control, the
majority of Moi teaching and referral hospital (MTRH) employees differed on the technological and physical
security controls. The fuzzy dependent decision-making with big data approach procedure for protecting
healthcare information data was examined [23]. The healthcare cost and utilization project set of data is used
to assess data protection. On the web, a fuzzy approach was utilized to choose healthcare information
exchange. Finally, the platform's brilliance was assessed using experimental results, which reveal that fuzzy
decision-making combined with a large data strategy delivers higher safety accuracy (98.64%) with a fast
reaction time (47.82 ms).

This research presents a novel hospital method as well as a set of strategies for establishing access
control mechanisms over personal health records (PHRsS) hosted on quasi-servers [24]. Attribute-based
encryption approaches were used to conceal each person's PHR record in order to enable scalability and
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perfectly alright access control policies for PHRs. Satisfy protects the PHR on the quasi-server, and the
Acetone-butanol-ethanol (ABE) method uses it as the primary encryption primitive. Attribute-based
encryption creates data access policies depending on the characteristics of the information or the user. It
allows the patient to share their PHR selectively among numerous users, encrypting the record beneath the
set of characteristics without establishing all the users in the list. presents a continuous security solution for
intelligent healthcare systems based on 10T and biometrics [25]. Furthermore, the incorporation of biometrics
into loT raises problems concerning the execution of a user-friendly design. As a consequence, a four-tiered
Internet of Things architecture based on biometrics was proposed. Smart healthcare and the Internet of
Things have resulted in the establishment of a set of standards in biometric information technologies. This
article proposes a new approach for combining security mechanisms to build smart healthcare through the
10T, with a high capacity for cloud services and simplicity of use. Major advancements in smart health
services may be expected to produce a more secure method of accessing 10T based on identifiers and a faster
identity protocol. From the relevant literature as illustrate above there are many methods to identification the
patients information like password, digital signature, and finger prints. Moreover, every methods have a
disadvantage, the password and digital signature may be forggeted. The reason for preferring biometric
identification technology to traditional methods of identification is that old methods of identifying are
disposed to security, unreliable, and insecure. The medical information system, which will allow for the
storage of a trustworthy electronic medical record system in a database. Understand the medical history as
well as the therapies that already experienced by the patient. This allows us to delicate the technique as
needed to enhance availability and efficiency in a real-world deployment.

The contribution of this research are:

a. The implementation of this research is to present fingerprint biometrics for identification patient
information in a health information system (HIS). Because this data contains life-critical sensitive
information, ensuring its security, privacy, and safety is an important concern.

b.  The fingerprint based medical system presents a more efficient method of storing clinical information
for patients. It uses fingerprint recognition technology is simply establish the patient's prior medical
history.

c. Designed and implemented a lightweight system, verified system by using 10 samples, sent information
for patients for several destination, and used Inexpensive components for system.

The rest of the paper is as shown in: Section 2 depicts the suggested device design. The module
experimental configurations are introduced and defined in Section 3. Section 4 highlights the general
outcomes and technique explanations. Section 5 concludes with a conclusion and a suggestion, as well as
observations and ideas for further research.

2. METHOD

The proposed system involves fingerprint sensor, Secure digital (SD) card module, SD memory,
microcontroller, and display unit such as laptop, mobile phone, external data storage, and nurse center via
wireless module. First, the fingerprint sensor is acting input data from patients then process the signal in
microcontroller (i.e. Arduino Uno) in analog pin for insert, modifying, and adding data. Next, SD card is
used for storage, modifying, and adding data. Finally, send data to display unit via wireless module, laptop,
and external data storage, as shown in Figure 1.

—
USB cable |M

o

5

Finger print sensor

- W irgluiss
| SD card modul Microcontroller T S
i

A

A

<

External data
storage
SD card
memory J

Figure 1. Block diagram for proposed system
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A fingerprint sensor R307-module was employed in this study. It consists of a fingerprint scanner, a
large digital signal processor (DSP), an elevated fingerprint synchronization algorithm, high-capacity flash
cards, and other equipment and software elements that perform tasks such as fingerprint entrance, image
analysis, feature matching, browsing, and layout storage. It has a stable performance and a simple structure
[26], [27]. The SD card module is a straightforward way to transfer data to and from a normal SD card. The
pinout for SD card is microcontroller-compatible. It enables you to incorporate data recording and mass
storage into system. This module features a serial peripheral interface that is compatible with any SD card. In
addition, power supply for this module is 5 or 3.3 V. This SD card is used in several applications such as data
logger, audios, videos, and graphics [28], [29]. The microcontroller used in this work is Arduino Uno
because used a processor ATmega328 [30]-[32]. The board features digital and analog (1/0) connectors that
may be linked to masks and other components on the extension board. The board has digital pins and can be
configured with the Arduino programming environment [33], [34]. The output device used in this paper pc,
laptop, and any smart phone to display a result.

3. PROPOSED METHOD/ALGORITHM

The fingerprint identification system is separated into three parts: hardware, software, and network
components. The hardware components are the devices that are used to connect to the server where the
database is stored. The software consists of the graphical user interface (GUI), the database, which is hosted
on an internet server, and additional supporting applications. Finally, the network depends on the net to send
the medical information to the doctor or to another hospital. The aim of this proposed approach is to design a
device stores the information of the patients attending to the clinics or hospitals and recognizes them by the
fingerprint in the follow up visits.

The objective is to reduce the time of searching for the documents and get the information of the
patient even if he is unconscious by the using of fingerprints. Hardware configuration involves an Arduino
Uno (ATmega328 microcontroller), finger print sensor, SD card module, SD card, two buttons, and a
computer, as shown in Figure 2 represents the all parts of the system. In addition, software configuration
involves Arduino software, it is open-source and an integrated development environment that it is easy to
write code and upload it to the board. The environment is written in Java and is based on processing and
other open-source software. This software can be used with any Arduino board. (i.e. Arduino IDE 1.8.18)
[34], [35]. Figure 3, illustrate a prototype hardware for propose system, in Figure 3(a), illustrate an external
appearance of the proposed system. In addition, the internal appearance of the proposed system as shown in
Figure 3(b). Furthermore, show the information for patients in screen monitoring such as laptop, mobile, send
data to display unit via wireless module, Microsoft visual studio [36] , and external data storage.

Moreover, a special algorithm for programming the microcontroller is shown in Figure 4. The
mechanism of entering information is explained by entering the fingerprint in the place designated for it, and
then scanning the fingerprint to compare the information about the patient through the fingerprint. The name
of the new examination conducted for the patient, as this information will accumulate for one patient
depending on his fingerprint. The purpose of this technique is to adopt electronic information stored in
external or internal storage units, and this data can be sent electronically to the doctor in the same place or in

another place.
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Figure 4. Algorithm for programming the microcontroller

4. RESULT AND DISCUSSION

Patients’ registration are classified as either Out-patient or In-Patient. The fingerprint scanner is used
to acquire biometric data (during signup) or to match the patient's fingerprint to one in the database. In
addition the patient receives a unique identification number after completing registration, which allows for
more freedom in looking for medical information. In proposed system used serial monitoring for Arduino
software to display a results. Besides, used Microsoft visual studio is an integrated development environment
from Microsoft, as shown Figure 5. It is used to develop computer programs, websites, web applications, web
services, and mobile applications. It can produce both essential codes and managed codes. This study has
used the Microsoft visual studio to program the system, filters, DC remove, and make a GUL. In this study,
this software is used to program the Arduino UNO to control finger print sensor and shows the matching
prints. Also, to display the storage medical information in the data storage for each patient. Figure 6
represents parts of the codes used to program the sensor and the motor driver as shown Figures 6(a) and 6(b).

To measure a validation of the device 10 volunteers with an age range 13-60 years on different
genders. Which has been inserted their medical information and tested the device in all situations. The Table
1 illustrates of the age, gender, and match ratio based correct fingerprint. We noticed in this table that some
patients do not have to match the ratio because the fingerprint sensor does not read correctly because the
fingerprint was effected due to their daily work or sharp tools that affect the fingerprint, so we recommend
using more than one finger for the patient to facilitate the patient's ability to obtain his private information.

Indonesian J Elec Eng & Comp Sci, Vol. 26, No. 3, June 2022: 1281-1289



Indonesian J Elec Eng & Comp Sci

ISSN: 2502-4752

a

1287

Patient Registration/Enrollment Form
& Patient Information !Q;. uardian Information @\ -
Patent information
Title |  Anysurgicalhisiory " Yes  No
Firstname Surgical history details
Lastname
Gender
Blood group
Dateotbih [ Fiey . Mach 12220 =1 pjegyiion)
Address i 1
Mants! status
Occupaton
Phone number

Figure 5. Snapshot for Microsoft visual studio

ezt (] shom trastanes

@

= coM14 -

Found fingerprint sensor!

Initializing SD card...card initialized.
Waiting for wvalid finger...

Image taken

Image converted

Found a print match!

Found ID #10

name saja khaled age 24 diseasea HB

| Autoscroll | | Show timestamp

(b)
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Table 1. Eexplains the validation prototype system.

No. Age Gender Match ratio
1 13 M 1
2 24 F 1
3 30 F 1
4 34 M 1
5 37 M 1
6 40 F 1
7 41 M 1
8 46 F N/A
9 55 M 1
10 60 F N/A

*M is male, F is female, N/A is not valuable

5. CONCLUSION

The purpose of this paper is to build a fingerprint sensor system to manage fingerprint data to
identify each person by the fingerprint sensor. An embedded fingerprint-based patient management system
using a microcontroller (i.e. Arduino UNO) was built in this study. The biometric patient management
system for patients visiting clinics or hospitals was developed using Arduino. The research intended to solve
the challenges that doctors experienced while storing and looking for patient information. The results of
employing the established embedded fingerprint-based patient management system. The technology allows
for the accurate registration of patient fingerprints and the storage of full patient history. The doctor can
access the patients' saved information at any time. Even if the patient is unconscious, the fingerprint
management system can recognize him/her. Future work will focus on using wireless technology for
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charging and operation system without using direction power. Futhermore, saving patient information using
the cloud service for easy patient access to it through phone devices or other ways.
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