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Abstract 
The wireless microphone network is an important PU network for CRN, but there is no effective 

technology to solve the problem of microphone evaluation attacks. Therefore, this paper propose ASA 
algorithm, which utilizes three devices to detect MUs, and they are loudspeaker audio sensor (LAS), 
environment audio sensor (EAS), and radio frequency fingerprint detector (RFFD). LASs are installed near 
loudspeakers, which have two main effects: One is to sense loudspeakers’ output, and the other is to 
broadcast warning information to all SUs through the common control channel when detecting valid output. 
EASs are pocket voice captures provided to SU, and utilized to sense loudspeaker sound at SU’s location. 
Utilizing EASs and energy detections in SU can detect primary user emulation attack (PUEA) fast. But to 
acquire the information of attacked channels, we need explore RFFDs to analyze the features of PU 
transmitters. The results show that the proposed algorithm can detect PUEA well. 
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1. Introduction 

Wideband multimedia communication is an important trend for wireless communication 
in the future. And it is restricted by two main factors, the first of which is that radio spectrum is 
becoming much more crowded, and the second is that the fixed allocation mechanism for 
spectrum use is unreasonable and has caused very low spectrum utilization in some areas [1, 
2]. CR networks (CRN) take spectrum sensing and dynamical spectrum resource allocation to 
make secondary users (SUs) using licensed radio spectrum authorized to primary users (PUs) 
[3, 4]. This new technique can dramatically enhance spectrum efficiency, and has attracted 
more and more attentions [5, 6]. 

In CRN, spectrum sensing needs to reliably detect primary signals to find the idle 
primary bands referred to as spectrum holes. Then the SUs access to these holes. When PU 
begins to transport data, SU must vacate the corresponding spectrum immediately [7]. This 
principle can protect PUs from the SUs’ interference, and also be advantage to extend the 
available spectrum scope for SU. However, it may be utilized by some misbehavior secondary 
users (MUs) to launch denial of service (DoS) attacks, i.e., PUEA [8], [11], [15]. 

Federal Communication Commission (FCC) has already made the radio TV bands to 
CRNs, which have nice transmission characters and there are two main users: TV users and 
wireless microphone users. The PUEA detection manners of sensing the former spectrum have 
been researched deeply, while the last research has few achievements for its low transmitter 
power and mobile ability leading to high difficulties. Wireless microphones are widely used in 
theaters, stadiums, studios, conference halls, classrooms, and exhibition centers; therefore it’s 
very important to ensure the CRNs sensing wireless microphone networks securely in these 
places. To solve the wireless microphone emulation attacks, we propose a novel PUEA 
detection algorithm based on audio sensing aid (ASA). 

The rest of the paper is organized as follows. Section II presents the system model and 
the assumptions made to formulate the problem. Performance analysis are formulated and 
solved in Section III. In Section IV, we provide the simulation results and discussion. Section V 
presents the conclusion. 
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2. System Model 
The wireless microphone network mainly contains pocket transmitter, signal receiver, 

mixer, power amplifier, loudspeaker and so on. It’s shown in Figure 1 that the voice signal  x t  

is transformed to electrical  e t , and then modulated to  s t  and transmitted by transmitter, the 

received signal  r t  is demodulated (  e t ), and amplified (  x t ). The wireless microphone 

networks can be divided into two types: frequency modulation (FM) type and amplitude 
modulation (AM) type. The FM type is used more widely than the AM type for its high frequency 
bandwidth, large dynamic range, far transmission distance and strong anti-interference 
capability. Different from TV station, in wireless microphone networks, there are many 
transmitters, namely PUs, and every transmitter uses one channel, different channel has 
different frequency. The receiver has a console to control the open states of all channels. When 
the PU amount is known, the console operator will close extra channels. And signals transmitted 
in the open channels will be received, demodulated, and enlarged (as Figure 2). The amount of 
loudspeakers is set according to actual demands, and they are usually fixed at some places. 
Input of loudspeakers can be single PU signal or many PUs mixed signals. Therefore, only 
analysis the output of loudspeakers cannot derive the working PU amount. 

If MUs launch PUEA by emulate voice signals, they’ll be recognized easily, so MUs 

usually emulate power, frequency, and other characters of the modulated signal  s t , signed by 

 MUs t . Meanwhile, if MUs transmit in the open channels, signals will be broadcast by 

loudspeakers or result in noise, which will interfere with PUs, so no matter whether the open 
channels are used or not by PUs, MUs don’t transmit data in them. Determining which channels 
are open is related to the security of MUs, they can solve the problem by two ways: to avoid all 
the channels which are detected PU signals in the observation period, or to transmit emulated 
signals in every channels and monitor the output of loudspeakers, when interference is 
detected, MUs stop attacking the corresponding channel at once.  

 
 

 r t

 e t

 x t  s t  x t

 

 
Figure 1. Working Principle of Wireless Microphone 
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Figure 2. Wireless Microphone Emulation Attacks Detection 

 
 

3. Algorithm Principle Analysis 
In our research, energy detection is selected to sensing available spectrum, which can 

detect the energy of  x t ,  s t ,  x t  and  MUs t , but cannot distinguish these signals’ 

identities. Therefore, some more detection schemes should be used to identify PUEA. We 
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design three devices to detect MUs, and they are loudspeaker audio sensor (LAS), environment 
audio sensor (EAS), and radio frequency fingerprint detector (RFFD), which are shown by 
Figure 2.  

 
3.1. LAS 

For most of the loudspeakers locations are fixed, it is feasible to install LAS near them 
to make long-term detection. This device has two main effects: One is to sense loudspeakers’ 
output, and the other is to broadcast warning information to all SUs through the common control 
channel when detecting valid output (as Figure 3). In fact, wired microphone can be used as 
LAS when it has signal processing module and signal transmitting module. The former is to 
capture the loudspeaker’s output voice signal. And the latter is to transmit warning messages, 
which can be realized by using a resistance and a diode.  
 
 

 x t  s t e t  

 
Figure 3. LAS Realization Principle 

 
 

According to the demands of CRN, LASs can be configured to every loudspeaker or 
selected loudspeakers which are homogeneously distributed. Multiple LASs can ensure that: 
(1)the accuracy of voice sensing: specially when LAS has failure or cannot sensing normally 
caused by the loudspeakers nearby break down, other LASs also can broadcast right warning 
message; (2)the resistance to shadow effect: several homogeneous distributed LASs are able 
to ensure all the SUs can receive warning messages even at the with varied topographies or 
many barriers; (3)the reliability of system: each LAS can be a backup mean for other LASs.  

The warning broadcast of multiple LASs has two manners: (1)individual mode: once a 
LAS sensing the output of loudspeaker, it will broadcast warning message immediately, which 
causes that there may be more than one warning message; (2)collaborative mode: all the LASs 
can release warning information in polling way, or one will not warn for some period, when it has 
received others’ warning, which can reduce the crowd degree of the common control channel. 

 
3.2. EAS 

This device is a pocket voice capture provided to SU, and can be made by miniature 
microphone and signal processing module. The miniature microphone is utilized to sensing 
loudspeaker voice at SU’s location. The signal processing module is utilized to analysis voice 
amplitude information, and compare it with signal energy information of objective channel 
gathered by energy detector, from which it can be clear whether the channel is attacked by MUs 
or not. This is because the following research:  

The modulated signal  s t  of wireless microphone is [11] 

 

   = cos2
t

s s fs t A f t k e d  


     (1) 

 
where sA  is the uniform amplitude of carrier wave, sf  is the frequency of carrier wave, fk  is the 
frequency offset constant (or namely, the frequency sensitivity of the modulator). The voice 
wave can be expressed as  

     = cos 2e ee t A t f t t    (2) 

in which,  eA t  is voice wave amplitude, and represents sound volume;  ef t  is voice wave 

frequency, and represents pitch. Thus  
 

      cos 2 sin2s s e f e es t A f t A t k f t f t      (3) 
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Let angular frequency 2s sf  ,    2e et f t  , and frequency modulation index 

     f e f em t A t k f t , then  

 

      cos sins s f es t A t m t t t       (4) 

 
and Equ. (4) can expressed as  
 

      sinRe f es jm t t tj t
ss t A e e       (5) 

 

where  Re   represent get the real part. The Fourier series expansion of  s t  is  

 

      Re s ej n t t t

s n fn
s t A J m t e     


     (6) 

 

in which  n fJ m t    is the -thn  first type Bessel function of  fm t  [12]: with the rise of  fm t , 

the values of    0 1, ,...f fJ m t J m t        are more and more similar. So when  fm t  rises, signal 

power will transfer to harmonic components, which results in the power of fundamental 

component to reduce. Therefore, the power of harmonic component, sf
P , is similarly inverse to 

 fm t : 

 

         1
sf f e e f e eP m t f t A t k f t A t      (7) 

 

as    200,5000ef t  Hz, in which the maximum value is 25 times more than the minimum one, 

and man voice varies among  20,80 dB, in which the maximum value is 1000 times more than 

the minimum one. That is to say,  eA t  has a decisive effect in Equ. (7), thus, this equation is 

similar to  
 

 1
sf eP A t  (8) 

 

However, MU cannot predict the variousness of  eA t  when it transmits by emulating 

 s t . Therefore, the power change is not in inverse proportion to the volume change of 

fundamental component in emulating signals, which can be exploited to distinguish between 
MUs and PUs. In the detect procedure, we can record the energy changing data of channel i  in 

band  ,s sf f f f    in t  time, dE , by SU energy detection module, and obtain the change 

value of  eA t  in t  time, eA , by EAS module. If  

 
1d eE A    (9) 

 
then it can conclude that the signal is from PU, else from MU. 

 
3.2. RFFD 

The radio frequency features such as amplitude, frequency, bandwidth and so on, are 
significant features inherent for radio signals. In radio systems, the signals contains rich features 
from the radio devices such as antenna, power amplifier, digital-analog and analog-digital 
converter are infinitely various, and so on. Because of the diversity of the model types, 
components performance, production procedure, installation manners, configuration 
parameters, working environment, and using experience, all the devices are different from 
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others, so the features contained in the signals can be utilized to disguise transmitters, which is 
called radio frequency fingerprint (RFF). The RFFD technology has already been researched 
deeply [13, 14].  

In the detection procedure, we shall design different sensing scheme for different 

detecting object, so that which object to choose is very important. It can be seen that  s t  

includes the radio frequency features of many devices. Because of the low power value, and 
narrow bandwidth of this signal, many features are not distinctive. But the narrow band high 
frequency power amplifier is a main device affecting the transmitting signals, and generates 
some new frequency components [15]. The narrow band high frequency power amplifier can be 
considering as a memoryless non-linear device [16], which is suitable to be depicted by Taylor 
series [17]. Therefore, we choose narrow band high frequency power amplifiers as the feature 
extraction object. The detailed analysis is given as follows.  

If the input of the narrow band high frequency power amplifier is  v t , then the Taylor 

series expression of the output signal  s t  is 

 

   
0

,
N n

nn
s t a v t N


   (10) 

 
where 0n  represents the direct current component, 1n   represents fundamental component, 
and 2n  represents the -thn  harmonic component; N  is the maximum number of the harmonic 
component, and when N  , the left of Equ. (10) is equal to the right; if n  is odd number, 

 n
na v t  generates the odd harmonic components and intermodulation products for  s t , while if 

n  is even number,  n
na v t  generates the even harmonic components and direct current 

component for  s t . The intermodulation components are inside the pass band, while harmonic 

and direct current components are outside, which can be filtered by filters [18]. Therefore, the 
items that n  is even in the Taylor series can be omitted, and remain the items that n  is odd. 
Thus, Equ. (10) is derived by 
 

    1 2 2 1
2 10

N n
nn

s t a v t
   


   (11) 

 

in which     represents the operation of rounded down.  

According to Equ. (4),  v t  can be illustrated by  

 

   cosv sv t A t t      (12) 

 

in which, vA is uniform amplitude of the FM signal  v t ;  t  is phase modulation function of 

 v t , and it can be derived by 

 

     sinf et m t t t      (13) 

 
Take Equ. (12) into Equ. (11), then  
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where, 0i   represents fundamental component, and 1i  represents  2 1 -thi  harmonic 

component.  
Because of the short coverage of wireless microphone network, it’s reasonable to 

consider the radio link between SU and PU is ideal, and linear. Therefore,  SUr t  can be derived 

by  
 

            1 2 1 2 2 2 1
2 1 2 1 2 10

2 cos 2 1
N N n i n n

SU n n i v si n i
r t a C A i t t n t            

   
        (15) 

 

where, 2 1i   represents the link gain between fundamental and harmonic component; and  n t  

is channel noise. Let  
 

  2 1 2 1, , 0,1,2,...n i
n ni n a C i 
   , (16) 

 

      2 2 1, , 2 cos 2 1 , 0,1,2,...n n
v si n t A i t t i           (17) 

 
thus 
 

         1 2 1 2

2 10
, , ,

N N

SU ii n i
r t i n t i n n t         

 
    (18) 

 

It can be seen that: (1)  , ,i n t   includes all the information about signal resource in the 

 2 1 -thi  harmonic component, namely characteristic parameter of signal resource; (2)  ,i n  

includes all the information about the narrow band high frequency power amplifier in PU 
transmitter, namely characteristic parameter of PU transmitter; (3) 2 1i   represents radio link 
information, namely link characteristic parameter.  

Let’s make intermediate frequency sampling to fundamental and harmonic component 

of  SUr t  synchronously, then the -thk  sample point of the  2 1 -thi   harmonic component, 

 ,SUr i k , is 

 

        1 2

2 1, , , , , , 0,1,2,...; 1,2,...,
N

SU in i
r i k i n k i n n i k i k K    


     (19) 

 

where  ,n i k  is the -thk  sample point of noise in the  2 1 -thi  harmonic component, mid  is 

intermediate frequency angular frequency, K  is the total amount of sample points. Thus the 
received sample sequence can be represented by 
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Let 
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        T
,1 ,2 ,i n i n i n i K  n   (23) 

 
then 

 

       2 1SU ii i i i  r θ γ n  (24) 

 
According to the least square method, we can obtain that  

 

          
1

1
2 1

H

SU ii i i i i 



     γ θ θ θ r  (25) 

 

In Equ. (25),  SU ir  is observation sampling value, and it’s already known,  iγ ,  iθ ,  in , 

2 1i   is not known. If the rank of the part on the right of equal sign is more than four, we can 

estimate the value of  iγ . For simply the calculating complexity, make the following 

simplification: because in the signal processing of the narrow band high frequency power 
amplifier, the amplification of fundamental component is much more than that of harmonic 
component, so 
 

   0,0 , , 0,1,2,...; 1,2,...,and i q i q q i    �  (26) 

 
thus 

 

           1 1 10, 0,0, 0,0 0, cos 0,SU v sr k k n k A k k a n k             (27) 

 

So we can estimate the values of vA  and  k  from  0,SUr k  in the condition of ignoring noise 

affects: 
 

     1ˆ ˆ0, 0,v SU SUA r k k r k       ，  (28) 

 

where     is the operation of calculating the module;     is the operation of calculating the 

angel of arrival signal;   is the coefficient, its value is unknown. And the estimate value of 

 i θ ,  ˆ iθ , can be derived from putting Equ. (28) into Equ. (17) and (22) by 

 

   ˆ ˆˆi i   θ θ  (29) 

 

The estimate value of  iγ ,  ˆ iγ , can be obtained by putting Equ. (29) into Equ. (25): 
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1

1
2 1

ˆ ˆ ˆ ˆˆ ˆ
H

SU ii i i i i    





     γ θ θ θ r  (30) 

 

in which ̂  and 2 1
ˆ

i   are the estimate values of   and 2 1i  , respectively, which are both 

unknown. And let 
 

            
1

1
, 2 1

ˆ ˆ ˆ ˆˆ ˆ ˆ
H

i SUi i i i i i     





      γ γ θ θ θ r  (31) 

 

 ,
ˆ i γ  contains the features of transmitter  , and 2 1i  , so we need do more work to extract 

the features of transmitter.  ,
ˆ ,i n   in  ,

ˆ i γ  can be obtained from Equ. (16), (21) and (31) by 

 

  1
, 2 1 2 1 2 1

ˆˆ ˆˆ, n i
n n ii n a C    
    (32) 

 
where, 2 1ˆ na   is the estimate value of 2 1na  . Take the logarithm of the two sides of Equ. (32) to 
obtain  
 

 2 1 , 2 1 2 1
ˆˆ ˆˆln ln , ln ln lnn i

n n ia i n C   
       (33) 

 
Considering that the channels are ideal, therefore it can be obtained by ignore the 

differences among harmonic components that  
 

 2 1 , 2 1
ˆ ˆˆln ln , ln lnn i

n na i n C  
     (34) 

 
We can derive that the left part of equal sign only contains feature of the transmitter; and if the 
harmonic component in the right part of equal sign is collected, then 2 1ln n i

nC 
  is a constant; ˆln  

can be eliminated by two equation which have different value of n .  
Therefore, the RFF of transmitter, ( , )RFF i n , can be defined as 
 

   , , 2 1
ˆ ˆ( , ) ln , ln 0,1 ln n i

nRFF i n i n C     
    (35) 

 

i.e., the RFF of transmitter can be determined by comparing the  ,
ˆ i γ , values of a certain 

harmonic component and the fundamental component. 
 
 
4. Algorithm Flow Analysis 

The ASA algorithm procedure can be divided into two stages, as illustrated in Figure 4:  
Fast Detecting Stage: LASs and SUs are working simultaneously at different places, 

and each procedure is: 
 LAS workflow:  
Step 1: LASs make sensing by polling mode, and if they detect voice output of 

loudspeakers, then execute step2, else execute step3;  
Step 2: LASs transmit warning message 1b   to all the SUs in CRN through the 

common control channel;  
Step 3: LASs don’t send any message, and sense continuously. 
 SU workflow:  

Step 1: detect the energy of channel  , 1,2,...i i , iE , then compare it with energy 

threshold ithE ; listen to the warning information in common control channel at the moment, and 

if the warning amplitude exceed the threshold thb , then conclude that 1b , else 0b . There 

may be four cases: Case1: if i ithE E  and 0b , then execute step2; Case2: if i ithE E  and 1b , 
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then execute step2; Case3: if i ithE E  and 0b , then execute step3; Case4: if i ithE E  and 1b , 
then execute step4;  

Step 2: conclude that channel i  is not attacked, and it’s idle;  
Step 3: conclude that channel i  is attacked by MU;  
Step 4: conclude that it is not clear that the signal transmitting in channel i  is from PU 

or MU, and shift to the fine detecting stage.  
Fine Detecting Stage: the decision of EAS will start RFFS to work, and each procedure 

is depicted as follows: 
 EAS:  
Step 1: detect amplitude information of SU’s local voice signal, eV , by EAS, execute 

step 2;  

Step 2: record the energy changing data of channel i  in band  ,s sf f f f   , dE , by 

SU energy detection module, execute step3;  
Step 3: compare dE  with 1 eV , if they has similar inverse relation, then execute step 

4, else execute step5;  
Step 4: conclude that channel i  is not attacked, and it’s used by PU, execute 

step6~step10, and when the RFF of signal source transmitter is gotten, execute step 11; 
Step 5: conclude that CRN is attacked by MU, but to know which channel is attacked, 

it’s need to execute step6~step 10, and when the RFF of signal source transmitter is gotten, 
execute step 12;  
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Figure 4. ASA Algorithm Procedure 
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 RFFS:  

Step 6: start RFFS, and sample the received signal to obtain  SU ir , then execute step 7;  

Step 7: calculate ˆ
vA  and  ˆ k  by Equ. (28), execute step 8;  

Step 8: calculate  ˆ iθ  by putting ˆ
vA  and  ˆ k  into Equ. (17), (22) and (29), execute 

step 9;  

Step 9: calculate  ,
ˆ i γ  by putting  ˆ iθ  and  SU ir  into Equ. (31), and extract  ,

ˆ ,i n   

and  ,
ˆ 0,1   from it, then execute step 10;  

Step 10: calculate ( , )RFF i n  by Equ. (35);  
Step 11: send the result to RFF database of PU transmitter, which can be inquired by 

SUs;  
Step 12: access to the PU RFF database, and detect whether RFF of the object is same 

with one of the RFFs in PU database. If yes then conclude that channel i  is not attacked, and 
it’s used by PU, else conclude that channel i  is attacked by MU.  

ASA algorithm has been done. 
 

5. Simulation Results 
We assume that there is one PU, one SU, and one MU in a rectangular conference hall, 

which has 130 meters in length, and 42 meters in width. There are a microphone transmitter 
and a receiver near the short side, and each corner has a loudspeaker. The output power of the 
transmitter is 15 mW. We utilize wired microphone as a LAS, and mini microphone as a EAS. 
The goal of the experiment is to detect whether PUEA exists, not to confirm which channel is 
attacked. First, we test the power of environmental sound and radio signal at places which have 
different distances from the microphone transmitter, and the results are shown by Figure 5. 
Sencondly, we simulate the performance of ASA algorithm varying with t  in different 
conditions of f , and the results are shown by Figure 6. 

 
 

 

 
Figure 5. Power of environmental sound and radio signal at places with different distances from 

microphone transmitter 
 

Figure 5 depicts that the environmental sound power declines slower than radio signal 
power with the increasing distance, i.e., if SU can detect the radio signal from microphone, the 
EAS can receives environmental sound. 

Figure 6 shows that: (1) in the same bandwidth condition, the performance of ASA 
algorithm will become better when the detecting time increases. (2) the performance of ASA 
algorithm will be more better when the detecting bandwidth is narrower. However, the filter 
capability needs to be raised when bandwidth is narrow, which will cost more. (3) when the 
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detecting time is more than 20 ms, and the detecting bandwidth is 20 kHz, the PU detecting 
probability of ASA algorithm can reach 0.85, which illustrates the performance of ASA algorithm 
is good enough. 
 

 

 

Figure 6. Performance of ASA algorithm varying with t  in different conditions of f  
 
 

Furthermore, there are three issues need to notice:  
(1) to complete the RFF of the PU transmitter need some time, so it’s impossible to 

confirm the exact information of the channel suffering attacking. And when the RFFD contains 
enough RFFs, the detection becomes better and better. (2) it doesn’t need that each SU has a 
RFFD, but only DFC or center node needs this function. (3) in fact, the amount of microphones 
isn’t large in a meeting place, and the number and position of the microphones are usually fixed, 
which is convenient to utilize this RFFD scheme.  
 
 
6. Conclusion 

This paper propose ASA algorithm to solve the problem of microphone evaluation 
attacks. LASs are designed sense loudspeakers’ output, and if output is detected then 
broadcast warning information to all SUs. EASs are designed to sense loudspeaker sound at 
SU’s location. Fast PUEA detection can be realized by LASs, EASs and energy detections in 
SU. RFFDs are designed to analyze the features of PU transmitters, which can realize fine 
PUEA detection. The results show that the proposed algorithm can detect PUE attacks well. 
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