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1. INTRODUCTION

Securing data communication became a must in the digital era, cryptography is the perfect method
to remain the safety of the transmitted data over the communication channels, this field must ensure the four
principles of cryptography namely: data confidentiality, integrity, authentication, and data non-repudiation
[1]. Various algorithms have been taken into the place of date encryption and decryption specially to protect
the multimedia data since these data are the most usable data across the internet [2]. Digital image
encoding/decoding methods are widely examined rather than the traditional digital data cryptography
methods such as the traditional data encryption standard (DES) algorithms which may not be able to suit the
large-scale, highly complex digital images [3].

Machine learning algorithms vary depending on the type and features of the data along with the
situation where how the research problem and aim were designed [4]. Data mining and deep learning tools
have been given a promising outcome in both classification and clustering learning techniques especially
when it comes to large-scale, complex, high dimensional data such as the image encryption and decryption
method [5]. The aspect of image security thrives with artificial neural networks that confirm the data
confidentiality and accuracy, but it is an expensive tool to implement with complex and sensitive data such as
the image [6]. Images carry out huge information which makes it challenging to perform the
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encoding/decoding algorithms as the original text-based dataset. On the other hand, the image resolution and

quality after the decoding process must be unchangeable which a quite challenging task [7], [8].

This paper proposes a modern digital image cryptography method with a chaotic map based on deep
learning for an advanced, highly secure, and robust technique. This method ensures that images can be sent
safely without worrying about information leakage. Recent works have examined digital image security and
proposed different methods to protect the data of the images [9].

—  Chen et al. [10] implemented artificial neural nets with impulse synchronization technique with
nonlinear pulse controller, then developed this modern method to a digital image which showed a
highly secure outcome.

—  Dridi et al. [11] designed a new artificial neural network (ANN) approach that lessens the complexity of
the digital medical image cryptography, pixel summation, and exclusive or (XOR) operation was used
to ensure the performance of the method which confirms the effectiveness and the robustness of the
neural networks.

—  Fakhr [12] developed modern compression of key sensing technology with machine learning, it
computes the square of the Euclidean distance long with the dot product then test the results using
COREL image.

— Daolin et al. [13] utilized CryptoNets which are the cryptography with ANN was utilized cloud
computing to ensure the safety of the transmitted image, this technique showed a divine result when
tested using the modified national institute of standards and technology (MNEST) dataset.

— Hu et al. [14] implanted a network called the stack automatic encoder (SAE) to shuffle the coordinates
of the pixels into the image which enhanced the encryption process and it showed that this method is
robust against brute force attack, differential attack, and statistical attack.

— Hu et al. [15] steganography method was produced to enhance the image encoding, carrier image was
developed using ANN to ensure that the data remains the same with no update or alter to its information
with highly accurate and robust information extraction.

— Lu et al. [16] the equations of the second order were switched to the first order with Lyapunov-
Krasovskii functional and Jensen's inequality functions along with chaotic ANN method was developed
for reliable and efficient image transformation.

—  Shifa et al. [17] produced advanced encryption standard (AES) technology with the 3 channel images
i.e., the colored images rather than changing the image to grayscale first, this contribution has shown
ideal information hiding with accurate performance.

— Liuetal. [18] chaotic S-Box, logistic-sine system (LSS) schema, and chaotic key were produced in this
work which makes the method resistant against the certified public accounts (CPA) and it works
perfectly with the real-time encoding of the images.

—  Rungruanganukul and Siriborvornratanakul [19] proposed building and training a convolutional neural
network from scratch using Google Colab's deep learning framework. The trained network is part of the
core artificial intelligence of interactive software games, aimed at encouraging employees to exercise
their hands and wrists frequently during the game. The network is trained on a self-collecting dataset of
12,000 images recorded against a static dark background, using simple gestures. The network focuses
on classifying still images into one of six predefined gesture classes, handling small changes in size,
skin color, position, and hand orientation. This network was designed to be easily calculated with real-
time runtime even on the central processing unit (CPU). The network provides 99.68 accuracy in the
validation set, with an average accuracy of 78% when tested with 50 different users.

2. METHODOLOGY

Explaining the proposed research methodology will be in detail in this section. Research design and
research procedure (in the form Pseudocode) will be illustrated as presented in the following flowchart where
the proposed work generated a 3D chaotic map from the concept that originated from the 2D chaotic map of
image encryption. After that the original images will be fed one by one to the proposed system to encrypt and
decrypt the results, along the process histogram equalization will be implemented which transforms the 3D
Image channels to 2D (grey scale). Then applying the image rotation and XOR equations. Finally, hybrid
image encryption-decryption technique will be produced. Figure 1 illustrates the entire process,
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Figure 1. 3D chaotic map with image encryption implantation

2.1. Key generation

1. 3D logistic map is used to produce the behavior of the chaotic map, to reach a 3D chaotic map, 2D Map
will be he start point, 2D map was proposed by Liu et al. as a 2D logistic map given by the following
equations [20],

Xip1 =1 X (1 —x) + yiyf 1
Yier = 1o Y (-y) +y3 &F + x) )

in this work, 3D key generation consists of three main parameters of the key which are (x, y, and z) along
with three symbols (u, B, and y) where the values of the mentioned symbols should be in a range from [0 to
1]. The values of each variable is given in Table 1.

The equations on which the chaotic actions were given to the proposed method is illustrated in (3),
(4), and (5) [21],

Xny1 = u(l— xn) + ﬁyﬁxn + '}/Z,?{ (3)
Ve = pu(1 - yn) + ﬁzrzlxn + yx% (4)
Znp1 = pu(1 - Zn) + ﬁxrzlxn + yy?’?l) (%)

Table 1. Variables range values

Symbol > <
1} 335 381
B 0 0.022
r 0 0.015

2. To produce the histogram of the key, an equalization process is given to the grayscale of the original
image, where the image has the row and column with A*B dimension only the histogram equalization is
given to the variables of the key (x), (y), and (z) as shown in questions (6), (7), and (8),

X=(integer (x*i)) mod A (6)
Y=(integer (y*i)) mod B )
Z=(integer (x*i)) mod 256 ®)
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where integer values are always set to be greater than 10000, where A and B are equal to 256.

3. Column and Row Rotation: to change the position of the image pixels, it is known that the image is
transformed to the grayscale e level and the dimensionality is limited to 2D only with A and B symbols
each presents the row and the column. A random number (i) was generated when i1=1000 rotate the
row according to (7), and when the random number i3=1000 rotate the column according to (8) with
both respect the values of (x") and (y"). In both cases, rotate to the right when chaos is even, otherwise
rotating to the left.

4.  XOR operation is implanted to the values of the pixels sequence, where the values remain hidden to the
attacker unless he/she has the chaotic key, the XOR starts from i5 values after that the image dimension
(A*B) shuffled to produce the encrypted image.

2.2. Pseducode
Pseudocode is proposed to implement the work of this paper. It consists of 18 steps. The pseudocode
of the overall work is illustrated in the following points:
Start:
Step 1: Set the initial values: key, chaotic behavior symbols.
Step 2: Define the output: encrypted image.
Step 3: Define the input images.
Step 4: Change the 3D image input to 2D image input.
Step 5: Design the image height.
Step 6: Set the encryption phase.
Step 7: Prepare the equations of the initial key conditions.
Step 8: Set the 3D chaotic values to the variables and the symbolic values.
Step 9: Start a for loop to all the random number (i) values.
Step 10: Develop the histogram equalization phase.
Step 11: Set of conditions for row and column rotation.
Step 12: Reshape the image with XOR operation implantation.
Step 13: Start the decryption phase.
Step 14: Set of conditions for row and column rotation.
Step 15: Calculate the entropy.
Step 16: Calculate the coefficient correlation.
Step 17: Calculate number of pixels change rate (NPCR) and unified averaged changed intensity (UACI).
Step 18: Print the outputs.
End

3. Experimantal Results
In this section six main experemntial results will be given in the following tables, in is noted that
three different images were utilized during the statistical analysis of these images, matrix laboratory

(MATLAB) software was utilized to run the results, the outcomes will be shown in the following sections:

1. Image pixels diffusion results: three images where given (owl, birds, and buterfliy) the original 3D
channels of these images are switched to 2D greyscale then their pixels are diffused, as shown Table 2.

2. Histogram Visulazation: from the visulzation of the encrypted image histogram it is visula that the values
are distributed over the resultd image evenly which indicates that there is no useful information that can
be extracted from the encrypted image, as shown in Tables 3, 4, and 5.

3. The calculation of the entropy: the besst case of the entroy calculation theroitcally is 8 values, the higher
the inforamtion entropy embedded into the image the higher uneven values distribution of the results, the
entropy was applied to the three images and the entropy of both the original and the encoded image were
reistered as mentioned in Table 6.

4. The calculation of the correlation coffiecent: the correlation coefficients between vertically adjacent
pixels and horizontally adjacent pixels of an encrypted image are given in Tables 7, 8, and 9.

5. The calculation of NPCR and UACI: the former means that it is the number of changing pixel rate.
(NPSCR) That gives tha avarage changed pixels in the encoded image, while the latter indicates that it is
the averaged changed intensity (UACI) that gives the avarage different of the encrypted image with
respect to its dimentions A*B, the results were examined with the owl image only and it is mentioned in
Table 10.

6. Comparision with previous works: this comparision was made with respect to both encryption and
sensitiveity analysis with owl image which is the proosed image with our work and with different images
from other similr works in the field of image encryption, Tables 11 and 12 show the analysis results.
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Table 2. Pixels diffusion results
Original Image 3D Original Image 2D

Pixels Diffusion

Table 3. Histogram visualization of the 1% image
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Table 4. Histogram visualization of the 2" image

Source

Visualization

Original Image

Original's Image
Histogram 800 '
. || H ‘ |
’ !
200 |
o Wl I ‘ | Wi
T R |
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Encrypted Image 600
Histogram
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Decrypted Image
Histogram 600
400
200
o Ll I |
0 S0 250
Table 5. Histogram visualization of the 3rd image
Source Visualization

Original Image

Original's Image
Histogram

Encrypted Image
Histogram

Decrypted Image
Histogram

W

k.

S0 100

L

(TN

H:

250

:

nne

250

Indonesian J Elec Eng & Comp Sci, Vol. 25, No. 2, February 2022: 941-951



Indonesian J Elec Eng & Comp Sci ISSN: 2502-4752

947

Table 6. Entropy calculation of the implented imges

Original Entropy Encrypted Entropy
OW1 Image 7.4838 7.9896
Birds Image 7.2543 7.9887
Butterflies Image 7.6333 7.9894

Table 7. Correlation coefficient calculation of owl image

Source Visualization

Original Image

Vertical Correlation of
Original Image

Horizontal Correlation
of Original Image

Vertical Correlation of
Encrypted Image

Horizontal Correlation
of Encrypted Image

s
Trevat

v BT A VP AL
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Table 8. Correlation coefficient calculation of birds image
Source Visualization
Original Image ‘

Vertical Correlation of 300
Original Image

Horizontal Correlation of
Original Image

Vertical Correlation of
Encrypted Image

Horizontal Correlation of
Encrypted Image
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Table 9. Correlation coefficient calculation of butterflies image
Visualization

Source
Original Image

Vertical Correlation of
Original Image

b

ST

T

Horizontal Correlation of
Original Image

Vertical Correlation of
Encrypted Image

Horizontal Correlation of
Encrypted Image

Table 10. The NPCR and UACI of owl image
The NPCR and UACI Calculation

Measurements  Image  Calculation
NPCR OwL 99.7085
UACI OwWL 33.2030
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Table 11. Entropy analysis comparison
Method Entropy (Encryption Image)
The Proposed Method 3D Chaos Map 3DCM 7.9889
Nested Piece Wise Linear Chaotic Map (NPWLCM) [22] 7.9975
Multiple Maps Combinations (MMC) [23] 7.9997
Linear Independence Scheme and the Logistic Map (LIS) and (LM) [24] 7.9912
Chaotic Encryption Algorithm (CEA) [25] 7.9993
Chaotic Coupled (CM) [26] 7.9891
mixture of chaotic maps (MCM) [27] 7.9968
Enhance 3D Chaotic MAP [28] 7.9890

Table 12. NPCR and UACI comparison

Method NPCR (%) UACI (%)
The proposed method 99.7085 33.2030
NPWLCZ [22] 99.6292 28.5050
MMC [23] 99.5100 33.4500
CM and CF [29] 99.6000 33.5400
LIS and LM [24] 99.5956 33.6035
CEA [25] 99.6128 33.4420
CCML [30] 25.0000 19.0000
MCM [27] 41.9620 33.2500
3D Cat [31] (6 Round) 50.3000 25.2000
3D CBM [32] (5 Round) 99.6000 33.4000
Enhance 3D Chaotic MAP [28] 99.6048 33.5044

CONCLUSION
From the above results, the proposed method gave promising outcomes with the 3D chaotic graph

for image encryption and decryption with perfect usages in real-time image cryptography. Three different
images were implemented in this work and all gave robust results with the statistical analysis. The pixel
diffusion method was implemented to change the position of the pixels of each image, then the entropy
analysis was calculated. It is known that the coding and the visualization of the results were taken with
MATLAB environment, so the entropy outcomes showed optimal results near to 7.89% with the encrypted
owl image which is considered the ideal image in this work. All the proposed images were transformed from
the 3D colored image to the 2D greyscale images before the operations were taken, the average calculation of
the NPCR was (99.7085%) and UACI was (33.2030%). Finally, the keyspace gives higher space with 107124
which made the proposed work powerful against different kinds of attacks.
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