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1. INTRODUCTION

In the recent time, wireless body area network (WBAN) network becomes one of the important parts
of our daily life that improves the quality of the healthcare and studies, including emergency medical and
remote medical surveillance. Indeed, the main component in WBAN system is the mini-medical sensors that
are attached in the human body, in order to collect and transmit medical data such as temperature, cancer
detection and heart rate. This data will be transmitted in three communication levels. The first one is called
Intra-WBAN communication, in which the data is between the medical sensors and the coordinator node,
using for example ZigBee (802.15.4) or Bluetooth (802.15.1) as communication protocols. After that, the
coordinator node communicates with one or more point access using for instance WiFi; this part is named
Inter-WBAN communication. Then, the third level is called beyond-WBAN communication in which the
medical data is received to the medical center via mobile network [1], [2]. In the event that the sensor collects
abnormal data, it will launch an alert to the medical team. Therefore, WBAN system helps to provide better
care and to supervise the patients in real time via the wireless communication, in order to make the
supervised person moves freely and easily.
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Although the wireless communication is offering many benefits, it still facing various and serious
problems, as low power, lost communication and secure data. In fact, security field is the most critical
challenging in WBANS [3]. The communication mode used can be easily attacked by different anomalies and
attacks, which threats sensitive data and reduces the quality-of-service (QoS), especially the quality of
healthcare as shown on the Figure 1. More seriously, in the case of emergency, the sensors could be
unavailable that are not be able to send or receive any information because of an intrusion as denial of service
(DoS) attack. Besides, other attacks push the sensors to consume a lot of energy and involve the collision
between nodes [4]. These problems may cause severe damage to the patient [5]. Therefore, it is very
important to develop a controller on the system like the intrusion detection system, which is one of the most
useful security solutions for monitoring the network traffic and detecting attacks. However, the mechanism
used in the intrusion detection system (IDS) still suffers from different challenges such as binary decision, in
which increase the false alarm rate.
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Figure 1. The scenario of WBAN with an attack [2]

Over the years, the artificial intelligence provides many benefits for implementing IDS, by taking
care of the energy consumption rate [6]. There are several types of attack detection that apply the
mechanisms of Al technologies, such as support vector machine (SVM), game theory, neural networks,
decision tree and fuzzy inference systems (FIS), which allowed to improve the quality of IDS. Indeed, fuzzy
logic system is very close to human reasoning and can predict uncertain operating problems. In the case of
IDS, FLS will allow to make good decisions and help the system to estimate the results under ambiguous
information, with low false alert and high detection rate. The objective of this paper is to present the benefits
of applying and implementing the fuzzy logic in the intrusion detection system. Furthemore, we proposed a
novel IDS based on Mamdani fuzzy inference system for jamming attacks in WBAN system. Our proposed
IDS is based on three main network parameters: Packet delivery ratio (PDR), received strength signal
indication (RSSI), and energy consumption amount (ECA).

The key contributions of our work discuss how fuzzy logic can be applied in the IDS to optimize the
detection of an attack in wireless network. Besides, we study the advantages and disadvantages of each work
in order to select the more efficient mechanism in terms of energy consumption and detection for WBAN
system. The rest of paper is organized as follows: section 2 gives an overview of the IDS functionality, by
presenting the metrics used for measuring the performance of an IDS and classifying detection approaches.
Then, we present the main components of the fuzzy logic system. Section 3 describes the previous works that
integrate FL into the IDS to detect an attack in the wireless sensor network (WSN). In section 4, we classify
the previous proposed techniques and discuss the best method that will be used in a WBAN network. Finally,
we conclude the paper by highlighting some future directions of research in WBAN security.

2. OVERVIEW OF IDS AND FUZZY LOGIC
2.1. Intrusion detection system

In the last few years, the intrusion detection system has become one of the major components in
network security scheme, which based on specific parameters linked with the system. Furthermore, the main
goal of the IDS is to supervise the network traffic by differentiating the legitimate scenarios from the
abnormal one, in order to launch alerts and inform the concerned person in real time. Basically, the IDS
could be implemented in different ways: on specific device as host intrusion detection system, or to control
all network traffics as network intrusion detection system [7]. However, the IDS system has two biggest
drawbacks that include false positives and negatives detection.
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2.1.1. Detection performance metrics
The detection techniques are measured by different metrics in order to define the detection
performance. In this section, we present the main metrics used.

- False negative (FN): is collected by the IDS as normal activity when the activity is actually an attack, and
the system does not generate an alarm in emergency cases [8], [9]. In fact, the FN is the most serious and
state, in which the detection does not generate an alert on the necessary malicious traffic.

- False positive (FP): is identified by the IDS as an intrusion or an attack on the network when the activity
is normal behavior [10]. For example, the legitimate user has entered an incorrect password several times.

- True positive (TP): is a successful detection that is correctly identified by IDS as an attack and the
activity is truly an attack.

- True negative (TN): is like the TP, which is correctly identified by IDS as legitimate activity and the
activity is really normal.

- True detection rate (TDR): represents the successfully detection of the attack by calculating the ratio of
the true positive index (TPI) by the sum of TPI and false negative index (FNI) [9]. This metric is
expressed as (1).

TPI

TDR =
TPI+FNI

1)

- False positive rate (FPR): indicates the ratio of the number of nodes misidentified by the IDS (there is no
attack).

- False alarm rate (FAR): is a number of false positive or false negative. These cases make the intrusion
detection not able to distinct anomaly signal with events that causes.

- Detection accuracy: is actually presented as an important metric that calculates the degree of a detection
mechanism if it is consistent with the correct identification of malicious packets from DDoS traffic. This
metric is based on the ratio of false negative and false positive rates to the detection of DDoS attacks [9].
Indeed, this metric is calculated according to four main criteria, which are FN, FP, TN and TP [11].

AC = TN+TP (2)
TN+FN+TP+FP
- Complexity: defines the complexity of the detection system basing on various metrics as memory storage
and time [10].

2.1.2. Classification of detection approaches

Each research chooses a detection approach depending on the data type, working environment and
type of attack. Indeed, basing on various researches [9], [12], [13] we can classify the detection approaches
into misuse detection system, anomaly detection, hybrid detection, and specification based detection, as
shown in Figure 2.

Detection techniques
in IDS
= N
- " \.\ —
The misuse The anomaly Hybrid detection Specification based
detection system detection detection

Figure 2. Detection techniques in IDS

- The misuse detection system: this detection is known also as signature detection and rule-based detection
that detects an intruder on the system or network, based on the signature of the attack. With this method,
important modules are used from an existing dataset in which produces a low false alarm that can cover a
wide range of known attacks [13]. Nevertheless, the misuse detection cannot detect a novel attack that it
must frequently update a signature to define a new attack [14].

- The anomaly detection: is also called detection-anomaly-based that is considered to identify an abnormal
activity on a system. The anomaly detection tries to collect a set of data as a normal case, which helps to
differentiate normal behavior from attacks and then launch an alert [15]. This technique based on different
measures as statistical analysis, threshold detection and rule-based measures. Nevertheless, anomaly
detection generates many false alerts because the data collected is not stable, which leads a weak detection.
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- Hybrid detection: the objective of this method is to optimize the detection of an intrusion on a system by
combining the detection by anomaly and the misuse detection system [13]. Although this approach offers
higher detection accuracy, it involves a high complexity and implementation cost [9].

- Specification based detection: uses specifically to describe the correct operation of a protocol or system in
order to monitor them. This action depends on the constraints of each area where the IDS is implemented
[13]. The disadvantage of this method is that it is not efficient in term of detecting novel attacks as the
anomaly detection.

2.2. Fuzzy logic system

Zadeh [16] built a fuzzy logic in 1965, which is a methodology for defining a good result based on
ambiguous or inaccurate input information used on various fields like medical service, digital image
processing, intelligent personal assistant and language processing. In general, fuzzy logic system is deployed
for any kind of application related with uncertainty [17]. The FLS is done as human reasoning by
determining the inputs parameters into outputs. Fundamentally, there are four main components of fuzzy
logic system as shown in Figure 3 [18] namely, fuzzification, rule evaluation, aggregation of the rule, and
defuzzification.

- The fuzzification: is based on the crisp inputs in order to transform them into fuzzy inputs [15], [19]. In
general, the crisp inputs are extracted from the network traffic as real values, which are passed in the next
component of fuzzy system “Fuzzification”.

- The rule evaluation consists to compute the output basing on several logical rules in the form IF-THEN
statements [20].

- The aggregation of the rule combines different rules in order to define all situations in the network and
generate the final decision.

- Defuzzification: translates the output into a crisp values [21].

Fuzzy Input set Fuzzy Output set

Fuzzy Interference
system

Crisp Input ‘ Crisp Output
Fuzzification

Rule base

Defuzzification

Figure 3. General fuzzy system architecture

In fuzzy logic, each input and output have the degree of truth that demonstrated by membership
function (MF). The MF represents the degree between 0 and 1 over an interval of the crisp variable, which
can have different forms as trapezoidal, Bell curves and triangular. Basically, there are two models of fuzzy
logic system, namely, Mamdani and Takog-Sugeno model [22]. Mamdani model is developed by Ebrahim
Mamdani [23] which is a set of linguistic control rules analyzed to create a control system, as well as the
functions of output membership are the fuzzy sets [24], [21]. After that, Sugeno and Kang proposed a Sugeno
model [25] which generates fuzzy rules from a specified input-output data set. The general rule set of first
order Sugeno fuzzy model is given as (3) and (4).

Rule 1. If x is Al and y is B1, then fl=p1x + qly + m1. 3)
Rule 2. If x is A2 and y is B2, then f2=p2x + g2y + m2. 4)

The main differences between these two models of fuzzy logic that is Mamdani model uses defuzzification to
offer fuzzy output, while in Sugeno model, defuzzification is done by using weighted average to calculate
crisp outputs [18] and it is more efficient in terms of defuzzifcation. More specifically, in Sugeno model, the
number of fuzzy rules should be the same as number of output functions and is not the case in Mamdani [18].

3. LITERATURE SURVEY
Recently, there are many works of intrusion detection systems based on several strategies as
threshold, fuzzy logic and machine learning, to detect an attack in the network. Most previous studies are
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implemented on WSN, but they can be applied in WBAN network. In this section, we describe the
functionalities of the previous works, in order to identify the most efficient techniques for the WBAN system.

Vijayakumaretal et al. [26] proposed a jamming detection technique called fuzzy logic-based
jamming detection algorithm (FLIJDA) for optimizing the jamming detection in cluster-based WSN (CWSN).
In the proposed technique, the Mamdani's fuzzy model is applied FLIDA implementing in downstream data
communication (from BS to sensors) using the PDR and RSSI as input parameters. In fact, the evaluation of
these parameters values is calculated by the cluster head (CH), in order to determine if the members of
cluster are under jamming or not. Vijayakumar et al. [18] developed two approaches for detecting the
presence of jamming attack in CWSN, by calculating two parameters, namely, PDR and RSSI. The first one
is fuzzy inference system based jamming detection system (FIS-JDS) that used for optimizing the detection
by applying Takagi-Sugeno fuzzy logic. This proposed technique is implemented in CH and base station
(BS), the CH detects the presence of jamming in CMs, while the BS can identify if the CH is jammed. The
second approach called the adaptive neuro-fuzzy inference system (ANFIS-JDS) that uses learning ability
with existing dataset for the prediction of future values to detect various types of jamming.

The work in Reyes and Kaabouch [27] focuses on detecting jamming attacks in wireless networks by
verifying a link loss, which based on fuzzy logic technique using four parameters bad packet ratio (BPR),
packet delivery ratio (PDR), received strength signal (RSS), and clear channel assessment (CCA) as inputs
metrics. These parameters are used for calculating a jamming index (JI) to indicate the jamming level (high,
medium or low). In the same way, Levonevskiy et al. have proposed a method that based on a vector of fuzzy
values to detect DDoS attacks [28] by monitoring the network characteristics as packet size and ratio of received
traffic to outgoing traffic. The theory of fuzzy logic is implemented also [29] to predict exhaustion attacks over
the IEEE 802.15.4 MAC layer, using FCM clustering. The fuzzy based detection and prediction system
(FBDPS) technique [19] is applied in IEEE 802.15.4 low rate wireless personal area networks (LR-WPAN),
for detecting and predicting an attack that effects availability, which is a DoS. Furthermore, the authors
selected BPR or packets dropped per terminal (PDPT) and signal to noise ratio (SNR) as crisp inputs to the
system in order to make decision for attack detection by calculating the level of attack (LOA) as crisp output.

Differently, the authors suggested another model for detecting DDoS attack in the network, by
calculating hurst parameters (H) as input parameters in the fuzzy logic system [30]. The H represents the
degree of selfsimilarity that related with long-range dependence, which has value between 0 and 1. Nguyen et
al. [31] proposed a novel technique to detect anomaly network traffic in wireless sensor network, using a
fuzzy inference system. They are applied the Mamdani inference to identify features of sensory traffic, with
two inputs parameters: mean and variance of sensory data. Chaudhary et al. [32] are implemented the sugeno
type fuzzy inference system on the IDS for detecting the flooding attack in mobile ad hoc networks. The fuzzy
inference is applied in each node to calculate the level of truth and check the behavior of the node. This method
is based on two main input parameters, namely, number of request packet received and average no. of received
route request packet as destination.

Furthermore, a novel IDS is proposed in Chaudhary et al. [33] for detecting packet dropping attack
in MANETS using Mamdani fuzzy inference system, which simulated by QualNet simulator 6.1. The traffic
listening is used to extracted the input parameters, namely, data packet forwarded ratio and data packet
forwarded ratio. Hiremath et al. [24] implemented a novel technique for the detection and prediction of
cooperator Black Hole attack in MANETS, basing on the adaptive fuzzy inference system. This last one
contains four crisp inputs: trust, data rate, data loss and energy. However, this technique has a drawback in
term consumption of energy because it makes the member of nodes send periodically data for checking the
values of the four parameters. Differently, fuzzy logic is not only used to optimize the detection of an attack,
but it can also be used to monitor the forest from the fire, as Bolourchi et al. [34] proposed an intelligent fire
detection system implemented on the sensors that based on Mamdani model, for monitoring big forest. The
mechanism uses five inputs parameters as temperature, smoke, light, humidity and distance. Besides, there
are other techniques use fuzzy logic for having a low consumption energy in the sleep/idle case for the
wireless body area networks. Gouda and Kabat [6] develop an energy efficient of MAC protocol called
fuzzy_TADMAC protocol using the fuzzy logic that are implemented in OMNET++ simulator. They are
based on three fuzzy input variables (data rate, Fuzzy Wakeup Acknowledgement at time e instant Ti and
priority) and fuzzy Wakeup Acknowledgement at time instant Ti+1 as output variables.

4. FINDINGS
4.1. Comparaison criteria of proposed IDS

As shown in the previous section, each technique of IDS utilized its crisp inputs, membership
function and fuzzy model. In, Table 1 we indicated a detailed comparison of the previous techniques. First,
we start by illustrating the used comparaison measures:

Intrusion detection based on fuzzy logic for wireless body area networks ... (Asmae Bengag)



10906 O ISSN: 2502-4752

- Type of fuzzy model presents the type of fuzzy model, which can be Mamdani or Sugeno model.

- Crisp inputs: are parameters used as indicators to detect an attack.

- Output parameter: is considered the result or degree of presence of the attack in the network.

- Simulator: the simulator used to simulate the normal and abnormal scenarios.

- Best performance results (accuracy): this measure used to study the performance of the proposed method
such as TDR, TPR, and FPR.

Table 1. Summary of reviewed literature

Articles  The approaches used Typ;g;:ljzzy Crisp Inputs Output parameter Simulator r%:ﬁ}tge(gggﬂf:cig
[26] FLIDA: Fuzzy logic-  Mamdani -PDR Jamming Matlab 7.1, True detection
based jamming -RSSI cutoff (JC) or NS2 ratio: 99.89%
detection algorithm center of simulator
gravity (COG)
[18] FIS-JDS: Fuzzy Takagi— -PDR Jamming Matlab FIS-JDS and ANFIS-
inference system- Sugeno -RSSI cutoff (JC) tool JDS achieve TDR
based jamming more than: 99.4%
detection system &
ANFIS-JDS:
Applying neuro-fuzzy
inference jamming
detection system
[27] Lost link detection Mamdani -BPR Jamming Matlab, NS2 98.4 % and
using FIS -PDR index (J1) simulator 95.25% efficiency
-RSS in detecting
-CCA constant and
random jamming
respectively
[19] Fuzzy based detection -BPR Level of NS2 Performance
and prediction system -SNR Attack (LOA) simulator having average of
(FBDPS) or center of 99.75%
gravity (COG)
[28] Network Attacks --- -Ratio of the ---
Detection Using incoming
Fuzzy Logic traffic to the
outgoing
-Packet size
[24] Adaptive system of Takagi— -Trust Output The PDR is
fuzzy inference to Sugeno -Data loss increased by
detect and prevent the -Data rate 98.63%
black hole attack -Energy
[22] To detect anomaly Mamdani -Expected --- Matlab Higher accuracy
traffic basing on value tool
Fuzzy Logic -Variance
value of the
sensor data.
[32] To detect flooding Takagi— -Number of Verity Level Qualnet High true positive rate
attack in mobile ad Sugeno request simulator under:
hoc networks. packet 6.1, Matlab Low mobility: 99.1%
received tool Medium mobility:
-Average no. 95.4%
of received High mobility:
route request 91.1%
packet as
destination
[33] IDS based on fuzzy Mamdani -Data Packet Verity Level Qualnet True positive rate:
logic used to detect Forwarded simulator 98.3%
packet-dropping Ratio 6.1 False positive
attack in MANETS. -Data Packet rate: 1.3%
Dropped Rate
[29] Detection of -Energy Multiobjective Higher accuracy
Exhaustion Attacks decay rate optimization
over |IEEE 802.15.4 (EDR)
MAC Layer Using -Attack
Fuzzy Logic System. detection rate
(ADR)
[31] Anomaly Traffic Mamdani -Mean of Probability of Matlab Higher accuracy
Detection Based on sensory data sensory data tool
Fuzzy Logic -Variance of
Approach in WSN. sensory data
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Most of these researchers prove their models using one or more performance metric that evaluate
the detection approaches. The performance of the proposed system in [17], [24] are evaluated in terms of
TDR and FDR, they are achieved at least “99.4%” of true detection ratio (TDR), whereas the FDR is
negligible. In addition, the authors [26] are based on the efficiency that is “98.4%” in detecting jamming,
which is calculated according to four main criteria: the total number of simultated situations (N), the number
of misdetection (m), the number of false alarms (f), and the number of results with the wrong reason (r).
This metric is mathematically defined as Efficiency = (N- m- f - r)/N. Howerver, the proposed
method [23] is evaluated by calculating the PDR, throughput and end-to-end.

4.2. Pros and cons of proposed IDS for WBAN

Actually, each method presents advantages and disadvantages for WBAN system, in terms of
energy consumption, detection rate, false positives and negatives alert rates. Regarding the detection, the
attack detection solution is implemented on the cluster head that is able to compute the linguistic variables of
each cluster member, in order to consume minimum energy of nodes. Papers such as [18], [19], [24], [26],
[29] are used this solution that is more efficient in the case of WBAN system. In this case, we propose that is
more efficient to implement the IDS based on FLS in a coordinator node or personal digital device (PDA).
More specifically, the PDA will be used as a cluster head to collect, analyze and compute the parameters
from the medical sensors (cluster member), and verify wheither the sensor is under jamming attack or not.

However, some method as [14], [19], [27], [28] require a complicated calculation on the nodes,
which is costly in terms of energy. The technique [27] makes the member of nodes send periodically data for
checking the values of the four inputs parameters (BPR, PDR, RSS, and CCA). Moreover, the fuzzy rules
need to be modified every time according to the changes of topology, in order to optimize the detection. In
this case, it is preferable to apply fuzzy logic system with other intelligent mechanism as neural networks
learning.

5. PROPOSED METHOD
5.1. Description

In this section, we present our proposed IDS based on Mamdani type fuzzy inference system for
detection jamming attacks in WBAN system. In fact, we are used three network parameters used as crisp
inputs: PDR, RSSI, and ECA as illustrates in Figure 4. The parameters values were valued by the FIS to
calculate and define the output, which represents the probability of jamming level called jamming detection
index (JDI). The three parameters are used as jamming attack metrics that are changed depending to the
normal and abnormal condition of the medical sensor.

JDI
_ - \ Fuzzy Inference . -
ESSI=—— Fuzihction —— —
/ system
ECA ——— Fuzzification ‘

Rules base

PDR—— Fuzzification

Figure 4. Fuzzy logic system of our proposed system

The PDR is presented as the ratio of the number of packages deliverd correctly sent by the node to
the total number of packets sent [35]. Concerning RSSI is the power level received by a sensor. Whereas, the
ECA presents the amount energy consumed by the node in a specified time for a node.

There are some cases resemble the jamming cases that called the false positive rate like imperfect
connection, low energy and collision problem. Hence, the combination of these parameters allows our IDS to
reduce the FPR and increase the TDR. The FIS system uses three trapezoidal membership functions for each
input (PDR, RSSI, and ECA) and output JDI that define the membership to low, medium and high. For
example, the Figure 5 illustrates the combined membership function for the PDR parameter.
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Figure 5. Combined MF for the PDR parameter

The Table 2 gives the values of MFs (A, B, C, and D) of that are defined according to our several
scenarios in normal and abnormal cases (under jamming). The set of rules is one of the important elements of
the FIS. We are based on the Comb method to define the set of rules in order to avoid combinatorial
explosion [36]. As we are mentioned above, our system based on three linguistic variables with three possible
levels (low, medium and high), if we apply a traditional fuzzy system, we have 27 rules (32). While, with the
Comb method, we can reduce the number of rules on 9 rules (3*3). In fact, we eliminated some rules that are
not necessary and they have no advantage in the system in order to reduce the complexity of the calculation.
For instance, in case the RSSI is low, then we can conclude that medical node is not under a jamming attack.
Besides, if the PDF value is higher, we can conclude that medical sensor is not subject to jamming attack,
whatever the value of ECA and RSSI. The nine fuzzy rules are defined to identify the degree of JDI level.
Some of these rules are given as:

- IfPDR is High then JDI is low;

- IfRSSI is low then JDI is low;

- IfPDRis low and RSSI is medium and ECA is low then JDI is medium;
- IfPDR is low and RSSI is high and ECA is high then JDI is high;

Table 2. Varibles values used in MFs
Input variable ~ Membership function A B C D

PDR Low 05 0 10 25
medium 15 32 38 55
high 45 70 100 102
ECA Low 05 0 5 10
medium 5 10 25 30
high 25 30 100 102
RSSI Low 05 0 5 10
medium 5 10 15 20
high 15 20 100 102

5.2. Tests and results

In this section, we present our methodology that we followed for evaluating our proposed IDS.
Firstly, we are used Castalia platform under OMNET++ simulator to simulate a WBAN system in different
scenarios, normal and abnormal cases. Indeed, according to the architecture of the WBAN network, our work
is focused on the communication between the medical nodes and the coordinator node. More specifically, our
normal scenario contains three medical sensors attached on the human body and a coordinator node
communicated via ZigBee (802.15.4 MAC). Then, we studied the impacts of jamming attacks by simulating
a WBAN system under a jammer node in diverse cases, basing on various positions of the the jammer node
according to the medical nodes. We are used the BypassMac for the jammer node that does not respect the
MAC protocol mechanism.

Secondly, the parameters values PDR, ECA and RSSI will be studied in our proposed techniques
that was built in Matlab as shown in Figure 6. Indeed, the matlab fuzzy logic Toolbox aims us to identify
crisp inputs, crisp output, MFs and rules base using the graphical interface. The fuzzy operators (AND or
OR) are used to interpret the relationships obtained from the rules base. Indeed, the surface viewer is used to
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represent the output surface for our fuzzy system. The Figure 7 shows the surface view of the relationship
between the Inputs parameters (PDR and RSSI) and the output JDI.

|4\ Fuzzy Logic Designer: FLD_Systea =RICEL X
—

File Edit View

-

B from vy

(mamdani)

| FIS Name: FLD_System3 FIS Type: mamdani

And method ks | || Current Variable

Or method e - ?ame | JDI

impiication =5 = ype output

| : . || Range [0 100]
Aggregation max =
Defuzzification o - | Hep | close ||

Opening Membership Function Editor |

Figure 6. Fuzzy inference system editor

JDI

Figure 7. Surface view of the inputs PDR and RSSI

Our system is able to control the communication of the WBAN network and specify the level of
jamming detection index (low, medium, or high), as presented in Table 3. In addition, our proposed system
aims to differentiate two types of jamming attacks, which could be constant jamming and reactive jamming.
These two types present in the network when the legitimate node has a high RSSI and low PDR. In fact, other
cases increase the power transmission and decrease the PDR due to the propagation loss, for instance, the
case where the coordinator node has exceeded the authorized distance with the medical node. Furthermore,
the objective of adding the ECA parameter to reduce the false positive rate and increase the detection rate.
This meteric aims also our proposed IDS to differentiate the constant and reactive jamming. The first one
causes a higher consumption of energy by forcing the legitimate nodes to stay in listening mode. While, the
ECA remains normal under reactive jamming, because this type disrupts the communication when the
legitimate send the packet RTS [1]. The Table 3 shows some examples of simulations results.

Basing on the result, the proposed fuzzy based intrusion detection system is able to detect and
identify the jamming attacks in WBAN network, with high true positive rate and low false positive rate.
Indeed, our proposed technique was evaluated by four main metrics: Detection rate (DR), FPR, TPR, and
efficiency as demonstrated in Table 4. The proposed system provides 100% of detection rate, with 98.04% of
efficiency. We have also obtained 96.15% for TPR and 3.22% for FPR.
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Table 3. Evaluting the traffic network using our proposed IDS

Inputs Output
PDR RSSI ECA  JDlvalue JDI Level Possible cause/Decision
16.48 88 20 78 High Jammed: High power constant jamming
9 90 421 80.14 High Jammed: High power reactive jamming
6258 9 4.22 15.55 Low Propagation loss (distance)
9757 26 5 14.88 Low Not jammed
96.98 15  3.07 14.88 Low Not jammed
17.9 90 23 78.20 High Jammed: High power constant jamming
61.84 10 4.63 15.61 Low Propagation loss (distance)
52.88 55 8.5 37.624 Medium  Not jammed: Propagation loss
62.67 15 4 15.54 Low Not jammed: Collision case
9.70 76 25.39 78 High Jammed: High power constant jamming
0 83 30 80.14 High Level is very high
99.24 14 513 14.88 Low Not jammed
9958 6 4.99 14.88 Low Not jammed
9958 10 5.10 14.88 Low Not jammed
67 12 22 15.14 Low Multi-path interference
43 55 456 45 Medium  Propagation loss (distance)

Table 4. Proposed jamming detection performance

Metrics DR TPR FPR Efficiency
Rules Number of attacks detected TP FP N—(m+f+r)
Total number of existing attacks TP+ FN FP + TN
Jamming attacks 100% 96.15% 3,22% 98,04%

6. CONCLUSION

In this review paper, we presented a survey of several detection techniques based on fuzzy logic
system to detect attacks in wireless sensor network. Our work provides new researchers to discover and
understand the different detection approaches and the metrics used for measuring the proposed techniques as
detection rate, false and negative rate. Furthermore, we are classified various proposed techniques for treating
and defining the most efficient for WBAN system. According our classification, we have concluded that is
very useful to implement the IDS based on FL in the coordinator node, which has no problem in term of
energy consumption and computational capability. More specificaly, it is preferable to use the coordinator
node as cluster head in order to calculate the input parameters for each medical sensors (cluster members)
and identify if the sensor is under jamming attacks or not. In this paper, we are also proposed a novel robust
IDS based on Mamdani type fuzzy inference system that detectes jamming attacks in WBAN system.
According to the results, our proposed IDS ables to control WBAN network traffic, which we have obtained
98.04% efficiency in detecting jamming attacks in WBAN system.
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