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Internets of things (loT) systems collect large size of data from huge
numbers of sensors. A wide rage of 10T systems relies on cloud resources to
process and analyze the collected data. However, passing large amount of
data to the cloud affects the overall performance and cannot support real-
time requirements. Serverless computing is a promising technique that
allows developer to write an application code, in any programming
language, and specify an event to start its execution. Thus, loT system can
get a good benefit of serverless environment. The proposed work introduces
a framework to allow Serverless computing to take place on the Fog nodes
near the data collectors. The proposed framework is implemented as an
extension to a Kubernetes cluster that manages a set of Docker containers at
the fog layer. A prototype of the proposed solution was implemented using
Node.Js for coding and YAML files to transfer data. The proposed
framework was evaluated against traditional cloud Serverless execution. The

experimental results proved the significant enhancement of the framework
by dcreasing the respond time especially for data intensive 10T applications.
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1. INTRODUCTION

Smart cities are the themes of human future living. They are provided with large number of internets
of things (10T) sensors that collect data associated with human, homes, streets, and environment [1]. These
sensors generate a massive amount of valuable data. To get a significant benefit of the collected data a set of
calculations and artificial intelligence (Al) algorithms should be applied to it [2]. Several examples
demonstrate the benefits of analyzing data generated by 10T sensors. For instance, a smart health care system
can determine abnormal medical measurements of a person and provide him with the required medical aid
[3]. Smart road monitoring cameras can collaborate with sensors embedded in vehicles to detect abnormal
movement of vehicles or abnormal activities done by drivers to prevent accidents [4].

The first problem that faces IoT systems that the computational power needed to analyze the
collected data is not available near 10T sensors [5]. Thus, the most likely scenario of 10T applications is
passing the sensors' data to the cloud to get benefit of using high computational power [6]. Cloud computing
provides high and flexible computational power needed by loT systems. One of the most suitable cloud
services for 10T systems is Serverless computing [7]. Serverless compuing provides function as a service
(FaaS) that adopt event-based programing paradigm [8]. Using FaaS allow developers split an application
into coherent functions and each function defines an event that triggers its execution. Thus, 10T systems can
get several benefits of using serverless computing [9]. Developers can implement IoT application codes
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without any concern of resource management and passes the code to be executed as serverless functions at
the cloud sides.

The idea of utilizing Serverless computing to serve loT applications is widely discussed and
implemented. From the market view Amazon, Azure, and IBM defined their own protocols to connect
Serverless computing with 10T devices. Amazon defines amazon web services (AWS 1oT) that can control
messages to and from 10T devices to use different AWS services [10]. Azure provides developers with the
facilities and protocols to invoke Serverless functions using signals generated from IoT devices. 10T sensors
sends data to the Azure IoT Hub located at the cloud data center. IBM also declared the use of Open whisk
Serverless to be connected to 10T devises. However there is a research gap associated with the delay time
when executing a data intensive Serverless function at the cloud side.

According to Tarneberg et al. [10] used AWS IloT Serverless computing to build a system for
vehicle traffic control. Their work tried to reducing latency by using high computational power enabled in
cloud data center. However, the communication between the cloud data center and the edge where 0T data
are collected added a significant delay based on distance. According to Benedict [11] introduced the generic
architecture of loT-enabled serverless computing environment. The author discussed the possible deployment
of Serverless functions at each level between loT and cloud namely cloud server, fog level, edge level, and
10T devices. The system introduced by the user is not applicable, and a high computational power is lost in
managing messages Persson and Angelsmark [12] introduced Kappa framework that applies Serverless
computing model for l1oT systems. Their framework focused on creating a frontend interface with 10T
devices to create representational state transfer application programming interface (REST API) request to
cloud functions. The backend part at the cloud intercepts these REST calls and start function execution.
However, their work didn’t discuss the effect of intensive data applications where a large size of data is
passed to the cloud. According to Gusev et al. [13] proposed the applicability of using serverless functions on
0T devices to increase the scalability of streaming applications. They proposed a scheduling algorithm to
find an edge device to deploy a Serverless function on it. However, edge devices have low computational
power [14]. Sending huge size of data to be analyzed and calculated at the cloud provider arises several
problems associated with preformance, security and bandwidth utilization [15]. Transfering huge size of data
throught network channels significantly increases respond time. Such delay exceeds 2 sec for applications
that uses massive data size [14], [16]. Thus, loT real-time applications suffer from several failures due to
increasing respond time by increasing data size [17]. Another problem of sending huge data size over Internet
channels is associated with security and privacy. 10T systems include sensitive data such as medical records
of patients [18]. Frequently sending such data to cloud is considered a security gap that an intruder can get
benefit of it.

Thus, processing huge data for 10T application near data generators needs high computational power
that is not available [15]. On the other hand passing such huge amout of data to remote provider has several
advantages of preformance and security. Such problems lead to isolating of cloud fasilities such as Sevreless
computing from being used in 10T application [19], [20].

The main contribution of the proposed work is to move high computational power near 10T sensors
exactly at Fog nodes. Hence, we introduce fog serverless framework (FSF) that provides 10T systems with
the ability to execute serverless functions at the Fog layer. The proposed framework provides developers with
a flexible environment to write application code without concerning limitation in network or computational
resource. According to the proposed framework loT applications could be developed as a set of coherent
functions (FaaS). Each individual function starts its execution according to a trigger signal sent from the edge
layer according to data collected from 10T devices. Using serverless allows scaling up resources for several
requests to the same function [21]. Thus, providing loT application with the required performance and
enhance the response time especially in real-time applications. To build an applicable Serverless system at
the Fog layer it should be extended by the Serverless service offered by cloud provider. In case when the
resources at the fog layer are overloaded by several requests to start functions, a number of requests can be
passed to the cloud provider. Real-time functions are given the higher priority to be executed at the fog layer,
followed by data intensive functions. While time intensive and resource intensive functions are likely passed
to the cloud.

The proposed frame work forms an interface with Kubernetes cluster which manages a set of
Docker containers. Docker containers allow execution of program code by encapsulating the code and its
language image together in an isolated container [22]. A set of widely used language images are stored
locally at the Fog storage to allow quick start of containers when a function trigger is received. Creating and
initializing containers are managed by Kubernetes master node, however scheduling the execution of
Serverless function is managed by FSF. When a request for a executing a Serverless function is triggered
from the edge layer, it is intercepted with FSF. Then according to the metadata associated with the function
and the status of the Fog cluster, FSF takes the decision about the function execution.
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The paper is organized as shown in: Section 2 represents the methodologies used to define, design
and implement the proposed solution. Experimental evaluation is demonstrated in section three. While,
section four concludes our work and presents the future work.

2. METHOD

The main objective of the proposed work is to create a serverless environment using fog nodes. The
concept of serverless computing and loT system shows that the two technologies are complementary.
serverless offers scalable and huge amount of computing resources, while 10T suffers from limitation in the
same aspect. Serverless computing adopts event-driven functions in which functions starts execution when a
monitored event occurs [22]. Thus to allow applications to run on Serverless environment the application
logic is built as function as a service (FaaS) [23]. In FaaS developers write the function code and specify an
event that is responsible of triggering the execution of the function. 10T systems are compatible with such
concept as 10T applications strongly depends at the signals and messages generated by IoT devices [18], [24].
Thus implementing a light weight Serverless using computer machines at Fog nodes has a significant impact
on loT systems.

2.1. Criteria of choosing fog layer to host serverless framwork

Connecting 10T devices to cloud data centers have four main layers presented in Figure 1. The first
consists of 10T devices (sensors and actuators) which are limited in computational power and data transfer
protocols [25]. Thus, it is not applicable to apply serverless computing on the device layer. The second layer
is the edge layer that gets benefit of 5G towers to collect data generated by 10T devices [26]. Edge layer
consists of single board computers such as Raspberry Pi and is capable of performing data analyses to off
load the transition of huge data size to cloud [27]. Edge layer is able to host Docker containers and can host
Serverless computing, however it cannot provide the required scalability due to resource limitation.

The third layer is fog layer which extends the edge by servers with higher computational power and
is supported with the use of virtual machines [28]. The proposed work concludes that the fog layer is suitable
to deploy Serverless frame because fog environment is suitable to deploy Docker containers that can host
Serverless functions. Fog nodes can be aggregated in a cluster to maximize resources utilization. Moreover,
the proposed work uses fog virtual machines to get a reliable connection between geographically separated
fog nodes to enhance scalability needed for serverless environment. The fourth layer is "cloud data centers"
that provide huge scalable computation resources. However, sending large size of collected data to the cloud
raises several issues in terms of delay and privacy.

loT devices layer = - e
o i g )
Sensors collecting data o

Edge layer &y
ey
Set of single board computers located at 5G tower
Fog layer sHs gHg

Set of servers connected together to form computing nodes

Cloud layer I l : :

Huge data centers with massive computational power

Figure 1. Four layers between 10T system and cloud

2.2. Framework design
This section demonstrates the novality of the proposed research by introducing the design of fog
serverless framework (FSF). FSF allows executing Serverless functions at the fog layer. The framework
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aggregate fog devices to form a cluster that runs different services near the data generators. The design is
introduced as a general design without any restrictions about implementation approaches to allow different
implementation techniques to be applied to the framework. However, our implementation in the next section
uses Kubernetes and Docker containers.

10T devices collect data from the environment and pass it to the edge devices in message queuing
telemetry transport (MQTT) protocol. Edge layer receives the continuous huge amount of raw data generated
by IoT devices. Edge nodes are reasonable of analyzing and pre-processing raw data and detecting errors.
After that edge nodes define the required Serverless function and passes data to the Fog layer in the form of
HTTP request Figure 2.

loT devices generates huge
amount of data

!

Edge nodes analyze and process
data and identify Serverless
functions to be passedto fog

|

Fog layer decides whether the
function should be executed at
fog cluster or at cloud side

— T

I . Passa HTTP request to
Initialize a container to } ) i
) trigger function execution at
execute the function X
cloudside

Figure 2. Overview of FSF functionality

Fog nodes are aggregated to form a cluster including one manager node and a set of working nodes.
The manager node consists of three major parts, the first is an APl gateway to communicate with the external
layers, i.e. edge layer and cloud layer. The second part is the analyzer, which is responsible of taking a
decision about execution a function at the fog cluster or at the cloud side. The third part is the scheduler that
manages the execution of the Serverless function at the fog worker nodes.

The API gateway at the manager node receives the hypertext transfer protocol (HTTP) request
including a defined Serverless function to be executed and its associated data and metadata. The proposed
work defines a methodology of combining metdat, describing the function attributes, with ecah Serverless
function. The metadata includes three main properties, the size of data associated with the function execution,
the required computational resources, and whether the function is a real-time function or not. The function
metadata is processed at the analyzer to decide whether the function will be executed at the fog layer or
passed to the cloud side. Such decision depends on the size of data, resource requirements, and time
constrains associated with the function.

If the function would be executed on the fog cluster, the analyzer passes its trigger to the scheduler.
The scheduler initializes a software container to run the Serverless function. A container is initialized by
assign a working node to host it and an internet protocol (IP) address to allow its communication. The
manager node also provides the container with the required language image and dependencies to run the
function code. However, in case that the requests exceed the computational resources available at fog cluster
the request is passed to the cloud data center. In such cases the analyzer passes the request to the API
gateway to sends a HHTP request to the cloud provider to trigger the function execution.

Thus loT applications have three different categories according to the proposed method; data
intensive functions, resource intensive function, and real-time functions according to the function metadata.
FSF provide a scheduler that gives higher priority to executed real-time functions and data intensive function
on the fog cluster. While the resource intensive functions are passed to the cloud to benefit from the high
resource’s availability at cloud data centers. The architecture design of FSF and steps of function execution is
clarified in Figure 3.
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Figure 3. Architecture design of fog serverless framework at a fog cluster

2.3. Implementation of fog serverless framework (FSF)

The proposed design of FSF arranges fog nodes in a cluster with one manager node and a set of
working nodes. Kubernetes was used to create and manage a cluster of fog nodes. One node is selected to be
the control node that is responsible of receiving external requests and scheduling execution of functions on
the worker nodes. Each worker node includes a set of pods that are the smallest unit that allows software
container execution. At the top of each node, there is Kubelet service that monitors the status of the node
pods and communicates with scheduler.

FSF is integrated to Kubernetes system, and extends its functionality by adding two main parts. The
first is the manager node which controls the Kubernetes system and schedule the received HTTP requests for
Serverless functions execution from the edge layer. The second part is a set node monitor (NM) that are
located at each node and communicate with each node Kublete. Each NM collects information about the
node resources and the containers running in the node pods. NM communicates with the manager node to
provide it with the updated information about each worker node. To allow executing Serverless functions at
the fog cluster we used OpenFaaS. OpenFaa$S allow packing function code with its image and dependences in
a Docker container. Figure 4 demonstrates the implementation of fog serverless framework.

Thus, 10T application logic is implemented as FaaS with a trigger event for each function. FSF also
requires a metadata file for each function. The metadata file includes the size of data required for function
execution and the required computational resource. It also specifies whether the function is real-time function
or not. Functions metadata are listed in YAML file, Listing 1 shows an example for a function with title
"road monitoring function". This function is a real-time function that requires 1 GB of data, and needs
512 MB of memory and four central processing units (CPUSs) to allow parallel execution. Such information is
stored at the FSF node manager to allow the analyzer to take decision about function s execution. As
mentioned in the previous section the real-time intensive data applications have the first priority to be
executed first. The manager node parses YAML files using node.js to get data associated with each function.
Listing 2 presents an example of JavaScript code to parse the YAML file in Listing 1. JavaScript code uses
"safeLoad" method to convert data in YAML file to JavaScript literals and objects in the same structure.
Listing 3 presents the output after running the code in Listing 2.

Hence, 0T applications are defined a s a set of functions with a metadata file for each function. The
execution environment (code, language image, and dependencies) are stored as Docker containers. While the
metadata associated with each function is stored as YAML file at the manager node. When a function trigger
is received by the manager node its metadata file is parsed to get its proper priority. The analyzer uses
functions metadata as well as resource information sent from NM to takes its decision.

The decision specifies whether to execute the function at the fog cluster or at the cloud side.
Requests for high priority functions (data intensive, real-time) are scheduled to the Kubernetes control plane
to assigns a pod to start the function execution inside a defined container. While the resource intensive
functions are passed to the cloud side to be executed there.
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Listing 1. Example of Function Metadata written in YAML file

title: "road monitoring function "

url path: "/reading -yaml-of-road monitoring function"
port: 443

is-https: true

metadata:

\

Queue of fog
Executing

functions
Queue of

cloud
EXECULINE
functions
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Containerl
Container2

Docker |

Kubernetes System

Figure 4. Implementation of fog serverless framework

DatasizeinMB: "1000"

MemoryinMB: "512"
CPUNumber: "4"
Real-time: "true"
tags:

- javascript

- node.js

Listing 2. Reading metadata for a function using node.js at the edge interface
const fs = require('fs');
const yaml = require('js-yaml');

try {
let fileContents =

fs.readFileSync('./road monitoring function.yaml',

let metadata = yaml.safeload(fileContents);

console.log (metadata);

} catch (e)
{
console.log(e);

}

Listing 3. The function metadata serialized as object in a JavaScript file

$ node read.js

{ title: 'Reading YAML File for road monitoring function.js/JavaScript',
'url path': ' reading -yaml-of-road monitoring function ',

port: 443,
'is-https': true,
meta:

{ 'published-at': 'OCT.

lst, 2021°',
metadata: { DatasizeinMB: "1000", MemoryinMB: "512",

tags: [ 'javascript', 'node.js']

3. RESULTS AND DISCUSSION

The main contribution of the proposed framework is providing Fog layers with a suitable
environment to execute Serverless computations. Thus the framework maintains short respond time required
by real-time application. To clarify the efficiency of the proposed framework, the evaluation focuses on data

CPUNumber: "4"},

'utf8');
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intensive Serverless functions that include large size of data. A set of 5 functions is used as FaaS by applying
their code and dependencies and triggering events. The functions use machine learning (ML) algorithms to
extract different features from images. The functions were triggered to be executed once at the cloud side and
the other time at the fog layer. The response time were calculated in both cases at different situations.

3.1. Setting up the environment

A huge number of images were collected from distributed cameras and used as input data. Then the
set of the five serverless functions perform different calculations and machine learning functions on the
captured images. The serverless functions are invoked in two different ways. Once by passing the data of
captured images to the cloud and execute the Serverless function at the cloud side. The other time the
functions are executed at the fog layer near the data generating source.

3.1.1. Setting the traditional serverless execution at cloud side

The produced images are passed using HTTP to a server that simulates the traditional fog layer to
allow calling the Serverless functions from the cloud side. The used server was Dell server with core i7 CPU
and 64 GB of memory. A Node.js application was implemented on the server to send HTTP request for
triggering Serverless functions execution at the cloud side. The application is also responsible of sending the
required images as input data in josn file to be stored in Amazon S3. The ML functions were executed as
AWS lambda functions using FaaS model. Thus, such implementation the scenario of trigger Serverless
functions to be executed at the cloud side and the collected 10T data is sent out to the cloud provider.

3.1.2. Setting FSF execution at the fog layer

To allow executing serverless functions at the fog layer, a cluster is configured using one server
acting as a master node and 5 other servers used as working nodes. All the machines used Ubuntu as the
operating system. Kubernetes v1.17 was used to manage the cluster and allow splitting each worker node to
pods to run containerized functions. Docker-engine v19.03 was used to create containers. The five ML
functions and passed to be executed in Docker containers include the required dependencies. The proposed
extension to the Kubernetes system is implemented using Node.js and use YAML file to transfer metadata as
discussed in Section 3.4.

3.2. Experimental results

To clarify the benefits of the proposed framework it is essential to compare response time of
traditional 10T application with 10T applications executed as fog serverless functions. The selected functions
are data intensive functions to reflect the real needs of 10T applications. The experiments were done by
passing the data collected from the machine that simulated 10T sensors to be executed in the five Serverless
functions mentioned in 3.1once at the cloud and the other time at the fog cluster. Different frequencies of
functions execution were applied to get a clear image of performance.

- Each function is triggered to be executed one time per minute.
- Each function is triggered to be executed one time per second.
- Each function is triggered to be executed 60 times per second.

The criteria of choosing these intervals are to trace the delay of warm startup in which the containers
that run the functions are not initialized. Then the frequency of triggering the functions increases to
demonstrate the scalability of the framework until reaching the highest rate of popular 10T cameras which is
60 Fps. Each one of the three sequences is traced for 10 minutes and the average response time is calculated
for both the two approaches. The experimental results are presented in Table 1.

Table 1. Average of response time in (msec) for function invocation during 10 minutes

Cloud execution Fog cluster execution
Function name F1 F2 F3 F4 F5 F1 F2 F3 F4 F5
Function Data size in KB 100 250 400 700 1000 100 250 400 700 1000

Average response time for one request per minute 1200 1220 1230 1500 1730 1000 1020 1040 1050 1070
Average response time for one request per second 300 420 550 1320 1480 140 220 280 310 370
Average response time for 60 requests per second 290 410 520 1300 1430 140 210 270 300 360

3.3. Discussion

Table 1 demonstrates the performance enhancement for executing serverless functions at the fog
clusters. The response time for function decreased significantly when the functions are executed at the fog.
The enhancement increases as the size of data associated with the function increases.
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Figure 5 in illustarates the proposed work contribution by represents the response time for executing
different function at fog clusters and at cloud side. Figures 5(a)-(c) represents the response time for different
functions across different data sizes and execution environment. Figure 5(a) presents the response time for
each function when requested one time per minute. The response time for executing F1, F2, F3, F4 and F5 on
the cloud are almost the same although they differ in data size. The reason behind that is the cold start
latency, in which warming up the container dominates the response time. While for F4 and Fb5, the large size
of data transferred extends the warming up time and increases the delay. For fog execution, when functions are
executed once a minute, they all experience the cold start delay, and their response times are almost the same.
However, Fog execution presents lower response time compared with cloud execution for all functions.

Figure 5(b) presents the response time for each function when requested one time per second. The
significant enhancement of response time for the framework is clear as functions are executed on the fog
without sending data out to cloud. The performance enhancement of the framework increases significantly
with increasing the data size associated with the unction execution. Figure 5(c) presents the response time for
each function when requested 60 times per second. The values are very closed but smaller than the values of
Figure 5(b) as the increasing in the frequency of function execution increases its chance of warm start.
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Figure 5. Average of response time for the five Serverless functions for 10 minutes duration, (a) when requested
one time per minute, (b) when requested one time per second, and (c) when requested 60 times per second
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4. CONCLUSIONS

Serverless computing provides loT system with the required resource provision and management to
run loT applications. A bottle neck appears when executing an intensive data serverless function on the cloud
as large size of data should be transferred from loT devices to the cloud side. A promising framework FSF is
introduced to eliminate the bottle neck by executing Serverless functions at the fog layer. The proposed
framework extends Kubernetes system to create a suitable environment to execute data intensive Serverless
functions at the fog layer. This work proposed the design and implementation of the framework. The
performance of the framework was evaluated against the traditional Serverless execution. The experimental
results clarified the enhancement of response time by using the proposed framework to execute data intensive
Serverless function at the fog layer. Thus the proposed framework provides loT system with the ability to
executing real-time data intensive application as Serverless functions. Our future work will be concerned
with predicting the incoming requests to execute functions depending on the execution history and
environment conditions. Thus, the cluster performance could be increased by warming up the relevant
container before receiving the incoming request.
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