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 Malaysian banks and financial organisations urgently require a secure 

authentication mechanism. However, there is a lack of research on the factors 

that drive blockchain authentication technology adoption, notably in Malaysian 

banks. This study identified the factors impacting adopting blockchain 
authentication technology in Malaysia. This document will be a roadmap for 

replacing existing technology utilizing the traditional transaction authorization 

code (TAC) via a short messaging service (SMS). In addition, this study looks 

into the elements that influence the new blockchain authentication technology's 
acceptability in Malaysia. The data was gathered from articles and research 

papers written by other scholars on blockchain authentication. To examine and 

categorise the aspects that influence the acceptance of blockchain 

authentication technology, we used risk management in technology (RMiT) 
standards to map them. Based on the result, security risk, regulatory support, 

technology latency, and technology complexity have been established as 

components of blockchain authentication adoption factors that can be a 

guideline to implement blockchain authentication in banking and financial 
institutions in Malaysia. In addition, the findings can contribute as a reference 

for future researchers to develop models or guidelines for blockchain 

authentication methods in banking and financial institutions.  
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1. INTRODUCTION  

Secured authentication is one of the most important success elements for online banking and 

transactions, and it has become something of a leap of faith for many people [1]. In part, this is because 

banking and financial institutions (FI) themselves place a high value on trust as the foundation of their 

customer relationships [2]. Through this principle, banking and FI has evolved from conventional banking, 

where the customer requires to be physically at the branch to perform identification verification, to mobile 

banking, where you can perform any transactions anywhere securely [3].  

In banking and FI in Malaysia context, two-factor authentication (2FA) was introduced to strengthen 

the verification mechanism by having a combination of two types of evidence or factors which is knowledge 

(something only the user know), possession (something only the user has) or inherence (something only the 

user is) [4]. In today's situation, internet banking uses 2FA, a 10-digit password and short messaging service 

via transaction authentication code (SMS TAC) number. SMS TAC number is a random 6-digit number sent 

via SMS to the registered phone number [5]. However, while this has been the factor for many years, hackers 
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and fraudsters still find a way to intercept the security measures by acquiring user passwords and 

manipulating phone numbers.  

Blockchain technology is considered an emerging technology. Blockchain authentication technology 

adoption studies for authentication method options for banking and FI have never been done before. The 

problem with adopting blockchain technology is that 40% of the organizations feel that lack of knowledge 

and understanding of blockchain technology. Another 40% of people think that their organization feels 

blockchains technology is still a new and emerging technology. While another 37% of organizations think 

they lack expertise and skills in blockchain technology. There are also no proper guidelines for banking and 

financial to adopt blockchain authentication technology, specifically in Malaysia [6].  

In order to solve the problem mentioned, the study will identify the adoption factors in 2FA 

blockchain technology implementation based on articles and research done by the past researcher. The 

adoption factors will prove that blockchain authentication technology as 2FA will be a better option with 

better security and reliability [7]. Thus, the adoption factors will be analyzed to fit the needs of banking and 

FI in Malaysia. Furthermore, guideline documentation from Bank Negara Malaysia, risk management in 

technology (RMiT), will be studied to ensure all adoption factors meet the requirements of banking and FI in 

Malaysia [8]. The research concludes with a deep understanding of each adoption factor contributing to 

future research to develop models and guidelines. 

 

 

2. LITERATURE REVIEW 

The literature review on the application of blockchain technology in banking and FI is still far from 

complete. This was proven by the lack of publication related to blockchain technology adoption. Refer to 

Figure 1, for a year-wise analysis of the selected literature per type of publication for blockchain technology. 

It shows that the publication of related blockchain technology has increased significantly over the years. This 

upward trend highlights blockchain technology's emerging and growing nature and academic interest [9].  

A total of 260 research items have been analyzed, and found that 11 domains of blockchain-based 

applications have been identified. Business-oriented applications represent a large portion with 58 out of the 

260 research items, followed by governance, internet of things (IoT), and data management applications. The 

health-oriented application also received much attention from the scientific community during the last couple 

of years. For banking and financial institutions, 17 out of 260 items. It shows that blockchain technology in 

banking and FI is at its early stages, and the research community has yet to produce substantial financial-

oriented applications [9]. In order to understand blockchain technology acceptance in banking and FI, 

research on literature related to blockchain technology adoption is conducted. Table 1 shows publications 

related to blockchain authentication technology and its description. 

 

 

 
 

Figure 1. Year-wise analysis of the selected literature per type of publication (Casino et al., 2019 [9]) 

 

 

Each of the literature reviews mentioned above provides a clear understanding of how blockchain 

technology is implemented in their respective industry. Ali et al. [10] explained how blockchain can be 

implemented in various IoT in the information technology (IT) industry where focusing is more on security, 

privacy and trust, which is the core of blockchain technology but did not mention how it can be implemented in 

Malaysia in terms of governance and compliance. Furthermore, he also mentions that the current security model 

is no longer sufficient due to scalability, increasing hardware cost, performance and power consumption.  
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Guin et al. [11] using a blockchain authentication scheme. The researcher proposed suitable architecture for 

IoT that includes a security protocol algorithm. It does not mention a specific industry for the architecture; 

thus, one must know security algorithms to apply the architecture. The researcher also highlights that the 

proposed architecture is a novel, secured, but low-cost communication device for authentication. 

While [11] focuses on architecture, Li et al. [12] proposes a blockchain authentication system 

model. In this model, the researcher discussed high-level functions for each item in the model. The researcher 

also mentions a suitable deployment environment and the use of Merkle root hash for data integrity [13]. The 

researcher uses Raspberry Pi with open source project hyperledger fabric as their prototype blockchain 

network to verify the proposed model. The researcher also provides performance analysis such as throughput 

and delay, which fellow researchers can implement and understand the drawback.  

Folkinshteyn and Lennon [14] uses technology acceptance model (TAM) for bitcoin, which uses 

blockchain technology. The researcher proposed TAM factors for two groups which are internal and external. 

This includes acceptance from the developer and customer. The proposed TAM model is specific to bitcoin, 

suitable for digital banking. The researcher also includes the federal and state regulation for the case study, 

which help other researchers to understand the acceptance by compliances and regulators.  

Natoli and Gramoli [15] discussed the disadvantages of blockchain technology and used Nakamoto's 

consensus and smart contracts to identify blockchain anomalies. The researcher reproduced the anomalies 

using a prototype in the ethereum network. Furthermore, it is not advisable to use blockchain systems unless 

the researcher fully understands blockchain's underlying design and principles [15]. The discouragement is 

one of the drawbacks of the research. It will be more beneficial if the researcher can provide alternate 

solutions to their discovered anomalies. 

Herian [16] discussed the acceptance level of blockchain technology in general. The author 

mentioned the regulatory and political points of view in blockchain technology. The understanding and 

acceptance of blockchain technology are dependent on the regulatory acceptance that will change the socio-

economy in terms of community and working environment [16]. This article proves that regulatory and 

compliances are the culprit that is taking a step backwards in the blockchain technology evolution. This will 

benefit the researcher in understanding how the acceptance of blockchain technology can be related to 

regulatory and compliance effectiveness in providing guidelines.  

 

 

Table 1. Literature review on blockchain authentication technology 
Authors (Year) Focus 

Ali et al. [10] 
Proposed IoT-blockchain architecture focused on critical factors such as 

confidentiality, integrity, latency, and availability 

Guin et al. [11] 
Proposed authentication scheme using blockchain technology using global 

blockchain instance (smart contract and key-value store) 

Li et al. [12] 
Design and implement a prototype of blockchain authentication using open-

sourced platform hyperledger fabric 

Folkinshteyn and Lennon [14] 
Technology acceptance model for cryptocurrency. Identified perceived ease of use 

(PEU) and perceived usefulness (PU) for blockchain technology 

Natoli and V. Gramoli [15] 
Execute and experiments on building author's private blockchain–identify key 

factors that simplified blockchain technology implementation 

Herian [16] 

Study on issue and challenges in the regulation of blockchain–provide perspective 

on regulatory authorities and governments to ensure democratic accountability and 

regulatory legitimacy within the blockchain ecosystem 

Oh and Shong [17] 

Discussed a few implementations of blockchain, including JB Bank of Korea. It 

emphasizes the method of authentication used by the bank to simplify the 

authentication method 

 

 

3. RESEARCH METHOD  

This research was conducted using the database from ResearchGate, IEEE, UITM online journal 

library, and Google Scholar in terms of the data collection method. The Boolean keywords searching method 

can produce accurate information retrieval [18]. Thus, the keywords used for the search are "blockchain 

technology", "blockchain authentication technology", and "secured technology in the financial industry". Fifty-

three (53) papers were found related to blockchain technology. Twenty-five (25) papers were selected as they 

were most suitable for blockchain technology and authentication technology for banking and FI. In addition, the 

literature study identified terms such as elements, factors, and components that other researchers mentioned. 

For the data analysis method, the researcher used the content analysis method of deductive category 

application [19]. All the subtopics mentioned by other researchers ranging from "security risk" to 

"technology complexity" were coded into "adoption factors" [20]. Then the detailed explanation in the 

research paper was grouped based on the researcher's understanding of their nature into their respective 
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components as "keywords". The resemblance between the "keywords" between each research paper was also 

identified. It helps the researcher group all the keywords identified to each "adoption factor". The adoption 

factors are then used to describe all the characteristics for each component.  

The discovered adoption factors were used as key elements to analyze RMiT guidelines from the 

Central Bank of Malaysia (BNM). In addition, the content analysis method was also being used whereby the 

quotation from the RMiT guidelines will be coded based on nature and characteristic into "characteristic". A 

guidelines model consisting of adoption factors and characteristics was developed from the analysis to align 

the findings in the literature review and RMiT guidelines. This result was then discussed to understand the 

alignment in implementation in banking and FI in Malaysia.  

 

 

4. RESULTS AND DISCUSSION 

Based on the literature study, the words "element", "factor", and "component" were mentioned in 

the literature study used as "keywords" in Table 2. The researcher then decided to group similar elements into 

unique adoption factors. The adoption factors identified above in Table 2 analyzed RMiT guidelines. The 

researcher decided that the subtopic for each policy in RMiT guidelines is suitable to be adopted as a 

characteristic. The characteristics are then mapped with the "adoption factors" component based on the nature 

of the characteristics. The number column represents the subtopic numbering in RMiT guidelines, and the 

quotation column represents each subtopic in the RMiT guidelines. A guideline model will be proposed 

based on RMiT guidelines. Characteristics for "security risk", "technology latency", "regulatory support" and 

"technology complexity" have been mentioned a few times, but "implementation cost" was never mentioned. 

All the mentioned components were accepted as "adoption factors" except "implementation cost". As a 

conclusion, the finding suggested that four (4) components will be accepted as "adoption factors" while 

"implementation cost" then will be dropped from the model. The result is shown in Table 3. Based on the 

findings from Table 2, the "Adoption Factors" were then developed based on "component" and 

"characteristics" gathered from the RMiT policy. Finally, the research model was developed that reflects the 

findings. Figure 2 shows the research model for the adoption of Blockchain technology. Details explanation 

on the adoption factors alignment with RMiT policy refers as below. The similarity from the literature study 

indicates that the characteristics were matched with the RMiT policy.  
 

 

Table 2. Adoption factors of blockchain authentication technology 
Keywords Authors Adoption factors 

Cryptography 

Data Integrity 

Ali et al. [10] 

Guin et al. [11] 

Li et al. [12] 

Folkinshteyn and Lennon [14] 

Kiktenko [21] 

Security risk 

Processing time 

Turnaround-time 

Folkinshteyn and Lennon [14] 

Natoli and V. Gramoli [15] 
Technology latency 

Regulatory standard 

Compliance requirement 
Herian [16] Regulatory support 

Infrastructure cost 

Lower cost in record keeping 

Open-source 

Guin et al. [11] 

Li et al. [12] 

Hammi et al. [22] 

Implementation cost 

Simplify process 

API availability 

Common language 

Free participation 

Folkinshteyn and Lennon [14] 

Khairuddin et al. [23] 
Technology complexity 

 

 

Table 3. Finding from data analysis method 

From literature study Characteristics 
No of the times mentioned in 

RMiT guidelines 
In refined model 

Security risk 

Cryptography 3 

Accepted as component Access control 3 

Security of digital services 5 

Technology latency 

Network resilience 2 

Accepted as component Data centre operation 1 

Data centre infrastructure 1 

Regulatory support 

Notification of technology-related 

application 
1 

Accepted as component 

Assessment & GAP analysis 1 

Technology complexity 
Technology operation management 1 

Accepted as component 
System development 4 

Implementation cost Not available 0 Dropped 
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Figure 2. Research model for adoption factors of blockchain technology 
 
 

4.1.  Security risk 

The key to online transactions is trust. In order to gain trust, banking and FI must ensure the 

blockchain authentication technology is secured enough to prevent fraudsters and scammers from being able to 

manipulate and gain access to the blockchain network. Most of the literature mentioned that security-related 

issues must be enforced properly [24]. Data integrity is critical to maintaining the consistency and 

trustworthiness of data. Only authorized personnel can modify the stored data [10]. In comparison, 

cryptography is the tool of authentication used in securing information in the block of a blockchain [11]. While 

in RMiT guidelines, "cryptography", "access control", and "security of digital services" were mentioned eleven 

(11) times. This indicates that security risks were the most critical factors in blockchain technology adoption.  
 

4.2.  Technology latency 

In order to create a safe and secured environment, the authentication process will require a certain 

number of seconds to be completed [25]. For blockchain authentication technology to succeed, the implementor 

must understand the appropriate processing time [14]. Therefore, in RMiT guidelines, "network resilience", 

"data centre operation" and "data centre infrastructure" were mentioned three (3) times. There is a similarity 

between past researchers and the RMiT guidelines to ensure the infrastructure is robust, reliable and scalable. 
 

4.3.  Regulatory support 

In banking and FI, central bank acknowledgement is a must. While in Malaysia, new technology 

implementation must be presented to the Central Bank of Malaysia (BNM) to obtain approval. BNM has 

been working with various entities on Blockchain and distributed ledger technology which will help to obtain 

acceptance from regulatory bodies [26]. Moreover, Herian [16] mentioned that critical government law, 

regulatory and compliance must participate and take responsibility for blockchain technology to thrive. Thus, 

in the RMiT policy, every new technology required BNM to be notified under the characteristic of 

"Notification of technology-related application". This ensures that the new technology has been verified and 

covered all gaps under "Assessment and GAP analysis". 
 

4.4.  Technology complexity 

Nowadays, most systems and technology prefer the application programming interface (API) for 

better connectivity between different ecosystems [27]. The availability of open-source and community 

forums will help reduce the level of development complexity, thus will gain acceptance from management 

and technical perspective [14]. Furthermore, the simplification of the process and the usage of common 

language did help in the ease of developing a physical prototype [23]. Li et al. [12] explained that using 

hyperledger fabric is easy due to free participation and easy access to information. Secured authentication is 

one of the most important success elements for online banking and transactions, and it has become something 

of a leap of faith for many people [1], [28]. In part, this is because banking and financial institutions (FI) 

themselves place a high value on trust as the foundation of their customer relationships [2], [29]. The 

research model can be used for future researchers to construct hypotheses for data analysis to obtain 

statistical data. Based on Figure 3, the "adoption factors" were then developed based on "component" and 

"characteristics". The inner ring indicates the "components", and the outer ring indicates the "characteristics" 

shown in Figure 3.  
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Figure 3. Adoption factors for blockchain authentication technology in banking and FI 
 

 

5. CONCLUSION 

Blockchain technology is an emerging technology for banking and FI in Malaysia. Therefore, 

identifying factors and key elements is essential to measure the viability of blockchain technology adoption. 

This study examines the adoption factors that influence technology adoption for Blockchain authentication 

technology. The components were then mapped with the RMiT policy document by BNM to ensure the 

feasibility to be adopted in banking and FI in Malaysia. The proposed adoption factors contain the component 

known as "security risk", "technology latency", "regulatory support", and "technology complexity". It will be 

critical for the implementer to consider the adoption factors to mitigate any obstacle during implementation. The 

disadvantage of this study is that the adoption variables were provided exclusively for banking and FI in 

Malaysia. Different countries' central banks will have different policies. The researcher might broaden the 

criteria to incorporate audit and compliance findings, risk factors and assessment, and infrastructure architecture 

for future tasks. The relationship between adoption factors in accomplishing technology adoption carries distinct 

viewpoints in each bank; consequently, the recommendation can provide more value to the adoption factors. 

Based on the findings, adoption factors can be implemented in project implementation, particularly for those 

directly involved in Blockchain authentication technology. 
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