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The linear encryption such as Caesar, mono-alphabetic are used to solve the
encryption problem in different fields. This module usually encrypts any letter
to exact and one corresponding letter. With advanced technologies in
computers, these algorithms seem not to be high level secure. This paper
proposed a secure encryption algorithm using modified linear encryption by

considering the letters’ positions of the plaintext body. Two advantages the

proposed algorithm has against traditional ones. First, the cryptography
Keywords: procedures are simple and secure. Secondly, it has higher security because of
the non- ingrained nature of poly-alphabetic for substitution. Consequently, the
plaintext body is considered as a 2-D matrix, such that, each letter has two
. . coordinates, the i and j". These procedures depend on substituting the
Linear-decryption coordinates of the letter into a linear equation to provide a different substitution
Linear-encryption letter. The performance of these procedures showed better and robust results by
Secret key applying the frequency analysis test for this proposed algorithm evaluating.

Cipher text
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1. INTRODUCTION

Cryptography is a term for the secret writing which is derived from a Greek word. Nowadays it
refers to the science and art of messages transfer to secure them from attacks. It’s a technique for messages
encryption and decryption [1]. Therefore, cryptography is needed to encrypt the message at the sender side
and decrypt it at the receiver side [2]. Figure 1 simplifies the techniques of cryptography are symmetric and
asymmetric key cryptography [3]. Symmetric key cryptography is a shared key between sender and receiver.
The sender uses the key and the encryption algorithm to encrypt the message. Whereas the same key and the
decryption algorithm are used by the receiver to decrypt the same message. While a public key is used by the
sender using asymmetric key cryptography [4], [5]. But a private secret key is assigned to the receiver only [6].
The public key of the receiver is used by the sender to encrypt the message, whilst the own receiver's private
key is used to decrypt the message by the receiver [7]-[9].

The substitution and transposition cipher in traditional cipher algorithms are used in symmetric key
cryptography [1], [10]. In substitution cipher, a symbol is replaced by another symbol with such ease. It has two
types; the monoalphabetic substitution cipher and polyalphabetic substitution cipher. The monoalphabetic cipher,
in which a letter is always replaced by exact same letter in the ciphertext. Caesar cipher is the well-known example
of monoalphabetic substitution cipher which is always replaces a by d [11]. Whereas in polyalphabetic cipher a
single letter is replaced by a different letter in the ciphertext each time the ciphering is took place by considering
the position of the letter in the plaintext. VVigenere cipher is the well-known example of polyalphabetic substitution
cipher which is changes a plaintext letter into many letters in the ciphertext [12]-[14].
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Figure 1. Types of cryptography [3]

In transposition cipher, the letters in the plaintext keep their plaintext form but swapped their
positions to get the ciphertext. The plaintext is composed into two dimensional table and by using the
predefined key the columns are exchanged accordingly [15], [16]. From the above preview, cryptography
uses mathematical operations to encrypt and decrypt sensitive data and information for either to be stored or
to be transmitted across networks securely. Therefore, these data/information are unreadable but the
authorized recipient [17], [18]. Unlike cryptography, cryptanalysis is the science that studies the encrypted
text then analyses and breaks it to gain the plaintext illegally. People who specialist with such science named
as cryptanalysts but they much more called attackers. Cryptology consists of both cryptography and
cryptanalysis [19]-[23]. The proposed algorithm overcomes the problem of encrypting the same letter from
the plaintext into the same corresponding letter in the cipher text. This problem found in the traditional
cryptography algorithms.

- Frequency analysis test for evaluating the proposed algorithm

The redundancy of each letter, each letter’s coordinates and the polyalphabetic in this algorithm has
been analyzed. This analysis was implemented using the Frequency letter’s presentation analysis test. Figure 2
illustrates the frequency analysis which is the approach that attempt to reveal the message. This reveal
depends on the frequency of letters in a ciphertext [24]. The letters in English language appear in different
frequencies [25]. The appearance of the most common letter in English language "e" is about 12%. The
second common letter is "t" is about 9% [21], [26]. This frequency analysis test is used to evaluate the
outcomes of the proposed algorithm.
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Figure 2. Frequency of English letters [24]

2. METHODOLOGY

In this paper a new encryption and decryption algorithm based on symmetric key is designed and
implemented. This algorithm reads the plaintext, then considers the positions of each letter in the plaintext
body as an element of 2-D matrix. Later, it obtains the encryption and decryption key according to the
coordinates of each letter’s i and j" in the 2-D matrix. These coordinates represent the letter's locality; in
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which line (row/i™) the letter is and in which index (column/j™) it is within this line. These coordinates are
fulfilling the Kerckhoffs' principle for key secrecy [27]. Finally, the ciphertext is sent. The aim of using these
coordinates as the key in the ciphertext is for overcoming the problem of replacing the letter in the plaintext
by the exact same letter in the ciphertext. Also, to overcome the problem of distributing the traditional
encryption/decryption key and to make this algorithm unbreakable.

The main two advantages of this algorithm which are represented in the simplicity of computation
and security level. Consequently, the experimental results have been demonstrated that it is difficult to
discover the used key. Figure 3 explains the cryptosystem of the algorithm has been divided into two
modules [28], [29], which are; i) data encryption module and ii) data decryption module.

Encryption Decryption
Key Key
™ ; e ™ ; rd
- | Data Encryption o - ] Data Decryption N
ﬁlaln Text - Module M Cipher Text = Module - OrlglnalTaq

Figure 3. Cryptosystem of the proposed algorithm [28]

2.1. Data encryption module
In this module any data or plaintext to be sent to the receiver is encrypted prior to be transferred
using the coordinates' letter by considering the plaintext as a 2-D matrix. Each letter will have its' it" and jt"
positions in this matrix. Finally, the ciphertext will be generated and sent to the destination. The main steps
of the encryption algorithm are as follows:
Step 1: Read the plaintext.
Step 2: Transfer plaintext to 2-dimensional matrix.
Step 3: Obtain the key for each letter from its coordinates into the matrix according to the encryption linear
equation:C=a*P+b
where P: is the plaintext, C: is the ciphertext, a: is the i coordinate, b: is the j coordinate
Step 4: Use the keys above to encrypt the whole plaintext to obtain the ciphertext.
Step 5: Send the ciphertext to the intended receiver.
In the previous third step which involves the obtaining of encryption key, there are two coefficients
of the letter's coordinates (a and b) which make the encryption key changes after every letter being encrypted,
as shown in Figure 4(a).

2.2. Data decryption module
When the encrypted data (Ciphertext) reaches the receiver, it cannot be read. In order to be read, the
decryption key should be grabbed from the letters’ positions within the ciphertext. Then the ciphertext is
decrypted and converted to its original form using the decryption key using the letters' coordinates, i and jt".
At the receiver side the following steps should be done in order to get the original plaintext.
Step 1: Read the ciphertext.
Step 2: Transfer ciphertext to 2-D matrix.
Step 3: Obtain the decryption key from each letter's coordinates into the matrix according to the decryption
linear equation: P = (C — b)/a
where: a, b are the coefficients of the linear equation.
Step 4: Decrypt the ciphertext using the decryption key.
Step 5: Obtain the original text.
The decryption part needs to find the mod inverse of the encrypted letter as shown in Figure 4(b).
Figures 4 shows the pseudo codes for both encryption and decryption algorithms.
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Open file to read the (Plaintext) Open file to read the (Ciphertext)
Reset row-counter Reset row-counter

Whil t eof() d
While not eof() do ile not eof() do
Increment row-counter

Increment row-counter Read line()
Read line() Transfer the line into the matrix Cl[row-counter, line(:)]
Transferthe line into the matrix P[row-counter, line(:)] Save the length of the line into vector N
Save the length of the line into vector N End while
End while Fori=1to row-counter do

For j =1 to N(i) do

Fori=1to row-counter do Grab letter C(ij)

Forj=1to N(i) do Cli,j) = get ascii(C(i,j) - 97
Grab letter P(i,j) Find the mod inverse of x by:
P(i,j) = get ascii(P(i,j)) — 97 [g, x, d] = GCD(2*i+1,26)
Calculate C(i,j) = (i * P(i,j) + j) mod 26 x=xmod 26
C(i,j) = C(i,j) + 97 CEfln_:ulate. Ii’(i,j) = (x * (C(i,j) — j)) mod 26
P(i.j) = P(i.j) + 97
End for End for
End for End for
Put matrix C into output file Put matrix P into output file
(@) (b)

Figure 4. These figures are; (a) Pseudo code for the encryption algorithm and
(b) Pseudo code for the decryption algorithm

3. RESULTS AND DISCUSSIONS

The proposed algorithm is tested on a set of plaintexts of different lengths. The results showed
different representations for each letter sufficiently. Each letter was encrypted to a different letters in the
ciphertext according to its' coordinates in the plaintext. Figure 5 showing the sample of the applied plaintext,
the obtained ciphertext and the decryption text after running the algorithm using MATLAB.

¥ Linear Cryptography Algorithm — > ‘
| the liner encryption such as caesar monoalphabetic are widely used to solve the
problem of encryptions in several fieldsb gith advanced technologies in computer
plain text hardware and software these standards seem not to be as secure one would like in Encreption |
this paper we propose a secure encryption algorithm using modified liner
encryption the proposed symmetric encryption technique has two advantages

ivz uyues hzlxrbykfh edws bk cfepis zyaapfelttrdpw aky ixddxl rujl xd bgkbt gtx
cipher text mipducy vf iamysczlgie gqm jyiaogw echbkwo bkan wudznzya mcfbwwayhgly kg tiljfhxl Decrption |
ucmbjgge kyj whlywtdr ervix lifteisht vkle ffb dj yw o ncfosg yak udyir lpov tp
ivwm rhtft qj azddfer x hwzima cugsmwifac rhngeoern hkwrz vugegejl fifpd
xpbnhroavx tgk baeegdsu hcpgzloyf fxjvpzwidf bruglrkhy xfo pnw mktpdysngd

the liner encryption such as caesar monoalphabetic are widely used to solve the
problem of encryptions in several fieldsb gith advanced technologies in computer
hardware and software these standards seem not to be as secure one would like in
this paper we propose a secure encryption algorithm using modified liner

encryption the proposed symmetric encryption technique has two advantages

decrptionText

Exit

Clear Text

Figure 5. The applied plaintext, the obtained ciphertext and decryption text

The letter "0" in the word "monoalphabetic” in the plaintext have been encrypted in two different
letters "y" and "a" in the ciphertext respectively. In addition, the word "the" has been mentioned in the first
line twice and had been encrypted in different words "ivz" and "gtx" respectively.

Furthermore, frequency analysis test is applied to both the plaintext and the resulted ciphertext. The
frequencies of the letters in the ciphertext are totally different from both the standard frequencies of English
language letters and the plaintext as shown in Table 1. In Table 1, the percentage of each letter frequency in
the plaintext and the ciphertext was calculated by dividing this frequency of each letter by the total number of
letters in the text. This was done by a letter-count script. The obtained frequency of the letters in the
ciphertext using the proposed algorithm is entirely different from the frequency of both the sample plaintext
and the standard English language letters. This proves that the results of the proposed algorithm are difficult
to be detected using frequency analysis techniques.
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Table 1. Results of proposed algorithm evaluation using the frequency analysis test
English alphabet  Frequency of English letters ~ Sample of the plaintext ~ Ciphertext

a 8.17 6.99 455
b 1.49 0.91 3.34
c 278 455 5.77
d 4.25 4.25 3.34
e 127 13.98 3.34
f 2.23 121 455
g 2.02 121 3.64
h 6.09 3.95 2.43
[ 6.97 6.99 4.25
j 0.15 0.00 3.03
k 0.77 0.30 1.82
[ 4.03 3.64 273
m 241 243 3.34
n 6.75 759 3.64
0 751 7.90 273
p 1.93 4.25 4.25
q 0.10 0.30 3.64
r 5.99 6.99 3.95
s 6.33 7.29 3.34
t 9.06 7.29 4.25
u 2.76 2.43 3.95
v 0.98 121 0.67
w 2.36 212 5.16
X 0.15 0.00 5.16
y 1.97 221 151
z 0.07 0.00 5.77

4. CONCLUSION

The encryption and decryption algorithms using linear equation based on letter's coordinates in the
plaintext body are robust, and their results are difficult to be revealed. Considering the key of the encryption
and decryption processes from the letter's coordinates in the 2-D matrix which is represented from the
plaintext body is for overcoming the problem of distributing the secret key and to make the algorithms more
secure and unbreakable. The results of the implementation algorithms showed that the same letters in
different positions in the plaintext are encrypted to different letters in ciphertext. This makes the algorithms
overcome the problem of the classic algorithms which is always encrypt the letter to one exact corresponding
letter.
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