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Securing property plays a crucial role in human life. Therefore, an adaptive
multilevel wireless security system (ML-WSS) based on the internet of
things (1oT) has been proposed to observe and secure a certain place. ML-
WSS consists of hardware and software components, such as a set of sensors,
Wi-Fi module, and operation and monitoring mobile application (OMM).

The OMM application is designed to remotely monitor and control the

proposed system through the Internet and by using ThingSpeak cloud as a
Keywords: data store. The proposed scheme is based on dividing the required zone of
Internet of things the place _into th_ree regions (levels), Iovy-risk regio_n (LRR) as level-1,
. A moderate-risk region (MRR) level-2, and high-risk region (HRR) as level-3.
Mobile application Each level may contain one or set of sensors, so the number of sensors, their
Multll_evel placement, and under which level is labelled is specified according to the
Security security requirements. Several processes are done based on these levels when
Wireless networks a breach occurs in the system. Mathematical model and pseudocode were
created to illustrate the mechanism of the proposed system. The results show
that the proposed system has been implemented successfully and the number
of breaches that occurs in level-3 area was reduced by 50% as compared to

level-1.
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1. INTRODUCTION

Internet of things (IoT) is a promising technology and a hot topic in the information technology
field [1]-[4]. It is defined as object sensing, controlling, and collecting information remotely through an
exciting network or even without human intervention [5]. The “things” in IoT refers to physical devices, such
as sensors which are used to collect data from their environment [6]. These devices are connected to small
computers, i.e. Arduino and Raspberry that are responsible for processing, storing, and/or transmitting data
through a network. loT plays a crucial role in a wide range of fields, such as smart home, security, wearables,
healthcare, forecast, retail, and farming. According to [7], numerous real-world applications of loT are
available with more than 20 billion 10T devices that have been installed between 2009 and 2020. This paper
is concerned about 10T security systems where security is a major concern for individuals and business-
companies. Several approaches with different technologies have been proposed to cover this issue, 10T has its
decent share in this aspect. As for most security systems that are based on loT technique, passive infrared
(PIR) sensors, ultrasonic sensors, and surveillance cameras are used in these systems to detect unauthorized
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presence. The mechanism of PIR sensors is based on sensing the variation of emitted heat from objects
(people) movement and background heat while the ultrasonic sensors transmit ultrasonic sound waves into
space and then measure the speed of returned waves. PIR sensors require a direct line of sight while
ultrasonic sensors do not. In this paper, the ultrasonic sensors are used with the Arduino board as the main
components of the proposed security system.

In [8], a wireless detection system based on Arduino with the android application for
communication is proposed. The main components of this system are an Arduino with a passive infrared
sensor (PIR), WiFi module, light-emitting diode (LED), and a buzzer. When the PIR sensor detects a
movement in its coverage area, the Arduino will fire a local alarm sound through the buzzer. Although the
wireless application in this paper could be used to turn off the alarm, no message or notification will be sent
to the user. In addition to these, the communication with the system is established only in the range of the
wireless module of the Arduino which is considered a small area, also the application has limited
functionalities. Another approach is proposed in [9] where two Arduino boards are utilized with two PIR
sensors and a camera. Short messages (SMS) through global system for mobile communications (GSM)
networks are used for communication between the user and the system. When a movement is detected by any
sensor, the system will start taking pictures through the camera which is pointed toward the sensors for a later
check. A warning SMS is also sent to the user indicating which sensor observed the movement. After that,
the alarm will be triggered by the system. The system can be turned off by sending back an SMS with
“Buzof” code. The alarm system in this research depends only on one case without any differential technique
to categorize the motions into several levels including dangerous levels. The system in this paper also has a
limited communication method. An additional aspect is introduced by [10], [11] where they use a
temperature sensor to observe the variation of room temperature in case of unauthorized presence. The
mechanism of the system is to store the average value of the normal room temperature and to continuously
compare it with the present. Also, a PIR sensor is implemented to detect movement while a GSM module is
used for the communication between the user and the system. To control the security system, short messages
are used. In this paper, authors didn’t apply further conditional processes to increase the accuracy of the
alarm system since the alarm system could be fired just according to temperature variation which is not a
proper method.

The more advanced technique was proposed by [12], [13] where the major concern of these papers
is vehicle security and driver safety. The main component is an Arduino board with several peripherals, such
as limit switch to detect door opening, PIR sensor for unauthorized presence detection inside the car and Tilt
sensor for car towing. For the occupant’s safety, an eye blink sensor is used to monitor the rate of the driver
blinking. Therefore, in case of sleeping, the system reduces the car velocity and then an alarm sound is fired
after a certain amount of time to notify the driver. A vibration sensor and a GSM module are proposed to
estimate car accident and to establish a communication, respectively. The communication with users is
conducted in case of car theft while with the authorities in case of an accident.

More sensors were attached to the Arduino board in [14], such as a fire sensor, door sensor, motion
sensor, and vibration sensor with GSM communication method. Set of 5V relays were used to control other
devices such a buzzer, led and direct current (DC) pump. DC pump is triggered when the fire sensor detects
an elevated level of temperature to control fires and restrict the damaged area. The vibration sensor is
equipped with industrial machines to avoid damage due to instability, and to trigger the buzzer and sends a
notification to the customer through SMS. Both motion and door sensor is used to trigger the alarm and send
notification messages to the owner. A multi-level home security system for developing countries was
implemented in [15], [16]. It was built by using a novel, effective, and a simple method. This paper aims to
build a reasonable, straightforward home security system. The system consists of a microcontroller, PIR
motion detector sensors, fingerprint door lock, GSM module and a surveillance web camera. The purpose of
the fingerprint door lock is to prevent unauthorized people from entering the house. Messages are sent to the
owner through the GSM module when someone attempts to break into the house. The system is very cheap
compared to home security systems, which provides security from different viewpoints. The result showed
that the proposed security system has worked successfully.

Authors in [17], [18] focus on building home automation systems to control home appliances
through Android application. The core purpose of home automation is to help disabilities and elderly people
which will allow them to control their home facilities easily, such as turning off/on the light using android
application. Alert is also activated through a mobile application in case of critical situations. When there is a
gas leak, the smart home system turns on the buzzer as a warning sign. In [19], an operative and fee efficient
method was projected to detect electrical theft by constructing and developing a wireless electricity theft
detection and monitoring system with a suitable combination of both the hardware and the software.
The numerous advantages of wireless network communication have been achieved by using 10T. Researchers
in [20]-[24] and [25]-[29] have focused on the security system from different perspectives, such as utilizing
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selection algorithm, physical layer technology and GSM. Vision-based technology is addressed in [25], so
the image is classified by the trained network into six classes of gestures to monitor and encourage the
worker to exercise hands and wrists frequently through playing the game. This paper has not focused on
vision-based technology only because sensing the movement in this paper is enough to protect the dedicated
area and it can be adapted with any other systems such as vision technology.

As they were presented above, the framework in the above papers, such as in [8]-[15] does not
divide the secured area into levels. Instead, any sensor may start the local alarm which is inconvenient and
mostly for the outdoor sensors where animals’ movement are more frequent. The proposed methodology
addresses this issue by splitting the secured area into three zones. The first and the second levels send silence
waning with brief phone vibration to the user without firing the local alarm and let the user decides the right
action. However, the third level covers the high-risk zone which adapts automatic actions. To sum up, all the
aforementioned papers have several drawbacks as they were described. Therefore, to avoid these problems,
adaptive wireless security approach based on 10T was designed and implemented in this article. The paper is
organized as follow: the detail of the proposed method is explained in Section 2 and the results are
demonstrated and discussed in Section 3. The last section which is section 4 includes the conclusion of the
research.

2. RESEARCH METHOD

In this paper, a multilevel wireless security system (ML-WSS) has been proposed to monitor and
secure a specific place and to ensure the safety is applied. ML-WSS consists of a set of sensors, Wi-Fi
module (ESP8266), Arduino, dedicated power supply and operation and monitoring mobile application
(OMM) as shown in Figure 1. The OMM application is built by authors to remotely monitor and control the
proposed security system through the Internet and by using a ThingSpeak cloud service as a data store. The
suggested scheme is based on dividing the danger zone of the place into three regions (levels); low-risk
region (LRR) as level 1, moderate-risk region (MRR) level 2, and high-risk region (HRR) as level 3. Each
level may contain one or set of sensors, so the number of sensors, their placement, and under which level is
labelled is defined according to the security requirements. Several processes will be conducted based on these
levels when there is a breach that occurs in this security system.

@\ \
AN

<

\\ OMM application

Figure 1. The multilevel wireless security system

The warning is classified under LRR when there is an abnormal movement indicted by level 1
sensors. In this case, the system delivers an alarm message to the OMM application which displays it with
the breach time and sensor ID that detected the abnormal movement with a brief phone vibration. While the
alarm is categorized under MRR when a breach is caught in case of unauthorized access in level 2 area. The
system in this event sends an MMR alarm to the OMM app which contains the breach time and sensor ID
and then the application will issue a 10 seconds vibration to inform the user. Whereas multiple steps are
conducted in the case of the third level (HRR) which is the most critical case: an alarm buzzer is fired
instantly in the secured location, OMM app will receive HRR message and then an intensive sound will start
with continuous phone vibration. If the alarm is not turned off after a fixed amount of time, an automatic call
will be established to inform the police centre about the breach by using a previously recorded voice message
that contains the address of the secured location and describes the breach with the contact number and all
other details of the focal point. The alarm mechanism is represented mathematically as:
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If the status of the sensor 1, 2, 3,... m which are under levell area is represented by
X1 X,, X3, ... X, respecivelly, the LRR alarm will depend on the (1):

L=Z?=1Xn= X1+X2+X3++ Xm (l)

X123..m=1 when there is an abnormal movement, otherwise it equals 0. The alarm LRR is sent when (2) is
verified:

L>1 O]
Whereas the MRR alarm is based on (3):

Q=Y Y, =YV, + YL+ YV+-+ 7Y (3)
When Y, represents the status of the n™ sensor under level 2. The alarm MRR is classified under either type
lor 2 based on the result (M) of (4) which is related to (1) and (3).

M=Q+L*Q 4)

The alarm MRR type 1 is sent when there is no abnormal movement detected by sensors of level 1, but there
is unauthorized access detected by sensors of level 2, so L. = 0, and then in (4) will become as:

M=2Q Q)

However, the alarm MRR type 2 is sent when there are breaches under level 1 and 2. Therefore, in (4)
becomes (6):

M>0 (6)
HRR alarm is indicated based on (7):
2= Zy=Z1+Z,+ 75+ +Z (7

Z represents the level 3 sensor status. In (7) will convert to (8) when taking calling the police in our account:
H=0CZ+71s (8)

T: The specific duration time to wait before calling the police, increment value will reach to 0 if the user
does not cancel the alarm.
s: The setting value which is either 1 as default or 0 when the alarm is cancelled by the user before T =
0
The call will be conducted when the value of T = 0, and the user did not press the cancel bottom, so s = 1.
The (7) becomes (8):

H=2z ©)
The HRR alarm will be omitted when the alarm is cancelled by the user, so s=0:
H=(Z+1)*0=0 (10)

The pseudocode of the proposed method and equation is presented in Figure 2. To illustrate it in
more details, several scenarios will be discussed. For instance, if an intruder breaches the levell area and
passes three sensors of levell which lead to £ = 3 and as result fulfils the condition £ > 1. At this point, the
system will connect to the cloud database and sends LRR alarm type, sensor IDs that detect movements, and
the breach time, respectively. And if the intruder continues to level2 zone and breaks through one sensor, in
this event Q = 1 which passes the rule Q > 1. The system instantly connects and sends MRR alarm with the
sensor 1D and the breach time to the central database. However, when reaching the level 3 area, and if two
sensors detect unauthorized movement Z = 2, in such case, HHR alarm type, sensor 1Ds, and breach time are
sent. Also, the system starts a local siren alarm at the secured location and waits for 30 seconds before
notifying the police. If the user sends a cancel alarm request, the system will stop the local alert and return to
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the initial state. Nevertheless, if no cancellation request received, the system will notify the authorities once

the timer ends.

A

Define

b= Z::l:] X, // € is the status of Levell sensors
Q= Zf;=l Yn // 2 is the status of Level2 sensors
Z = Z:,_l 2n // Z is the status cf Level3 sensors

// where m.,k, and z are the last number of sensors in each level (n'?)

7 =30seconds // T is a predefined waiting time

if ESP8266 = O then // ESP8266 is the WiFi module, 0 = not connected
set WiFi SSID & Password // sSSID: Wi-Fi network name
connectWiFi() // connect to the Internet

end

iffZ 1then // 1: movenment detection in Levell sensors
connectToCloud () // connect to thingspeak cloud service
sendDateToCloud(LRR, levellSensorID, breachTime) // LRR: low-risk region

alarm type
end
if > l1then // 1: movenment detection in Level2 sensors

connectToCloud( ) ;
sendDateToCloud(MRR, level2SensorID, breachTime) // MRR: moderate-risk
region alarm type
end
if Z>1then // 1: movenment detection in Level3 sensors

connectToCloud () ;
sendDateToCloud(HRR, level3SensorlD, breachTime) // 1ikRR: high-risk region

alarm type

startBuzzerAlarm() // fire the local buzzer alarm
countDownTimer(7) start // 1lcop for 30 seconds before calling police
if receivedCancelOrder then // i7 user sent cancel order
stopBuzzerAlarm( ) // turn off the buzzer alarm
GoTo Step 6

else if 7 = O then

callPolicc()// no cancel order received and timer is ended, so
call the police
else
GoTo Step 23

Figure 2. Pseudocode of the ML-WSS and equation

3. IMPLEMENTATION, RESULTS AND DISCUSSION

The implementation of the proposed system as well as results and discussions are presented in this
section. The implementation in this research is divided into two stages, installing equipment in the secured
area and then building a mobile application for end-users. The hardware is represented by the Arduino,
ultrasonic sensors, Wi-Fi module, buzzer and power supply as shown in Figure 3. The Arduino is the main
board where all the other peripherals are connected to. While the software part is represented by creating a
mobile application OMM app.

Figure 2. The implementation of the system
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3.1. Hardware work

One Arduino and Wi-Fi module were used in this paper to control the connected devices and to
exchange data among placed devices and the OMM application through the cloud (ThingSpeak),
respectively. For the sake of the experiment, the authors used three ultrasonic sensors where each one
represents one of the security levels. A buzzer is used to fire sound alarm in the same location when there is a
breach. This side of the system also has a software part which is built in the Arduino to control and manage
all the peripherals. Arduino IDE 1.8.12 was used to develop an alarm system and to program Arduino Uno
with the ESP8266 Wi-Fi module and other components. The Arduino communicates with ESP8266 Wi-Fi
using AT-Commands and at 9600 serial baud rate. The ultrasonic sensors programmed, and work as shown in
Figure 4.

Once a sensor detects a movement, the Arduino transmits sensor 1D with alarm type and the breach
time to the cloud server. And if the alarm type is HRR, the system will fire an alarm sound at the secured area
and waits for 30 seconds to receive a cancellation from the user. Otherwise, the system will call the police to
notify them about the unauthorized movement.

int sensarl
digitalWrite] triger, LOW) ;

delayMic roseconds{2) ;

digitalWrite] triger, HIGH

delayMic roseconds{1a);

digitalWrite] triger, LOW) ;
duration pul s&Tn
distance duratic
if{distance Fesd

Serial. printlng "ALARM 1
digitalWrite( alarm, HIG

digitalWrite (alarm, LOW);

Figure 4. Arduino code

3.2. OMM app

The other aspect of the proposed security system is the operation and monitoring of mobile
application (OMM). Android studio 3.5.3 with Java programming language is used to develop this
application. JavaScript object notation (JSON) is used to communicate and to fetch data from the cloud
server. The OMM application is shown in Figure 4. The main page contains three rows of text-view to show
the status of level 1, level 2, and level 3 sensors, respectively. The application automatically communicates
with the cloud server as soon as it starts running, and the status of each security level is updated every three
seconds. The update time is shown in the bottom text-view to notify the user about the latest update time. A
local database is utilized to store the previous values of each security level and to compare it with the new
reading. When the system detects a movement at level 1 sensors, the application presents the breach time in
the specified text-view in yellow colour with a brief phone vibration to get the user attention and as shown in
Figure 6.

The vibration of level 2 breach goes for ten seconds as well as the breach time with a warning
message in orange colour is displayed under the level 2 label. However, when the application receives an
HRR alarm (level 3) from the server, several steps are performed and as follow: under level 3 sensor status
label, a red warning message with the breach time will be shown, firing a loud sound alarm, continues phone
vibration, and starting a countdown timer (30 seconds) to call the police and as showing in Figure 6. In case
of any type of alarm, the user has the privilege to cancel it. Whereas, the cancel alarm module is used to stop
the countdown timer for calling the police and terminates the vibration mode. However, it will not clear the
alarm messages history. The reset alarm module performs just like the former in addition to resting the alarm
messages and put the application in the initial state. The user does not need to put the application in the
display mode to get warnings, it is designed to work in the background.

Numerous tests have been conducted in this research to assess the performance of the ML-WSS
system and to analyze its efficiency. Some samples of these tests are shown in Figures 5 and 6. Figure 5 shows the
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mode when there was no breach detected by the system while Figure 5.a and b illustrate the breaches in level
1 and 1-3, respectively by using yellow colour for level 1, orange for level 2, and red for level 3.
A comparison between the hardware and software alarm (OMM app) was conducted also to test how fast the
system is responding to the breach through the OMM application as compared to the same broken area.The
comparison shows that the OMM app is very accurate and fast as compared to the installed alarm system.

& o ¥4 A 809
ML-WSS OMM APP

Multilevel Wireless Security System
Operation And Monitoring App

(( ¢ ))
Level 1 Sensors Status

No Threat Detected

Level 2 Sensors Status

No Threat Detected

Level 3 Sensors Status:

No Threat Detected

Last Update At: 2020/08/20 20:09:25
CANCEL ALARM
RESET ALARM
< ® @B

Figure 5. OMM app

& © A E-ak & o A Kok
ML-WSS OMM APP ML-WSS OMM APP
Muiltilevel Wireless Security System Multilevel Wireless Security System
Operation And Monitoring App Operation And Monitoring App
-
(=) (=)
Level 1 Sensors Status Level 1 Sensors Status

Level 2 Sensors Status Level 2 Sensors Status

Warning BREACH AT:2020-08-20T17:12:29Z

Calling Police In: 25 Se

Last Update At: 2020/08/20 20:11:4( Last Update At: 2020/08/20 20:12:34

CANCEL ALARM CANCEL ALARM
RESET ALARM RESET ALARM
<4 L a <4 @ 2]
(@) (b)

Figure 6. These Figures are; (a) level 1 alarm, and (b) level 2 and 3 alarm

Figure 7 shows the number of breaches of each level of sensors at certain times. Random
unauthorized movements were used for about an hour-from 12:18 to 13:47-to test the proposed system and to
calculate the number of breaches whereas this number is accumulative of each level. It is obvious to notice
that levell sensors spotted the highest number of breaches where these sensors are installed at the first lines
of the secured area (i.e. building’s fence). The number of breaks reached to 19 at 13:47 under this level.
Level 2 sensors have a smaller number of breaches (14) as compared to level 1 (19) where they should be
fixed in the area of medium security priority.
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Level 3 sensors are designed to be mounted in the high-risk zones where no one should be accessed
without authorization. The breaches number for level 3 reduced by 50% and became the lowest number (10)
as compared to other levels since this area is a usually small zone that is located inside of further two other
areas which are level 1 and 2. The purpose of placing level 3 region-the most dangerous area-inside level 1
and 2 is to protect it from the break and make it so hard to be breached.

Llevel1l mlevel2 mlevel3

7
-
<
w
o
=
=
w
o
o
=

Figure 7. No of breaches over multilevel

The proposed system requires approximately two seconds to inform the user about a breach.
This time mostly depends on the Internet quality. Figure 8 shows the duration utilized to notify the user about
a detected movement within the three levels. The average recorded time values are 2038, 1855, 1916
milliseconds for level 1, level 2, and level 3 respectively. The total average time of the three levels is
approximately 2 seconds. This time can be reduced with faster internet connection.

Response Time

Figure 8. Response time of alert

4. CONCLUSION

In this paper, a multiple levels wireless security framework called ML-WSS based on IoT has been
planned and implemented to secure a certain area of lively properties. The suggested scheme is based on
dividing the area that is required to be protected into several sub-areas according to their level of risk.
Each sub-area is monitored and controlled through a mix of physical and logical components such as
Arduino, ultrasonic sensors and OMM application. Different alarm warnings will be displayed and delivered
through the OMM application when there is a breach in any level (1, 2, and 3). Based on these warnings,
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several steps are conducted to respond to the breach, such as the automatic call to the police, fire sound.
Several mathematical equations and Pseudocode were also driven and written in this paper to illustrate the
mechanisms of the proposed system. The result shows that the ML-WSS was successfully implemented and
the number of breaches in level 3 area reduced by 50% (10 breached) as compared to level 1 (19 breaches)
and level 2 (14 breaches). The least number of breaches occurred level3 region because the area is protected
by further two regions level 1 and 2.
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