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ABSTRACT

Wireless sensor node is the foundation for building the next generation of ubiquitous
networks or the so-called internet of things (IoT). Each node is equipped with sensing,
computing devices, and a radio transceiver. Each node is connected to other nodes
via a wireless sensor network (WSN). Examples of WSN applications include health
care monitoring, and industrial monitoring. These applications process sensitive data,
which if disclosed, may lead to unwanted implications. Therefore, it is crucial to pro-
vide fundamental security services such as identification and authentication in WSN.
Nevertheless, providing this security on WSN imposes a significant challenge as each
node in WSN has a limited area and energy consumption. Therefore, in this study, we
provide a proof of concept of a lightweight authentication protocol by using physical
unclonable function (PUF) technology for resource-constrained wireless sensor nodes.
The authentication protocol has been implemented on NodeMCU ESP8266 devices.
A server-client protocol configuration has been used to verify the functionality of the
authentication protocol. Our findings indicate that the protocol used approximately
7% of flash memory and 48% of static random-access memory (SRAM) in the sensor
node during the authentication process. Hence, the proposed scheme is suitable to be
used for resource-constrained IoT devices such as WSN.

This is an open access article under the CC BY-SA license.

Corresponding Author:

Mohd Syafiq Mispan
Fakulti Teknologi Kejuruteraan Elektrik dan Elektronik
Universiti Teknikal Malaysia Melaka
Melaka, Malaysia
Email: syafiq.mispan@utem.edu.my

1. INTRODUCTION
Building a trusted and secure internet of things (IoT) solution is crucial especially for applications

that process sensitive and user-specific data. Providing the aforementioned solution is exacerbated with the
stringent requirement of power and area in resource-constrained IoT devices such as sensor nodes in wireless
sensor networks (WSN). WSN consists of hundreds of thousands of sensor nodes used to sense the data and
the main location (i.e., base station or sink) where the sensed data can be observed and analyzed. The sensor
nodes can communicate among themselves and to the base station for transferring the sensed data. Therefore,
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the identification and authentication process must exist to ensure secure node-to-node and node-to-base station
communications.

Physical unclonable function (PUF) is a promising hardware fingerprinting technology that can be
used in identification and authentication application [1]. PUF exploits the intrinsic process variations during
integrated circuit (IC) fabrication to generate a device-specific response [2]. When a set of binary bit-stream
known as the challenge is applied onto the PUF, a corresponding unique and random binary output known as
the response is generated. The challenge and response generation is also known as the mapping of challenge-
response pair (CRP) [3]. The device-specific response generated from a particular PUF can be used to uniquely
distinguish a sensor node from a group of similar nodes. As building a PUF requires no special fabrication
process and consumes considerably low gate counts, therefore, PUF is seen to be a promising identification
and authentication technology for resource-constrained sensor nodes such as WSN applications.

Hence, in this paper, we provide a proof-of-concept of a lightweight PUF-based authentication proto-
col targeted for resource-constrained sensor nodes. In this study, 32-bit Arbiter-PUF is used as a PUF building
block. The main contributions of this work are highlighted below:

1) We design the Arbiter-PUF using an artificial neural network (ANN) on the NodeMCU ESP8266 device
which acts as a sensor node.

2) We develop a proof-of-concept for a lightweight PUF-based authentication protocol. The protocol is
implemented on NodeMCU ESP8266 devices and verified using server-client configuration.

The rest of the paper is organized as follows. Section 2 describes the background related to this work.
Section 3 describes the method to construct the proof of concept of the lightweight authentication protocol
based on server-client configuration. The verification of the authentication protocol and the memory utilization
are discussed in section 4. Finally, the conclusion is drawn in section 5.

2. RELATED WORK
Several techniques have been proposed in the past aiming for lightweight authentication schemes [4]-

[9]. Yilmaz et al. [4] proposed a PUF-based IoT authentication protocol combined with Rivest cipher 5 (RC5)
encryption technique implemented on Zolertia Zoul devices. A similar scope of work has been presented in
[10], combined with the hash function. However, the device name/type for the implementation of the au-
thentication protocol was never revealed. Elsewhere, the PUF-based authentication without explicit CRPs in
the verifier database is proposed in [11]. A combination of PUF, identity-based encryption (IBE), and hash
function were used to strengthen the proposed technique. Furthermore, the application of PUF technology
in building the authentication protocol is expanded into the medical fields as proposed in [12] and [13] for
internet-of-medical-things (IoMT) applications.

In another study, Gope et al., [14], [15] proposed the PUF-based authentication protocol for real-
time data access in industrial wireless sensor networks. The authentication scheme for field-programmable
gate array (FPGA) application is proposed in [16]. The proposed technique eliminates the requirement of the
enormous CRPs database in the verifier by using the double PUF authentication model. Elsewhere, a non-
PUF-based lightweight authentication protocol of resource-constrained IoT devices is proposed in [17]. A
combination of RC5 and elliptic curve cryptography (ECC) was used to implement the proposed protocol. All
of the above studies mainly focused on the lightweight PUF-based authentication implementation on Zolertia
Zoul and FPGA as IoT devices. In our study, we focus on building the lightweight PUF-based authentication
scheme targeted for WSN applications using NodeMCU ESP8266 devices.

3. METHODOLOGY
In this section, the methodology used to develop the authentication protocol, building the PUF model,

the verification of the authentication protocol, and the attacker threat model are described.

3.1. Authentication protocol
The authentication protocol described in [18], [19] is used as a proof-of-concept for a lightweight

authentication scheme in our study. The authentication protocol consists of two phases which are enrollment
and authentication. In the enrollment phase, a new PUF-based device (i.e., sensor node) is registered in the
verifier’s database, DB with the following steps:

1) Device identifier, ID for node j is entered into the DBj .
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2) The verifier sends a set of challenge C = {C1, C2, . . . , Ck} to node j and node j returns the correspond-
ing response R = {R1, R2, . . . , Rk} to the verifier, sequentially. Further, CRP1, CRP2, . . . , CRPk are
stored in the DB.

In the authentication phase, the node j is deployed in the field and requested for authentication (i.e.,
i-th authentication) as illustrated in Figure 1. Node j sends its ID

′
to the verifier and the verifier finds the

match ID in the DB. If the match ID is found, a challenge Ci is retrieved from the DB and sends to node
j. Node j computes the response R

′

i based on its PUF model and sends the R
′

i to the verifier. The verifier
retrieves Ri from the DB and compares against the R

′

i. If both matches, then node j is authenticated as a
genuine device, otherwise the verifier detects node j as a fake device. Note that the CRPi is only used once
for the i-th authentication process. The subsequent CRP that is available in the DB will be used for the next
authentication process to avoid a man-in-the-middle attack.

Verifier Node j

DBj = 〈ID,CRP1, CRP2, . . . , CRPk〉
ID

′

←− Send ID
′

if ID
′
= ID then

Ci ∈ {0, 1}n; i ≤ k;
Ci−→ R

′
i = PUFmodel(Ci)

else Rejected

if Ri = R
′
i,

R
′
i←− Send R

′
i

then Succeeded; else Rejected

Figure 1. Authentication protocol

3.2. Protocol verification and attacker threat model
The authentication protocol is verified using a server-client configuration implemented on NodeMCU

ESP8266 devices which have specifications of 4MB of flash memory and 64kB of static random-access memory
(SRAM) [4]. One device acts as a server (i.e., verifier or base station), and another device acts as a client (i.e.,
sensor node). All the required information such as ID and CRP for sensor node j are registered in the
verifier’s DB. The communication between the verifier and node j as depicted in Figure 1 is developed using
the SimpleESPNowConnection library function.

Assuming that the adversary can eavesdrop on the communication between the verifier and node j,
and successfully obtained the node’s ID. Next, the adversary has to use the guessed CRPs data set and initiated
the authentication process using previously obtained ID. To test this condition, another PUF model is built
on NodeMCU ESP8266 with guessed CRPs data set and this node is defined as node j

′
(i.e., fake node). The

authentication protocol between the verifier and node j
′

is performed and the analysis is discussed in section 4.

3.3. PUF model generation
In our study, the 32-bit Arbiter-PUF architecture which has been proposed in [20], [21] is used as

a PUF in the sensor node. As mentioned in section 1, PUF is a hardware fingerprinting technology. Hence,
the Arbiter-PUF needs to be implemented from the hardware layer (i.e., logic circuit). Nevertheless, it is
impossible to build the hardware of Arbiter-PUF on microcontroller devices [22]. Hence, as a proof of concept
to the authentication protocol, a supervised machine learning technique called artificial neural network (ANN)
is used to model the Arbiter-PUF on NodeMCU ESP8266 device. A feed-forward network with multilayer
perceptron and the resilient back-propagation algorithm has been chosen to construct our ANN as they offer
the ability to solve non-linear problems and fast convergence time [23], [24].

The modeling of 32-bit Arbiter-PUF using ANN consists of two phases which are the training and
testing phase. A set of CRPs is required as an input to train and test the ANN. Following the method in [25],
a total of 32000 CRPs were measured to model the 32-bit Arbiter-PUF using ANN. Based on the measured
CRPs, ANN successfully model the 32-bit Arbiter-PUF with a very high prediction accuracy of about 99%.
The model of 32-bit Arbiter-PUF which is represented by the weightage and bias parameters of ANN is stored
in NodeMCU ESP8266 memory. The Arbiter-PUF model in this device represents node j.
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4. SIMULATION RESULTS AND ANALYSIS
In this section, the relevant simulation and analysis are discussed based on the described methodology

in section 3. The estimation of memory usage is also discussed in this section.

4.1. PUF-based authentication
The authentication protocol as described in Figure 1 is evaluated using three NodeMCU ESP8266

devices which act as the verifier, node j, and node j
′

(i.e., fake device). Three communication ports were used
which are COM10 for verifier, COM4 for node j, and COM5 for node j

′
. Figure 2 illustrates the verifier status

when no authentication request from the sensor nodes.
When the sensor node j is requested for authentication (i.e., node j is defined as device ‘0’ in the

program code), node j sends its ID to the verifier and the verifier matches the received ID with the one that
stored in the DB. Figure 3 depicts the status of Online Client (status=1) and Paired Client (status=1) indicating
that the authentication has been requested by the device ‘0’. The authentication status of the device ‘0’ at this
stage remains UNKNWON.

Once the match ID is found, the verifier sends ten of 32-bit challenges to the node j, and node j
returns 10-bit of response to the verifier. The verifier compares the received response against the response in
the DB. Figure 4 shows that the received response is matched with the response in the DB. Therefore, node j
is a genuine device. When the fake device or node j

′
is requested for authentication with the guessed CRPs, the

verifier failed to authenticate node j
′

as the CRPs are not exist in the DB. Hence, the verifier returns ‘Device
is Fake’ status as illustrated in Figure 5.

Figure 2. No authentication request Figure 3. Device ‘0’ or node j requested for an
authentication

Figure 4. Authentication process between the verifier and device ‘0’ or node j
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Figure 5. Authentication process between the verifier and device ‘0
′
’ or node j

′

4.2. Estimation of memory usage
The memory usage during the authentication process has been evaluated and summarized in Table 1.

For a server configuration, a total of 277681 bytes for code and 5200 bytes for data were occupied on the flash
memory (7.1% of flash memory consumption), and 32208 bytes of space was occupied on the SRAM (50.3%
of SRAM consumption). Meanwhile, for a client configuration, a total of 278273 bytes for code and 3984 bytes
for data were occupied on the flash memory (7.1% of flash memory consumption). In addition, 30640 bytes
of SRAM were utilized to configure a client or sensor node (47.9% of SRAM consumption). Note that in this
study, only one CRP has been registered in the server’s DB to verify the server-client authentication protocol.
In practice, the DB should consist enormous number of CRPs for the authentication process since the same
CRP cannot be reused to avoid a man-in-the-middle attack. Therefore, the server needs a huge memory space
to store the CRPs. This causes no issue as typically the server is resource-rich devices.

Table 1. Memory usage of the proposed authentication protocol based on server-client configuration
in Byte .text .data .bss Flash SRAM Total

Server (Verifier) 277681 5200 27008 282881 32208 309889
Client (Node) 278273 3984 26656 282257 30640 308913

5. CONCLUSION
Identification and authentication are the fundamental security processes in building the “trust” in

secured-computing IoT devices. WSN is an example of an IoT application that requires such fundamental
security. All the nodes which include the base station in WSN must be authenticated before the data transmis-
sion to ensure no loss of privacy which can be potentially caused by the man-in-the-middle attack. Nevertheless,
providing the identification and authentication protocol for WSN applications is challenging due to the limited
resources in sensor nodes. PUF is seen as a promising identification and authentication technology for WSN
applications as it consumes low area overhead and power consumption. In this study, we have provide the
proof of concept of a lightweight PUF-based authentication protocol for resources-constrained sensor nodes in
WSN. The authentication protocol has been implemented on NodeMCU ESP8266 devices and verified using
server-client configuration. Our finding shows that the sensor node which contains the PUF building block can
be identified and authenticated as a genuine device using the CRPs database stored in the verifier (i.e., base
station). Meanwhile, the sensor node which using the guessed CRPs is successfully authenticated as a fake

Indonesian J Elec Eng & Comp Sci, Vol. 24, No. 3, December 2021 : 1392 – 1398



Indonesian J Elec Eng & Comp Sci ISSN: 2502-4752 r 1397

device since its CRPs are not registered in the verifier’s database. Moreover, based on our analysis, the sensor
node only consumes approximately 7% of flash memory and 48% of SRAM during the authentication process.
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