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During the coronavirus disease 2019 (COVID-19) pandemic outbreak, the
lockdown of all activities including schools and universities became a normal
habit, forcing educational institutes to find new ways to ensure the continuity
of the learning process. E-learning is considered the best choice at this stage
whereas using video conferencing or virtual meeting applications (VM) apps

is the most common solution. In this research, security issues and possible

cyber-attacks that may occur due to the use of the most popular VM apps
Keywords: used by educational institutes (i.e., Zoom, Microsoft Teams, and Google
meet) are discussed. Moreover, the security features of these applications are
briefly explained. Furthermore, a comprehensive comparison from a
Google Meet cybersecurity perspective between VM apps was made. The results show that
M|0r0_50ft Teams Google Meet was the most secure against cyber-attacks, followed by the
Security Microsoft Teams and finally the Zoom app.
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1. INTRODUCTION

During the coronavirus disease 2019 (COVID-19) pandemic, the educational process in the whole
world has changed dramatically. In 2020, the World Economic Forum mentioned that over 1.2 billion
children cannot enroll in the schoolroom [1] and this led to more reliance on e-learning where the educational
process takes place remotely on digital or online platforms [2]. Educational technology has been improved in
the last few decades, and this was greatly valuable during this COVID-19 pandemic. Although many online
platforms that support E-learning were ready to use, it is not easy for education institutes (e.g. schools,
universities) to manage their educational activities in the online space. Furthermore, teachers and students faced
a lot of logistic, technical, financial, and social challenges due to the use of this kind of education (i.e. e-
learning) [3]. They started using VM apps instead of face-to-face meetings in schools and universities. Virtual
meeting applications (VM) is one of the most common solutions that have been adopted and sometimes
referred to as virtual conferencing or teleconferences such as Zoom, Microsoft Teams, and Google Meet [4].
A VM app is an application that is used by people to meet, no matter where they are, it uses video, audio, and
text to link up or meet online rather than face-to-face. It allows direct sharing of information without the need
to be in the same place. Creating a VM room is considered cost-saving compared to when individuals travel
to meet one another for a short time. It is less disruptive to schedules and in-office work [5]. With the
extraordinary growth of using VM apps, cybersecurity issues related to these techniques should be
considered. Cybersecurity is focusing on the practice of defending information, operations, and
communications from attacks. The main goal of cybersecurity is maintaining the integrity, confidentiality,
privacy, authentication, and availability of any information system [6], [7]. The use of VM techniques
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presents many security issues which vary from unencrypted communication for free accounts to vulnerabilities
that permit malware execution on users’ devices. Furthermore, the use of VM apps has increased privacy
anxieties that could allow uninvited users to join meetings by guessing meeting IDs or by just looking for
meeting links that were shared publicly such as social media webpages [8]. More specifically, using VM apps is
vulnerable to many security and privacy risks, such as those related to social networks which include hijacking,
screen sharing, information disclosure and association, malware, phishing, face recognition, data breach, and
zoombombing attacks.

This manuscript is organized as follows. Section 2 presents the background in which the related
works, virtual meeting apps, security features, and security and privacy issues are discussed. Section 3 covers
the method adopted for the evaluation of the VM apps in this study. Section 4 highlights the results after the
evaluation of the VM apps. Section 5 presents the discussion of the result of section 4. Finally, section 6
includes the conclusion and future work.

2. BACKGROUND

This section presents the related works that have discussed the VM apps. It also gives a brief
explanation of Zoom, Google Meet, and Microsoft Teams apps. The security features and issues associated
with the use of these apps are also discussed.

2.1. Related works

Security and user privacy are very important issues in the online environment. Further investigation
is needed to improve the security of VM apps in the E-learning sector. This section demonstrates some
articles that focused on the security and privacy issues due to the use of VM apps. Mahr et al. [9] performed
a detailed forensic analysis on the primary disk, network, and memory of the Zoom VM app. The results
show that user personal information may be found in its explicit and/or encrypted form, like chat messages,
names, email addresses, and passwords. While using network captures, forensic imaging of digital devices,
and memory forensics. Ling et al. [10] recognized 10 popular VM tools and pull outposts that contain
invitations to meetings on two social networks (i.e. Twitter and 4chan). Then they do manual annotation to
recognize zoombombing attack posts and then apply thematic analysis to establish a codebook to enhance
and characterize the discussion surrounding calls for zoombombing. The findings show that most of
zoombombing calls are not established by an adversary stumbling upon meeting invitations or brute-forcing
their meeting ID, but actually through legitimate persons (i.e., insiders) who have access to these meetings,
especially students in the educational institutes. This has serious security implications because it makes the
protection methods used against zoombombing, like password protection, useless. Archibald et al. [11]
studied the use of the Zoom for online qualitative interviews of nurses experiences and research observations.
Regarding the security issue, the authors reveal that the Zoom app can securely record and store sessions
especially when the protection of sensitive data is essential. Moreover, user-specific authentication, real-time
encryption of meetings, and the ability to backup recordings to online remote server networks are included.
Simple privacy and security options that enable the user to easily and securely log into Zoom represent the
key strengths of the Zoom app. This study did not show any security issues due to app features like the ability
to selectively invite users and monitoring the distribution of meeting access data. Kagan et al. [8] explored
and analyzed the privacy issues that may exist through using VM by extracting private information from
images of Zoom meeting members that are posted on the web publically. The result of this study showed that
video conference users faced several privacy threats because of extracting personal information about the
participants by an easy way of collecting thousands of existing images of video conference meetings
including member’s face images, age, gender, usernames, and sometimes even full names. Furthermore, the
extracting data can put the security and privacy of the members at risk. However, this research focused on the
privacy issue of Zoom app only. Kristof [12] discussed the measures enforced in many countries about
distance education. Moreover, the proposed solutions that were designed to manage the distance learning
process and its characteristics and parameters were highlighted in this study (i.e., Skype, Zoom, Microsoft
Teams, and Google Meet). The study revealed that there are security vulnerabilities and poor appearance in
Zoom apps and they could be resolved by including passwords and enhanced encryption. Discussion of the
security of the other two apps was limited. Khan et al. [13] identified the cybersecurity threats and privacy
concerned that may occur using VM apps during the pandemic, COVID-19, at Healthcare Systems, financial
services and government and media outlets sectors. The threats that were discussed in this study are
distributed denial of service (DDoS), malicious domains, malicious websites, malware, ransomware
cybercriminals, spam emails, malicious social media messaging, business email compromise, mobile threats
and browsing Apps. However, the study did not link any threats with any VM apps. It was a general
discussion for potential threats that may occur when using VM apps. The advantages and limitations of using
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the preferable apps in the meeting of academic groups (i.e. Zoom and private Facebook group) are studied by
authors in [14]. This study concludes that a hybrid format private Facebook group provides more suitable and
satisfying result than Zoom in terms of the facilitator of a unique, health-related, narrative research group at
the institution-a group tailored to critical thought, communication, cooperation, and creativity. However, the
discussion of the security of these two apps was limited. Singh and Awasthi [15] provide a comparative study
of video conferencing apps related to Google Meet, Zoom, Microsoft Teams, Cisco WebEx Teams and
GoToMeeting. This comparison includes the features of security and privacy issues. However, the author
states that there are security issues of using Zoom apps without giving any details, although the security
features of the other apps are demonstrated.

By reviewing the above studies, we may come to the conclusion that some studies [8], [11], [14] are
dedicated to discussing the features, security, and privacy issues of a particular app (i.e. Zoom). Other
studies [12], [15], however, gave general information about the features and security of VM apps, while
studies like [8], [13], highlighted the threats faced by the VM apps regardless of the app used. Moreover,
some studies [9], [10] focused on certain types of attacks (i.e. zoom bombing and data breach) that could
attack Zoom and other VM apps.

2.2. Virtual meeting apps

With the dramatic growth of using virtual meeting apps, many criteria should be considered to pick
the suitable VM app which include:

Cost: customizing user needs within budgets.

— Meeting duration: available time provided for each meeting.
—  Compatibility: with all platforms and all types of devices
— Purpose: some apps are designed for particular purposes.
— Integration: apps should work well with other apps.
—  The number of participants: differs from one VM app to another.
—  Usability: user-friendly for effectiveness, efficiency, and satisfaction.
—  Security: robust for users’ data and maintain privacy.

Over the years, there have been many popular VM apps including Zoom, Microsoft Teams, Google
Meet (Hangouts), Skype, Adobe Connect, CiscoWebex, and Freeconferencecall. Based on [12] Zoom, MS
Teams, and Google Meet were the most frequently used VM apps in E-learning.

2.2.1. Zoom

Zoom is an American communications technology company. It supplies online chatting services over a
cloud-based live calling application that is used for virtual meetings, distance learning, and social networks [12].
Zoom has become the most popular app for the education sector and more than 500 companies used it during
2019 and 2020. This number has been increased dramatically since 300 million users participate in the Zoom
app daily [16], [17]. Zoom has many features such as compatibility, one-on-one meetings, group video
conferences, screen sharing, meeting invitees do not need to download any application to attend the meeting. To
join a meeting, it is sufficient to click on the send link if they use Chrome and Firefox browsers. The invitees are
not required to create accounts on the application. Moreover, Zoom standard is 40 minutes free, 100 participants
max [18]. However, the Zoom app suffered from security flaws and poor appearance. The company apologized
for these security issues in April 2020, claiming that these issues arose because the application was not designed
primarily for e-learning. Zoom has announced a focus on privacy and transparency issues; so, in April 2020,
version 5.0 of Zoom was released in which many security and privacy issues were successfully resolved.
Passwords, enhanced encryption, and a new security icon were included in the new Zoom app version [12].

2.2.2. Microsoft Teams

Microsoft (MS) created the Teams app in March 2017 in New York and launched its service.
Microsoft Teams is essentially targeted for teams, classes or groups to collaborate, share and chat. Besides
text chat, video calls and screen share are also supported. Microsoft reported that MS Teams now has around
44 million users [12]. It allows communities and groups to join links or invitations using a group
administrator or owner. Administrators and teachers can generate groups for classes, professional learning
communities and employees. Within the MS Teams app, users can set up channels that are conversation
topics to communicate without email or group SMS. MS Teams also help teachers to distribute, give
feedback on and classify student materials on the assignments tab which is offered to the Office 365
Education subscribers. Teachers can also make Quizzes for students through integration with Office Forms
[12], [19]. However, there is some limitation since the structure of files confuses users and provides
challenges regarding permission settings, adding members from outside the organization, receiving
notifications and sending multimedia files through the app [20].
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2.2.3. Google Meet

Google Meet (formerly Hangouts) is a video-communication service developed by Google [21]. The
use of Meet increased between January and April 2020 during the 2020 COVID-19 pandemic, reaching 100
million users a day in the last week of April 2020 [12]. Google provides a 60 minutes limit for up to 100
participants for free accounts. However, everyone joining the meeting must sign in with a Google account
[8]. Meet app has been downloaded millions of times from Play store where work-from-home numbers have
grown through the COVID-19 pandemic period. Since January, Meet’s peak daily usage has grown by 30
times, according to Google [22]. Joining a meeting requires no app to download; rather, any web browser can
be used to join. To join a meeting through mobile via 10S and Android with screen sharing and 16
participants on a single screen, apps should be downloaded. Encryption, anti-hijacking and phishing, 2-step
verification APP, and 2SV are provided by Meet to control and save those who access the app [8].

2.3. Security features

Following up the cybersecurity procedures in the right manner can help users to keep out unwanted
attendees, secure users’ data and privacy. Some features that can be helpful for users to manage secure access
to VM apps and general recommendation are as follows [23]:

— Meeting IDs and Passwords: To prevent unauthorized users, meeting 1Ds should not be publicly shared and a
unique, strong password of at least 12 uppercase and lowercase letters, numbers, and symbols should be set
for the meeting. Two-factor authentication provides another layer of protection by delivering code to the
user’s simcard or email.

— Encryption: The most important feature to take into account to encrypt the meeting resources when using
the VM apps is the encryption algorithms (for example, AES) with keys of 128, 256, 4096, and so on.

— Manage Joining and Calls: The host should control the joining and calls to identify unknown phone
numbers.

— VM Meeting Apps Setting: These can improve the security. Alerts can be established so the host knows
when meeting invitations are sent over email to participants. Other than the meeting coordinator or host,
participants can be blocked from recording the meeting, or to identify which participant has started
recording. File sharing can be restricted so that anonymous participants cannot open or receive private
documents or transmit malware masked as an attachment to other participants of the call as the webcam
on a user’s device may be used by intruders as a tool to spy on the participant utilizing malicious
software that infects participant devices. Expectations for privacy settings should be approved by the
group or colleagues to ensure communications are secure on both ends.

Besides the above features, there are some recommendations for users that used VM apps that
should be taken into consideration:
— Files and links: Clicking links and attachments in anonymous emails should be avoided.
— Use Enterprise License: Access the VM apps by purchasing an enterprise license that gives users more
control and ensures security and privacy.
— Install security software: Beyond managing the settings of the VM apps, install security software on the
devices.
— Auvoid open meetings: Never use an open VM app. They make it easy for attackers to join in.

2.4. VM apps security and privacy issues

Users commonly represent the weakest link in the security chain [24]. So, the user's private security
when using VM apps depends on the user himself. When a user joins a call through one VM app from an
unsecured device or connection, he becomes vulnerable to unauthorized access. The main point in VM apps
is secure access, which means avoiding the annoying intruder from enrolling and gaining access to the data or
devices of any participant on the meeting. VM apps like Zoom, Google Meet, and Microsoft Teams can make
it easy to meet your teachers, classmates, workgroups, friends, and family members. However, that ease of
transmission might also make the mission of reaching the information easier for attackers. The main idea is to
be aware of the security risks before getting on a video call with your work team or group of friends by
setting up the features of the VM apps correctly to keep malware, hackers, and identity thieves out.

Privacy is another concern. The privacy policies of VM apps could enable the services to collect and store
a lot of data from many resources (e.g., cloud recordings, videos, messages, files, documents shared on the screen,
and whiteboards showed during service) and these data could contain sensitive personal information. The webcam
provides a window to the world through which hackers can spy on the participant when he mistakenly left the
webcam on. Another example of the privacy issue is when hackers gain access to the legal or finances information
of the company or user sensitive healthcare information whenever the user has a meeting with the doctor. The
security and privacy of the VM apps are vulnerable to multiple attacks, such as:
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— Hijacking (HJK): shared by public social media or emails, VM apps have public or easily guessable IDs
and PINs. Without protection, anyone with these meeting credentials could join, disrupt the proceedings
or acquire sensitive information.

— Screen sharing (SS): Most VM apps have a screen sharing option. When an unauthorized participant
shares inappropriate content, this is Cyberbullying.

— Information disclosure and association (IDA): With information disclosure, participant information is
detected and extracted unintentionally. When used to connect with other accounts and get private
information, it is information association. Where and how any recorded VMs are stored and protected is
important. With improper access or lack of encryption, sensitive information can be compromised.

— Malware attacks (MA): Malicious software developed by the intruder to collect and gain access to
confidential information.

— Phishing attacks (PA): Based on social engineering developed to mimic genuine sites, these online attacks steal
the victim's sensitive data by hiding as a legitimate third-party website. URLS are sent to targeted users through
email, spam messages, or social networking websites (e.g., Facebook) to retrieve passwords, bank details and
credit card numbers. Since the COVID-19 outbreak, hackers have been increasingly impersonating video
conferencing applications, including Zoom, Microsoft Teams, and Google Meet [25].

— Face recognition attacks (FRA): ldentifying strangers from their face, by online or offline video or by
photographs widely available on social network sites (e.g Facebook), used to expose personal information
about the user. Face recognition algorithms can identify or verify a person from digital photos or a video
source.

— Data breach: Some VM apps provide recording and cloud storage abilities for their users. These recordings
could contain sensitive and private information such as user’s full names, phone numbers, and addresses.

— Zoombombing (ZB): This attack denotes unwanted and annoying intruding participants who join and
interrupt a meeting with aggressive talking. Although the term is taken from the Zoom app name, the
phenomenon occurs on the other VM apps as well. The significant increase in the use of the Zoom app
during the COVID-19 pandemic as an alternative to physical meetings led to an increase in intruders
trying to exploit the flaws of this application in this way [26].

3. METHOD

To evaluate the VM apps system from a cybersecurity perspective, different types of cyber-attacks
should be applied. This research focused on the three popular VM apps used around the globe currently:
Zoom, MS Teams, and Google Meet [12], [27]. However, because these apps are closed source and
commercial [28]-[30], it is not possible to apply these attacks while using the full features versions of these
apps. Therefore, in this study, the literature and reports from reliable resources (accredited scientific journal
or an article from a specialized body) related to the security of these apps are downloaded, reviewed, and the
free version of these apps are used and examined for any vulnerabilities that may lead to any type of cyber-
attack. Moreover, in this study the VM apps evaluation process focused on the most common cyber-attacks
related to VM apps, which are hijacking, screen sharing, information disclosure, and association, malware
attack, phishing attack, face recognition, data breach, and zoombombing [10].

4, RESULTS
After using the VM apps chosen to be examined and reviewing the literature and reports related to
these VM apps, it is clear that the users of these VM apps could be vulnerable to the attacks shown in Table 1.

Explanation of each of these attacks and the extent of their impact on the three VM apps are as follow:

— HJK: Users in Zoom are more vulnerable to this attack since the meeting ID consists of 10 or 11 digits, which
can be easily guessed by the intruder [31]. In the case of MS Teams, a participant needs to be a member of
the class administered by the class owner (admin) and must have an "outlook™ email related to the school or
university. As for Google Meet, the meeting ID consists of 10 alphabet characters, in addition to the two
features which are APP (Advance Protection Program) and 2SV (2-Step Verification) [32].

Table 1. VM apps vs possible attacks
App Name/Attack HIJK SS IDA MA PA FR DB 7B

Zoom V V N V NN N
MS teams y N V NN
Google Meet \ NN W
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— SS: This feature is provided by all three apps, so the users in each meeting should expect to face this
attack from any intruder who can gain the access to these meetings. In Zoom, the meeting coordinator
can restrict members' capability to share their screen [33]. In Google Meet, preventing call participants
from sharing their screen is currently only available for Google Workspace for Education users [34]. In
MS Teams, the admin can configure screen sharing and let users share an entire screen. The admin also
enables users to give or request control. Moreover, the admin can configure whether anonymous or
external users request control of the shared screen [35].

— IDA: Hosts have the ability to collect user information from the meeting and share it. The policy of
Zoom's privacy is similar to other VM apps. It claims the right to gather, store users’ data, and share it
such as in advertisers [36]. Also in MS Teams, any member of the Team’s meeting can automatically
access all meeting files [20]. Admin in Teams can use the Guest access settings in the Teams admin
center to configure the level of access granted to guest users. For maximum security, admin can leave
guest access disabled by default. The user can create a private meeting with a maximum of 30 channels
[37] in a Team to create single permission for a specific meeting (for instance “Management”), but he
cannot invite “guest users” to the selected meetings [20]. Moreover, by default, any class member can
start recording without any permissions. After the session has finished, the videos will be shared and
can be download from any member within the class on the class timeline for 20 days. Related to Google
Meet and based on Google, each user owns their data. Google stated on its official website that they do
not used the customer's data to target them with ads and does not sell their data to a third party [34].

— MA: Client Zoom apps allow attackers to exploit the developed animated GIF pictures located in a Zoom
meeting chat to hack the client app on other mobile phones [38]. While in MS Teams, Microsoft warns the
customers about the “FakeUpdates™ campaigns in a private security advisory based on a report in Bleeping
Computer [39]. Different types of companies are targeted by these campaigns. The recent campaigns target
the K-12 education sector that is now dependent on Teams due to COVID-19 limitations. Cobalt Strike is an
attack tool that hacker uses to spread malicious programs (e.g. Ransomware malware) [40]. With Google
Meet, researchers from Check Point Software Technologies [41] have found fake Google Meet domains that
sent people to malicious websites which look like a legitimate website to install malware on the user’s
devices. However, the number of these domains are incomparable with the number of domains that made for
Zoom since January to May 2020 (6,576 Zoom-related domains have been registered globally). With respect
to meet, Google made advanced phishing and malware protection against phishing and harmful software
(malware) and users can use any modern web browser and no download is required [42]. Organizations can
stop and restrict attacks and banish hacker attacks by blocking executable files that do not meet specific
criteria or by blocking JavaScript and VVBScript code from downloading executable content [39].

— PA: The Anti-Phishing Working Group (APWG) received only few reports of phishing attacks against the
Zoom app in March 2020 while, in April, the number of reports reached around one thousand [24], [43].
The victims receive emails saying there is a Zoom meeting starting soon. The email also provides a link
to the phishing page that impersonates the Zoom login page [44]. Then the phishing site asks for
victims' zoom credentials to log in. Researchers from Abnormal Security [45], security warn users of a
phishing campaign that may be an automated message send to MS Teams app. This phishing campaign
was sent to between 15,000 and 50,000 Office 365 users [46]. Researchers in [46] mentioned: “Since
MS Teams is an immediate-messaging service, receivers of this notification could be more susceptible
to click on it so that they can reply fast to whatever message they believe they could have missed based
on the notification,”. The phishing email announces “There is new activity in Teams,” in order to appear
like an automated email notification from MS Teams. An example of the type of email a recipient might
receive is a notification that their colleagues are trying to reach and warn them about missed chats. A
chat could be shown telling the recipient to send something by a certain date. Data scientist at Abnormal
Security, Erin Ludert, said that intruders are using more of a “spray” strategy, as the employee
referenced in the chats does not seem to be an employee of the firm that received the attack [45]. To
respond, the victim is asked by email to click on the “Reply in Teams” button and this will redirect the
victim to a phishing page that impersonates the MS Team login page. The phishing page asks the MS
Team members to enter their login information, email, and password. The phishing campaign targets up
to 50,000 Office 365 users to notify them of a “missed chat” from the MS Team app [25], [45]-[47].
Regarding Google Meet, frauds in emails impersonating some public organizations like the world health
organization (WHO) have been observed by Google and found in April 2020 more than 18 million
malware and phishing emails associated with COVID-19 in one week. The problem becomes clear since
the WHO has a web page devoted to information about COVID-19 hackers and scammers [48].
However, Google provides its apps with features that provide strong protection against phishing, which
is specifically designed for the highest risk accounts, and they did not notice any successful phishing
attempts for the users who participate in their apps, even if they are repeatedly targeted [34].
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— FR: All the apps under this study allow hosts to record the meeting and store them whether, in their
personal computer or cloud. These recordings are vulnerable to such attack.

— DB: Wagenseil [38] mentioned that Zoom declares its meetings use “end-to-end encryption" if each party
calls in from a PC or a Zoom mobile app. But under pressure from the Intercept, the Zoom company
spokesman disclosed that Zoom's descriptions of the team "end-to-end" and "endpoint” are different from
other parties. "Once using phrase 'End to End," a Zoom representative expressed to the Intercept, "it is about
the connection being encrypted from Zoom endpoint to Zoom endpoint.” It sounds great, nevertheless, the
Zoom representative explained that he counted a Zoom server as an endpoint, and this considered phoney
end-to-end encryption. Moreover, based on [4], user’s information was still found which including a plain
text of user information, chat messages, profile pictures, files exchanged, and user’s contact information.
Furthermore, bits of this information can still be found and saved even while a user decided to delete a
contact from their app [11], [38]. In MS Teams, the data (i.e., video files, audio files, and information) is
encrypted on transition between different devices, users, or data centers compares with standard approaches.
MS team encrypts user data, but it remains in possession of the encryption keys to user data. This enables
Microsoft to access all data stored and used in Microsoft Teams in plain text [49]. Google meet saves
recordings in cloud storage, so in this case, recordings could be vulnerable to this type of attack.

— ZB: New research conducted at the University of Boston and University of Binghamton [12] stated that
efforts to stop "Zoom bombing," for example entering passwords to get access or making waiting rooms
where a participant needs approval from the meeting coordinator to access the meeting, often would not
work. That is because many attacks are executed by internal and authorized users (e.g., students in the
class). The research results show that the vast majority of calls for Zoom bombing are not created by
attackers stumbling upon meeting invitations or brute-forcing their meeting ID, but rather by legitimate
participants who have legal access to these meetings, especially students in high school and college
classes. Same researchers mentioned that Google Meet is also vulnerable to “Zoom Bombing” attack
although the results showed that MS team is less vulnerable to “Zoom bombing” attack since the nature
of MS teams makes it less vulnerable to this kind of attacks and users are already members within
classes established by the admin [12].

5. DISCUSSION

From the results shown in the previous section, it can be concluded that all three VM apps still have
security issues from a cybersecurity perspective. We notice that there is a discrepancy in meeting the security
requirements between the three VM apps as shown in Table 1 as well. According to Zoom, we can notice that
this application is vulnerable to all possible attacks mentioned in Table 1 including hijacking, screen sharing,
information discloser and association, malware, phishing, face recognition, data breach, and zoombombing
attacks. As for the MS Teams, the situation seems better, but this app is still subject to some attacks such as
screen sharing, information discloser and association, malware, phishing, and face recognition attacks.
According to Google Meet, it appears that this application performs well in terms of security; however, it still
faces some kinds of attacks like screen sharing, face recognition, and Zoombombing. As a sum and based on
our results, it can be concluded that Google Meet is a more appropriate VM app in terms of security,
followed by the MS Teams, and then finally comes the Zoom app.

At the same time, it is worth noting that security is one of many factors that should be checked when
choosing the suitable VM app to meet an institution’s requirements as shown in Section 2.2. There is often a
trade-off between security and usability/performance [50], [51]. This could lead some institutes to pick
usability/performance to please their customers explaining the reason why Zoom is the world's first choice of
VM apps [14], [16]. In addition to the above mentioned discussion, and to keep the privacy and the
confidential information secure while using the VM apps, it is recommended to share as little personal
information as possible, use a single app and an email that is not used for anything else such banking,
healthcare, and social media accounts, turn off the camera and microphone whenever they are not using
them, use the blurred background in order not to disclose the personal details that can be seen from anything
behind or beside you [37].

6. CONCLUSION

The majority of educational institutions and universities have been forced to adopt the VM apps to
continue learning and contacting students and staff during the COVID-19 pandemic. Many criteria should be
considered to select an appropriate VM app, like cost, compatibility, purpose, integration, and number of
participants, usability, and security. Three VM apps (i.e., Zoom, MS Teams, and Google Meet) were the
preferred choice for most educational institutes. However, malicious attackers have considered this situation
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as an opportunity to attack the online VM apps using their features such as meeting ID, screen sharing,
personal information recordings, and emails. This study discussed the possible attacks on the above-
mentioned apps, such as, hijacking, screen sharing, information discloser, malware, phishing, data breach,
and zoombombing. The results reveal that Google Meet can be adopted securely in the educational sector,
then MS Teams and, lastly is Zoom regardless of other factors such as the ease of use and number of
participants and meeting period. Besides, the security features of these apps that should be properly to set are
highlighted. Some recommendations when using the online VM apps have been included as well. Future
work is required to re-evaluate the discussed VM apps in this study at the end of 2021, as well as, to evaluate
the other available VM apps that could be picked by the education institutions as e-learning mediums.
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