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The rapid development of information technology has made security become
extremely. Apart from easy access, there are also threats to vulnerabilities,
with the number of cyber-attacks in 2019 showed a total of 1,494,281 around
the world issued by the national cyber and crypto agency (BSSN) honeynet
project. Thus, vulnerability analysis should be conducted to prepare worst
case scenario by anticipating with proper strategy for responding the attacks.
Actually, vulnerability is a system or design weakness that is used when an
intruder executes commands, accesses unauthorized data, and carries out
denial of service attacks. The study was performed using the AlienVault
software as the vulnerability assessment. The results were analysed by the
formula of risk estimation equal to the number of vulnerability found related
to the threat. Meanwhile, threat is obtained from analysis of sample
walkthroughs, as a reference for frequent exploitation. The risk estimation
result indicate the 73 (seventy three) for the highest score of 5 (five) type

risks identified while later on, it is used for re-analyzing based on the
spoofing, tampering, repudiation, information disclosure, denial of service,
and elevation of prvilege (STRIDE) framework that indicated the network
function does not accommodate the existing types of risk namely spoofing.
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1. INTRODUCTION

The development of the Internet in information technology (IT) is developing very fast along with
the growth of its users. Likewise, the level of crime in information technology is detrimental to its users, both
individuals, and organizations. Information security is the protection of computer equipment, facilities, data,
and information from misuse of unauthorized or unauthorized parties. The role of information security for an
organization is to provide information protection from various threats in order to ensure business continuity,
reduce business risks, increase return on investment (ROI), and increase business opportunities [1], [2].
Information security is an effort to anticipate fraud through the detection step by step process within an
information-based system regardless its boundary and limitation. The aspects that must be met in a system to
ensure information security are the information provided is accurate and complete as the right or verified and
validated information, which is accountable or held by the right people that can be accessed and used
according to the need at the right time, and provides information in the right format or form based on the
agreeable manner.
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Information security management is an activity to keep information resources safe. Management is
not only expected to keep information resources safe, but also expected to keep the implemented system
functioning after a disaster or security system breaks. The stages in information management are identifying
threats that can attack company information resources and then defining the risks that can be caused by these
threats. Next is determining an information security policy and implementing controls to address these risks.
Vulnerability scanning detects and identifies known issues of software and tools installed on the host such as
older versions of the software in use, active protocol vulnerabilities, and standard passwords. This activity is
difficult to do manually; hence this phase is performed using an automated tool which identifies open ports
and tries various exploits on the port to identify if a particular process/software is using a port that is
vulnerable to exploits based on its process. Some of the tools used to perform vulnerability scanning are
Nessus, OpenVas, and Qualys [3].

In 2019 the number of vulnerabilities increased by 17.6% by 20 [4], which is supported by the
vulnerability statistics released by Research Labs: application security and data security. Information
technology security is needed to increase efficiency in cyberspace security, monitoring, and analysing threats
and incidents that exist in information technology security, which the functions that can be used is
vulnerability scanning to detects and identifies known problems with software and tools installed on the host
[3]. One way to respond quickly to protect the IT assets, maintain awareness of environmental vulnerabilities,
and mitigate potential threats is to use it systematically. This is the process for identifying and measuring
security vulnerabilities in the organization's environment as a comprehensive program to provide
organizations with the knowledge, awareness, and risk background to understand and respond against the
environmental threats. Based on the background described above, several problems to be resolved in this
study can be formulated by simulating vulnerability scanning with the AlienVault and Qualys (mirroring the
scenario) software on the VulnOS, Vulnix, and direct current-1 (DC-1) (for the purpose of shadowing the
result) operating systems to help identify vulnerabilities. Comparison of the results of vulnerability scanning
in AlienVault and Qualys software and a risk score graph can help identify the types of attacks and threats
that often occur. Meanwhile, the STRIDE framework analysis developed by Microsoft is to analyze the threat
attack on the walkthrough.

2. RESEARCH METHOD

Actually, threat can be defined as the attempt to exploit the benefit from the security weaknesses
within certain information based system for certain period of time, which implicated to the negative impact
for the environment in the short and long run. Therefore, it can come from two main sources, which are
humans both external and internal as well through natural threats namely earthquakes, hurricanes, floods, and
fires [5]. Meanwhile, risk is defined as the potential loss, damage, or damage to assets as a result of threats
exploiting vulnerabilities such as financial loss, loss of privacy, damage to reputation, legal implications, and
even loss of life. It can also be defined as the result of multiplication between vulnerability and threats. On
the other hand, penetration testing ensures that the test created is materialized or completed. Given that is part
of a larger security program, one must include other safety characteristics to align the test with demand as a
driver [6]. A vulnerability machine is an operating system created with weak security vulnerabilities and is
usually used for attempted attacks. VulnOS is a suite of vulnerable operating systems packaged in a virtual
image to improve penetration testing. VulnOS was created by the author id with the name c4b3rwOIf, with
the Linux base operating system and can be downloaded on the Vulnhub website [4]. Vulnerable linux hosts
with configuration flaws. Vulnix is made with the name HackLAB: Vulnix and created by the user id reboot
user, with the basic operating system Ubuntu server 12.04 and can be downloaded on the vulnhub website
while DC-1 is a vulnerable machine that is deliberately created for the purpose of gaining experience in the
world of penetration testing. DC-1 is made by DCAU author id with the name DC: 1, with the Debian 32 bit
operating system and can be downloaded on the vulnhub website.

STRIDE is a model-based threat modeling technique developed by microsoft that also guides
security analysis through the activities that must be carried out for the process to be effective. Six types of
security threats include spoofing attacks occur when an attacker pretends to be someone they are not [7]-[9].
It is typically used to gain access to a target's personal information, which spreads malware via infected links
or attachments, bypasses network access controls, or redistributes traffic to carry out attacks [10]-[14]. Then,
tampering occurs when attackers modify or edit official information and repudiation occurs at the time of
someone execute certain action while later on try to claim the otherwise. It usually comes down to the
specific activity process such as credit card transactions where users buy something and then claim they did
not to obtain certain benefit [15]-[18]. On information disclosure, data breaches or unauthorized access to
confidential information and denial of service (DoS) related to creating service interruptions for legitimate
users and most recently related to elevation of privilege to gain higher privileged access to system elements
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by users with limited authority. On the other hand, internet protocol (IP) as a data routing protocol is the key
to the convergence with homogeneous and flat interconnection processes with a simple system design can
lead to the lower network management costs [19]. Network development hubs are associated with mobility to
ensure network availability for connected entities in motion and resources in storage and compute volumes,
especially in parallel computing, network computing, and cloud computing, which in the end should be
protected and maintaned in at all cost [20]-[24].

At the review stage, identification will be carried out by designing to describe the planning to solve
the problem. The needs used in this research are the vulnerable machine operating systems VulnOS, Vulnix
and DC-1, and the software used are AlienVault and Qualys. Meanwhile, at the data collection stage,
execution will be carried out with a variable machine and related software, then vulnerability scanning will
be carried out and the collected data will be obtained then used for research analysis. At the analysis stage,
the output vulnerability scanning will be carried out on AlienVault and Qualys to identify the types of threat
attacks that have been collected during the collection stage. The data obtained is then carried out by
calculating the risk, which will be analyzed based on the STRIDE framework. In the final stage, the
interpretation will consist of a conclusion on the research that has been done and suggestions that can be
given from the results of risk analysis on vulnerable machines using the vulnerability scanning feature on
AlienVault and Qualys.

The following Tables 1 and 2 is an explanation of the hardware specification and software functions
used, including Windows 10 Enterprise, an operating system that provides all the features of Windows 10
Pro, with additional features to help information technology (I1T-based) organizations. Windows 10 in this
case, is used as the operating system on the main hardware. Meanwhile, Debian as a computer operating
system composed of software packages released as free and open software under the majority license of the
GNU general public license and other free software licenses. In this analysis, Debian is used as the operating
system on VirtualBox on which AlienVault is based. Meanwhile, Ubuntu is an open source operating system
distributed Linux based on Debian and has a desktop interface. In this analysis, Ubuntu is used as the
operating system on VirtualBox on which VulnOS is based, a series of vulnerable operating systems
packaged in virtual images and used to improve penetration testing skills. VulnOS is used as an object that is
analyzed by each of the open source SIEM tools. Vulnix is a Linux host that is vulnerable to configuration
flaws. The DC-1 is a vulnerable machine designed for the purpose of gaining experience in the world of
penetration testing. VirtualBox is virtualization software that can be used to execute additional operating
systems within the main operating system. In this analysis, VirtualBox is installed on Windows 10 and used
to run several operating systems. AlienVault is a comprehensive security system that includes open source
from detection to generating metrics and reports to the executive level. In this analysis, AlienVault is used to
analyze the vulnerability of each vulnerable machine. Qualys is a commercial scanner web application, which
can be used to find, identify, and assess vulnerabilities so they can be prioritized and fixed before they are
targeted and exploited by attackers.

Table 1. Hardware specification

Component Hardware Specification
Core Hardware Specification Processor Intel® Core™ i7-7500U dual-core 2.7GHz (8 CPUs), ~ 2.9GHz

Memory 8192MB RAM
Hard Disk 1TB
System Type 64-bit Operating System, x64-based processor
Operating System  Windows 10 Enterprise 64-bit (10, Build 17134)

1% VM VirtualBox specification ~ Processor Intel® Core™ i7-7500U dual-core 2.7GHz (1 CPUs), ~ 2.9GHz
Memory 4096MB RAM
Hard Disk 32GB
System Type 64-bit Operating System
Operating System  Debian GNU/Linux 8 (jessie) 64-bit

2" VM VirtualBox specification ~ Processor Intel® Core™ i7-7500U dual-core 2.7GHz (8 CPUs), ~ 2.9GHz
Memory 786 MB
Hard Disk 32GB
System Type 64-bit Operating System
Operating System  Ubuntu 14.04.6 LTS 64-bit / VulnOS v2

3 VM VirtualBox specification ~ Processor Intel® Core™ i7-7500U dual-core 2.7GHz (8 CPUs), ~ 2.9GHz
Memory 512 MB
Hard Disk 32GB
System Type 64-bit Operating System
Operating System  Ubuntu Server 12.04 86xbit / Vulnix

4" VM VirtualBox specification ~ Processor Intel® Core™ i7-7500U dual-core 2.7GHz (8 CPUs), ~ 2.9GHz
Memory 512 MB
Hard Disk 32GB
System Type 64-bit Operating System

Operating System

Debian 86xbit / DC-1
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Table 2. Software specification

Type Software Version
Operating System Windows 10 Enterprise 64-bit 10, Build 17134
Debian 8 Jessie 64-bit
Ubuntu 14.04.6 LTS 64-bit
Vulnerability Operating System VulnOS 2
Vilnix 1
DC-1 1
Virtual Machine VirtualBox 6.1.2
Software AlienVault 574
Qualys -

The STRIDE threat model categorizes threats based on spoofing, tampering, repudiation, information
disclosure and elevation of privilege. Each of the six threat classifications is a method of attack that can exploit
the information assurance component and each has the security properties of an officer to deal with the threat.
The identified vulnerabilities and threats are then analyzed how the threats will directly affect each asset owned
[25]. There are six security objectives maintained, namely confidentiality, integrity, availability, authenticity,
secure lifecycle, and non-repudiation. The risk of each element will depend on the type of attack carried out.
Using this information and knowledge of the potential severity of the attack, we can determine the risk score. In
the picture below, it is explained that the topology in this study consists of 1 router connected to the internet, 1
laptop host, 1 software on the server, and 3 vulnerable machines namely VulnOS, Vulnix, DC-1 while the latter
is not shown in this study but used for shadow experiment. Internet router is connected to the host laptop that
has VirtualBox installed. The internet router provides an IP address which is used as a link between the
AlienVault and Qualys software and vulnerable machines on the same network.

Figure 1 shows the network topology, which influence significantly the output of the vulnerability
assessment on AlienVault as a risk factor for each vulnerability found within the system, which is in accordance
with the common vulnerability scoring system (CVSS) v3.0 provided by the national vulnerability database
(NVD) as can be seen in Table 3. CVSS is a standard IT vulnerability score, and this method provides a score
ranging from 0 to 10. The common vulnerability scoring system (CVSS) provides a way to capture the main
characteristics of vulnerabilities and generate a numerical score that reflects their severity. The numerical scores
can then be translated into qualitative representations (such as low, moderate high, and serious) to help
organizations properly assess and prioritize their vulnerability management processes.
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Figure 1. Network topology

Table 3. Severity range

Severity v3 Score Range
None 0.0
Low 0.1-3.9
Medium 4.0-6.9
High 7.0-8.9
Serious 9.0-10.0
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3. RESULTS AND DISCUSSION
3.1. Experiment VulnOs with AlienVault

Table 4 represents the number of vulnerabilities detected on VulnOs scanned using AlienVault with
the number detected were 3 vulnerabilities with medium severity, 1 vulnerability with high severity and
found 23 info, while Figure 2 shows its visualization. Therefore, Al in here shows the types of vulnerabilities
that were found when scanning, namely drupal core critical remote code execution with script ID 108438,
CVSS 7.5, port 80, and severity in the high category. This host runs drupal and is vulnerable to code
vulnerabilities for remote access. Meanwhile, A2 shows the types of vulnerabilities found while scanning,
namely SSH weak encryption algorithms supported with script ID 105611, CVSS 4.3, port 22, and medium
severity. The remote secure shell connection (SSH) server is configured to allow weak encryption algorithms.
The vulnerability exists in SSH messages which use cipher-block chaining (CBC) mode which allows an
attacker to recover plaintext from ciphertext blocks. On the other hand, A3 shows the types of vulnerabilities
found when scanning, namely SSH weak message authentication code (MAC) algorithms supported with
script ID 105610, CVSS 2.6, port 22, and medium severity. The remote SSH server is configured to allow
weak MD5 and 96-bit MAC algorithms. Therefore, A4 shows the types of vulnerabilities found when
scanning, namely TCP timestamps with script ID 80091, CVSS 2.6, and medium severity. The remote host
implements TCP timestamps which allow it to be used to calculate uptime.

Table 4. First experiment severity range with AlienVault

ScriptID  Vuln ID Vulnerability CVSS  Severity
108438 V1Al Drupal core critical remote code execution 75 High
105611 V1.A2  SSH weak encryption algorithms supported 43 Medium
105610 V1.A3 SSH weak MAC algorithms supported 2,6 Medium
80091 V1.A4 TCP timestamps 2,6 Medium

Total number of vulnerabilities identified on 1 system(s)

B Eion: 1
D Medium: 3
[ ] 1nfo: 23

Total number of vulnerabilities identified per system

HostIP HostName Serious High Med Low Info
192.168.0.102 VulnOS - 1 3 - 23
192.168.0.102 ‘ VulnOS

Figure 2. VulnOS vulnerability with AlienVault

3.2. Experiment Vulnix with AlienVault

Table 5 represents the number of vulnerabilities detected on Vulnix scanned using AlienVault while
Figure 3 show its visualization. In this case, the number detected were 14 vulnerabilities with medium
severity, 14 vulnerabilities with high severity, 2 vulnerabilities with serious severity and found 37 info. B1
shows the types of vulnerabilities found when scanning, namely OS end of life detection with script ID
103674, CVSS 10, and serious category severity. The operating system on remote host has reached the end of
its useful life and should not be used again. Therefore, B2 shows the types of vulnerabilities found when
scanning, namely check if mailserver answer to verify and expand requests with script ID 100072, CVSS 5,
port 25, and severity high category. The mailserver on this host answers VRFY and EXPN requests
automatically. Meanwhile, B3 shows the types of vulnerabilities found when scanning, namely check for
login service with script ID 901202, CVSS 7.5, port 513, and severity high category. This remote host is
running the rlogin service. Rlogin files are easy to abuse and could potentially allow anyone to log in without

Vulnerability and risk assessment for operating system (OS) with framework... (Adityas Widjajarto)



1648 O ISSN: 2502-4752

a password. B4 shows the types of vulnerabilities that were found when scanning, namely check for rsh
service with script ID 1000080, CVSS 7.5, port 514, and severity category high. This remote host runs the
remote shell (RSH) service, which is a computer program that can execute shell commands as a user even
with another computer. B5 shows the types of vulnerabilities found when scanning, namely finger service
remote information disclosure vulnerability with the script ID 802236, CVSS 5, port 79, and severity in the
high category. These hosts run finger services and are vulnerable to information disclosure vulnerabilities. B6
shows the types of vulnerabilities found when scanning, namely secure socket layer/transport layer security
(SSL/TLS): OpenSSL CCS man in the middle security bypass vulnerability with script ID 105042, CVSS
6.8, port 995, and severity high category. OpenSSL is vulnerable to bypass security vulnerabilities. B7 shows
the types of vulnerabilities found when scanning, namely SSL/TLS: OpenSSL TLS ‘heartbeat’ extension
information disclosure vulnerability with script ID 105042, CVSS 6.8, port 993, and severity high category.
OpenSSL is vulnerable to bypass security vulnerabilities. B8 shows the types of vulnerabilities found when
scanning, namely transmission control protocol (TCP) timestamps with script ID 80091, CVSS 2.6, and
medium category severity, which the host implements TCP timestamps.

Table 5. Second experiment severity range with AlienVault

ScriptID  Vuln ID Vulnerability CVSS  Severity
103674 V1B1 OS end of life detection 10 Serious
100072 V1.B2 Check if Mailserver answer to VRFY and EXPN request 5 High
901202 V1.B3 Check for rlogin service 75 High
100080 V1.B4 Check for rsh service 7.5 High
802236 V1.B5 Finger service remote information disclosure vulnerability 5 High
105042 V1.B6 SSL/TLS: OpenSSL CCS man in the middle security bypass vulnerability 6,8 High
103936 V1.B7  SSL/TLS: OpenSSL TLS ‘heartbeat’ extension information disclosure vulnerability 5 High
80091 V1.B8 TCP timestamps 2,6 Medium

Total number of vulnerabilities identified on 1 system(s)

. Serious: 2
B ocion: 1
D Medium: 14
D Info: 37

Total number of vulnerabilities identified per system

HostIP HostName Serious High Med Low Info
192.168.88.48 Vulnix 2 14 14 - 37

Figure 3. Vulnix vulnerability with AlienVault

3.3. Walkthrough analysis with VulnOS

Table 6 shows the walkthrough analysis in each phases to identify the threat attack or the exploit
score to be used in the multiplication with the vulnerability score namely CVSS in Table 7 that present the
risk value obtained. An example of the V1.A1 vulnerability is drupal core critical remote code execution with
a value of 7.5. Then it will be multiplied by the possibility of the threat is T1.1, namely general enumeration
is 10, T1.2 is research exploit is 5, T1.5 is SQLMap is 8, and T1.12 is web enumeration is 4. The risk value
will then be used as a graph so that It is easy to see which types of exploits and vulnerabilities are common.
Penetration or testing is the art or measure of uncovering risks and vulnerabilities and digging deep to detect
how much a target can compromise in any kind of legitimate attack. It also tries to find additional security
risks that often don't show up in vulnerability scans. Penetration testing will involve exploiting servers,
networks, firewalls, computers, to find vulnerabilities, and draw attention to practical threats involved with
the identified vulnerabilities. Apart from the defined purpose, the penetration test approach can also be used
to evaluate and measure the suspicious power mechanism of the system on how capable or strong the system
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is in protecting against various types of unexpected malicious attacks. In this case, the Table 8 shows the risk

analysis of VulnOS by using STRIDE framework to understand the categorization of the threats.

Table 6. VulnOS walkthrough

Threat ID Attack Threat Walkthrough Exploit Score
1 2 3 4 5 6 7 8 9 10
T11 General enumeration V V. V V V V V V V V 10
T1.2 Exploit research v - - V - V VvV - -V 5
T1.3 SMB/RPC enumeraton V. V.V V V V V V - V 9
T1.4 Admin access v - - - - - - - - - 1
T15 SQLMap vV V V V V vV - -V 8
T1.6 Password cracking vV VvV - V VvV VvV Vv - -V 7
T1.7 SSH V V.V V V V V V V - 9
T1.8 TTY Shell AV - - vVoo- - - - - 2
T1.9 Execution Bypass - V- - - - e e - 1
T1.10 Compiling Exploits - v - - Vv - - - -V 3
T1.11 Chmod - - vV oo- - - - - - - 1
T1.12 Web enumeration - - - VvV -V - V V - 4
T1.13 Transfer file - - - - VvV Vv - - -V 3
T1.14 Pop3 - - - - - - V- - - 1
T1.15 Fingerprinting S VAR - 1
Table 7. VulnOS estimation risk analysis
VulnID CVSS ThreatID Score Exploit Risk ID  Risk
V1Al 7,5 T1.1 10 R1.A1 75
T1.2 5 R1.A2 375
T1.5 8 R1.A3 60
T1.12 4 R1.A4 30
V1.A2 43 T1.7 9 R1.A5 3
T1.6 9 R1.A6 38,7
T1.11 1 R1.A7 4,3
V1A3 2,6 T1.10 3 R1.A8 78
T1.7 9 R1.A9 234
V1.A4 2,6 T1.12 4 R1.A10 104

Table 8. Risk analysis of VulnOS with STRIDE

Risk 1D STRIDE

Spoofing  Tampering  Repudiation  Information Disclosure

Denial of Service

Elevation of Privilage

R1.A1 - - - \Y
R1.A2 - - - \Y
R1.A3 - - \Y -
R1.A4 - - - -
R1.A5 - - - -
R1.A6 - - - -
R1.A7 - - - -
R1.A8 - - - -
R1.A9 - - - -
R1.A10 - - \Y -

3.4. Walkthrough analysis with Vulnix

Similar like previous analysis, Table 9 shows the exploit score while Table 10 shows the risk value
obtained by multiplying the vulnerability score CVSS and the exploit score. For example, the V1.B1
vulnerability is OS end of life detection with a value of 10. Then it will be multiplied by the possible threat is
T2.1, namely Netdiscover is 3 and T2.3 is ARP scanning is 1. The risk value will then be used as a graph for
easy viewing, which types of exploitation and vulnerability occur frequently. The assurance of an IT product
means that the product meets its security objectives, that the security measures implemented by the product
will be able to counter the threat as it occurs [26]-[28]. The frequency of penetration testing responds to
many factors, from industry type to network technology and regulatory compliance. If there is some kind of
industry compliance regulation, then penetration testing should also be run as essential to meet those needs. It
is often recommended that penetration tests be scheduled if any of the following occurs, such as significant
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disruption to the network or infrastructure, increased media awareness and attention that could increase the
likelihood of an attack, adding offices or changing office locations to the network, the latest industry
regulations require additional compliance, patches security functions, and new applications or infrastructure
are added to the application system. Interestingly, the most common factors can be attributed to the lack of
consistent procedures for analysing and collecting data errors generated during software development, which
is extremely difficult and time-consuming [29], [30]. One solution provided for complexity is through the use
of network knowledge software SDN existing solutions, only the logic of network devices [31]-[33].

Table 9. Vulnix walkthrough

Threat ID Attack Threat Walkthrough Exploit Score
1 2 3 4 5 6 7 8 9 10
T2.1 Network discovery v - Vv - - - VvV - - - 3
T2.2 Port scanning VvV V.V V VvV Vv - V V V 9
T2.3 ARP scanning - - - - - - -V - - 1
T2.4 Finger scanning v - VvV -V -V - V V 6
T2.5 NFS enumeration vV V V V V. .V V V V 10
T2.6 SSH Enumeration v VvV - - VvV - - - - - 3
T2.7 Users enumeration - V.V -V -V - V V 6
T2.8 Netcat - -V - - - - - - 1
T2.9 SMTP Enumeration - - Vv - Vv - - - V. Vv 4
T2.10 Bruteforce vV VvVVv -V - - - - - 6
T2.11 Edit /etc/passwd - Vv - - - - - e - 1
212 2:(122(51 a new user with specified ID to had -V VVVV -V Vv - 7
T2.13 Created .ssh in the remote home directory -V V VvV V V VvV V V V 9
1214 Sudo -1 showg that vulnix allowed to edit V VVVV V V V V V 10
[etc/exports file
T2.15 Disable rootsquashing - V.V - - V V V V - 6
T2.16 User remote acces v -V V VvV - V V V V 9
T2.17 Remote write access -V V Vv -V - - V V 6
T2.18 Copy /bin/bash to the remote root directory v - - - - - - - - 1
T2.19 Root access vV V.V VvV - V V V V V 9
T2.21 System reboot required vV V.V VvV - V V V - - 7
T2.22 bash -p - - - - - - Vv - - - 1
T2.1 Network discovery v -V - - -V - - - 3

Table 10. Vulnix estimation risk analysis
VulnID CVSS ThreatID  Score Exploit Risk ID  Risk

V1.B1 10 T2.1 3 R1.B1 30
T2.3 1 R1.B2 10
V1.B2 5 T2.9 4 R1.B3 20
V1.B3 7,5 T2.2 9 R1.B4 675
V1.B4 75 T2.5 10 R1.B5 75
T2.6 3 R1.B6 225
V1.B5 5 T2.4 6 R1.B7 30
V1.B6 6,8 T2.19 9 R1.B8 61,2
T2.6 3 R1.B9 204
T2.8 1 R1.B10 6,8
V1.B7 5 T2.20 10 R1.B11 50
V1.B8 2,6 T2.1 3 R1B12 78

After every process was done, the risk analysis was conducted like before by cetegorizing the threats
as can be seen in Table 11. User education is central to implementing a cybersecurity policy, with key
elements in a realistic context of simulation related to the dynamics of a cyber attack, the ongoing
development of the infrastructure, existing vulnerabilities and the need to be aware of their potential impact
[34], [35]. The main function of an ideal network management system is to improve the operational capacity
of the network by maintaining the best performance of the network operation, which could be through
predicting the result based on positive and negative indicators and advanced planning [36], [37]. Therefore,
organizations must meet the necessary and specific rigorous requirements to achieve the safety-stability
boundary in the prevention of worst-case scenarios [38]. Considering that the complexity and heterogeneity
of networks built in a company's specific environment have simultaneously reduced the efficiency of network
administrators [39], vulnerabilities assessment and analysis regularly can support the employees in giving the
confidence in order to prepare themselves through training and understanding for proper control and handling
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activity. It is doubtful that some modeling and analysis could accurately and clearly predict how such an
attack would occur on the network infrastructure, resulting in a shutdown or disruption, followed by a
collision as the consequences [40], [41]. But at the very least, it can presents a depiction and alternative
solution for prediction and preparation for the organization. In general, awareness and preparation for asset
sustainability and performance often become the target attack through creating failures in the process of
securing the assets. Thus, it should be noted that infrastructure is extremeily critical in order to provide the
increased level of convenience of connectivity by decreasing the susceptibility to cyber attack through
routine and regular vulnerability assessment [42], [43].

Table 11. Risk analysis of Vulnix with STRIDE

Risk ID STRIDE
Spoofing  Tampering  Repudiation  Information Disclosure  Denial of Service  Elevation of Privilage

R1.B1 - - - \% - -
R1.B2 - - - - \% -
R1.B3 - - - \% - -
R1.B4 - - - - \% -
R1.B5 - - - \Y - -
R1.B6 - - - - - \%
R1.B7 - - - - \% -
R1.B8 - - - - - \%
R1.B9 - - - - - \%
R1.B10 - \% - - - -
R1.B11 - - - - - \%
R1.B12 - - - \% - -

4. CONCLUSION

In this study, there are several limitations and drawbacks which can be used as a reference and also
a consideration for further research. It can also assist organizations with their considerations before
implementing the AlienVault software in the Vulnerability assessment. The suggestions generated in this
study are is being as: the use of large resources in the application of the AlienVault software, so that it also
requires large resources for the server used. By having VA, of course one way to quickly respond in guarding
the IT assets to sustain the business process and awareness over security vulnerabilities in the environment,
which in the further, support the decision making to mitigate the potential threats through quantification of
the risk as the regular virtual support. Consideration is needed in choosing open source security information
and event management (SIEM) software using cloud services so that large resource requirements for servers
are not needed so that the data obtained is more complete and easy to analyze.
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