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Cryptography algorithms are a fundamental part of a cryptographic system
that is designed and implemented to increase information security. They are
the center of attention of experts in the information technology domains.
Although the cryptography algorithms are implemented to attain the goals
such as confidentially, integrity, and authenticity of designing, but other
matters that must be noticed by designers include speed, resource
consumption, reliability, flexibility, usage type, and so on. For the useful

Keywords: allocation of hardware, software, and human resources, it is important to
Analysis identify the role of each of the factors influencing the design of

cryptographic algorithms to invest in the development of cryptographic
Component ) knowledge. This paper examines 1700 papers, documents, and technical
Cryptography algorithms reports of international journals in the specific lengthy period (1978-2019),
loT and the goal of the design and implementation of cryptography algorithms in
Telemedicine a different period is extracted. Using a statistical population that consists of

time and the number of documents in a long time and also a variety of data,
leads this study to have a reliable result and attract the attention of designers.
The results show that in recent years, attention to new usage such as loT and
telemedicine, as well as lightweight cryptography, has increased to achieve
the main goals.
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1. INTRODUCTION

According to Kenneth Geers, a cybersecurity strategist, the predominant aspect of national security
in 2025 depends on the development of information technology [1]. On the other hand, cryptography is the
most critical mechanism for upgrading the security level of information. Every cryptography system includes
three parts: cryptography algorithms, cryptography keys, and security protocols. Moreover, cryptography
algorithms are a fundamental part of this system [2]. However, cryptography algorithms are implemented to
attain the goals such as security or confidentiality, integrity, and authenticity of designing [3], but for
designing them, many components should be considered, such as speed, resource consumption, usage type
[4]-[6]. So, providing all of these needs in algorithm design simultaneously is a problematic matter and, in
some cases, is impossible. If contradictory goals are considered in defining the goals of designing an
algorithm, most algorithms can be broken, and if the attacker has enough time, resources and desire, it can
expose the information [7].
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The strength of cryptography highly depends on the design and implementation of cryptography
algorithms [8], and the theoretical properties of algorithms depend on the validity and integrity of their
implementation in software and hardware [9]. On the other hand, there are many challenges for implementing
cryptography algorithms such as runtime, memory usage and computing power consumption, which are all of
the mentioned factors that impact the goals for designing the algorithm [10].

In [11] the general tendency towards cryptography in various sectors of the industry has been
studied in a 13-year period (2005-2018), which shows that in 2005, 15% of organizations and in 2017, 43%
of them have a cryptographic strategy. It can be said that today, the most significant features of cryptography
are system function and delay time, policy implementation and support for cloud deployment and loT
cryptography [12]-[15]. As can be seen, the new necessities in this domain, such as quantum cryptography
[16] and smart grid [17], require these needs to be considered in the design of cryptographic algorithms. So
the purpose of this study is examination and statistical analysis of goals of design and implementation of
cryptography algorithms based on different components [18].

There have been studies to compare cryptographic algorithms from different points of view such as
security of online applications through cryptographic algorithms [19], data and applications security and
privacy [20], [21], increasing security in software development [22] and lightweight algorithms in loT
applications [23]-[26]. In this paper, the approach of cryptographic algorithm designers at various times in
terms of several components, such as security, speed, simplicity, flexibility, usability, and resource usage,
will be analyzed.

2. METHODOLOGY

In order to accurately and reliably examine the goals, methods, and mechanisms of designing and
implementing cryptographic algorithms, comprehensive information is needed in terms of the time interval,
type of algorithm (symmetric, asymmetric, and Hash functions), and type of applications. There are several
methods to obtain valid data to determine the value of each index, the most important of which are: own use,
experiments & tests, simulations, observations, dialogues, structure interviews, and questionnaires [27].
Figure 1 shows the reliability of each of these methods, and in this paper, the observations method is used.

In this regard, we tried to use different sources over a relatively long period of time, from 1978 to
2019. The reason for this is the existence of essential principles in the design of cryptographic algorithms that
are still used over time. Finally, Google Scholar was chosen as a tool that provides beneficial statistical
information in the field of various sciences, including cryptography. The keywords «cryptography algorithms»
and «cryptographic algorithm» were used to extract valid papers and reports from this database. The initial
criterion for selecting papers with the above keywords was the minimum number of citations to that paper or
report. Depending on the year of publication, the minimum number of citations varied according to Table 1.

After reviewing the content of 1742 papers and extracted reports, in the next step, 863 items that
were directly related to the design of cryptographic algorithms were selected and used. Their frequency in
terms of publication in reputable sources is shown in Figure 2. As can be seen, 62% of the papers used with
the specified number of citations in Table 1 have been published in four authoritative scientific references:
IEEE (30%), Springer (17%), Elsevier (13%), and ACM (2%). Other documents and reports were extracted
from reputable sources such as NIST, ITU, as well as international competitions such as ECRYPT.
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Figure 1. Reliability, depending on the investigation method used [27]
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Table 1. Number of papers, publication year, and number of times of citations
s & 8 5 2 S 5 g S 5 > S
s E E s £ g 5 £ g 5 £ g
Pz O =z O =z O =z (@)
1978-1999 28 23 2005 55 30 2011 144 10 2017 88 7
2000 47 20 2006 66 30 2012 163 10 2018 71 5
2001 54 30 2007 66 30 2013 154 10 2019 63 5
2002 57 30 2008 48 30 2014 134 13
2003 61 30 2009 71 30 2015 112 10
2004 54 30 2010 73 30 2016 133 10

3. EXTRACTION OF COMPONENTS

3.1. The purposes of designing cryptographic algorithms
One of the most essential components in design and implementation of cryptographic algorithms is

the goal/goals of designers of its implementation. The trend towards cryptography in new applications such
as cloud computing, 10T, and resource-constrained devices requires that in designing and implementing
cryptographic algorithms, many new necessities should be considered. To achieve this, by reviewing the
selected sources, 12 general goals for designing cryptographic algorithms were extracted. Different types of
extracted goals and their frequency are shown in Table 2. Obviously, in most cases, the necessity of
designing an algorithm is to achieve several goals simultaneously. For example, the purpose of designing an
algorithm could be to achieve high speed, adequate security, and high flexibility using various techniques

such as Self-stabilizing techniques [28], [29], CNN method [30], [31], image and signal processing [32]-[34],

hybrid methods [15] and so on, at the same time.

As can be seen, the security component with 516 items has the highest repetition among other goals,
which indicates that the primary purpose of designing the encryption algorithm was to increase security,
which is obvious. Usability and speed goals are in second and third place after security. In other words, the
biggest concern of algorithm designers is to increase the security of cryptographic algorithms based on their
specific uses and also to increase speed. Figure 3 shows the frequency of each target in the selected statistical
population.
By using the dimension reduction technique [35]-[37], the total number of components (goals) is
reduced to 8 components. In this regard, we remove some of them in the way:

a. Since the cost in designing the algorithm includes computational overhead, bandwidth, CPU usage,
memory usage, and occupation level in hardware cryptography, and all of these indicators are seen in
resource usage, so the “cost reduction” component is integrated into the “resource usage” component.

b.  Since improving image quality and performance is to increase performance, these two components are
integrated into the performance component.

c. Since the primary purpose of all algorithms is to increase performance by reducing resource
consumption, ease of implementation and increasing speed, security, reliability, flexibility, and
scalability, by reviewing related papers (36 papers), all of them were merged into the above-mentioned
components based on the explicitness of the text, except for six papers.

Table 2. Goal of cryptography algorithm design and their frequency

Goal Frequency  Goal Frequency  Goal Frequency
Security 516 Flexibility 45 Speed 247

Use of Resource 91 Scalability 22 Reliability 11
Decrease Cost 9 Performance 36 Usability 337
Simplicity 38 Image Quality 9 Function Improving 1
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Figure 3. Percentage of the goal of cryptography algorithm design

Finally, from the remaining 814 papers, documents, and technical reports, eight main objectives for
the design of cryptographic algorithms were extracted. Table 3 shows these objectives and their frequency
and frequency percentage in a total of 814 papers. The number and percentage of eight goals at different time
intervals are shown in Table 4 and its chart in Figure 4.

Table 3. Eight goals of cryptography algorithms design and their percentage of frequency

Row  Index Name Number  Percentage Row  Index Name Number  Percentage
1 Security 516 63.4 5 Flexibility 45 5.5

2 Optimum use of resources 81 10 6 Scalability 22 2.7

3 Usability 338 415 7 Speed 247 30.3

4 Simplicity 38 4.7 8 Reliability 11 14

Table 4. Numbers and percentage of eight goals of encryption algorithm design in different period of time
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#  # % # % # % i % i % % & % # %
1978-2000 31 14 4516 12 3871 12 3871 2 645 5 1613 4 129 2 645 1 323
2001-2005 121 67 5537 33 2727 50 4132 12 992 7 579 2 165 5 413 1 0.83
2006-2010 145 88  60.69 65 4483 39 269 15 1034 16 1103 5 345 7 483 1 0.69

2011-2015 316 203 64.24 132 4177 86 2722 33 1044 11 348 17 538 6 19 6 19

2016-2019 201 144 7164 96 4776 99 2985 19 945 6 299 10 498 2 099 2 0.99
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Figure 4. Diagram of the percentage of the state of goals of cryptography algorithm design in a period of time

As can be seen, the three main goals of algorithm designers that are far ahead of other goals are
security, usability, and speed. Security, which is the most crucial goal in cryptography, has always been
growing, and other goals have changed as needed. Since 2005, the usability goal has received more attention.
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Obviously, with the emergence of new uses, designing and implementing algorithms based on new hardware
and software conditions is one of the most critical challenges for designers. For example, with the advent of
10T, which is inherently vulnerable to a variety of security threats [38], [39], due to its application in various
fields of health [40], agriculture [41], industry [42] and so on, there is a risk of information leakage, or it
could damage the economy if the necessary security measures are not taken [43], [44]. Such threats may be
considered as one of the most important obstacles to the development of 10T [45], [46]. It is also observed
that the optimal use of resources has received more attention over time [47], [48], and this is due to the
development of wireless networks with limited resources, the Internet of Things, and the increasing use of
Sensors.

The internet initially consisted of only a small cloud with only a few interconnected networks. At
the time, all that was done for routing was to define the nodes of these finite networks and make connections
between them. But the Internet has not remained small, and a greater combination of networks has emerged
on the Internet, which requires a dynamic routing system to communicate. As a result, a new external routing
protocol was defined that provided scalability capabilities. The scalability of the BGP protocol allowed it to
perform such routing well, although security and data protection is of high significance [49]-[52].

Another issue is the simultaneous consideration of two main goals in the design of cryptographic
algorithms. According to Table 5, the two goals of usability and security have the most in common. The two
goals of security and speed are in second place, and the two goals of usability and speed are in third place,
and usability and resources are in the fourth place. The diagram of the two-by-two important goals of
security, speed, usability, and use of resources at different time intervals is shown in Figure 5.

Table 5. Frequency of goals in a mutual way
Security  Simplicity  Reliability ~ Scalability  Use of Resource  Flexibility Speed  Usability

Security - 23 7 5 17 14 85 205
Simplicity 23 - 1 1 5 4 8 13
Reliability 7 1 - 0 0 1 3 3
Scalability 5 1 0 - 1 5 5 5
Use of Resource 17 5 0 0 - 7 34 41
Flexibility 14 4 1 5 7 - 16 15
Speed 85 8 3 5 34 16 - 73
Usability 204 13 3 5 41 15 73 0
- \‘\ /,/
4 / — i g

X —

% I >

Z -

o

[

o o

Period of Time

Figure 5. Diagram of the percentage of the goals the security-speed and use -optimum use of resource in case
of sharing pairwise

As can be seen, the two speed-usability goals have grown steadily since 2015. The reason for this is
the emergence of new uses, especially mobile usability, and the increase in the speed of applications and
communication networks. The lag of the cryptography speed leads to less use of it and ultimately increases
insecurity. Because of this, speed has been one of the most important goals in recent years. The uniform
growth of optimum use of resources - speed is in the same direction. The increasing use of mobile networks
and types of equipment that have limited resources has caused these two common goals to attract more
attention from designers of cryptographic algorithms in recent years. Between 2010 and 2015, shared goals
of security-usability have decreased, and security speed has increased. The most important reason is the
increase in the speed of communication networks and, consequently, applications that increase the need for
high-speed use.
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3.2. Usage of cryptographic algorithms

Regarding the use of cryptographic algorithms, 18 different uses were extracted from the existing
statistical community, of which multimedia use with 163 repetitions is the most practical goal of
cryptographic algorithm designers. Figure 6 shows the types of uses with their frequency in the existing
statistical community. As can be seen, the first seven uses are applications in multimedia environments,
wireless networks, cloud environments, limited resources, 10T, medical uses, and real-time applications. The
graph of the status of these seven significant uses at different time intervals is shown in Figure 7. It is
noteworthy that cryptographic algorithm designers have considered the use of the cloud environment for
cryptographic algorithms since 2010 and loT since 2012. Also, since 2015, multimedia uses, IoT, and
medical applications have been on the rise. Due to 10T in medicine and the sensitivity of medical information
confidentiality, one of the most critical concerns of cryptographic algorithm designers today is the design of
algorithms for encrypting medical information [53]-[56].
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Figure 7. Diagram of the primary uses of different cryptography algorithms design

3.3. Optimal use of resources

Another critical goal of cryptographic algorithm designers is to design an algorithm that uses fewer
resources after implementation and at runtime. According to a study conducted in this statistical community,
the essential sources considered by cryptographic algorithm designers are hardware, memory, bandwidth,
power consumption, and occupancy level. The percentage of each of the above sources in the design of
cryptographic algorithms is shown in Figure 8.

As can be seen, since 2005, the two sources of memory and hardware have been on the rise and
have received more attention. According to the diagram in Figure 8, energy consumption is more considered
by algorithm designers. One of the most important reasons for increasing 10T security is that they are very
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vulnerable to attacks [57]. Also, due to the wireless communication environment, limited power resources,
and low computability, the implementation of conventional security algorithms will lead to obstacles in their
performance [58]. This suggests that in the future, the use of resources as an important factor in the design of
cryptographic algorithms should be seriously considered.
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Hardware 1 1 0 2 3
Bandwith 1 3 2 4 4
Memory 1 1 4 9 5
@ Occupancy Level 0 6 7 6 2
Power Consumption 0 3 6 17 8
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Figure 8. Diagram of the percentage of the different resources of cryptography algorithm design

4. CONCLUSION

In this research, by reviewing more than 1700 papers, technical reports, and documents published by
international organizations for the design and implementation of cryptographic algorithms, it was concluded
that the main goals of designers in order of their priority are increasing security, attention to use, increasing
speed and optimal use of resources, simplicity, increasing flexibility, scalability, and reliability. Regarding
the optimal use of resources, due to the advancement of technology and the emergence of communication
networks with new features, the resources considered based on priority are power consumption, lower
occupancy level, memory usage, bandwidth usage, and hardware usage. According to the given statistics in
this paper, due to the new needs of users in various fields, several uses of these cryptographic algorithms that
designers consider in order of priority are multimedia uses, wireless networks, cloud computing, environment
with limited resources, 10T, medical use, and real-time applications. Therefore, to design new cryptographic
algorithms, primary goals and technical requirements must be considered. The desired algorithm must be
designed and implemented based on these so that in addition to the management of required hardware and
software resources, they can have more flexibility in new applications.
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