Indonesian Journal of Electrical Engineering and Computer Science
Vol. 23, No. 1, July 2021, pp. 479~489
ISSN: 2502-4752, DOI: 10.11591/ijeecs.v23.il.pp479-489 a 479

Designing a secure campus network and simulating it using
Cisco packet tracer

Alaa H. Ahmed?, Mokhaled N. A. Al-Hamadani?
INetwork Department, Computer Science and Information Technology College. University of Kirkuk, Iraq
2Department of Elecronic Techniques, Al-Hawija Technical Institute, Northern Technical University, Iraq

Avrticle Info ABSTRACT

Article history: The network is a massive part of life today. It participates not only on one
. side of life but in nearly every station, especially in educational

Received Apr 18, 2021 organizations. The key aim of education is to share data and knowledge,

Revised Jun 1, 2021 making the network important for education. In particular, it is essential to

Accepted Jun 6, 2021 ensure the exchange of information; thus, no one can corrupt it. To safe and

trustworthy transfers between users, integrity and reliability are crucial

questions in all data transfer problems. Therefore, we have developed a
Keywords: secure campus network (SCN) for sending and receiving information among
high-security end-users. We created a topology for a campus of multi

IP addresses networks and virtual local area networks (VLANSs’) using cisco packet tracer.

NetW(_)rk We also introduced the most critical security configurations, the networking
Security used in our architecture. We used a large number of protocols to protect and
Trunk accommodate the users of the SCN scheme.

VLAN

This is an open access article under the CC BY-SA license.

©00]

Corresponding Author:

Mokhaled N. A. Al-Hamadani
Department of Electrnoic Techniques
Northern Technical University
36001, Adan, Kirkuk, Iraq

Email: Mokhaled_hwj@ntu.edu.iq

1. INTRODUCTION

Nowadays, the network has become the need of most people, especially science seekers. A lot of
researchers and scientists are depending excessively on networks to get more information. Students’ also
involved in the case of network-dependent for a lot of reasons like sharing information, and knowledge
between themselves. Thus, the network is an important demand of each community and organization [1]-[3].
Nevertheless, the network can fall under many threats and intrusions; and the reason behind that is the
development of web technologies and services [4]-[6]. Those attacks can occur in many different ways either
physically damaging the devices or logically hacking the codes. That type of intrusion can cause a lot of
problems because of the lack of veracity. Therefore, security has a significant effect in protecting the network
from those types of attacks. Network security can be applied in many aspects of the network in order to keep
it from unauthorized access. Thus, network security is now one of the essential issues in many firms like
universities.

As consequence, we designed a secure campus network (SCN) which includes many networks and
each network consists of many VLANs’. Those networks are supported by a security system that prevents
outside access without authentication. Also, it protects the sanctity and privacy of each user, so no one can
attack their private information. In section 1, we explained the technologies that we used to implement SCN
which is packet tracer. Also, we explained the SCN structure and the required resources that we used to
create the SCN topology. In section 2, we explained internet protocol (IP) addressing methods, and the
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connectivity between the devices in entire network. Whereas, virtual local area network (VLAN) explanation
and simulation has been taking part in section 3. After that in section 4, there is a detailed illustration about

security and configurations that we applied in the campus topology using packet tracer. Finally, in section 5 a
secure network campus scenario will be conclude.

2. METHODOLGY

Cisco packet tracer (CPT) is the main technology that we depended on designing and simulating a
secure campus network. CPT is a visual simulation tool that has been created and designed by cisco system.
CPT has been used as an effective tool to teach and learn network communication in realistic way [7], [8]. It
offers a realistic visualization and simulation tool for learning [9], [10]. That what help the users especially
students to create, design, configure, and troubleshoot different type of networks such as LAN and WAN.
Also, it helps with the security problems by using security protocols. For example, qualifying the use of some

protocols like spanning tree protocol which helps with the looping problems; especially when there are three
switches connected to each other.

2.1. Implementation

In order to design a secure campus network (SCN), we used different devices wired and wireless.
Also, we used different types of communication media to connect the devices. After connecting the devices,
we implemented many important configurations as VLANSs, dynamic host configuration protocol (DHCP),
and routing information protocol (RIP). Moreover, we applied security and management techniques in the

main devices of the network; to make the campus network safer and to protect it from interior and exterior
attackers. So, the sanctity and the privacy of the user will be granted.

2.2. SCN topology

The topology that is designed for the secure campus network consists of four main parts or
buildings. Each part contains different devices as switches, computers, laptops, smartphones, phones,
printers, access point, wireless router, and servers. All of those devices are connected with a switch that

connects them directly with a router. The routers in the campus are connected with each other dynamically as
it’s shown in Figure 1.
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Figure 1. Topology of secure campus network
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2.3. Required resources

We used different types of devices in our work to show different connectivity cases. Most of the
devices are connected using cables like PCs. However, some of them connected by wireless such as
smartphones. As a wireless connection provider, we used two devices in different networks such as wireless
routers and access points. The descriptions of the devices are:

— 4 Router (Cisco 8211) —  Console cables to configure the Cisco 10S devices via
— 1 wireless router (WRT300N) the console ports

— 9 Switches (Cisco 2960 ) —  Ethernet cables as shown in the topology

—  1server(server-PT) —  Copper straight through cables to connect most of the
—  Access point (Accesspoint-PT) end devices with switches, and switches with routers.
— 17 PCs (Pc-PT) —  Serial DTE cables to connect routers with each other
- 3laptops (Laptop-PT) dynamically

—  1IP phone(7960) —  Copper cross-over cables to connect the three switches
— 2 smart phones(Smartphone-PT) with each other.

— 2 printer (Printer-PT)

3. IP ADRESSES

An IP address is an internet protocol address that assigns to each device in the network [11]-[13].
Each device assigns a unique IP address to be recognizable and visible by other devices in the network so
that it can send and receive data easily without any missing. Each one consists of 32-bit number which is in
the format of four-octet numbers separated by a dot as 192.168.1.0. The IP address has two versions IPv4 and
IPv6 [14], [15]. Where IPv4 has five classes A, B, C, D, and E each one has a different range of capacity. For
example, class A has a range from 1 to 127 network addresses [16]-[18]. This can be written as 1.0.0.0 to
126.255.255.255. Thus, Class A provides a few very large sizes of networks. In our work, we used IP
addresses with class ¢ to connect end devices, however for the router’s port that has a connection with other
router’s we used IP addresses of class A.

In order to assign IPs for each device we did some of them manually and some of them by using
DHCP protocol. The DHCP protocol is a dynamic host configuration protocol that assigns an IP address to
end devices depending on the configuration that makes on some devices like a server or router. A DHCP
server allows computers to request IP addresses and networking parameters from their Internet service
provider (ISP) automatically, eliminating the need for a network administrator or user to assign IP addresses
to all network devices manually. In a secure campus network, we configured a server to provide the PCs with
the IP addresses as it is shown in Figure 2. We put 192.168.4.6 as a start IP address and also we determined
the maximum number of 25 for end devices.
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Figure 2. Server configuration to provide DHCP
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3.1. Connectivity

The connectivity between the same networks happens directly since there are switch connections
between the devices. In the parts that have two or three switches, we used trunks to connect them together.
Where Trunks is a channel that allows connectivity between the VLANSs’ that are connected to a switch.
However, the connectivity between routers will need network routing protocols static or dynamic such as
RIP. RIP is a router information protocol that is responsible for finding the best path for data to be
transmitted [19]-[21]. Also, it prevents routing loops by limiting the number of paths from source devices to
destination devices. Therefore, we used RIP to connect the entire network with each other; so the end
devices can send and receive information from different networks with the shortest and simplest path. After
that, we checked the connectivity between the end devices as is shown in Figures 3 and 4.
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Figure 3. Routing information protocol (RIP)

Figure 4. Connectivity between devices (continue)

Indonesian J Elec Eng & Comp Sci, Vol. 23, No. 1, July 2021: 479 - 489



Indonesian J Elec Eng & Comp Sci ISSN: 2502-4752 a 483

¥ pcs — ] 4

Physical Config Frogramming attributes
—

Command Prompt P

Z24ms, Average = l5ms

Crhrpding 192,146

0% loss),

Physical Config Programming Attributes
I

Finging 182.168 2 with 3% bytes of data:

vimes=lms TTL
time=10ms TTL=132
time<lms TTL=l
Eime<lms TIL=1l

Time
&l mi=

Minimum = Ima, Maximum =

Figure 4. Connectivity between devices

4. VLAN

VLAN or virtual local area network is a group of local area networks (LAN) that are connected to
each other to add more security and manage broadcast domain into the LANs [22]-[24]. Therefore, in secure
campus network, we used VLANSs in some parts to separate the end devices into different VLANs’ for many
reasons. Firstly, it will put the student, lecturers, employees, managers, and other staff in different VLANS’,
so it will reduce the traffic. Secondly, for security reasons, VLAN will restrict access to the ports by
non-authorized people [25]. VLAN has five types default, management, voice, data, and native VLAN;
where default VLAN is already available in every switch and all ports are assigned to it. So, it is easy to
attack those ports by outsider or insider attackers. Therefore, changing all ports to another VLAN rather than
the default VLAN which will be more secure.

Designing a secure campus network and simulating it using Cisco packet tracer (Alaa H. Ahmed)
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— Switch configuration for VLANSs

— We created three VLANS 10, 20, and 30; and then we assigned fa0/2, fa0/3, and fa0/4 respectively, one
port for each one of them

— We moved all the other FastEthernet ports fa0/5 — fa0/24 from default VLAN to new VLAN which we
assigned as a VLAN 40 to be a saver.

— We changed the two remaining ports GigabitEthernet 0/1 and 0/2 to be in static trunk mode as is shown in
the configuration below.

Switch(config)#hostname swl swl(config)#int range fa0/5-24

swl(config)# vlan 10 swl(config-if-range)#switchport mode access
swl(config-vlan)# name Lecturer swl(config-if-range)#switchport access vlan
swl(config)# vlan 20 40

swl(config-vlan)# name employee

swl(config)# vlan 30 swl(config)#int range gig0/1-2
swl(config-vlan)# name Student swl(config-if-range)#switchport mode trunk
swl(config# vlan 40

— Since fa0/1 connects the root switch with the router, we changed its mode to be trunk too.

swl(config-if-range)#switchport trunk

swl(config-if)#int fa0/2 allowed vlan 10,20,30|

swl(config-ify#switchport access vlan 10 swl(config-if-range)#

swl(config-if}#no shut swl(config)#int range gig0/1-2

swl(config-ify#int fa0/3 swl(config-if-range)#switchport mode trunk

swl(config-if#switchport access vlan 20 swl(config-if-range)#switchport trunk

swl(config-if}#no shut allowed vlan 10,2030

swl{config-if)y#int fa0/4 swl(config-if)y#int fa0/1

swl(config-if#switchport access vlan 30 swl(config-if#switchport mode trunk

swl{config-ify#no shut swl(config-if#switchport trubk allowed vlan
10,2030

4.1. Network security

There are a lot of techniques to protect the network from interior and exterior attackers. Attacking
could be physical by sabotaging, ruining, or stealing the devices; or it can be by hacking the system and
accessing without authorization. Thus, in order to protect the network from those types of attacks, we need a
strong security system. Network security is a set of policies and procedures that monitor the entire network
continuously to secure and prevent it from unauthorized access. Consequently, in SCN we used a high level
of security in the main devices like routers and switches. We secured all the ports so those devices would not
accept any access without authentication.

In the routers’ case, we secured VTY lines and console lines by adding passwords to require
authentication from the user; as it is clear in the following router configuration. In the switch’s case, we also
secured all ports; also, we disabled some protocols that show the information of the devices to others such as
cisco discovery protocol (CDP). At the same time, we enabled other protocols like spanning tree protocol
(STP) in order to prevent looping between switches.

a. Router configuration for security

— We start the security process by putting a password for the line console in order to prevent remote access
by others.

— We put a password for line VTY 0 4 to restrict the telnet and SSH unauthorized access.

— We used the message-digest algorithm MD?5 to encrypt passwords as shown in Figure 5.

— Finally, we put some restricted features in creating new passwords such as minimum length, and the
number of attempts. For example, we verified restriction by entering new user with weak password and
the router rejected it as it is shown in the Figure 6.
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Figure 5. Router security configuration
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Switch configuration for security
We disabled the CDP protocol from all the devices, and the reason is that CDP gives information about

the devices that are adjacency to a specific device.

switches in the topology.

level to be 80% as is shown in Figure 7 and the configuration.
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]
'
swAtCchport mode
switohport port

noe odp enable

no cdp snable
P

More

.
switchport port=-

spAnNNiINg-tres mode pvetn
spanning-rtrees extencd system-icd

interface FastRtherneto/l
switchport access vlian 10

ACCess

security mac—adcdress sticky

spanning-~tree bpduguard enable
storm-conozol broadcast level BO

interface FastXtherneto/2
switehport access vian 20
switohport mode access
switchport port-
svitchport port-—

sscurity
SOCUELLY mac—address suvichky

nning-tree bpduguard enable
SLOXM-Control broadoast level 80

interface FastXZthernevo/3
svitohpoxt acoess vian 30

Ctri+F6 to exit CLI focus

[Z] top

Copy

Paste

Figure 7. Switch security configuration
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Figure 8. Port security verfication
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5. CONCLUSION

To increase the security level in the network’s system especially on campuses, we proposed a secure
campus network (SCN) scenario designing and simulating using the cisco packet tracer program. This paper
presents a topology that contains four-building, with different networks and different types of devices. In
each building, we separate the end devices into different VLANSs for security purposes. Also, we applied
security techniques for the routers that connect the networks and for switches that connect the end devices
with each other to prevent outside or unauthorized accesses. Moreover, this paper shows the real weight of
some protocols in connecting and securing the entire campus system.
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