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 The data encryption is one of the most critical issues in the communication 

system design. Nowadays, many encryption algorithms are being updated to 
keep pace with the remarkable progress in the communication field. The 
advanced encryption standard (AES) is a common algorithm that has proved 
its efficacy. The main drawback of AES is that it uses too simple algebraic 
structures, since every block is always encrypted in the same way that makes 
the hacking process possible if the hacker captures the key and the uses S-Box 
in the input stage. This especially applies to the unwired communication 
systems where chances of hacking exceed those found in the wired systems. 
The paper proposes a security enhancement method that is based on utilizing 

concatenated AES and international data encryption algorithm (IDEA) 
algorithms. Upon applying the proposed algorithm, the hacking process 
becomes a great challenge. The paper incorporates the real-time FPGA 
implementation of the proposed algorithm in the encryption and the decryption 
stages. Besides, the paper presents a clear analysis of the system’s 
performance. 
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1. INTRODUCTION  

The U.S. government selected the advanced encryption standard (AES) for protecting confidential 

information and encrypting sensitive data [1]. In 1997, the national institute of standards and technology 

(NIST) began developing AES, announcing that an efficient algorithm for the data encryption standard (DES)-

the first algorithm used by NIST-was required. The development of the DES encompasses three different length 

algorithms: the double DES, the triple DES with two keys and the triple DES with three keys [2]. Hackers have 

managed to decrypt the DES. Among the fierce hacking attacks is the one that depends on attempting as many 

keys as possible to illegally access a message. The AES has offered a replacement of the data encryption 
standard (DES), as the AES was developed for avoiding the drawbacks of the DES [3-5]. 

Three algorithms of the AES were determined by NIST. The block size of each algorithm is 128 bits, 

and the key length is one of these sizes: 128, 192 or 256 bits. The key length is a symmetric-key technique 

which utilizes the same key for encrypting and decrypting [6-8]. One of the main problems that faces the AES 

encryption system is the long time consumed to perform the encryption and the decryption processes. This is 

because of the big numbers of rounds used, making the system vulnerable [9-11]. As the time consumed by the 

https://creativecommons.org/licenses/by-sa/4.0/
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encryption system for encrypting the data increases, the chances of the hackers to break into the system 

increase. The following paragraphs indicate some relevant researches published in the recent years. 

A. Anusha et al. [12], the authors propose a multi-processor array for designing a parallel AES 

encryption system and achieving a high throughput performance. Mohamed Nabil et al. [13], the authors 

present a new technique for increasing the performance speed of the advanced encryption standard based on 

pipelined processing. Pipelined processing decreased the consumed time, making it less than the time 

consumed during conducting the normal processing. Mohamed Nabil et al. [14], an enhanced processing 

algorithm based on the parallel processing is presented. The article offers a detailed description of the proposed 
algorithm methodology. The authors succeeded in speeding up the performance of the advanced encryption 

standard by using parallel processing. Parallel processing makes the system faster than pipelined processing. 

However, this enhancement consumes more resources and power. Ritambhara [15], the authors present an 

enhanced AES algorithm that applies cascading method on a key whose size is 400 bits. For promoting the 

safety of internet of things’ next generation, the article proposes an algorithm that comprises diffusion of AES 

algorithm. The presented algorithm applies a cascading technique which uses 200 bit plain text and 400 bit 

key. The algorithm is divided into two equal parts in order to provide different keys at different cascading 

levels. The technique utilizes only five rounds in place of 10 in the new algorithm in cascaded format. It thereby 

eliminates mix column twice from the entire AES. This, in turn, decreases time and complexity. 

Zuhar Musliyana et al. [16], the authors propose an enhancement of the AES based on generating 

AES key randomly, based on the value of time as a user logs in with a particularly active period. In this 

technique, the security authentication becomes stronger because of changes in key generating ciphertext 
changes for each encryption process. This is based on time as a valuable benchmark. The authors introduce 

enhancement of the system by changing the key with time. This paper proposes an enhancement by using two 

concatenated various systems with three different keys. This can be considered another face of the previously 

mentioned paper. 

Another problem faces AES: due to the simplicity of its rounds, the hacking process is possible if the 

hacker captures the key and the S-Box in the input stage. This especially occurs in unwired communication 

systems, where chances of hacking exceed those of wired systems. The themes of security systems as well as 

encryption techniques are daily scalable. Thus, security researchers conduct plenty of experiments for finding 

new techniques to enhance security systems [17-19]. Security researchers target determining hackers by 

developing security systems and techniques. This paper is an attempt to update one of the strongest encryption 

systems employed in information security. The paper presents a new technique that could be applied for 
enhancing the security of advanced encryption systems. The research proposes a new technique that is based 

on a design of concatenated AES and IDEA cryptography systems. Hacking processes become a big challenge 

upon applying the new algorithm [20-22]. 

The block size of IDEA is 64-bit, and the key size is 128-bit. IDEA utilizes the rounds techniques, 

applying a methodology named half-rounds in which every round uses 6 sub-keys of 16-bit. Every half-round 

uses 4 sub-keys [23, 24]. The encryption key is used to extract the first 8 sub-keys, whereas the other 8 keys 

are created on basis of the rotation [25]. The question that arises now is why do we use IDEA? IDEA has been 

successful in countering a lot of cipher attack methods. IDEA has proven immune in certain conditions, and it 

has not revealed algebraic or linear weaknesses [26-28]. In 2005, advanced packet exchange technology 

(APEX) proclaimed that IDEA algorithm outperformed many encryption algorithms which are being used 

nowadays by several governments and European countries [29, 30].  
As previously mentioned, the traditional processing steps of the AES cryptography system have 

become one of the most famous reasons that make the system vulnerable to hacking in case the hacker can 

access the system. This is possible if it is assumed that someone can access a certain communication system 

and capture the key. A hacker would then be able to decrypt any data because the processing steps are known. 

This paper can be considered a method for changing the normality of the AES system and increasing 

the security level of the system. This is done by using two different concatenated cryptography systems with 

different keys, increasing the possible values and making the prediction process impossible. The study is 

divided into seven sections. Section 1 includes an introduction. Section 2 is a description of the AES. Section 

3 offers a depiction of the IDEA. Section 4 demonstrates the methodology applied for achieving the study’s 

objective. Section 5 manifests the implementation of the hardware. Section 6 presents the simulation and the 

results. Finally, section 7 includes the conclusion of the paper. 

 
 

2. THE AES ALGORITHM 

2.1.   AES Encryption 

The AES encryption algorithm offers an encryption and decryption of data in blocks of 128 bits. 

Figure 1 is a demonstration of an AES algorithm simplified overview. As shown in Figure 1, the plain text is 
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the sensitive data which is required to encrypt [31]. The algorithm key is a 128-bit secret variable created by 

an algorithm that will be used for encrypting the input text. A key expansion process is performed at each 

round; in this process, a series of new “round keys” are derived by using the Rijndeal key schedule algorithm. 

The encrypted output is called cipher text after passing through all the encryption rounds shown in Figure 1. 

The encryption processes are demonstrated on the left-hand side and the decryption processes are shown on 

the right-hand side [32, 33]. 

A series of mathematical transformations that use the plaintext and the secret key as a starting point 

are performed by the actual AES cipher [34]. The mathematic transformations will be performed according to 

Figure 1 and will be discussed below. The first process is called AddRoundKey. Every round key combines 

with the plaintext utilizing the additive XOR algorithm demonstrated in Figure 2. As shown in Figure 2 the 
input plain text bits represented by elements of the matrix (A) is XORed with the 128 bits key to get the matrix 

(Z) [35]. 

The second process is the SubByte process in which a substitution table is used to perform the 

substitution of the resulting data [36]. Each element will be replaced by another depending on the value of this 

element. The number of rows in the S-Box is represented by first 4 bits of the element; the number of columns 

is represented by the second 4 bits [37]. The element in the s-box that is equivalent to this row and this column 

replaces the old element in the text as shown in Figure 3. As shown in the figure each element in the matrix (a) 

is divided into two 4-bits blocks that refer to the number of row and the number of column in the S-Box. The 

new element takes place the old element to get the matrix (b) [38]. 

The third process is called ShiftRows. In this process, each byte in the 4x4 column of  

16 bytes–making up a 128-bit block–is shifted to the right as presented in Figure 4. As shown in the figure, 
there is no shifting in the first row, there is one left element shifting in the second row, there are two left 

elements shifting in the third row and there are three left elements shifting in the final row [39]. 

 

 

 
 

Figure 1. The AES algorithm 
 

 

 

 
 

Figure 2. The AddRoundKey process 
 

Figure 3. The SubByte process 
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The fourth process is the MixColumns process. The modulo multiplication is performed using the 

C(X) 4x1matrix as shown in Figure 5. As shown in the figure, the matrix (a) is modulo multiplicated by c(x) 

to get the matrix (b) [40]. These processes are repeated for nine main times, besides the initial round that 

consists of the AddRoundKey process as well as the final round that does not include the MixColumns process. 

As shown in Figure 1, every round is re-encrypted via one of the round keys that are generated during the 

process key expansion. Every one of the added rounds reduces chances of shortcut attacks [41]. 

 

 
 

 

 

 
 

  

Figure 4. The ShiftRows process Figure 5. The MixColumns process 

 

 

2.2.   AES Decryption 
As shown in Figure 1, the decryption of AES is simple. The previously mentioned steps are reversed. 

The first step is inverting the round key. Certainly, the original secret key should be known for reversing the 
process utilizing every inverse round key [42]. The InvAddRoundKey is performed on the encrypted text and 

the key to obtain this pre-encrypted text. This is a simple step, where the XOR operation is executed on both 

the encrypted text as well as the round key as illustrated in Figure 6 [43]. 

The InvMixColumns process, in which the modulo multiplication is performed using the inverse C(X) 

4x1matrix, is shown in Figure 7 [44]. The InvShiftRows, where each byte in the 4x4 column of 16 bytes 

constitutes a 128-bit block, is shifted to the left to obtain the original text as shown in Figure 8. As shown in 

the figure, there is no shifting in the first row, there is one right element shifting in the second row, there are 

two right elements shifting in the third row and there are three right elements shifting in the final row [45]. The 

InvSubByte process, in which the inverse substitution of the resultant data using an inverse S-Box is executed, 

is demonstrated in Figure 9 [46]. 

 
 

 

 

 
 

Figure 6. The InvAddRoundKey proces 

 
 

Figure 7. The InvMixColumns process 

 

 

 

 

 
 

 

Figure 8. The InvShiftRows process Figure 9. The InvSubByte process 
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3. THE IDEA ALGORITHM  

IDEA works on 64-bit blocks utilizing a 128-bit key, and it is made up of a chain of eight similar 

transformations as well as an output transformation (the half-round) [47]. Both encryption and decryption 

processes are reversely identical. Much of the security of IDEA is derived via interleaving operations from 

diverse sets (modular addition, modular multiplication and bitwise exclusive OR (XOR), and these are 

algebraically "incompatible" in some sense). The following is a detailed description of the operators that work 

on 16-bit quantities [48]. 

Figure 10 shows the encryption procedure of the IDEA. Bitwise XOR (exclusive OR) operation is 

represented by a circled plus (⊕). A boxed plus (⊞) represents addition modulo 216. Multiplication modulo 

216+1 is represented by a circled dot (⊙). A final “half-round” follows the eight rounds. The output 

transformation is demonstrated below (the swap at the end of the last round is canceled by the swap of the 

middle two values; thereby, no net swap is found as shown in Figure 11) [49]. 

 

 

 
 

Figure 10. The first eight rounds of the IDEA encryption algorithm 

 

 

 
 

Figure 11. The final round of the IDEA encryption algorithm 

 

 

3.2.  IDEA Decryption 

Decryption and encryption operate similarly. However, the round keys order is inverted, and the odd 

rounds’ sub keys are inverted. For example, the inverse of K49-K52 replaces the values of sub keys K1-K4 for 

the respective group operation. For decryption, K47 and K48 should replace K5 and K6 of each group [49].   

 

 

4. THE PROPOSED CONCATENATED AES AND IDEA SYSTEM 

As illustrated in Figure 12, the proposed system is based on utilizing a concatenated system which is 

made up of two stages of encryption and decryption. The encryption’s first stage is the AES algorithm. The 

AES encrypts the 128-input plain text by using certain cipher key. Then the encrypted 128 bits are divided into 
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two 64-bit groups. The first 64 bits are transmitted to the first IDEA encryption block, and the second 64 bits 

are transmitted to the second IDEA encryption block. The encryption procedure is performed on the two  

64 bits using two different encryption keys as shown in Figure 12. The output data of the two IDEA is stored 

into a 128 buffer, and then the data is transmitted via the channel. Of course, the data is affected, since it is 

subjected to errors because of the channel noise. This issue can be solved by using an error detection and error 

correction algorithm (coding system). There are many coding algorithms that can used to perform error 

detection and error recovery, but this issue is not in the scope of this article. Therefore, it will not be discussed 

in this paper. 
As shown in Figure 12, there are three 128 bits keys. The AES key, the first IDEA key and the second 

128 bits key render the hacking process a big challenge for hackers. Figure 13 shows the decryption system. It 

consists of two concatenated algorithms in different orders. The first decryption stage represents the two IDEA 

decryption algorithms. The data that is received form the channel is stored into a buffer that specifies the data 

for each IDEA system. The first 64 bits are transmitted to the first IDEA decryption block, and the second  

64 bits are transmitted to the second IDEA decryption block. The decryption procedures are performed on the 

two 64 bits, and the output of each block is transmitted to the AES decryption block, which performs the 

decryption process on the 128 bits to obtain the original 128 plain text.  

 

 

 
 

Figure 12. The proposed encryption system’s block diagram 
 

 

 
 

Figure 13. The proposed decryption system’s block diagram 

 

 

5. HARDWARE IMPLEMENTATION 

In this paper, the implementation and realization of the proposed system are presented via the FPGA. 

The FPGA utilized is the Xilinx “Spartan-3A/3AN FPGA Starter Kit”. Figure 14 shows the implementation 

kit that is used. The proposed system is designed through writing VHDL codes utilizing the Xilinx package 

ISE 14.7 program, and the codes are simulated via the ISim simulator program. The testing strategy is based 
on connecting the FPGA kit to the laptop by using a JTAG cable. The data is transmitted to the kit using a 

JTAG cable, the encryption process is performed, and the result is transmitted to the laptop to check these 

results on the ChipScope package (Xilinx software that makes the users can check the data passing through the 

FPGA paths). The encrypted data is transmitted again to the kit, the decryption process is performed, and the 

output is transmitted to the laptop to check the result that should be equal to the original data. 

Figure 15 illustrates the ISE 14.7 of the proposed encryption system’s schematic diagram. The 

presented encryption system consists of AES encryption system and two parallel branches of IDEA encryption 

system. The system’s input consists of the plain text (the text that needs to be encrypted), the cipher key for 

the AES encryption, the first IDEA key for the first IDEA encryption system and the second IDEA key for the 

second IDEA encryption system. The clock is used to perform the synchronization needed to make the 

components of the circuit operate correctly together in a certain protocol. The clock cycle used in this project 
is 50 Mhz, and it is a built-in clock chip in the used FPGA Kit. Finally, the rst input is required to reset all the 

parameters of the system to their default values if needed. The output of this schematic diagram is the encrypted 

text that is transmitted via the channel.  

Figure 16 illustrates the ISE 14.7 of the proposed decryption system’s schematic diagram. The 

decryption system comprises AES decryption system and two parallel branches of IDEA decryption system. 

The system’s input includes the encrypted text (the text that needs to be decrypted to obtain the original text), 

and the clock that will be used to perform the synchronization needed to make the components of the circuit 
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operate correctly in a certain protocol. Besides, the clock cycle used in this project is 50 Mhz, and it is the same 

clock cycle used in the encryption (the transmitter) to obtain a synchronization environment between the 

transmitter and the receiver.  Finally, the rst input is required to reset all the parameters of the system to their 

default values if needed. The proposed encryption system’s ISim simulation is illustrated in Figure 17. The 

output of this implementation is the original text. The proposed decryption system’s ISim simulation is 

illustrated in Figure 18. 

 

 

 
 

Figure 14. The Xilinx “Spartan-3A/3AN FPGA Starter Kit” 
 

 

The enhanced performance is illustrated utilizing the ChipScope (Xilinx ChipScope uses the logic 

analyzer and virtual input/output directly, and it allows viewing the internal signals). This is done to confirm 

the design after it is downloaded on the utilized FPGA kit for proving the proposed algorithm’s behavior. 

Figure 18 and Figure 19 illustrate the ChipScope outputs. 

 

 

 
 

Figure 15. The ISE 14.7 of the proposed encryption system’s schematic diagram 

 

 

 
 

Figure 16. The ISE 14.7 of the proposed decryption system’s schematic diagram 
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6. SIMULATION AND RESULTS 

Figure 17 illustrates the encryption system’s ISim simulation. The system’s input comprises the clk, 

rst, plain_text, cipher_key, IDEA1_key and IDEA2_key. Data_out, which is surrounded by a yellow rectangle, 

is the output of the encryption system; and this output represents the encrypted text. Figure 18 illustrates the 

proposed decryption system’s ISim simulation. The input of the system is the encrypted_text. The output_text, 

which is surrounded by a yellow rectangle, is the output of the system; and it represents the original text before 

the encryption process. As expected, the decrypted output is the same system input (plain text). 

To prove that, the FPGA design could be utilized in real life. This is achieved through downloading 
the design on the kit. The ChipScope tool is used for checking the values of the kit output, which represent the 

real data. The values which pass between the internal buses of the kit are checked via ChipScope. Figure 19 

shows the encryption system’s real output data. Figure 20 illustrates the decryption system’s real output data. 

These output values have the same simulation output, which proves the validity of the paper’s proposal, and 

confirms the result of the study’s implementation. 

 

 

 
 

Figure 17. The proposed encryption system’s ISim simulation 

 

 

 
 

Figure 18. The proposed decryption system’s ISim simulation 

 

 

 
 

Figure 19. The encryption’s ChipScope analysis 
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Figure 20. The decryption’s ChipScope analysis 

 

 

Table 1 illustrates the proposed system’s device utilization summary. By comparing the hardware 

resources of this paper shown in Table 1 with the utilized hardware table in [14], it is evident that the proposed 

concatenated algorithm consumes more hardware resources than the normal processing. This result is 

predicated because the paper uses two different concatenated algorithms. However, this hardware consumption 

can be accepted in order to improve the security of the system. 
The last related work set in comparison to this paper was published in the ICCCA [15]. In the author’s 

proposal, the efficiency of AES algorithm has been improved via utilizing sequential 200-bit plain text as input 

and 400 bits as key in cascaded format. This is due to AES-AES cascading and the division of 400-bit key into 

two 200-bit key, which makes the system less susceptible to severe attacks. This improved the performance of 

the AES but made the system unreliable due to the very high resource consumption and the high complexity 

of the system.  In this paper, the second stage is replaced by IDEA system, which is simpler than the AES and 

consumes less resources. Thus, the paper reaches the optimum solution to make the complexity and the 

resources consumption as low as possible, rendering the system more reliable. Zuhar Musliyana et al. [16], the 

authors introduce normal AES processing with changing the key by the time. The dynamic key generation 

leads to certain delays that can be a drawback in the proposed improvement. The enhancement in this paper 

occurs by using fixed keys but different processing steps and certain bits arrangements that are known to both 
the transmitter and the receiver. 

 

 

Table 1. The proposed system’s device utilization summary 
Logic utilization Used number 

Slice Flip Flops Number 8653 

4 input LUTs Number 3524 

Occupied Slices Number 65896 

Slices containing only related logic Number 28965 

4 input LUTs Total Number 65896 

Bonded IOBs Number 768 

BUFGMUXs Number 2 

RAMB16BWEs Number 8 

 

 

7. CONCLUSION 

The development of hacking and the persistent discoveries of gaps in systems have made the process 

of information security more challenging, and it is in continuous need of updating. Two of the common 

algorithms for securing data are the AES and the IDEA algorithms. This paper offers a detailed description of 

the AES cryptography algorithm and introduces a new technique which can be utilized for increasing the 

performance of the advanced encryption standard security. The basis of the new technique is designing a 

concatenated AES and IDEA encryption system. As mentioned before, in many cases the IDEA algorithm 

outperformed numerous encryption algorithms that are currently being used by several governments and 
European countries. The proposed algorithm poses a big challenge for hackers. This is due to the high 

complexity of the encryption and decryption processes, since three different keys are used for the encryption 

process. In addition, the targeted information, such as the bits format and the arrangement of these bits in the 

encrypted text (known for the receiver), is hard to obtain by hackers. This paper has succeeded in achieving its 

objective as the results shown in the simulation and the results section have proven. The paper demonstrates 
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the real-time FPGA implementation of the presented algorithm in the encryption and the decryption stages. 

The study also offers a clear analysis of the performance of the proposed system. The proposed concatenated 

technique in this paper makes the system more secure than the normal one (AES cryptography), the technique 

is also more reliable for the application systems that need the highest security levels to counter hacking attacks 

(such as military systems). On the other hand, the technique consumes more resources and time. Therefore the 

future works target improving the performance of the proposed system by using parallel or pipelined processing 

techniques to decrease the time consumed. Another objective would be attempting to consume fewer hardware 

resources. Subsequently, the system complexity will decrease. 
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