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1. INTRODUCTION

Over the last decades, supply chain and logistics have greatly grown, rationalized and become a key
factor of competitiveness and economic success for almost all companies (industry, commerce, construction,
agriculture, services). Supply chain has not only been placed at the center of economists’ attention, but
compagnies spend more and more amounts of their turnover on logistics and especially transportation. As the
phase of delivery of products and/or services to final costumers, the supply chain is how nowadays
companies turn raw materials into finished goods and services for the clients. In fact, starting with extracting
ressources, through refining or manufacturing them into basic parts, assembling those parts into finished
products, until selling and distributing finished products to consumer, supply chain is at the center of
economic activities. As all companies, logistics ones, have adapted their processes to the dynamics of the
moment in order to survive in a very competitive market. In fact, it is not only a question of integrating new
technologies, but also great opportunities harness when opting for digitalization as a part of the vision of
industry 4.0 [1]. This field is lucky to support a set of technical solutions such as wireless networks, internet
of things (loT), big data, blockchain. The transition from traditional supply chain to a smart supply chain will
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provide better visibility of the transportation and flexible management. When adopting these new techniques,
supply chain can meet market expectations, face new competitors, introduce new links between both
companies and partners and thus get more and more benefits. Along with, the wild range of available choices,
customers are much more demanding and their satisfaction blended with cost reduction is hard to achieve.
Otherwise, supply chain is tending to reach urban customers whose numbers are increasingly significant due
to urban migration. Also called “last-mile logistics”, this type has to take into account the congestion,
externalities, emissions, space access [2].

This research is considered with the product status during and after the logistics’ chain. For
companies’ performance, this status is taken as quality indicator since sensitive or vital products require
special treatment and detailed monitoring (vibration, temperature, luminosity, location). On the one hand, the
visibility of product status during transportation helps in taking the right decisions in case of an issue. On the
other, traceability after chain is over ensuring compliance with specific conditions needed for the product in
question. Given all supply chain levels, the information about producing, storing, transporting, and selling
goods or services is usually provided by each stage organization. Hence, the reliability of information is
compromised. In order to increase their profits, managers of transportation or storage operations may,
voluntarily or involuntarily, provide wrong or falsified information. Due to consumer behaviour and supply
chain dynamics, logistics network is facing several challenges. K. Wang [1] discussed those challenges and
opportunities related to the logistics 4.0 visions and the supply chain digitalization. However, those dynamic
changes and adaptations can expose companies and customers to the risk of product damaging. M. M. Aung
and Y. S. Chang [3] explained the impact of those risks on the customer’s confidence especially when it
comes to food industry which has already experienced problems in the past (food safety scandals, genetically
modified foodstuff) P. Olsen and M. Borit [4] defined traceability in the food supply chain as the ability to
access to all information also considered as a record and life cycle. N. Egels-Zandén et al. [5] showed the
importance of transparency and the difference between transparency and traceability in the supply chain.
According to them, there are several tracking solutions such as Bar-coding and RFID combined with
localisation sensors based on global positioning system (GPS). H. K. H. Chow et al. [6] presented the
integrated logistics information management system. An integration of multiple tracking technologies in a
common logistics platform presented as a generic web-based model with a process visualizing using RFID.
Also, T. Kelepouris et al. [7] author presented a system using RFID to identify package with GPS and an
overloading sensor. A review made by [8] discussed several challenges related to tracking in the urban fright.
This study reveals possible interferences that could compromise the quality of the GPS signal especially in
urban areas. In the same context, a denser road network due to traffic management can also make tracking
more challenging. T. Yokota and D. Tamagawa [9] the author focused on the same issue by applying a map-
matching algorithm using dynamic programming to reconstruct the route lengths based on route
identification and GPS position data. Recently, the rise of 10T technologies has brought more solutions to
these challenges. M. He and J. Shi [10] and many other related papers discussed the implementation of
internet-of-things technologies in supply chain, with sensors, GPS, wireless connectivity, RFID. K. Sari [11]
developed a model to detect the conditions to use RFID technology in supply chain. The model showed an
example of the use of RFID technology which has comes with a lot of benefits to the firm especially when it
is accompanied by a real collaboration in the chain. Using loT and RFID, Z. Pang et al. [12] proposed an
approach for food supply chain based on a value-centric framework, A. Rejeb et al. [13] discusses the benefit
of 10T integration into the logistics networks and also shows examples that this integration is still suffering
from inefficiency due to immature in systematic, network, and collaboration perspectives.

Besides 10T technology, blockchain has also drawn much attention in the research field. The first well-
known application of blockchain is indeed bitcoin. Since its inception, blockchain has been applied in many
domains including supply chain. S. Abeyratne and R. Monfared [14] discussed the benefit of blockchain in the
supply chain. They pointed out that the blockchain has not only resolved the lack of trust between stakeholders but
also enhanced trust through transparency and traceability within data sharing. In the same context, the
distributed/shared database can become more transparent especially in the supply chain network. Also, N. Hackius
and M. Petersen [15] pointed on several benefits of using blockchain in the supply chain, such as reducing paper-
work, identifying counterfeit products, and tracking the origin of each good. M. Khan et al. [16] discusses the
combination of [oT based systems besides blockchain network and their application and benefits to earn people’s
trust and transparency in humanitarian logistics. Furthermore, M. Balaji and K. Arshinder [17] presented an open
data blockchain based platform capable of long-time open data (BaLOD) that can be validated by anyone. To deal
with the above issues, the current contribution presents a transparent approach based on reliable and accessible data
collected throughout supply chain phases (transportation and storage). The first section focuses not only on the
causes behind falsified/wrong data, but also on challenges facing the supply chain especially in terms of
traceability. Furthermore, the second section details the technical architecture of an loT/Blockchain-based tracking
solution carrying multi-sensors and using RFID/QR along with an open data service.
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2. RESEARCH METHOD
2.1. Logistics and traceability

Since the role of the supply chain begins with the purchase of raw materials until the distribution of
finished products, the full product transportation lifespan differs depending on the number of intermediaries
in the supply chain. The more intermediaries the chain has, the greater the risk of losing product quality will
be, along with carbon emissions due to transportation [2], delay of payments and high transaction waiting
time [18]. When the contract is signed, consumers oblige companies to justify time, place, and causes of any
issues. If the latter happens, companies can receive sanctions, betray the trust of their partners, lose market
share and even harm their own development. Hence the necessity to adopt traceability systems in order to
minimize risks for clients and ensure at best, at worst, verification of quality and safety of goods supplied [3].

Product traceability solutions come with many benefits to businesses by helping them identify
critical points in the supply chain, resolve incidents without delay, gain productivity, and provide to the
company a solution for the shortage of data about product manufacture and raw materials used [14]. Indeed,
companies can handle the quality reduction of the contamination of goods and increase the quality of the
service they offer to their consumers. On the other hand, the solutions allow consumers to improve the level
of their confidence when purchasing a product or service. An appropriate solution must encompass all
features of a supply chain, transits made in different countries is also included. This is the reason why the
actors in the supply chain are obliged to share the same data structure and that the products are referenced
using identification for external use.

One critical element goes along with traceability is transparency. Unlike traceability that conveys
granular and batch-lot data and even unverified and falsified claims, transparency refers to receiving and
transfering high-level information related to the product and suppliers from and to stakeholders [5] (certifications,
expiration date, location of facilities,) without a risk of loss or distortion [19]. Supply chain planning systems allow
the analysis of resource capacity and constraints in order to suggest the right path to optimal production.

There are several types of product traceability such as tracking, which means the possibility of
holding the data of routes travelled by a load unit or a batch of goods using unique IDs or recorded
identifications such as RFID [20]. It helps to know the routing path of a product and to better calculate
delivery times. Tracking is the most used type of traceability for on-line shopping. It allows us to know all
the stages done by a product until its final destination. To make sure all stages of supply chain are carried out
under the best possible conditions, geographic coordinates provided by a GPS are not the only information
needed. Traceability can be extended to cover other parameters as well. For example, special products such
as drugs, blood units, chemical products, and also food, need to be protected from degradation in each stage
of the supply chain, especially from temperature, light and humidity [21].

In recent years, the amount of urban population has increased along with the demand for goods and
products. Thus, the home delivery services return goods and supplied products has considerably expanded
and created tense flow management and contributed to the increase of number of truck traffic in cities. This
type of transportation depends on several aspects and has required much attention. In fact, urban freight is
more questionable in terms of traceability and transparency due to short trips, complex roads, stops and
congestions that enhance fuel consumption up to 140% [22], delay transportation and increase
transportation’s budget. Also, the weakness of GPS signals due to tall buildings and narrower streets in urban
environments [8]. In this case and to monitor those aspects, the GPS data, temperature and vibration can be
considered as an exposure due to several natures of supplied products. For example, the last two are
important parameters for tracking products like frozen food, drugs, blood, and vaccines [23].

2.2. Traceability via blockchain and 10T

Internet of things the proposed tracking system relies on the combination of several instruments.
The main technology to consider is Internet of Things. Theses devices, mass-produced and utilised in
industry since 2012, provide new ways to approach well-known challenges of the supply chain, the most
important of which is collecting real-time data. Like in many other systems [24], l0T is here integrated as a
connected mean of tracking products with the purpose of renewing customers’ confidence in products [25].

Also, this system is equipped with radio frequency identification (RFID). Along with 10T, RFID
helps to identify packages by using electromagnetic fields to identify tags attached to any package which
contains stored data. This type of identification is more effective for parts that use pallets, trucks, forklifts or
boxes level storage and delivery. However, it will be less useful for the final consumer, especially if the
packages contain several products to be dispatched to other final consumers item by item. In this case, an
additional linked identifier is needed in every product and not the whole package.

Researchers, industrials and managers have taken a very strong interest in the use of loT
technologies together with RFID for package identification and QRcode for product identification. Due to its
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faster readability using a camera or personal digital assistant (PDA), larger storage capacity as identifiers and
reasonable expenses, QRcode becomes more and more approved and popular with the supply chain [26].
Technically, by reading tag/code, the RFID and QRCode identify the package and the product.

RFID and QRCode can be separated from the IoT architecture. However, the current architecture merges

those identifiers with loT sensing devices to make data more centralized. Based on urban freight specific

needs as discussed in the previous section, temperature sensors, vibration detector, and GPS chip can be

added to the 10T devices to collect environment data and send it to a third part service via a gateway. The

system requirement needs to allow the functionality to meet the customer needs and maintenance costs.
Quality evaluation & environment change control. The system collects environment changes from a
group of sensors linked to the 10T device that can even monitor temperature and vibration, and GPS to
evaluate the quality and safety of the products.

— Wireless communication. The device exchanges data with a gateway via wireless communication

— The device sends time/sensor information (including unusual events) for a gateway.

— Information services. The data needs to be presented to any player in the chain via services to be used for
strategic purposes or to track down the sources and the storage and delivery conditions.

As proposed in Figure 1 the architecture is based on temperature, humidity, light, and vibration sensors and

GPS. This device records parameters and details about the transported packages at real-time.
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Figure 1. 10T diagram of printed circuit with all modules of tracking system

The device is planned to be in a box inside the transport compartment as close as possible to the
transported package, the device will have the following components:

— Raspberry Pi 4 Model B: a small single-board computer, uses a 1.5 GHz 64-bit quad-core ARM Cortex-
AT72 processor and enough connection ports to support sensors.

— Temperature Sensor: records temperature in the form of resistance value using a thermistor. The Arduino
Uno converts the measured voltage by the input pin to the real value of temperature in °C. The
measurement is expected to vary between -40 to 125 °C with an approximated error of 1.5 °C.

— Light Sensor: This sensor uses a light-dependent photo-resistor that detects light and which resistance
decreases when light intensity increases.

— Humidity Sensor: The humidity sensor uses capacities measurement to determine the amount of moisture
in the air.

— Vibration Sensor: To detect vibration, the device uses an Accelerometer. Also, a piezoelectric sensor
could be adopted for more accuracy.

— 3G modem: Ensure connectivity to the server to get the configuration and send the data.

— RFID: RFID RC522 tag writer and RFID TAG.

In the proposed architecture, each transport vehicle or package will have a pre-installed box to monitor

various metrics highlighted by the logistics service agreement between various players.

The critical values for these metrics change depending on the transported goods. For example, for
tracking fish transportation, the temperature is crucial, but not vibration. Also, for drug transportation, the
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vibration and the temperature both are crucial. Those configurations are selected and highlighted by the
logistics service agreement. For urban areas and rural areas, this configuration can have a time interval. It can
have additional cases such as time intervals for ocean freight or air freight. Once a vehicle is assigned to
carry a package, the Raspberry Pi should be configured appropriately.The configuration sets the identifier in
the RFID tag and runs the sensor. The Raspberry Pi is then programmed to perform the Figure 2 algorithm.

The device is programmed to get the current thresholds for warnings and alerts from the server
while monitoring all sensors and sends their data to the server based on a time interval (urban and/or rural
areas). When a sensor’s value exceeds the configured threshold, a message (with all sensing data) is sent to
the server with the corresponding gravity (info, warning, or alert). In case of weak/missed mobile network
connectivity, loT data collected are stored locally to be sent once the device connected.

Blockchain service is a transparent and secure information storage and transmission technology. The
first blockchain appeared in 2008 with the advent of digital currency “bitcoin”, developed by a nameless
programmer known as Satoshi Nakamoto. Blockchain operates without a central control unit, allowing each
of its users to check the validity of all information including new ones. Exchanges are recorded and grouped
at regular intervals in transaction blocks which are linked together and form unique and tamper-proof chains
of information. It consists of a database shared by its different users, which contains the history of all the
exchanges made between these users since its creation. The data in each block is protected and cannot,
therefore, be modified or altered after each fact, unless the whole network agrees. The ledger is made up of a
set of blocks. Each block contains two parts. The first part represents the body of the block and contains the
transactions that the database must record. The nature of the transactions can be any useful data, it can be
monetary transactions, medical data, industrial information, system logs,. The second part is the block
header. It contains information concerning the block such as the timestamp, the transaction hash,. As well as
the hash of the previous block. As a result, all the existing blocks form a chain of linked and ordered blocks.
The longer the chain is, the more difficult the falsification can happen. If a malicious user wants to modify or
exchange a transaction on a block, he must modify all the following blocks, since they are linked by their
hashes. But also, it must change the version of the blockchain that each participating object stores. Figure 3
illustrates a simplified example of a blockchain.
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Figure 2. Diagram of the algorithm used in the 10T devices
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Figure 3. Modelization of data structure in the blockchain
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To prove the honest validation of a block, there are many validation mechanisms. The most used are
the proof of work (PoW) mechanism and the proof of stake (PoS) mechanism. Also, when the validator of a
new block needs to be a real entity in the system. proof of authority (PoA). proof of elapsed time (POET) can
be used for reducing time and resource consumption [27].

Recently, several agriculture, fresh food applications and researches, use Blockchain in order to ensure
data trust and data immutability. In every system that carries Blockchain, it guarantees interaction with all players
(by role) and authorization, and reduces costs of creation inspection for specific accidents like food contamination
for example [28]. When Blockchain is used in logistics, it helps to track the product origin, identify products who
may be contaminated, and decrease the paperwork process [15]. Blockchain applications can also be used for
product traceability by providing product history for suppliers and retailers. In this way, the origin and the quality
of the product can be verified [29]. As mentioned before, unverified claims, deliberate fraud, or false data are,
among others, issues in the logistics industry especially when it comes to information safety. Thus, to prevent any
kind of change in data, a blockchain can assure the data integrity. The proposed module is a multi-criteria
traceability architecture based on blockchain and IOT. It consists of 5 layers.

Configuration layer: It refers to corresponding 10T devices. With the 10T Gateway sending data.
This layer provides information about which sensors to be enabled and also to set RFID data for the device.
The loT Gateway on the other hand can keep a heartbeat token related to the device (with a keep-alive
interval and different time interval between the urban area and rural area to detect if there is any sort of
connection loss, specifically out of coverage area. Table 1 resume a sample of data sent to the 10T sensor.

Table 1. Configuration to describe the sensors and intervals to set for the device
Configuration data example
{tag: "MA000031", timeinterval:10, //
minutes
urban_timeinterval:2, //minutes
data: { vibration: true,
temperature: true, humidity: true,
light: false, geodata: true}

1

Data layer: This part provides the data to share with other parties. The RFID and the QR code are
used for physical examination. They give a tag that identifies the package. However, the data provided with
0T devices are more complex. It consists of measurements and units for each sensor. Table 2 present a
sample of the json data receive from the lot to the gateway with the details captured by the sensors.

Table 2. Data to be sent by the IoT to gateway
Data provided by the device
{ device: 132, timestamp: 1588265146,
tag: "MAO000031",
data: {
vibration: "124Hz",
temperature: "33C",
humidity: "12%",
light: "120lux",
geodata: {
latitude: "33.6764062",
longitude: "-7.3840738" }
1}

Middleware layer: to collect events and change the status of the package, the system needs to be able to interact
with the previous layer. Each player in the system can visualize package history or using a PDA or RFID/QR code
scanner. Once the scan is completed, the data is sent to the internal gateway. The 10T gateway also receives the data from
the devices with the collected/cached data. This data can be formatted, organized, or cleaned by the gateway.

Blockchain layer: To have a distributed database that can store all status for a package during all stages, it
surely needs to be available for each player in the system. This layer ensures a peer-to-peer connection between
each node of the network to exchange data. The supplier, storage and delivery nodes can only change the status of
the package (by adding a new block to the chain referencing the package tag) in order to identify transactions status
(in transit/pick up/undelivered/delivered/expired). Without changing any sensing data, the blockchain can manage
data by using proof of authority (PoA) algorithm for validation in the network.
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On the other hand, the 10T Gateway node is the only node that can add sensing data to the
blockchain network using the data received from devices through the gateway. The gateway can set or
change the status of the package in the system (Info, Alert, Warning, and Not Connected). The Figure 4
explains the integration ond communication with differents componenets and layer in the proposed approach.
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Figure 4. System architecture based on blockchain and 10T

The 10T devices receives configuration via the gateway as first, the configuration as showen
previously, can have several information about what sensors the enable and the specification for urban area.
The device can be connected to a gateway in a midlware stage, it can also have a PDA as an input into the
gateway besides the 10T devices. In this layer in the propsed approach the main goal is to prepare, filter data,
and make an input node to the blockchain network.

Services layer: stakeholders or players need to be notified of any change to make management decisions,
statistics and creating a dashboard. However, to perform any of management actions, the data in the blockchain
layer needs to be available via services. It is that service which identifies the product and each data related to it.
Also, there are other collaborators such as the final customer and authority party who need to have custom access
to the network data (transit status, product quality, GPS location), via services such as open data [17], or web
services. Figure 5 describe the interaction of the service layer with open data platform. The goal is to make a
suitable response to each collaborator, with the concerned information and to assure an integrity and security
for the information. Whatever nature the data to be shared, the open data will control the authority of the
request before filtering and prepare the response.
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Figure 5. Schema of interaction with users and service layer with open data extension
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3. COMPARISON AND RESULTS

Since the advent of Internet of Things in 1999 [30], many applications have been proposed, notably in
smart logistics. 10T applications in supply chain management, as suggested in the literature review, the utilization
of 10T along with both RFID/QR and Blockchain has not been examined in substance. However, most blockchain-
enabled solutions, even significant, are limited in scope and applicability. In [1] the author presented the evolution
process of logistics and made emphasis on the fourth innovation of logistics being Internet of Thing and Service.
Along with Mechanization first, Automation second and management third, the last generation of logistics relay on
many technologies and technical components such as Automatic Identification, Real-time Location, Smart
Sensing, Networking, Data analying and Internet of business service. This study underlines two cases of Logistics
4.0. The first, related to the function of identification, describes the intelligent and integrated RFID (lI-RFID)
System architecture (assest level, data acquisition level, control level, database level, decision support level and
management level). Whereas, the second consists on a a real time location system.

Compared with these solutions, the logistics tracking system, as previously introduced, is a pure and
simple logistics 4.0 platforms with enhanced security. In fact, by adopting a blockchain layer along with RFID
technology, the tracking system increases the security aspect of the device and the integrity of collected data. The
blockchain allows uniquely the addition of new approved blocks to the chain, constitutes a distributed and
inviolable database with all packages’ status and ensures peer-to-peer connection in order to exchange data.
However, regarding the second application of the same study, the Real Time Location System introduces by
K.Wong [1] consists of building production workshop or other area in order to automatically identify and track
objects or people. This workshop uses Wireless RFID tags attached to objects or worm by people and fixed to
reference points. Instead, Logistics tracking system based on decentralized loT/blockchain platform includes GPS
chip capable of determination of geographic coordinate and precise location with queuing system in critical cases
(weak GPS signal and weak 3G). Also this system takes into consideration urban specifications and gives
possibility to adjust frequency of data collecting and transfer depending on ongoing environment. This project is
not only an intelligent and integrated with RFID, but a secured one as well.

Another project to consider is the Chinese Ministry of science and internet of things solution for
food safety and quality control [24]. This project initiates internet of agricultural things (AloT) which
architecture is composed of data access and transmission layers, application service platform, application
module layer and User application. Alot project lunched since 2011 over six Chinese universities and
institues after several serious food safety incidents provides a method to easily track and trace food supply
chain. By combining both global identification and parsing along with electronic pedigree, this project helps
users and consumers to evaluate food quality. Once again the integrity of collected data can be compromised
given its stakes, hence the need of blockchain implementation. Also the last project appears to be dedicated
only to agricultural products and needs to be expanded to all types of supply chains

Last but not least, H. Tran-Dang et al. [31] has modelled food supply chain (FSC) traceability using
blockchain technology and smart contracts. The use of blockchain is justified to overcome obstacles to
traditional FSC traceability mechanisms, such as lack of security, information sharing, and systems
integration difficulties. Furthermore, in order to increase visibility and interaction with all actors of the
supply chain, this architecture could have integrated an open data solution. In fact, as presented before, in
order to make management decisions, statistics and dashboards, stakeholders need to access to all data at any
time and place. Also, authorities and consumers need to know product details and supply chain conditions to
check the conformity to requirements and decide whether to purchase it or not.

Compared to the above solutions, our Logistics tracking system based on decentralized
loT/blockchain platform differs in the following aspects:

— The current solution is a blockchain based platform for more security and integrity of data
— This platform consists of on RFID or QRCode rapid authentification

— Is consists of a hybrid modelling with a large applicability to almost all types of chains

— This model takes into account urban environment with specific requirements

— an open solution available for all players since it implements an open data

4. CONCLUSION

Real-time and multi-criteria tracking are important not only to make supply chain management more
effective but also to ensure package safety and quality. This paper has proposed a decentralized
I0T/blockchain-based platform with multi-sensors and RFID & QRcode technologies to simplify the
interaction between stakeholders and packages while in transit. Data relative to temperature, light, humidity,
vibration, and geo-position is the main data to be exchanged in the platform. However, the platform can be
extended to carry other data by adding new sensors to 10T devices such as weight sensors for fragile
packages. An open data API is proposed as well to give to the end customer access to the history of the
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product using the QRcode. This platform can be used by any type of logistics such as hospitals and cold
logistics to prevent falsified and wrong data. It can help improve the quality of service and detect damaged
products. The current model can be improved by ensuring a better identification between the IoT devices and
the loT-gateway. The validation in the blockchain layer can be changed based on the need or the product
type. Also, securing the communication between the 10T and changing the communication protocol can be a
subject to improve, besides merging the node to a cloud solution. However, the same architecture can be
remaining. Some limitations of the proposed traceability model should be kept in mind such as the possible
lack of network coverage particularly with long supply chains (in air planes and ships) This limitation must
delay the data transfer until the network is restored. Also, blockchain is not suitable for storage of vast
amount of data and most Blockchain based models suffer from lack of scalability. In addition, each
components inherent some limitations, such as 10T reliability on battery or other power source.
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