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 The lightweight cryptography is used for low available resources devices 

such as radio frequency identification (RFID) tags, internet of things (IoTs) 

and wireless sensor networks. In such case, the lightweight cryptographic 

algorithms should consider power consumption, design area, speed, and 

throughput. This paper presents a new architecture of mCrypton lightweight 

cryptographic algorithm which considers the above-mentioned conditions. 

Resource-shared structure is used to reduce the area of the new architecture. 

The proposed architecture is implemented using ISE Xilinx V14,5 and 

Spartan 3 FPGA platform. The simulation results introduced that the 

proposed design area is 375 of slices, up to 302 MHz operating frequency, a 

throughput of 646 Mbps, efficiency of 1.7 Mbps/slice and 0.089 Watt power 

consumption. Thus, the proposed architecture outperforms similar 

architectures in terms of area, speed, efficiency and throughput. 
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1. INTRODUCTION  

Lightweight cryptography is used in limited hardware/software resources devices. Clear examples of 

low-resources devices are RFID tags, internet of things (IoTs) and wireless sensor networks. In low-resources 

environment, lightweight cryptographic algorithms should be built with a major focus on power consumption, size 

of hardware, and the cost of implementation [1]-[4]. Low-resources devices like RFID and sensors have a 

limitation in memory size, power source, and implementation area, to be fitted with applications in which they are 

equipped [5]-[8]. This limitation in resources makes the implementation of standard ciphers on, such as these 

devices, hard [9]. Security applications for lightweight cryptography offers high security services for the internet of 

things and cloud computing depends on authentication and confidentiality [10]-[13]. The hardware design for 

lightweight cryptography must optimize important constraint like area, power and latency. 

The aim of this paper is to provide a hardware implementation for lightweight cryptographic algorithm 

that is suitable for small and mobile devices. An optimized implementation of all parts and techniques of the 

lightweight cryptographic algorithm mCrypton is presented. Different cryptographic processes will be fully 

implemented in VHDL using Xilinx ISE software, version 14.5 with all related simulations. The proposed 

implementation of mCrypton algorithm is designed with a small number of slices providing a high frequency, 

high throughput, and high efficiency for the proposed design when compared to previous works. 

This research paper is organized as shown in; in Section 2 the related works are introduced. In Section 

3 the mCrypton algorithm is briefly recalled. Subsequently, in Section 4 the proposed implementation is 

described, then the results are presented and compared to FPGA implementations for different block cipher 

algorithms. Finally, in Section 5 this paper is concluded.  
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2. RELATED WORKS 

Many and different lightweight cryptographic algorithms have been previously proposed such as 

PRESENT [14], ICEBERG [15], and AES [16]. A group of existing optimized lightweight cryptographic schemes 

are discussed here. In [17], presented a reduced area implementation of an IP-core of PRINCE algorithm [17]. The 

input data of proposed block cipher can be encrypted with one cycle due to the use of parallel model design. The 

real time testing provided in [17] shows an efficient hardware design with low energy consumption. 

In Soliman et al. [18] presented an optimized two versions of the AES algorithm in which a small 

and low power consumption implementation for security applications in IoT is provided. These designs use 

an iterative looping and pipelined architecture in developing the technique of implementing the AES-128 

standard algorithm [18]. In [19] proposed reliable error detection architectures for two of famous 

Cryptographic algorithms (Simon and Speck). The proposed architectures have increased in the coverage of 

error detection and reduced in design complexity. The power, area, and delay time of the new 

implementation are acceptable and the design is efficient for low resources lightweight applications [19]. 

Mhaouch et al. [20] proposed an optimized version for Piccolo block cipher in FPGA. Two suggested 

designs iterative and serial architectures of Piccolo cipher are presented and showed a reduced area implementation 

related with improvement in speed compared to the standard implementation of the algorithm [20]. Abdullah et al. 

[21] suggested a new flexible architecture to implement PRINCE algorithm for high speed, small area, and low 

power design. The FPGA implementation is used to build a process of encryption with quantum cryptography 

protocol (BB84) in one clock cycle. The presented architectures could fit all basic cryptographic algorithms that 

use to build algorithms for applications like smart card and other portable devices [21]. 

 

 

3. MCRYPTON ALGORITHM 

MCrypton is a 64-bit lightweight block cipher cryptographic algorithm presented in 2006 [22], [23]. 

Substitution permutation (SP) structure is used in design of mCrypton algorithm architecture. The algorithm 

is classified according to the key size in to mCrypton-64, mCrypton-96 and mCrypton-128. The proposed 

implementation is an architecture of 64-bit mCrypton with a key size of 64-bit. The overall view of the 

presented architecture is shown in Figure 1. 

 

 

 
 

Figure 1. The overall view of the presented architecture 

 

 

MCrypton and Crypton algorithms use a 4×4 array to represent an 8-byte data block [22]. The 

algorithm mainly has five different processes: the nonlinear substitution process, the bit permutation process, 

the row-to column transposition process, key scheduling process and key addition process. Twelve rounds of 

the five processes mentioned above are applied to the plaintext with a 64-bit initial key. The row-to column 

transposition process repeated twice and the bit permutation process repeated once before providing the 64-

bit cipher text. 
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4. VHDL IMPLEMENTATION OF MCRYPTON ALGORITHM  

The top module of the proposed design is shown in Figure 2. The design involves three input ports 

and one output port. Two of the input ports are used as interface ports to the plaintext 64-bit and the key 64-

bit while the third input port is used as 1-bit enable to the system design. The output port is representing the 

64-bit ciphertext. There is no need to use a large FPGA board since the total number of the pins that was used 

as input/output is 193 only. 

In Figure 3, data flow for the designed hardware is shown. Each different process of mCrypton 

algorithm is built as standalone component and in which the plaintext and key is processed. Twelve repeated 

rounds of transformation are used to build the process of encryption. Each round of transformation will go 

through all the four stages of the algorithm [22]. 
 

 

 
 

Figure 2. Top module of mCrypton RTL 
 

 

 
Figure 3. The data flow of the mCrypton 

 

 

4.1.   Nonlinear Substitution 

In this block a 4×4 nipple array and four S-boxes of size 4-bit (S0, S1, S2, and S3) are used to do the 

process of nonlinear substitution as shown in (1)-(3).  
 

S2 = S0-1 and S3 = S1-1 (1) 
 

a = (a0, a1, a2, a3) (2) 
 

γi(a) = (Si(a0), Si+1(a1), Si+2(a2), Si+3(a3)) (3) 
 

The substitution unit is designed with 64-bit for input and 64-bit for output. This component 

contains 64 LUT that is built with the ROM of size 16*4 to change value of S-boxes. Figure 4 shows the 

RTL of substitution component. 
 

4.2.   Permutation 

To build a permutation process a hardwire structure is used rather than building it with a shift circuit 

that increase the area of the design. This component in very simple architecture using VHDL and the slice 

number is very small because it built from hardware wiring to transfer location of data and AND gate with 

constant. Figure 5 shows the number of the input/output buffer and AND gate that used to build a 

permutation operation in hardware. 
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Figure 4. RTL substitution component of mCrypton 

 

 

 
 

Figure 5. RTL permutation component of mCrypton 

 

 

4.3.   Row-to-column transposition 

Moving the nipples with (i, j) location addresses into (j, i) location addresses can easily provide row-

to-column transposition. This operation did not cost the hardware design because the hard wire is change the 

location of 4-bit from row to column. 

 

4.4.   Key scheduling 

In mCrypton, the key scheduling algorithm involves two operations generate the round key 

operation using S-box and update the key variables with rotation [24], [25]. In the proposed architecture a 

RAM of constant key variables is used. The number of key variables is twelve which is equivalent to the 

round number of the transformations. The simple architecture is used to decrease hardware, in addition same 

component using in round is used is part. Figure 6 shows the S-Box and XOR operation that used in the first 

part of the key scheduling component. 

 

 

 
 

Figure 6. RTL key scheduling component of mCrypton 
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4.5.   Key addition 

It is the process of adding the result of an r2c process to the key provided by the key scheduling 

process. The process of addition is a simple bit to bit x-or logic operation. 
 

 

5. SIMULATIONS AND RESULTS 

Lightweight mCrypton algorithms were designed and tested using Xilinx ISE software, version 14.5 

and all simulations have been done by ISim. The proposed algorithm has been designed with VHDL language. 

Using ISim, the VHDL codes were analyzed and synthesized, placed and routed in FPGA devices Spartan 3- 

xc3s1000-5fg320. Different performance metrics such as the area, throughput and power were computed.The 

low latency and low hardware implementation are the target of the design presented in this paper. The total 

slices 375, the mCrypton consist from add constant 64 slices, key scheduling 64 slices, the round that consists 

from (substitution, permutation, transfer and add constant) 96 slices, substitution has only been 32, finally the 

permutation and Row to Columns transfer in very small because it is hardware wire only. 

The hardware implementation has been tested using ISim simulation software. A test vectors for the 

plaintext 64-bit and the key 64-bit enter the designed system as inputs. The processing of the inputs with the different 

components of the proposed design and producing the ciphertext is taking 30 clock cycles. Figure 7 shows the 

simulation results of the last round of data entered into the designed system and the last three components. 

The proposed architecture has been proved to be efficient for working with high frequency and high 

throughput using a small number of slices. The slice number is reduced in shift operation by using LUT technique. 

LUT uses the change of locations between input and output data to achieve the shift operation. The shift operation 

that is built with LUT could be executed in one clock cycle. Using a small number of slices can reduce the cost of 

design and make the proposed design suitable to be used with RFID devices and IoT application. 

A comparative of area (total number of slices), power (mWatt), and throughput (Mbps) were shown 

in Figures 8, 9, and 10 respectively. The proposed architecture results, show good throughput with small area 

and low power consumption as it is shown in Table 1. Results have been compared with different studies. 

The results of the proposed designed show a throughput of 646 Mbps and efficiency of 1.7 Mbps/slice with 

total power equal to 89 mWatt only. 
 

 

 
 

Figure 7. The test vector simulation of mCrypton 
 

 

 

 

 
   

Figure 8. Total number of slices results  Figure 9. Power (mWatt) results 
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Figure 10. Throughput (Mbps) results 
 

 

Table 1. Performance comparisons of mCrypton with previous studies 

Algorithm 
Block 

Size 
Device 

Max 

Freq. 

(MHz) 

Thr/put 

(Mbps) 

Total 

Slices 

Efficiency 

(Mbps/Slice) 

Power 

(mWatt) 

Proposed mCrypton 64 Spartan-III 302 646 375 1.7 89 

[17] 64 Virtex- 4FF668 31.765 2032 956 2.126 165 

[18] 64 XC7Z010clq225-3 266.29 1280 521 2.45 170 

[19] 64 Xilinx Zynq-7000 - 854 471 1.8 251 

[20] 64 Xilinx Spartan-3 81.82 168.9 397 0.425 - 

 

 

6. CONCLUSION 

In this paper, efficient hardware architecture for the mCrypton lightweight encryption algorithm is 

introduced. The proposed architecture provides an optimization to the area and power consumption. The 

resource-shared structure has a good impact on area reduction. All components are designed to operate in a 

single clock cycle and a few numbers of slices. The implementation results using the Spartan-3Xilinx FPGA 

platform presented that only 375 slices are required to achieve 302 MHz of operating frequency with 89 

mWatt power consumption. Further, a throughput of 646 Mbps and efficiency of 1.7 Mbps/slice is achieved. 

Thus, the obtained results proved that the proposed architecture is suitable for small and mobile devices. 
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