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The biometric-based authentication system occupies maximal space in the
field of security administration. Biometric applications are swiftly
accelerating in day-to-day life such as computer login, smart homes, online
banking, hospitals, border areas, industries, forensics, e-voting attendance
system and investigation of crime. A reliable and accurate recognition body

can be achieved with multimodal biometric methodologies. In this paper, we

discuss starting with an introduction to biometric systems followed by their
Keywords: classification, and advantages as well as disadvantages. In today’s world,
Biometric recognition most of the systems are unimodal piometrics _having_ a lot of Iimitations to
. . S overcome those multimodal biometrics comes in to picture. In this paper we
Biometric authentication have discussed comprehensive representation on the system of multimodal
Unimodal biometric, various modes of undertakings, the significance of information
Fusion levels fusion, a different section is allotted on the various possible levels of fusion
Multimodal biometric involving sensor-level, feature-level, score-level, and decision-level as well
as different rules of fusion.
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1. INTRODUCTION

Biometrics is a way to measure a person’s physical characteristics to authenticate their identity. The
dominant theme of the biometric authentication system is to identify an individual based on their unique traits
(physical or behavioral) [1]. The individual behavioral characteristic contains how the person unique qualities
like allies and action, such as their uttered manner, body pantomime, signature and voice. The physiological
class yields physical being’s attributes such as palm print, face, iris, fingerprints, and many more. To figure
out these attributes assists the process of recognition using the biometric administration [2]. Conventional
identification approaches differentiate people based on susceptible passwords or magnetic/ID cards. These
key identifiers are prone to misutilization by unauthorized persons once they have them in hand [3]. Common
issues with the conventional approaches are stealing, forgetting, losing, which make it capricious and
unsound in the immensely accurate system like banks, forensics, and ports systems [4].

In this generation, there is a diversified experience that people need to validate themselves.
Validation is a process to govern that somebody is certainly the person that he proclaimed to be or not.
Predominantly, there are three types of validation they are something you know (password) second one
something you have (token), and the final one is something you are [5], [6]. People can validate themselves
without remembering the intricate mix or carry any implement. People need only their attributes to validate
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themselves, for example, their fingerprint, eyes, retina and hand [7]. This type of authentication method is
called biometrics.

The foremost advantage of biometrics when compared to other methods, it cannot be vanished or
stolen. Due to the sky-scraping performance of biometrics, it became an essential and preferred one to
understand and interpret human attributes for security. This makes spoofing difficult [8]. This paper
elaborates on two types of biometric systems namely multimodal and unimodal, focus the issues related to
unimodal systems. Following sections of this paper: section 2, describes review criteria; section 3 is the
process involved in a general biometric system. Section 4 talks about the classification of biometric systems.
Section 5 discussed the levels of fusion in multimodal systems, while section 6, highlights the methods of
fusion in multimodal biometrics, section 7 discussion, and section 9 concludes this paper.

2. REVIEW CRITERIA

Chen et al. [9] suggested a comprehensive face template protection scheme to secure the original
face template. The facial feature of each is mapped to a different binary code in the training using deep multi-
label learning. In the recognition process, CNN output is decoded with an LDPC decoder to suppress
Gaussian noise caused by intra-variations. The results showed that higher GARs could be achieved by the
proposed scheme. To enhance the accuracy of the proposed system, it cannot map the facial features to high-
dimensional LDPC codes.

Hamd and Ahmed [10] implemented an iris recognition system by using two approaches: i.e.,
principal component analysis and Fourier descriptors. In Fourier descriptors, iris features are extracted in the
frequency domain (FD). Statistic technique used by the principal component analysis to select the important
feature values for reducing dimensionality and finally three various distance measurement methods used for
comparison. In matching results always Fourier descriptors were advanced with 96%, 94%, and 86% correct
matching against 94%, 92%, and 80% for principal component analysis using Manhattan, Euclidean, and
Cosine classifiers, respectively. They concluded that Manhattan achieves the best results from Euclidean and
Cosine in FD and PCA.

Ammour et al. [11] proposed a multimodal scheme for biometric authentication based on the iris
and face. They used fusion at score level with different fusion rules normalization techniques. Face ORL
database and CASIA-V3-Interval database used to validate the proposed system. The results showed that
their proposed optimal system having a good recognition rate of 98%.

Ammour et al. [12] a multi-modal face-iris framework based on texture information using 2D Log
Gabor filter in combination with spectral regression kernel discriminant analysis (SRKDA) is proposed to
extract features and minimize the dimensionality of the extracted features from modalities. They selected
hybrid-level fusion to extract the advantages of different fusions and using database CASIA Iris Distance
achieved up to 0.24% improvement of EER when compared to the unimodal

Sujana and Reddy [13] developed the optimal multimodal device for iris and face by properly
choosing features and scores these optimized trait data affect the efficiency of the device. At different fusion
stages, they analyzed several techniques to find an effective technique for merging face and iris then
integrating the advantages of multiple fusion techniques to create a stable combined device. CASIA Iris
Distance Database verification results with GAR = 93.91 percent with FAR = 0.01 percent. Showing major
advances over unimodal and multimodal fusion methods in the suggested mixed fusion scheme

Matin et al. [14] Selected a fusion method for the weighted score level in a multimodal biometric
system to combine iris and face scores. They employed Daugman’s technique for Iris recognition and the
PCA technique for face recognition. They used the Min-max normalization technique to balance the facial
and iris scores. Finally, to combine their normalized scores weighted sum rule was used. This will provide
better results than a unimodal system.

Azom et al. [15] have presented a hybrid fusion process by combining three levels of fusion such as
feature, score, and decision using decision rule. To get the fused classifiers, they performed a feature-level
fusion for the face and Iris. Then the weighted fusion of the score level between face LDA and Iris using
LBPH, but individual modalities generated the highest recognition rate. They obtained a 98.75% recognition
rate when validated using the CASIA iris and ORL face.

Huo et al. [16] established a Multi-modal system of feature level face-iris .2D Gabor filter bank
used to extract the features of both the modalities, these features are converted using histogram statistics. The
fusion recognition depends on support vector machine and principal components analysis. Their results show
that it effectively extracts iris and face features as well as offers higher accuracy of identification.

Eskandari and Toygar O [17] proposed a framework for iris-face modalities based on score and
feature-level fusion. To get the iris features iris 1D Log- Gabor filter was used and a backtracking search
algorithm (BSA) is used to obtain the optimized features used in feature level fusion and optimized weights
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assigned to scores in score level fusion to achieve an efficient authentication system at the feature and
matching score levels. In contrast with unimodal and other multimodal methods, a major increase in
identification was achieved.

Khiari-Hili et al. [18] suggested a multi-modal system using iris and face. They explored two
approaches for combining the scores at score-level fusion. Initially, A single joint quality metric of a gallery-
probe comparison based on iris occlusion. Then, they placed in the weighted sum fusion to
dynamicallycontrol the weights. The fusion rule increases protection by reducing error rates in uncontrolled
environments compared to sum and weighted sum laws by two suggested quality metric strategies. They
suggested a framework on the MBGC database in the future with more quality measures related to face.

Minaee et al. [19] developed a face recognition system based on scattering convolutional
architecture, scattering transform technique for feature extraction, and SVM for classification. However,
Scale-invariant scattered features can be used for improvement inaccuracy, which they didn’t use here.

Sharifi and Eskandari [20] have enlightened us with the facts of three fusions levels (feature, score,
and decision) to efficiently combine input traits such as face and iris. He has used the log-Gabor
transformation for extraction of iris and face features which are combined to construct a robust and optimized
scheme particularly fusion at the decision level in the proposed one. To improve recognition accuracy, he
applied the backtracking Search algorithm by selecting the optimized weights at the score level and reducing
features at feature level fusion.

Ahmadi and Gholamreza [21] have proposed a method to increase the performance by human
recognition system multi-layer perceptron-based and particle swarm optimization, whose combination is
considered as a classifier where the features are extracted using the 2-D Gabor filter and their obtained
accuracy was 95.36 which is not very high as compared to many models nowadays.

Ammour et al. [22] proposed a system using hybrid level fusion in which is a face and iris as input
modalities. The 2D log Gabor filter is used for the extraction of the face and left and right iris characteristics.
The database of the CASIA iris distance is used to test the proposed method and concluded that it achieves an
improvement up to 0.24% to EER than the previous.

Dua et al. [23] suggested a feed-forward architecture and uses a k-means clustering algorithm to
distinguish iris patterns. For iris and pupil boundary localization, an integro-differential operator along with a
circular Hough Transform is used. Daugman rubber sheet model for Iris normalization and the 1D Gabor
filter to extracting feature. But the system could not perform well under various environments. Table 1
presents the literature related to the different existing techniques for feature extraction, classification, and
fusion methods at various levels of fusion in multi-model biometrics.

Table 1. A glance of existing techniques in multi-model biometrics

Author Feature Extraction Level of fusion Fusion method/Classifier ACE;J/Or)a cy
Rohit Agarwal [24] Gray -Level Co-occurrence Matrix Decision level/ SVM 978
&NeighborhoodGray-one Difference Matrix D-S theory '
Ahmed Shamil Gray -Level Co - . .
Mustafa [25] Occurrence Matrix (GLCM) with KNN. Decision fusion  AND gate %
Lemmouchi Min rule with 98.33
Mansoura [26]. FFT (face, iris), SVD (face, iris) Score level Prctilenormalization o
) - 94.17
/Euclidean distance
J. Raja [27] Gabor wavelet transformation tEeimi/cI]_L::M Ensembled SVM Classifier 93.15
BasmaAmmour [28] Multl—resolutlon_ZD Log—ngor filter smg_ular Hybrid fusion Max rule with Min-Max 99.16
spectrum analysis, Normal inverse Gaussian level (score and normalization 99.33
combined with statistical features of wavelet. decision) ’
VedururuSireesh [29] Modified LBP Feature fL_JS|on PSO _and naive bayes 90
Score fusion classifier 85
Sheetal Chaudhary Face- Eigenface approach. Match score Multiple support vector 99.02
&RajenderNath [30] Fingerprint -minutiae points level fusion machines (SVMs) 99.8
Suneet Narula Garg Coarseness, Contrast, Directionality, Entropy, Decision level e
131] Homogeneity and Energy fusion KNN and Neural classifier 915
Archana P. Patil [32] Minutiae extractor2D Gabor filter Match score weighted fusion
. b 95.23
haar wavelet transform level fusion technique/KNN

From the above Literature survey, we can conclude that most of the authors have worked on the
conventional feature extraction and classification techniques which led them to a loss of accuracy. To
improve the accuracy, the use of advanced methodologies is required, for example, convolutional neural
network (CNN), pre-trained networks for feature extraction, and neural network for classification.
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3. PROCESS INVOLVED IN BIOMETRIC SYSTEMS

Generally, a biometric system mainly consists of two phases namely the enrollment stage and
confirmation stage. In the enrollment phase, the images are collected from biometric attributes and it is
processed to get a clear image as well as to rectify distortions and to get the sector of interest for feature
extraction. Certain features alone are extracted from the image to form the feature vector and are then stored
in a database [33] shown in Figure 1 to recognize particular individuals.

In the acceptance phase, the query image which is to be tested is processed to improve the hallmark
of an image. The Region of Interest is the procedure of emphasis key and required features in a biometric
feature as an interesting region that will further be used as matching parameters and then feature extracted.
Thus, formed feature vectors from retrieved features will be compared against the feature database in the
matching module to produce a match score and finally by using the match score decision module will
identify the authorized persons. These sequences of steps are shown in Figure 1. A biometric system can be
represented with two important functionalities one is verification and the other one is identification [34].
Verification involves a one-to-one match in the database. On the other hand, identification is obtained when a
system performs one to many comparisons.

Input Pre- Regionof | Feature : Nﬁea‘}‘l‘_‘eu Decision | _
Biometric Traits Processing Interest Extraction N?:)%ulié" Module +Accept/RCJeC[

Figure 1. Steps associated with a biometric system during recognition

4. CLASSIFICATION OF BIOMETRIC SYSTEMS
4.1. Unimodal biometric systems

Biometric authentication of individuals is by using their behavioral or physiological features. These
biological features are organized into unimodal and multimodal biometric systems [35]. Many of the
biometrics are unimodal systems, which means it employs single biometric attributes to recognize the user
are normally cost-efficient, but the performance of these systems may degrade in some practical
circumstances were there existing noisy data, intra-class variations, and inter-class similarities.

Though some unimodal systems have made a substantial improvement in accuracy and reliability,
they usually experience problems in the enrollment stage due to the non-universality of biometric attributes.
In Biometric spoofing unauthorized person can try to imitate behavioral biometrics like voice and signature
for an enrolled user. However, inadequate accuracy caused by noisy data that occurred while captured
biometric data usually contains incomplete acquisition conditions or variants in a characteristic of biometric
itself like un-wanted scratches on the biometric image or dirt on sensor [36].

Intra-class variation: The biometric data collected during authentication will not be the same as the
one used for generating a template for an individual during the enrollment process. Inter-class similarities: It
because of overlapping feature spaces in the feature sets of various users. The unimodal biometric system
may lead to both false rejection rate (FRR) and false acceptance rate (FAR) [18].

4.2. Multimodal biometric systems

Unimodal biometric systems constantly fail to correctly authenticate an individual with a craving
effect and accuracy. However, multimodality (more than one trait) is applied to resolve many of the issues
related to unimodal systems. The term 'multimodal’ is utilized to describe the mix of at least two different
biometrics of a person (i.e., iris, face, and fingerprint) sensed by using distinct sensors and thus improve the
required accuracy of a biometric system by utilizing the necessary information from multiple input modalities.

It may be a fusion of behavioral with physical modalities or different physiological traits together.
These fusion methodologies decrease the effect of spoofing attacks by making it difficult for an unauthorized
one to fake, copy or steal, raises the degree of freedom, decreases the failure-to-enroll rate, and hence makes
the biometric system more secure. Increasing the discriminate information leads to reduce the error in the
recognition process [37]. Multimodal biometric’s fusion techniques mention how the information is merged
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when it’s obtained from various biometric traits. This fusion can be done at single as well as multiple levels
in a multimodal system, i.e., fusion at the sensor, at feature level and matching-score, or decision level [21].
Fusion at the feature level, however, is more fruitful because it contains more information about the input
trait than the levels of fusion after matching [11].

To acquire the target of claimed performance improvement, the fusion rule chosen should depend on
the type of applications that are selected, input biometric modalities used for fusion, and the opted fusion
level. Multimodal systems can mix information at various stages, but the fusion at score level became the
most favored one. Fusions also address the problem of spoofing and non-universality. Several studies have
suggested that integrating information from various biometrics and improved accuracy to satisfy the
specifications of the physical world [38]. Hence, the multimodal biometric system shows several benefits
than a unimodal biometric.

5. LEVELS OF FUSION IN MULTIMODAL BIOMETRIC SYSTEM
Multimodal fusion can be accomplished in two ways.

5.1. Fusion just before matching
It is possible to acquire fusion precedent to matching in two distinct manners: sensor level and
fusion level.

5.1.1. Sensor level fusion

Sensor-level fusion integrates the data that is obtained from multiple sensors and gives fused
information [10] and from these fused data features can be pulled shown in Figure 2 (a). Different methods in
the sensor level are single sensor multiple instances:

— Several instances achieved from a single sensor are combined here to obtain the complete data.

— Intraclass multiple sensors: Several instances discovered from different sensors are put together to
identify the details in this situation. Inter-class multiple sensors: The data to be fused must be oblique to
be of the same kind, like two images that will be fused from two separate cameras required for the same
resolution.

— Sensor-level fusion addresses the noise in sensed data due to not proper maintenance of sensors. This
fusion has not received much attention since it has more redundant information [39].

5.1.2. Feature level fusion

The fusion of the feature level is acquired by joining various feature sets obtained from multiple
biometric sources [12], [40] shown in Figure 2 (b). Sets of features can be either homogeneous or
heterogeneous. When distinct methods are used for one feature extraction, non-uniform feature vectors are
achieved, or feature vectors are extracted from various modalities. The process of fusion cannot be complete
successfully if the feature vectors utilized are not coherent with one another, like mixing of fingerprint
minutiae with Eigenface coefficient is not possible.

The mechanism involved in feature level fusion evolves in two steps, i.e., the normalization of an
extracted feature and then the selection of a feature. The feature sets are first translated into a generic domain,
and the range of feature sets are altered, this can be implemented by using normalization techniques [41].

Linear discriminate analysis (LDA) was applied in the feature drawing phase to solve the issue of a
large proportion of the combined features. Techniques such as PCA or sequential backward selection,
forward sequential selection, are utilized to minimize the dimensions of a feature set. The amount of
information at the feature level is sufficient to authenticate an individual; however, the feature-level fusion is
hard because feature sets of various sources may either be incompatible or inaccessible [42].

5.2. Fusion just after matching
It is a fusion after comparison of the extracted features with stored template database can be
achieved in two ways: fusion at score level and decision level.

5.2.1. Match score level fusion

To generate match scores, feature vectors are extracted separately for an individual biometric trait
and these feature vectors are compared with templates stored in the database during enrollment [12]. The
score given by the matchers has the required information regarding input and also its feature vector
representation. Set of outputs from matching module i.e., match scores are merged to create a single scalar
score shown in Figure 3 (a).

The acquired scores from matching modules cannot be integrated directly since the scores obtained
from different modalities have different ranges. It is important to convert these scores to a common domain or
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scale by using Score normalization to ensure proper mixing of scores from the various modalities [10], [13].
Fusion at the score level is usually favored because the scores supplied by the individual matching modules
are easily accessed and incorporated. The information accessible at the score level is adequate to recognize
an individual client since it has neither an excessive amount of repetitive nor too little data. It gives a strong
set of information [43]. It is simple to aggregate the scores produced by several matchers here. This method
of fusion is the most commonly used.

5.2.2. Decision level fusion

In this fusion, the combining of multiple score information is captured from various biometric
modalities when the individual decision module gives its decision regarding the identity of a person of
claimed. In this decision fusion the final classification result depends on the outputs of the decision modules
corresponding to various modalities see in Figure 3 (b) and the final score is classified into one of the two
(reject or accept) main classes [44]. This Fusion is too rigid because it has less information to make a
decision. Commercial off the Shelf tools give the final decisions by using some of the techniques like
majority voting, Bayesian decision fusion, AND and OR. Generally, the most used approach for
authentication is majority voting for decision level fusion. The benefit of this method is that here prior
knowledge of the matcher does not require as well as any need of training to take a final decision. Sometimes
performance degradation may occur in ‘AND’ and ‘OR’ methods because of the mixing of multiple
matchers. The fusion at the decision is only used where the decisions of the individual users are accessible
hence is known as an abstract level fusion [45]. Comparative analysis of of various levels of fusion [46] is
shown in Table 2.

Input
Biometric p g
Trait-1 rocessing
EFeattlr.e Matching Decision | . Accept/
ey Module Module Reject
Module
Extracted Match
Input Features Score
Biometric Pre-
. Processing
Trait-2 g
(@)
Extracted
Input p Feature Features
: ; re- :
Biometric p ; Extraction
Trait - 1 TOCSSSINE 1 Module
Matching Decision
—> Accept/
Module Module Reject
Match
Input 5 Feature Score
Biometric | s’ Extracti
Trait 2 Processing i ;ﬁiﬁign Extracted
Features
(b)
Figure 2. Fusion process at; (a) sensor level of two biometric traits and (b) feature level of two biometric
traits
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Figure 3. Fusion of; (a) two biometric traits at the score level and (b) biometric traits at the decision level

Table 2. Comparative analysis of various levels of fusion

Fusion level Limitations
Fusion at the The noise of sensed data, low sensor efficiency, and atmospheric influences.
Sensor level

Fusion at feature

Fusion at match
score
Fusion at score
level

Incompatible feature collection, the uncertain relationship between various biometric systems' feature spaces,
which require considerably more complex matching.

There are no homogenous scores obtained from various matchers. It is not necessary that the scores obtained should
be within the same scope. It is important to apply normalisation schemes

Only a minimal amount of knowledge at this stage of fusion is available.
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6. METHODS OF MULTIMODAL FUSION
There are three main categories for the classification of fusion methods for multimodal biometrics,
such as estimation based, classification based and rule-based methods [47].

6.1. Rule-based fusion techniques

The rule-based techniques in multimodal are involving some basic rules for fusing information. In
this case, some statistical rules are used such as MIN, MAX, product, and the sum-based fusion like linear
weighted, the majority voting, OR and AND [48]. These techniques are depending on the selected application
and are customized. Generally, these methods perform well if the temporal alignment of traits is of good
quality. In rule base there is no training process are also known as unsupervised methods, but the learning or
training rules are mostly applicable for pre-defined output.

6.2. Classification based fusion methods

Fusion based on classification is a supervised category as it is based on training or learning process.
This classification method involves a set of techniques to classify the observations into one of the pre-
decided classes. The most commonly used classification methods are neural networks, maximum entropy
models, Dempster-Shafer theory, dynamic Bayesian network, support vector machine, and Bayesian
inference. From a machine learning point of view, it is further classified into two ways namely generative
and discriminative methods. Bayesian inference and dynamic Bayesian network come under generative,
whereas neural networks and supportive vector machines are under Discriminative models. Neural network
and Bayesian method are applicable to feature level as well as decision level fusion methods [49].

6.3. Estimation-based fusion techniques

To estimate the location of objects moving based on multimodal data, estimation fusion is used. In a
recognition process of a person, multiple input modalities are combined to estimate the location. The particle
filter and Kalman filter belong to these fusion methods. Kalman filter allows low-level dynamic data to be
performed in real-time and calculates the state of the system from fused data [50]. Particle-based approach or
Sequential Monte Carol method is simulation-based methods involves prediction and update steps. Based on
the information of multimodal these techniques are used for an estimation of the state of moving.

7. DISCUSSIONS

The review clarifies that still there is a need to investigate more about the problems existing in
various biometric recognition systems and various fusion methods. Few challenges which are currently
prevailing in various biometrics can be explained through few examples. Firstly, in fingerprint-based
recognition systems, the key attributes are the features that tend to deteriorate as one becomes older.
Secondly, the voice recognizing system might be problematic if the enrolled person loses their voice, then it
may lead to difficulty in identification. Thirdly, if a person suffers from arthritis, then he /she might have
difficulty being authorized on a hand geometry base system. Moreover, in a face recognizing system major
problem faced is due to the disparity in features caused by various factors like facial expression changes,
illumination changes, and majorly due to occlusion. Finally, one of the most reliable iris recognition systems
also faces recognition issues due to the eyelashes, lenses, and reflections from obstacles. Furthermore,
because of the number of challenges and issues, the accuracy of the sensing systems is becoming low which
stimulates the interest to work in this area. To overcome the above-mentioned problem faced in unimodal
biometric systems we suggest using multimodal biometrics. The key factor available in multimodal
biometrics is the fusion techniques. As per our review, we have come across a wide range of fusion
techniques, a proper combination of these existing fusion techniques leads to the solution for the above-
mentioned problems. The neural network along with convolutional neural network (CNN) with proper
processing and fusion techniques solves the issues faced by the biometric systems.

8. CONCLUSION

A research-based review is performed on a Biometric-based authentication system. In this paper, a
detailed study of biometrics starting from traditional security to the recent multimodal biometric systems has
been done. We have discussed two main classifications of biometric systems i.e., unimodal, and multimodal
systems. By the imperfection of unimodal and other problems, the multimodal recognition system has been
introduced. The various methods and levels of fusion available in multimodal systems were also covered.
This paper gives clarity that there's a huge scope of improvement to identify the solutions to the issues
observed in the various biometric recognition systems also in the different levels of fusion as well as various
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methods of fusion. Multimodal biometrics is an exciting and interesting research area that makes a fusion of
sources at various levels for better accuracy, security, and reliability. The applications and need for
Multimodal biometric would be an integral part of the future generation of any technology.
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