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To innovate a proactive surveillance camera, there is a need for efficient face
detection and recognition algorithm. The researchers used one of the Viola-
Jones algorithm and used different image processing techniques to recognize
intruders or not. The goal of the research is to recognize the fastest way on
how the homeowners will be informed if an intruder or burglar enters their
home using a proactive surveillance device. This device was programmed
based on the different recognition algorithms and a criteria evaluation
framework that could recognize intruders and burglars and the design used
was developmental research to satisfy the research problem. The researchers
used the Viola-Jones algorithm for face detection and five algorithms for face
recognition. The criteria evaluation was used to identify the best face
recognition algorithm and was tested in a real-world situation and captured a
series of images camera and processed by proactive face detection and
recognition. The result shows that the system can detect and recognize
intruders and proactively send a notification to the homeowners via mobile

application. It is concluded that the system can recognize the intruders and
proactively notify the household members using the mobile applications and
activate the alarm system of the house.
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1. INTRODUCTION

In our modern world, the result of our capabilities can be greatly enhanced by computers.
Technology is a vital aspect of the human condition [1]. From mobile phones with a lot of applications to
supercomputers that act as servers of a massive amount of users, local area networks to cloud technologies,
and a lot more. It is a fact that the world is dominated by technology on an extensive scale with an
exponential rate of development because of curious minds that seek innovation. Digital image processing
(DIP) is one of the breakthroughs in technology that focuses on processing digital signals. Because of the
cheaper computers and dedicated hardware, most of the advanced technologies concerning images and their
uses are now created with the use of DIP [2]. With this, images are digitized and can be stored in computer
storage and other storage media [2], [3] for pre-processing of data and data mining [4]. Image processing can
format and correct data, improve visual interpretation, and automatize target features and classifications [3].

Figure 1 shows the process of recognizing faces. The first process is to detect the face, then extract
the different features of the face that make it unique and use it for recognition. Living in a new era where
crimes are increasing, people want to secure their belongings at their homes. In that scenario, a person could
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have a system with advanced technological implementation for a person not to worry when they are far from
their home [5]. One area of technology that could be used in that context is the field of computer vision using
closed circuit television (CCTV) or surveillance camera. CCTV has two generations: a surveillance camera
that has human intervention in evaluating images and a computer-based camera that can evaluate its
images [6]. The latest generation of CCTV uses a digital system of surveillance that serves a wide range of
requirements in terms of security however, some of them produce an insufficient image or video quality to
support the detection of crimes. Also, the human factor is one of the major issues in using CCTV. It can be
said that the existing CCTV system in the Philippines is reactive in terms of surveillance. It means that
CCTYV only uses it when the crime is already done. Another problem is that the criminals, being notorious,
and do not mind CCTV, continuously commit a crime to satisfy their evil doings. The face of any individual
may be caught in CCTV but its ability to identify is not always easy [7]. What is needed is a system that
helps prevent future attacks of criminals [8]. Robbers are usually people who lurk around houses which they
believe have a very weak security system. Weak security allows the robbers to enter the houses unnoticed by
the people around them. Sometimes they do it to houses located in an environment where few people are
visible so that they can enter unnoticed. With that said, some robbers do it by casually walking inside homes
with open or unlocked doors while people think that he/she lives in that house.

Face Feature Face
Detection Extraction Recognition

Figure 1. Face recognition process

The main focus of the research is to secure the house by detecting and recognizing intruders and
burglars in real-time using the proposed prototype. It has an alarm system, mobile applications, and different
image detection and recognition algorithm plus criteria evaluation to proactively produce results when
intruders are recognized. To gather insights that would help this research, the researchers reviewed several
recent studies and literature related to this study. The ideas gathered were used to evaluate what is the best
methodology and tools that the proponent used to solve the problem.

The presence of a security system in households and establishments is important in the context of
creating security systems [9]. Security system focuses on providing security when the homeowners are away
from their home [5]. It was stated that short message service (SMS) could perform remote communication
between homeowners and household devices. Mobile phones with short messaging service could be very
useful when embedded in household security systems, where messages sent by security systems are
immediately received by homeowners in the form of SMS. Many services offer alarm monitoring that allows
homeowners to access their home security system via the internet [10]. It could check the status of the
security system and view a live feed of surveillance cameras. Advanced systems even allow its users to
configure security codes and activate or deactivate the security system by using web applications. But there is
a more modern development in the home security system which is mobile devices and applications that offer
portability. The use of mobile devices and a monitoring system offers a new way so that people could
monitor the security of their belongings anytime and anywhere. Some prototypes use facial recognition in
surveillance [11]. The manufacturers of the home security system have several ways for homeowners to
monitor the security system of their home even when they are far away from their home [12]. Alarm systems
nowadays could notify homeowners about the status of their security system by paging them. There is an
available SMS communication home security system that monitors the house using sensors [5]. The
researchers used a microcontroller and global system for mobiles (GSM) unit using a mobile phone to notify
users when an intrusion occurs.

It is considered that the demand for home security using android based phones has created a system
that secures the main entrance of the home and the car door lock [13]. The system also used Bluetooth
technology to control the different appliances inside the house. It is also said that most of the algorithms for
face recognition were developed to enhance images captured from different applications like military tactics,
spacecraft, security purposes, and others [14]. They discussed the different face recognition algorithms and
factors affecting face recognition. They said that the Eigenface algorithm was focused on the illumination of
the image; the geometric based algorithm that was focused on perimeters, areas, and segments of image
forms because of points located on it; template matching algorithm recognizes image using statistical
treatment by converting images into numerical values with templates and eliminates variances. They said that
expressions, occultation or hindrances in the captured image, poses or face angle, illumination or lightness
and darkness of the image, and facial features were the basic factors in face recognition. Deep learning shows
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excellent performance in face recognition [15]. However, it needs a large number of interpreted training
datasets. The researchers defined a deep learning algorithm as the enhanced algorithm of the machine
learning algorithm that has more than three hidden layers to perform self-recognition of the image.

2. METHODOLOGY

The conceptual framework was designed after knowing the different gaps in developing a proactive
surveillance camera. Different algorithms and criteria evaluation were considered to create the system.
Figure 2 shows the conceptual framework of the research. The system captures images and performs detection
of faces using the Viola-Jones Algorithm through the captured images. Once the system detects faces coming
from the images, the detected faces are recognized using the five face recognition algorithms (eigenfaces,
fisherfaces, local binary pattern, template matching, and deep learning) and match it to the database of faces.
The system also performs the criteria evaluation to identify the best algorithm to be used in the system.

Different criteria were the following: illumination that measures the rate of recognition in terms of
lighting condition of the captured picture; the facial angle-that measures the rate of recognition in terms of
the angle of the detected face; the level of confidence of each algorithm in the process of recognition; the
facial features or the changes of the feature of the captured face; and the time complexity or the time required
in recognizing the detected face, it iterates until there are unmatched faces detected by the system. The server
of the system has the capability of viewing the logs of intrusion and printing the list of captured intruders. It
sends messages using SMS to the homeowners when there is no internet connection to notify that there is an
intruder in the house and to open the mobile application to view the captured image of the intruder; The
system automatically sends the captured picture to the through cloud technology when there is an internet
connection. The mobile applications can view the captured picture of an intruder; the system has an
automatic alarm system when an intruder is detected and the mobile application user has the privilege to turn
off the alarm system.
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Figure 2. Conceptual paradigm

2.1. Research method

The researchers used developmental research. A developmental research method is defined as the
study of design, development, and evaluation of products, programs, and processes that meet the criteria of
effectiveness and consistency. The evaluation of the final product is implementation [16]. It facilitates the study
of new tools, models, and procedures so that the researchers can anticipate the efficiency and effectiveness of
the system. The researchers used an agile methodology that is used to develop products through iterations of the
process. This methodology is effective specifically when the project can be divided into many small tasks, with
lots of creativity, and must be developed to fit with the stakeholder’s expectations.

2.2. Hardware devices
A raspberry pi (RPi) no infrared filter (NoIR) camera with a minimum of 8 megapixel (MP) quality
was used to fetch the video feed and to process the video feed frame by frame. A camera without an infrared
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light filter could be used at night to vision to capture images even when it is dark with the aid of an infrared
light-emitting diode (LED). The raspberry pi 3 is a circuit module that has the capabilities of a computer. It
has universal serial bus (USB) ports and an ethernet port. This is responsible for conducting the comparing
and sending of email to the homeowner containing the image of the suspected intruder inside the house. The
infrared (IR) illuminator is the one responsible for allowing the raspberry pi camera to detect faces in dark
places that allows the researchers to get better results and higher accuracy.

2.3. Software devices

The researchers used python, a high-level programming language to develop the face recognition
program. It was integrated with the open-source computer vision (OpenCV) library [17]. OpenCV) is a library
for computer vision that is free. It could be used in web development with the aid of different frameworks such
as Django, Flask, and Pyramid. The pyramid framework was used in developing the web application that
received and displayed the reports of intruders detected by the user. JQuery is a JavaScript library used in web
applications to easily manipulate web page elements. MongoDB, a document-based database management
system, serves as storage of data that is necessary for the functionality of the prototype. To connect the web
page and the server, asynchronous JavaScript (AJAX), and xtensible markup language (XML) were used to
send a POST request to the server in order to query if a fugitive is detected or not.

2.4. Algorithms

The face detection procedure was based on the features of the face (eyes, nose, and mouth) rather
than its pixels because feature-based systems can be operated faster than pixel-based systems. It uses a
Haar-like feature that performs the scalar product of the Haar-like templates and the captured image as seen
in Figure 3. Given the pattern X of image A with the same size of NxN, it is defined by (1).

i<ien 2a<j<n A(L))-1xj) is white= ¥ <oy X1<jen A(L))-1x(, Is black (1)

The image should be normalized beforehand by its means and variance for the different lighting
positions of the captured image [18]. The integral image can be computed using intermediate interpretation
for the image that results in a training set of negative and positive images. It is being classified using
AdaBoost classifiers [19] that boost the classification performance of a learning algorithm. The Ada-Boost
algorithm combines all the weak classification functions and forms a stronger classifier and it approaches a
training error of zero exponentially in the number of rounds of training [19], [20].

After performing the learning algorithm, the system trains cascade classifiers. The goal of detection
and performance of the system in detecting face is dependent on the cascade design process. In building a
cascade detector, the system selects the maximum acceptable false-positive layer (f), and the minimum
acceptable detection rate per layer (d) [18], [19]. The system also selects Ftarget (overall false-positive rate)
and initializes the false positive and the detection rate into one. Figure 3 shows the looping condition of the
training algorithm of a cascade detector. The algorithm used sets of negative and positive examples in
training in features using AdaBoost and evaluated current cascade classifiers to determine false positive rate
cascade Fi and the detection rate Di [19].

After the system detects any faces, the system will then recognize if the detected face is an intruder
or not. Different algorithms were considered in intruder detection. The system used a template-based
approach to face recognition that compares images with sets of templates from a database [21]. Sets of
templates were constructed using different algorithm tools like principal component analysis (PCA) [22],
[23] using eigenfaces algorithm, linear discriminant analysis (LDA) [24] using fisher faces algorithm,
support vector machine (SVM) [25] using local binary pattern histogram, the template matching algorithm
[26], and the deep learning algorithm [15]. The researchers created the criteria evaluation of the system to
identify the appropriate and best face recognition algorithm to be used in intruder detection. This criteria
evaluation is composed of illumination, face distance, time complexity, confidence level, and facial feature.

Figure 4 represents the pseudocode of the different criteria in the system. The raspberry pi (RPi)
camera reads images and converts them into the frame then the frame will be converted into black and white
form. The Viola-Jones algorithm will detect the face on the frame then it will be compared to the database of
faces and performs the five algorithms for face recognition. The criteria evaluation will evaluate the
illumination (dark), and perform local binary pattern algorithm (Ibph), eigenface (eigen), fisher faces (fisher),
and deep learning algorithm (dl). For the face angle, template matching, dl, and lIbph will be evaluated. The
algorithm with the highest percentage of intruder recognition will be displayed in the output. The camera
captures an image that serves as an input for raspberry pi. The raspberry pi then prepares the image to be
processed into the five algorithms. The five algorithms are local binary pattern histogram, fisher faces,
eigenfaces, template matching, and deep learning.
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detector [19]

3. RESULTS AND DISCUSSION

The main objective of the research is to innovate a proactive surveillance device that is used to
detect and recognize intruders. This device uses different image processing techniques and criteria evaluation
for accurate recognition of intruder/s. Specifically, the main objectives of the system are to identify the
different image processing techniques that proactively seized images for surveillance, detect and recognize an
intruder by different image processing techniques, create a framework that chooses an image processing
technique as an algorithm to proactively perform surveillance and to monitor and notify the household
owners and authorities using the mobile application once theft incidents happened.

Figure 5 shows the sample result of the system. The system was trained to detect and recognize faces
on the captured images on the surveillance camera. A fifteen stage cascaded classifiers were trained and falsely
eliminated 0.2% of the face patterns [27]. The system was expected to have a false alarm rate of 0.00215 or
4.1x10-33 and a hit rate of 0.99815 or 0.97. The system was trained by the captured pictures from the camera
with a face training set of over 4,000 labeled faces with a base resolution of 24x24 pixels.

The system was tested in a real-world situation and captured a series of images using the serial
camera and processed by proactive face detection and recognition. Using the different sub-algorithms and
classifiers, the system can automatically detect faces or faces in a single frame. The color of the frame (box
on the face) can be edited in the code. The system produced a frame or box on the detected face. The box
contains two colors, a recognized face from the database represented by a green box and an intruder
represented by a red box. This recognition is discussed in the next section.

Figure 5. Sample face detection using Viola-Jones algorithm

3.1. Detection constraints
The main purpose of the system was to detect and to recognize intruder entry in the house in
real-time and notify the owners and send a picture of the captured image. However, most of the intruders
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wore a bonnet, cap, or even cover his/her face especially if they know household surveillance cameras. The
system considered this scenario by seeing the motion detection algorithm if the system did not detect any
face. This algorithm was focused on each frame produced by the serial camera and compared them all to each
other and analyzed if these frames have the same threshold. The pseudocode for motion detection was
activated after searching for the face [7]. The surveillance camera was elevated to a distance of five to six
meters from the entrance of the house to capture the frame. Once detected, the system then notified the
owners and was asked to trigger the alarm button. After face detection, the system performed face
recognition.

3.2. Face recognition results

This section discusses how the system performs a different algorithm for face recognition. The
system performs five algorithms in face recognition, and each of these algorithms had a unique process in
recognizing the detected image. The system used the OpenCV library in performing face recognition.
OpenCV is a cross-platform library that focuses on the latest computer vision algorithms and real-time image
processing. In terms of the database, the researchers created the data set by uploading pictures of five persons
in five different poses, illuminations, and face angles for testing purposes. OpenCV created a comma-
separated value (CSV) file of these twenty-five images since it is the simplest independent platform that can
be used.

Table 1 shows the distribution of the percentage of the success rate of intruder recognition. These
are the results of the testing for each algorithm and its success rate in recognizing intruders who entered the
house using the dataset. The result shows that all of them had a high success rate. The lowest success rate
performance was the template matching with a rate of 89.12%. The highest success rate performance was the
deep learning algorithm with a rate of 97.32%.

Table 1. Image intruder success rate

Algorithm Success Rate
Eigenface 92.96
Fisherface 93.84
Local Binary Pattern 93.08
Template Matching 89.12
Deep Learning 97.32

Figure 6 shows the graphical representation of the number of testing conducted using the system and
the percentage rate of each algorithm in recognizing the homeowners or the faces that are saved in the
database. The result shows that there is a lower percentage rate of detecting intruders on most of the
algorithms. Figure 7 represents the graphical representation of intruder detection and recognition of different
algorithms over its number of testing. It recognizes that there was an intruder in the house. The alarm system
will then activate, and notification of homeowners and government authorities were notified. After the
different image processing techniques were performed, the system performed criteria evaluation framework
to recommend the best algorithm to send images to the system server and to mobile application.

Intruder Recognition Percentage using Different Image Processing
Techniques

1234567891011121314151617 18192021 22232425

Number of Testings

== Deep Learning == Local Binary Pattern Histogram
== Fisher Faces ==~ EigenFaces

== Template Matching

Figure 6. Detection and recognition of homeowners
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Table 2 shows the results of the criteria evaluation testing conducted by each criterion. It shows that
template matching and deep learning algorithms recognized the dataset in the criteria face angle, while
template matching was the only algorithm unable to recognize the dataset. One of the reasons is that this
algorithm only matches the dataset and the captured image [26]. Since the entire algorithm had its procedure
in recognizing the image, it is evident that recognized images in their confidence level. Fisher face algorithm
was more accurate when it comes to time complexity and the deep learning algorithm had a higher
percentage of recognition in terms of facial features. These results were used to output the image on the
mobile application for notification of intruders. The result was different when the system captured a picture
of the detected intruder.

The result of the testing shows the process of choosing the right algorithm to be used in each
scenario to proactively perform surveillance. It gave an accurate result of the image and the right output in
notifying the homeowners whether the captured image is an intruder or not. The result also shows that deep
learning algorithms can give higher percentage results in four out of five criteria evaluation.

Intruder Recognition Percentage using Different Image Processing
Techniques
150

100

50

Percentage

0
1234567 8910111213141516171819202122232425

Number of Testings

== Deep Learning ==g==Local Binary Pattern Histogram
==g== FEher Faces ==g== Eigenfaces

=—g= Template Matching

Figure 7. Detection and recognition of intruders

Table 2. Results of the success rate of intruder recognition with criteria evaluation

In %

Algorithm Face Angle Illumination Confidence Level Time Complexity Facial Feature
Eigenface 14.29 97.10 74.29 77.14 82.86
Fisherface 20.00 74.29 80.00 94.29 14.29
Local Binary Pattern 11.43 65.71 71.43 18.00 7.00
Template Matching 54.29 17.14 77.14 25.71 88.57
Deep Learning 80.00 91.43 88.57 14.29 94.29

3.3. Hardware and software integration

The system was composed of hardware devices for monitoring and notification. These devices are
raspberry pi, serial camera, IR, alarm, GSM module laptop or desktop for server and cellphone with mobile
app software installed on it. A server can monitor and record events in real-time and save them to the
database. The process of notification was dependent on the detected and recognized face of the system. It will
not function when the recognized face is on the database. The notification will only function once the system
detected and recognized the intruder. When the system detected, an intruder with real-time date and time, the
system then automatically triggered the alarm system of the house and the mobile application user can only
turn off the alarm. If the mobile data is not available, since it was activated using the internet, there was a
notification using the SMS informing that intruder was entering the house.

The researchers also tested the performance of different physical components of the system to check
the reliability of the devices such as the alarm system, SMS messaging of the GSM module, the range of the
raspberry pi camera, and the cloud computing sending capabilities of the system. Ensuring the proper
operations of the alarm system and proper communication to the raspberry pi is one of the purposes of testing
the response time of the alarm system. The researchers tested the alarm response time by tabulating the delay
time before the activation of the alarm system. The researchers tested 20 unrecognized images. Once the
raspberry pi recognized an intruder, it sent enough electricity to activate the delay module and this delay
module triggered the alarm device to be activated.
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The average time recorded for the response time was 29.63 seconds. It can be said that the response
time before the alarm system to be activated gives a faster reaction even if the system had many
functionalities, performed algorithms, and criteria evaluation system. The system also has the capability of
texting the homeowners and government authorities when the mobile application in the event that the mobile
app is not connected to the internet. The researchers tested the time response of the GSM module by sending
text messages to mobile application users. The GSM module was tested based on the elapsed time in sending
the text message and receiving the message by the mobile app users. The alarm system and the GSM module
were simultaneously activated and the SMS message was “An intruder has been detected in your house.” The
researchers tested twenty unrecognized images to trigger the system that the image is an intruder. The
researchers recorded the elapsed time in receiving the data from the system to the mobile phone using the
mobile application.

3.4. Testing results

The researchers conducted twenty trials and tabulated the time response of text messages in seconds.
The average response time is 34.76 seconds. It is important to identify the range of the raspberry pi serial
camera in terms of its distance. The researchers tested and computed the average distance of the face image
captured by this device. The researchers tested the camera with an initial distance of 4.5 inches and increased
it by adding another 4.5 inches until it reached a point that the camera can no longer recognize the image. For
an interval of 4.5 inches for each test, the researchers came up with a maximum distance/range of 94.49
inches or 2.4 meters. The system used cloud computing in sending the detected and recognized intruders into
the house. Testing the average time response of the cloud in sending information was tested and tabulated.
The researchers also tested the lapse time from notification of cloud technology to the mobile application.
Again, the researchers used twenty unrecognized images. The system was connected to broadband because
the raspberry pi needed an internet connection to connect to the mobile application. The sending capability of
the system to its mobile application is dependent on the strength of the internet connection. The average
response time of cloud technology is 14.27 seconds therefore, the researchers considered the strength of the
internet connection.

The researchers made sure that all the features of the system, whether physical devices, server
functionality, or mobile application are functioning and performing according to the flow of the system. The
server of the system has the capability of providing the list of detected and recognized intruders. The report
was composed of the image of the intruder, the rate or percentage of intrusion, and the date-time it was
recognized. It can also be seen in the report that the system can detect and recognize intruders that wear a
cap, or even the face is not fully seen.

Figure 8 shows the sample intrusion report of the system. The server of the system has the capability
of providing the list of detected and recognized intruders. The report includes the image of the intruder, the
rate or percentage of intrusion, and the date-time it was recognized. It can also be seen that the system can
detect and recognize intruders that wear a cap or even the face is not fully seen.

IMAGE INTRUDER % DATE TIME

100% September 13, 2018 07:36 PM

100% September 15, 2018 10:35 PM

100% September 26, 2018 08:30 AM

100% September 29, 2018 03:49 PM

I _ 100% September 29, 2018 03:48 PM
—I

Figure 8. Sample intrusion report
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4. CONCLUSION

The real-time recognition and notification of household intruders is a system developed specifically
for the use of homeowners. The software used different image processing techniques. Intruder notification,
through a web-based mobile application, is reported by the server in real-time. Household owners could
respond by identifying if the person detected is an intruder or not. If an intruder is detected or the user did not
respond at a given time, the house alarm will be activated. It is, therefore, concluded that the five image
processing techniques used by the researchers are evident in recognizing the image and identifying whether
the picture captured by the system is an intruder or not. The different algorithms have unique characteristics
that can be highlighted in the process of giving decisions if the captured picture can be identified as an
intruder or not. It is also concluded that the deep learning algorithm is the best image processing technique
that can be used in face recognition because it gives a higher percentage of performance results based on the
criteria evaluation.

As much as there is one algorithm used in face detection and five algorithms in facial recognition, it
is recommended to search for other algorithms that can be added to the system. Since each algorithm has its
unique way of detecting and recognizing a face in an image, the researchers also recommend having a stress
testing of the said system to ensure the accuracy of each algorithm in a given optimal solution in
recommending the best algorithm to be used by the system. Different criteria evaluations used by the
researchers were effective and produced an optimal solution, it is also recommended that the criteria
evaluation can be enhanced and add more criteria that focus on a larger community. It is recommended also
to present the system to government agencies and private companies for mass production of the system.
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