Indonesian Journal of Electrical Engineering and Computer Science
Vol. 22, No. 1, April 2021, pp. 507~515
ISSN: 2502-4752, DOI:10.11591/ijeecs.v22.i1.pp507-515 a 507

Securing sensor data transmission with ethernet elliptic curve
cryptography secure socket layer on STM32F103 device

Seniman Seniman?, Baihagi Siregar?, Rani Masyithah Pelle, Fahmi Fahmi*
123Department of Information Technology, Universitas Sumatera Utara, Indonesia
“Department of Electrical Engineering, Universitas Sumatera Utara, Indonesia

Article Info

ABSTRACT

Article history:

Received Mar 16, 2020
Revised Dec 5, 2020
Accepted Jan 11, 2021

Keywords:

ARM STM32F103
Cryptography

Ethernet communication
Secure socket layer
Sensor

Currently there is no method, feature, or ability in securing data transmission
in microcontroller systems and applications with client-server scheme
communication, while major modern computer systems using secure socket
layer (SSL) for establishing secure communication. However, ESP espressif
based microcontroller has supported SSL communication to secure data
transmission, but only works on the Wi-Fi network. A single-board computer
based embedded system has fully supported SSL communication, but it costs
a very high price. On the other hand, STM32F103 microcontrollers with a
very affordable price even cheaper than the Arduino board has the
opportunity to build secure data communication using SSL protocol based on
MbedTLS library. In addition to wiznet W5100/W5500 ethernet shield, an
STM32F103 SSL client device has been successfully built in this study. The
SSL client device supports ECDHE ECDHA AES128 CBC SHA256 SSL
cipher suite. The Apache web server must also be configured to support this

cipher suite by generating OpenSSL ECC (elliptic curve cryptography)
certificate. The system was tested with the LM35 analog temperature sensor,
and as a result, the STM32F103 SSL client has successfully secured the data
transmission to the Apache SSL web server. The communication time was 3
seconds for the first connection and 42 ms for the next data transmission.
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1. INTRODUCTION

The development of internet of things (1oT) devices has grown widely and rapidly. There are also
various communication media used for the IoT system, including wired ethernet [1-3], Wi-Fi [4-8], and
cellular communication [9-11]. These communication media are used in the client-server network model. loT
devices usually read sensor data and send it to a remote server. Users can then view the report of 10T devices
from desktop, android, or web-based applications [12, 13] or even can make control over the device [14]. It is
essential for securing data transmission in the client-server network model since there are many kinds of
attacks within the network [15-17]. 10T developers should consider implementing SSL protocol for their
system against any possible networking or cyber-attacks. 10T devices are also very vulnerable to be hacked
[18, 19]. For IoT devices, there are some existing implementations of SSL protocol nowadays, such as
Espressif ESP8266 and ESP32 microcontroller [6-8], but this feature only supports for Wi-Fi network. Single
board computer based embedded systems and loT platforms has a complete support of SSL protocol. This

Journal homepage: http://ijeecs.iaescore.com


https://creativecommons.org/licenses/by-sa/4.0/

508 a ISSN: 2502-4752

system was installed with OpenSSL which has mature SSL protocol implementation [20-22]. But, this
technology comes at quite a high price, longer start up time and higher power consumption [22].

For the STM32 10T developer, there is official support of SSL protocol using MbedTLS for an
ethernet controller, but this feature only ported to a high-performance device family, such as STM32F407.
Even more, TCP/IP stack must also be implemented, and external ethernet PHY (physical layer) must be
attached. Actually, there is a more simple solution with extra challenging development by using a cheaper
STM32F103 microcontroller device with a wiznet W5100/W5500 ethernet shield. Although with a minimal
resource of STM32F103 device, 128 KB flash memory, and 20 KB RAM, but with the help of the W5500
ethernet module, the STM32F103 device does not need to work much hard to handle TCP/IP stack. The
WH5500 ethernet has been integrated with 8 dedicated sockets with TCP/IP stack. There was also study in our
previous research in utilizing this ethernet module [23].

In this research, the MbedTLS SSL protocol library has been studied. And the researchers add
support for SSL protocol to STM32F103 and W5500 based MbedTLS library. This results in an STM32F103
SSL client device for wired ethernet communication. Because of the limitation of the STM32F103
microcontroller, not all SSL cipher suite can be integrated into the system. Our research integrated ECDHE
ECDHA AES128 CBC SHA256 SSL cipher suite to the system. The working system, STM32F103 SSL
client device, was able to secure sensor data transmission to a remote server. This system was expected to be
better than AVR or Arduino based 10T devices, which have not any secure communication feature.

2. RESEARCH METHOD

The entire system consists of STM32F103C8T6 microcontroller, Wiznet W5500 ethernet shield,
any sensor connected to it, power supply, and web server with SSL enabled. STM32F103 device with very
limited resources, 128 KB of flash memory, and 20 KB of RAM. It was configured and programmed to
support SSL protocol through W5500 ethernet shield. STM32 device with an ethernet shield act as an SSL
client. It sent sensor data with SSL encryption to the webserver, which acts as an SSL server. The overall
system architecture is shown in Figure 1.
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Figure 1. System architecture

2.1. STM32F103 microcontroller configuration

The STM32F103 device was configured to work in its maximum frequency, which is 72 MHz, to
achieve the best performance of the entire system. Analog to digital converter (ADC) peripheral needed to be
configured for sensor reading and generate a random number. SSL protocol needs a random number to work
properly and achieve the best result. STM32F103 device hasn’t a random number generator module, but
ADC peripheral can be used to produce a random number. Serial peripheral interface (SPI) peripheral was
used and configured for communication with the W5500 ethernet shield. The SPI peripheral was configured
in the master mode full-duplex. W5500 ethernet shield can be controlled through SPI at up to 80 MHZ
maximum speed, but since the STM32F103 device has only 18 MHZ maximum speed, the system used 18
MHZ SPI speed instead. Details of ADC and SPI peripheral configuration is shown in Figure 2.
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Figure 2. ADC and SPI peripheral configuration

2.2. MbedTLS SSL library and apache web server

In this research, we utilized an open-source MbedTLS SSL library. It is built in C programming
language. Actually, the STM32 device family has the official support of MbedTLS. But this feature only
works with high-performance device families such as STM32F407. This device has an ethernet controller
integrated inside the chip but does not include TCP/IP protocol stack. Unfortunately, there is no available
implementation of MbedTLS for the STM32F103 device. There is a various module of MbedTLS to support
major SSL cipher suites available nowadays. But, not all MbedTLS modules were implemented in this
research because of the limitation of the STM32F103 resources. This research implements ECC SSL in the
form of ECDHE ECDSA AES (elliptic curve diffie Hellman ephemeral - elliptic curve diffie-hellman digital
signature - advanced encryption standard) based cipher suite.

By default, apache webserver installation has been included with SSL enabled. But, default SSL
configuration works only for RSA based cipher suite. The researchers have been generated an ECC
certificate using OpenSSL and applied to apache configuration to support the ECDHE ECDSA AES cipher
suite. Openssl scripts below were used to generate an ECC certificate for the webserver.
openssl ecparam -name prime256v1 -genkey -param_enc named_curve -out privatec.key
openssl req -new -sha256 -newkey ec:./privatec.key -nodes -keyout server.key -x509 -days 1024 -out server.crt
openssl req -new -key server.key -out server.csr -sha256

2.3. W5100/W5500 ethernet shield

Wiznet W5100/W5500 is an embedded ethernet controller module with a hardwired TCP/IP stack
on it. W5100 has 16 KB internal buffer memory for 4 dedicated ethernet sockets, whereas W5500 has bigger
buffer memory 32 KB for 8 sockets. The implementation of these two kinds of chips has a similar process
and driver and only differ in the amount of socket that they can handle. There was also some researches using
this ethernet module [24-27]. Those researches were using AVR Arduino microcontroller or FPGA, and there
was neither process nor method for securing data transmission.

3. RESULTS AND ANALYSIS

The researchers have been successfully built a prototype device, as shown in Figure 3. The
prototype was used to inspect and test the SSL communication between the STM32F103 SSL client device
and the apache SSL web server. For the testing process, the client device connects to the apache webserver
directly using straight through unshielded twisted pair (UTP) cable. The client device has been configured
with 192.168.137.178 IP address, while the web server using 192.168.137.177 IP address. LM35 analog
temperature sensor is used to get real sensor data for then to be sent to the webserver. Wireshark was used for
inspecting ethernet traffic between client and server.

Securing sensor data transmission with ethernet elliptic curve cryptography secure... (Seniman Seniman)



510 a ISSN: 2502-4752

Figure 3. STM32F103 SSL client prototype device

The random number which is needed by MbedTLS is generated by shifting, and-ing and or-ing bits
of two ADC channels. Based on the inspection of researchers, the best result of a random number of two
ADC channels is calculated as the formula below.

rng = (adc_chl AND 0xOF) OR (adc_ch2 << 0x04) 1)

The researchers have been successfully ported MbedTLS to work with STM32F103 and its
STM32cubelDE development environment. This results in some minimal configuration scripts of MbedTLS
that must be applied to work properly in the STM32F103 environment. The configuration script was saved in
config.h of the MbedTLS library package. Table 1 describes a minimal configuration script that must be
defined for ECDHE ECDSA AES based cipher suite.

In order to integrate the W5500 ethernet module and STM32F103 microcontroller to support
MbedTLS, there were some configuration scripts that must be added to the original W5500 driver. The
summary of important configuration scripts from researchers' implementation is listed below.

a) Assign “mbedtls net_context server fd” variable to “sock” value of W5500.

b) Using “mbedtls_entropy_add source” to configure a random number generator with STM32 ADC
peripheral.

€)  Assign “mbedtls_net send()” function of MbedTLS to W5500 “EthernetClient.write()” function.

d) Assign “mbedtls_net recv()” function of MbedTLS to W5500 “EthernetClient.read()” function.

3.1. Sensor data transmission testing without SSL

As a comparison result of this research, plain HTTP communication between client and server must
also be inspected. From wireshark inspection window shown in Figure 4, the client’s request format, and the
server’s reply data can be obtained easily. The unfortunate consequences of this communication scheme are
anyone without any privilege can push/send data to the server and get server replied information. Any
sensitive information can be stolen by the untrusted user.

Table 1. Defined configuration script for MbedTLS

MBEDTLS_CIPHER_MODE_CBC MBEDTLS_SSL_CLI_C
MBEDTLS_ECP_DP_SECP384R1_ENABLED MBEDTLS_SSL_TLS_C
MBEDTLS_KEY_EXCHANGE_ECDHE_ECDSA_ENABLED MBEDTLS_ECDH_C
MBEDTLS_SSL_PROTO_TLS1 2 MBEDTLS_ECDSA C
MBEDTLS_AES_C MBEDTLS_ECP_C
MBEDTLS_CIPHER_C MBEDTLS_X509_CRT_PARSE_C
MBEDTLS_BIGNUM_C MBEDTLS_X509_USE_C
MBEDTLS_CTR_DRBG_C MBEDTLS_ASN1_PARSE_C
MBEDTLS_NO_DEFAULT_ENTROPY_SOURCES MBEDTLS_ASN1_WRITE_C
MBEDTLS_NO_PLATFORM_ENTROPY MBEDTLS_OID_C
MBEDTLS_ENTROPY_C MBEDTLS_PK_C

MBEDTLS_MD_C MBEDTLS_PK_PARSE_C
MBEDTLS_SHA256_C NO_MBEDTLS_SSL_VERIFY
MBEDTLS_SHA256_C MBEDTLS_AES_ROM_TABLES
MBEDTLS_SHA256_C MBEDTLS_ECP_NIST_OPTIM
MBEDTLS_ECP_MAX_BITS 256 MBEDTLS_ECP_WINDOW_SIZE 2
MBEDTLS_MPI_MAX_SIZE 48 MBEDTLS_ECP_FIXED_POINT_OPTIM 0
MBEDTLS_SSL_CIPHERSUITES MBEDTLS_TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA256

MBEDTLS_SSL_MAX_ CONTENT_LEN 1024
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No. Tme Sourcs Destination Protocol  Lengh Info

4 2.9e@336 192.168.137.3179 192.168.137.177 1P 58 51167 = 80 [ACX] Seg=1 Ack=1 Win=1851135 Len=0
- 7 8.359784 192.3168.137.3179 192.168.137.177 HIP 518 6ET /stm32ssl/blog/update HTTP/1.1

8 8.89%875 192.168.137.177 192.168.137.179 e 54 88 = 51167 [A(X] Seg=1 Ack=355 Win=1851136 Len=8
- S 8.182353 192.368.137.177 192.168.137.379 HITP 318 HTT2/1.1 288 OK (text/himl)

Frame 9: 310 bytes on wire (2438 bits), 318 bytes captured (2482 bits) on interface \Device\WPF {AD6ES78D-A485-4D91-8781-D717E4
Ethernet II, Src: AsustekC b5:d8:43 (1c:87:2c:b5:d8:43), Dst: Asustek( 97:be:8b (ac:9e:17:97:be:8b)
Internet Protocol Version 4, Src: 192.168.137.177, Dst: 192.168.137.179
Transaission Control Protoccl, Src Port: 38, Dst Port: 51167, Seq: 1, Ack: 455, Len: 256
v Hypertext Transfer Protocol
HTTP/1.1 288 CK\r\n
Date: Sun, 12 Jan 2828 15:32:32 Q¥T\r\n
Server: Apache/2.4.17 (Win32) OpenSSi/1.8.2d PHP/5.56.28\r\n
X-Powered-By: PHP/S.6.28\r\n
Content-Length: 2\r\n
Keep-Alive: timecut=5, max=188\r\n
Connection: Xeep-Alive\r\n
Content-Type: text/himl; charset=UTF-8\r\n
\rin
[HTTP response 1/1]
[Time since request: ©.12258988€ seconds]

[Request in frame:

[Reguest URI: http:/
File Data: 2 bytes

V¥ Line-based text data: text/hitml (1 lines)
28

£192.168.137.177/stm32ss51/blog/update]

Figure 4. Sensor data transmission without SSL

Based on the figure above, entire HTTP communications which are not encrypted, are easy be
revealed and understood. We can gather much information from there which are encapsulated as HTTP
header. Those information are date, web server name, destination server path, content type, content length
and connection type. And the most important data which is sensor data, it can be viewed directly as plain text
number “20”. It can be seen by anyone on the network, including threat actors who might be doing the man-
in-the-middle (MITM) attack.

3.2. Sensor data transmission testing with SSL

STM32F103 SSL client device has been inspected and tested for data transmission. The initial
connection SLL communication, TCP SYNC packet, comes from STM32F103 SSL client device with IP
address 192.168.137.178 and port number 1027 trying to connect to the apache SSL web server at
192.168.137.177 IP address and 443 port number as shown in wireshark inspection window in Figure 5
below. The initial connection then successfully connected as indicated by TCP ACK packet.

"3 Trre Soute at frotocdl  Llengh Info

Frase 7: 6@ bytes on wire {488 bitc), 6@ bytes captured (438 bits) on interface \Device\WPF_(ADGEETR0-ASES-4D31-2781-D717E4827C42}, 14 0
Ethernet IT, Src: deiadibheief:fa:ed (da:ad:bezef:feced), Dat: Aspatekl B5:09:43 (1c:87:2¢i05:d0:43)
Internet ?-o'.oto'._vzrsicn 4, S 19.'.xou‘1.-mr§, 70;'.: 1?2.106 13217
v Transeission Contrul Protocol, Src Poct: 1827, Ust Port: 433, Seqi W, Lent @
Scurce Port: 1027
Deatinaticon Port: 433
[Stress index: @)
[TCP Segment Lea: 3]
Sequence nusher: @ (relative sequence number)
Sequence nusber (raw): 1363861141

Figure 5. Initial SSL connection

In the next phase of SSL communication, the “Client Hello” phase, the SSL client then sends
offering of ECDHE ECDHA AES128 CBC SHA256 cipher suite to the SSL server. This communication
phase consists of several handshake protocol details. Among of them are SSL TLS version and length,
random number which have been generated by STM32 internal ADC peripherals based on (1), session
information and cipher suite details. Wireshark inspection window in Figure 6, shows that the STM32F103
SSL client device has been successfully constructed the “Client Hello” packet as part of the SSL
communication.
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[ Mo Tme Source Destration Protocl  Length Info

9 g.119e91 392,358.3137.178 192.1.137.177 P 63 1827 - 443 [F(K] Seg=1 Ack=1 Win=2043 Len=0

1 18 8.121776 192.168.137.178 1582.168.137.177 TiSvi.2 138 Client Hello

| » Internet Protoccl Version 4, Src: 192.168.137.178, Dst: 192.168.137.177
| Transmission Control Protocol, Src Port: 1827, Dst Port: 443, Seg: 1, Ack: 1, Len: 34
| ¥ Transport Layer Security
Vv TLSvi.2 Record Layer: Handshake Protoccl: {lient Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
tength: 79
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 75
Version: TLS 1.2 (ex@3e3)
) Random: 53ef8afbdbcfe768691b5c5fac84a8d125ch74ed776c715d
Session ID Length: @
Cipher Suites Length: 4
v Cipher Suites {2 suites)
Cipher Suite: TLS_SCDHE ECDSA MITH AES 128 C(BC SHAZSG (@xc@23)
Cipher Suite: TLS_EMPTY_ RENEGOTIATION INFD SCSY (@x@eff)
Compression Methods Length: 1

Figure 6. ECDHE ECDHA AES128 CBC SHA256 cipher suite offered by the client

The SSL server then replies with “Server Hello, Certificate, Server Key Exchange, Server Hello
Done” packet at once as much as 932 bytes of data. This means that the SSL server exactly understands about
“Client Hello” data packet which has previously constructed and sent by the STM32F103 SSL client device.
The overview inspection of this phase is shown in Figures 7(a), (b).

This research only covers self-signed certificate for SSL communication, thus the “Certificate” part
in the “Handshake Protocol” was skipped in SSL communication above. This method significantly reduces
space usage of STM32 flash memory and achieve faster SSL communication speed.

The next stage, SSL communication process continues with “Client Key Exchange”, “Session
Ticket”, “Change Cipher Spec”, “Encrypted Handshake” and the last is the “Application Data” phase, which
actually contains sensor data embedded to it. As a result of this SSL data communication, anyone can’t
understand anything inside the encrypted data. The sensor data is successfully secured sent to the server, as
shown in Figure 8.

Protocl  Length bfo

3 9. 192.168.137.178 ‘.92.68.137.177 €8 1827 - 443 [ACK] Seg=1 khlbﬁ.!wm Len=0
18 8.121776 192.163.137.178 192.168.137.177 TiSW1.2 133 (lient Hello )
] 11 9128008 192.1€8.137.177 192.163.137.178 TLS¥I.2 932 Server fiello, Certificate, Server Key Exchange, Server fiello Dome

| ¥ Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protccol: Server Hello

Content Type: Handshaks (22)

Version: TS 1.2 (8x8333)

Length: 61

¥ Fandshake Protocol: Server Hello

Handshake Type: Server Hello (2)
iength: 57
Versica: TLS 1.2 (@x8323)

' Random: T855bb25242c87835105e98a367372Fe1475347214b6b1D
Sessicn ID iength: 8
Cipher Suite: TLS ECDHE ECDSA WITH AES 128 (20 SHAXSE (@xce23)
Cospression Method: null (@)
Ixtensions length: 17

» Extension: renegotiation_info (lem=l)
Extension: ec_point forsats (len=%)
Extensicn: session ticket (len=8)

Figure 7(a). “Server Hello, Certificate, Server Key Exchange, Server Hello Done ” phase
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vV TiSvi.2 Record Layer: Handshake Protocel: Server Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (@x3383)
Length: 148
¥ Handshake Protocol: Server Xey Exchange
Handshake Typa: Sarver Key Exchange (12)
Length: 144
EC Diffie-Nellsan Server Parass
v TLSv1.2 Record Layec: Mandshake Protocol: Server Mello Done
Content Type: dandsheke (22)
Version: TLS 1.2 (@x8303)
Length: &
¥ MWandshake Protocol: Server Hello Donme
Mandshake Type: Server Nello Done (14)
Length: &

Figure 7(b). Continuation of “Server Hello, Certificate, Server Key Exchange, Server Hello Done ” phase

Ne. Tne Sasce Destraton Protod  Length Info
91 3.224366 192.168,137.177 192.168.137.178 L 54 443 5 1027 [AX] Seq=873 Ack=166 Rin=64875 Lzn-@

92 3. 226711 192.368.137.178 192.168.137.177 TiSvi.2 139 Encrypted Handshake Fessage
M 93 3.226837 192.168.137.177 192.168.137.178 TIS¥i.2 352 Mew Session Ticket, Change Cipher Spec, Encrypted Handshake Message
1 98 3.231317 152.168.137.178 192.168.137.177 Ti5v1.2 155 Zpplication Data

Frame 94: 155 bytes onm wire (1248 bits), 155 bytes captured (1248 bits) on interface \Device\WPF_[ADGEB780-A485-8D91-8781-D717E4B27(42}, id @
Ethermet II, Src: de:ad:be:ef:fe:ed (de:ad:be:ef:fezed), Dst: AsustekC b5:08:43 (1c:87:2c:0b5:d@:43)
> Intermet Prctocol Versicn 4, Src: 192.168.137.178, Dst: 192.168.137.177
| » Transaissicn Control Protocol, Src Port: 1827, Dst Port: 243, Segr 251, Ack: 1177, len: 161
|¥ Transport Layer Security
v TLSv1.2 Record Layer: Application Data Protocel: http-over-tls
Centent Type: Application Dats (23)
Version: TLS 1.2 {@x8383)
Length: 36
Encrypted Application Data: 4d7ac779887603¢57bd8d326c502a5e517213b12ccib28c.

Figure 8. Encrypted application data

3.3. System performance

System performance in this research was measured by observing the execution and communication
time of each phase of the SSL communication process in wireshark inspection. For example, a measuring
between “Server Hello, Certificate, Server Key Exchange, Server Hello Done” phase and “Client Key
Exchange” phase at row numbered 11 and 89 is shown in Figure 9. They were successfully executed at
0.124000 and 3.215127 wireshark second time.

The most consuming time is the “Server Hello, Certificate, Server Key Exchange, Server Hello
Done” phase, which takes about three seconds. But, for every next data transmission, which is the
“Application Data” phase takes only about 42ms. This should be very fast enough for sensor data
transmission. Detail of execution time for each SSL communication phase described in Table 2.

ho. Tme Source Destnanon Protocel  Lengh Info

2 0.115091 192.168.137.178 192.368:137.177 TP 62 1027 » 443 [ACK] Seqel Ack=l Mine2048 Lened

10 0.124776 192.168.137.178 192.168.137,177 TL5v1.2 138 Clisnt Mello
152.188,137.177 192.188.137.178 TL5V1.2 932 Server Mello, Certificate, Server Key Excmange, Server Mello Done
12 0.124513 192.168.157.178 192,368,197 .177 e 60 1027 - 443 [ACK] SeqatS AcksE7S Win=117% Lensl

13 9124014 192.168.137.178 192.168.137.177 <] 63 [TCP Mindow Updste] 1027 « 243 [ACK) S6qeB5 Acke379 Nine1236 Lend
14 0,224781 152.168,157.178 192.168.137,177 e 60 [TCP Mindow Update] 1027 - €43 [ACK] Seqel$ AcksB79 Mine1241 Lens#
15 8.127043 192.168.137.17§ 192.168.137.177 o8 68 [TCP Window Updute] 1827 + £43 [ACK) Seqe8S Ack~B79 Mine1385 Len-d
192,188.157,178 102.168.1%7,177 TLS¥1.2 129 Client Key Exchange

0 3.22419% 192.168.137.178 192.168:137.177 TLSV1.2 68 Change Clpher Spec

31 3.224%66 192.168.157.177 192.168.137,178 TeR 54 843 + 1027 [ACK] Sequi79 Acks166 Wine667% Lensd

92 3:226711 192.568,137,178 192.168.137.177 TESVAL2 139 Encrypted Handshate Message

38 3.2268%7 192.166.157.177 192.168.137.178 TLSvA.2 552 Mew Session Ticket, Change Cipher Spec, Emcrypted Mandshake Message
3.7 192.168.137.178 102,188, 137,477 TLSVA.2 155 Applicatien Data

35 3.279675 132.168.137.177 192.152.137,178 TeP 55 843 + 1027 [ACK] Seqell77 Ack=352 Wins6355% Lenvd

Figure 9. Measuring SSL execution and communication time in wireshark
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Table 2. Communication time of each SSL communication phase

SSL Handshake Process Time (s)
Client Hello 0.002224
Server Hello, Certificate, Server Key Exchange, Server Hello Done 3.091127
Client Key Exchange 0.009172
Change Cipher Spec 0.002412
Encrypted Handshake Message 0.000126
New Session Ticket, Change Cipher Spec, Encrypted Handshake 0.010540
Application Data 0.042298

In addition to the compilation process of STM32F103 microcontroller using system workbench for
STM32 version 2.5, the entire system consumes (text section) about 82204 bytes flash memory of 128
Kbytes total available. It means only 62.7% of flash memory is utilized. The rest space of flash memory can
be used for other programming purposes, tasks or processes. The use of memory (RAM) for initialized
variables (data section) is 220 bytes and uninitialized data (bss section) is 3208 bytes. The compiled result
and resource allocation of the entire system shown in Figure 10.

i Problems J=| Tasks | &) Console 2 |[[] Properties [§} Debugger Console d
CDT Build Console [STM32F103V2]

Finished building target: STM32F1@3v2.elf

make --no-print-directory post-build

Generating hex and Printing size information:
arm-none-eabi-cbjcopy -0 ihex "STM32F1@3v2.elf™ “STM32F1@3v2.hex"
arm-none-eabi-size "STM32F1le@3v2.elf”

text data bss dec hex filename
82264 228 3288 85632 14e88 STM32F1e3V2.elf

18:28:39 Build Finished (took 48s.358ms)

Figure 10. Compile result for entire system

4.  CONCLUSION

The functional system of STM32F103 microcontroller and W5500 ethernet shield has been
successfully built into an SSL client device. The STM32F103 SSL client device supported ECDHE ECDHA
AES128 CBC SHA256 SSL cipher suite. The communication time of the first connection took about 3 seconds,
and for the next data transmission, it only took about 42 ms. The main system has successfully secured sensor
data transmission to the web server using SSL communication protocol as part of the HTTPS (hypertext transfer
protocol secure) protocol. While ESP8266 and ESP32 Wi-Fi-based SSL platforms do not offer any ethernet
version of SSL solution, and single-board computer SSL platform comes with a higher cost, longer start up time
and higher power consumption. Otherwise, this research results a novelty and contribution of porting complex
SSL protocol in ethernet communication media by using a low-cost microcontroller platform. This system
should be a promising solution for low-cost 10T platform for better security concern.
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