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Instruments used to measure compliance with information security policies
have been developed by many researchers before, but only a few have
conducted validity tests per item, especially for variables selected based on
qualitative research. This study aims to validate the questionnaire will be
used to measure user compliance with policies of information security. This
study began by designing a questionnaire and conducting content validation
using content ratio validation (CVR) and content index validation (CVI). As
many as eight experts from the university assessed the items given. The
results of 72 items submitted a questionnaire, as many as 22 items
eliminated, and only 50 items that have CVR and CVI values above 0.75.
Also, Kappa statistical calculations show that items have excellent reliability
among assessors at the item level. This study revealed that this instrument
had obtained an appropriate level of validity to measure compliance with
information security policies.

This is an open access article under the CC BY-SA license.

[@Xolel

Corresponding Author:

Angraini

Department of Information System
Faculty Science and Technology

Universitas Islam Negeri Sultan Syarif Kasim

Pekanbaru, Riau, Indonesia

Email: angraini@uin-suska.ac.id.com

1. INTRODUCTION

Compliance is one of the critical aspects of information security policy in an organization. Since
2010, employees' compliance with information security has been attracting much interest due to the increase
in organizational threats [1]. Therefore, technical and IS security policies are needed to overcome these
problems [2]. Besides, employees are often the weakest connection in an organization, and they are also a
source of high strength in developing effective and efficient defences. Information technology is proficient
and cannot guarantee the safety of the environment or assets. Therefore, it requires human resources [3].
Organizations attempt to encourage employees to comply with information security policies to avoid
damages resulting from policy violations.
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Further research is needed to determine the influencing social and behavioural factors as an effort to
build a substantial theoretical foundation [4]. Organizations create policies to ensure the security of their
information; therefore, their employees need to comply with these policies [5]. Data were obtained from
tertiary institutions to ascertain their compliance with information security policies that are poorly checked
and without validation. The result showed that universities need to focus on developing a comprehensive
information security policy as an effort to securing students' data [6].

Compliance with these security policies in higher educational institutions is relatively under-
examined with less validated evidence [6]. Moody [7] conducted research using 32 theories to determine the
factors responsible for users' ability to comply with information security policies. However, the
questionnaire's data showed that previous studies failed to analyze the content validation they utilized. This
study, therefore, aims to validate the variables previously used, while modifying the items used by the
universities. This research consists of several sections, namely, introduction, literature review, research
methodology, findings, discussion, and conclusions. It starts by explaining the background of the research
and then proceeds to review some of the previous studies. The process associated with its conduction is
explained in the methodology followed by research findings, discussions and conclusions.

2. LITERATURE REVIEW
2.1. Information security policy compliance

Information security policies are used to create IT security related-rules for organizations to solve specific
problems and address individual systems [8]. It includes policies on the distribution of information, maintenance,
and granting access to rights, as well as the accurate ways to operate a computer system. Therefore, a policy is
defined as a guide, standard, or procedure used to shape IT users' security behavior [9-10]. Individual and
organizational factors need to evaluated compliance with information security policies [11]. Metalidou [12]
classified five human factors, namely, motivation, awareness, belief, behaviour, incapable of using technology.
Some researchers have carried out studies to determine the factors that influence users' ability to comply with
information security policy. Pahnila [13], proposed a model to identify the factors responsible for employees'
inability to comply with information security policies. The results from the empirical study showed that employees'
attitudes, normative beliefs, and habits have a significant impact on the user's intention to comply with the IS
security policy. Other factors, such as subjective norms, self-efficacy, and perceived severity of sanctions, were
also found by Sommestad [14]. These variables were developed as an extended theory of planned behaviour used
to explain compliance with information security policies [14]. Moody [7] carried out comprehensive research used
to develop a unified model of information security using the eleven theory.

2.2. Content validity

Studies on users' involvement in information security policies need to be validated to ascertain the
wrongly measured items. Although the items used are duplicates from previous studies, the research context's
differences can affect its validation [15]. Content validation, based on a demonstration, shows that the test is
representative of all items in the domain of interest. Fitzgerald [16] described six different views on content
validity, including four that focus on test items, namely the clarity of the content domain, the relevance of the
test, sampling the adequacy of the test content, and the technical quality of the items. The techniques used by
experts to obtain quantitative results are content validity ratio (CVR) and content validity index (CVI) [17].
CVR is a statistical technique used to determine the validity of each instrument item, as assessed by a panel
of content experts. CVI provides numerical values for the overall average CVR of all items included in the
instrument. Both techniques are used to provide a quantitative measurement of the simulation evaluation
instruments for researchers and consumers [18]. The items selected based on CVR values are considered
acceptable, assuming the value is 0.78 or higher [19]. When an item fails to reach the threshold, it is
eliminated from the final instrument. CVR is an item statistic used to reject or store individual items, and it is
internationally recognized as a method for building content validity [20]. CVI is the mean CVR for all items
included in the final instrument [19]. Therefore, the level of agreement between appraisers is determined by
calculating the kappa value, which is also used to measure the level of intraexaminer and interexaminer
agreement. Furthermore, several experts have developed guidelines to determine the level of practical,
substantive, or clinical importance [21, 22]. The Guidelines developed by Cicchetti and Sparrow [21] are
similar to Fleiss's [22] model and also represents a simplified version of Landis and Koch (1977). The
guidelines stated that, when the reliability coefficient is below 0.40, between 0.40 and 0.59, 0.60 and 0.74,
and between 0.75 and 1.00, the levels of significance is bad, fair, good and perfect, respectively [23].
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3. RESEARCH METHOD

Content validity is one of the stages used to validate well-prepared questionnaire items before it is
distributed to respondents. This stage starts with defining the questionnaire items, selecting experts, and
calculating the i-CVI values needed to eliminate the invalid ones. This process, adapted from Almanasreh
[24] is used to validate the questionnaire item. The detailed process of content validity is shown in Figure 1.

Development
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development
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Figure 1. Content validity process

Questionnaire items were obtained from preliminary studies in the form of interviews and literature
reviews, with in-depth interviews conducted with the head of IT at the university. This study comprises of
eight variables, with a total of 72 items used to validate the questionnaire by an expert. Validation is usually
carried out by seven or more experts to determine the item that reflects the attributes of the variable studied
[18]. As many as eight experts participated in this study, with the majority from universities. Table 1 shows
the details of the participants.

Table 1. Details of expert

Expert Organization Designation Expertise
1  Public University IT chairman IT management
2 Public University IT chairman Computer networking
3 Public University Professor IT security
4 Private University IT chairman 1S management
5  Private University Lecture Management security IT
6  Private University Senior Employee IT security
7 Government Government Employee Computer networking
8  Private Institute Senior Lecture Management security IT
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The experts involved in this research are stakeholders representing policymakers and academics in
the field of data security and IT management. The data collection process is carried out by directly providing
form content validation and via email. This stage was carried out to determine the assessment provided by
experts to strengthen the validity of parameters and indicators in the questionnaire. The experts assessed the
form with the following scale items, namely not needed, need to be revised, relevant, and very relevant.
Furthermore, this research uses the calculation of CVR and CVI from Lawshe. CVR was calculated based on
the "important" rating of each expert, as shown in (1).

CVR Calculation [17]:

N
e—N/z

CVR = —- 1)

Ne = number of experts indicating "important™ ranking per item
N = total number of experts.

Based on the calculation results, when the CVR value is above 0.75 for eight experts, then the items
are acceptable and can be used in the instrument. However, when the value is less than 0.75, the items from
the questionnaire are deleted (Lawshe). CVI is the average of the items and represents the content validity of
all instruments. There are two types of CVI, namely iCVI (item level) and sCVI (scale-level). In (2) shows
the formula used to calculate i-CVI.

iCVI formula [17]:

iCVI = ngy /N @)

iCVI1 is the Item-Content Validity Index, and n, is the number of experts with values of 3 (relevant)
and 4 (very relevant). Reliability assessment of the questionnaire items were statistically measured to
determine the agreements between several raters using Kappa Fleiss. The results are interpreted according to
those used by Landis and Koch (1977), as shown in Table 2. This interpretation table used to determine the
items to be used based on kappa values. Items used if the kappa value is at least 0.5 or with a moderate
agreement

Table 2. The interpretation kappa value

kappa Interpretation
<0 Poor agreement
0.01-0.20 Slight agreement
0.21-0.40 Fair agreement
0.41-0.60 Moderate agreement
0.61-0.80 Substantial agreement
0.81-1.00 Almost perfect agreement

4. RESULTS AND ANALYSIS

This study validated 72 questionnaire items in eight variables, with each consisting of a different
number of question items. During the calculation process, most of the items submitted had invalid values and
were eliminated. The result left 50 items with an i-CVI and CVR value greater than 0.75 and a kappa value
above 0.5. Twenty-three items were removed because they had values below the specified standard. Table 3
shows the details of the calculation of i-CVI, CVR, and kappa values.

Table 3 shows the number of fixed items used while eliminating the 20 items not mentioned in
Table 2. In the first variable, related to Information Security Policy Compliance (ISPC), there are six items.
However, only four met the standards, and an item has perfect agreement from eight experts. Out of the 12
organizational commitment variable (OC) submitted, only five were approved. Organizational culture (OL)
and reward (RW) variables are the overall items with CVVR value above 0.75. Five experts approved only two
items on the OL variable. The leadership variable (LD) removed five items, and two had a CVR value of
0.75. However, an item had a kappa value of 0.53due to its significance, which is above 0.5. All items of user
awareness (AW), moral belief (MB), and intention variables were used because the i-CVI and CVR values
meet the standard. Finally, the habit variable eliminated four items, and six items were used. From 50
selected items, 46% had a perfect agreement presentation, 48% were substantial, and 6% moderate. However,
the minimum agreement used in this study is moderate.
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Table 3. Calculation of content validity

Construct Item Code NA CVR i-CVI Kappa value
Information security ISPC 1 8 1 1 1 Perfect Agreement
policy compliance ISPC 2 8 1 1 0.75 Substantial Agreement
(ISPC) ISPC 3 8 1 1 0.75 Substantial Agreement
ISPC 4 8 1 1 0.75 Substantial Agreement
Organization 0oC2 8 1 1 0.75 Substantial Agreement
Commitment oC3 8 1 1 1 Perfect Agreement
OC5 7 0.75 0.875 0.75 Substantial Agreement
OoC6 8 1 1 0.75 Substantial Agreement
OC 12 7 0.75 0.875 0.75 Substantial Agreement
Organization culture oL1 8 1 1 1 Perfect Agreement
OoL2 8 1 1 0.57 Moderate Agreement
oL3 8 1 1 0.57 Moderate Agreement
OoL4 8 1 1 0.75 Substantial Agreement
OL5 8 1 1 1 Perfect Agreement
Reward RW1 8 1 1 1 Perfect Agreement
RW 2 8 1 1 0.75 Substantial Agreement
RW 3 7 1 1 0.75 Substantial Agreement
RW 4 7 0.75 0.875 0.75 Substantial Agreement
RW 5 8 1 1 0.75 Substantial Agreement
RW 6 7 0.75 0.875 0.75 Substantial Agreement
Leadership LD1 7 0.75 0.875 0.53 Moderate Agreement
LD 2 8 1 1 0.75 Substantial Agreement
LD 3 8 1 1 1 Perfect Agreement
LD 8 8 1 1 1 Perfect Agreement
LD 10 7 0.75 0.875 0.75 Substantial Agreement
LD 11 8 1 1 1 Perfect Agreement
User Awareness AW 1 8 1 1 1 Perfect Agreement
AW 2 8 1 1 1 Perfect Agreement
AW 3 8 1 1 1 Perfect Agreement
AW 4 8 1 1 0.75 Substantial Agreement
AW 5 8 1 1 0.75 Substantial Agreement
AW 6 8 1 1 1 Perfect Agreement
Moral Belief MB 1 8 1 1 1 Perfect Agreement
MB 2 8 1 1 0.75 Substantial Agreement
MB 3 8 1 1 0.75 Substantial Agreement
MB 4 8 1 1 1 Perfect Agreement
MB 5 8 1 1 1 Perfect Agreement
MB 6 7 0.75 0.875 0.75 Substantial Agreement
Intention IN 1 8 1 1 1 Perfect Agreement
IN 2 7 0.75 0.875 0.75 Substantial Agreement
IN 3 8 1 1 1 Perfect Agreement
IN 4 8 1 1 0.75 Substantial Agreement
IN5 8 1 1 1 Perfect Agreement
IN 6 8 1 1 1 Perfect Agreement
Habit HA1 8 1 1 1 Perfect Agreement
HA 2 8 1 1 0.75 Substantial Agreement
HA 4 8 1 1 1 Perfect Agreement
HA'7 8 1 1 1 Perfect Agreement
HA9 8 1 1 1 Perfect Agreement
HA 10 8 1 1 0.75 Substantial Agreement

5.  DISCUSSION

The questionnaire developed in this study consisted of nine constructs. However, after calculating
content validity, some items were eliminated with organizational commitment the highest. The items used in
the organizational commitment were previously used by Safa [3], Ifinedo [25], Gerber [26], and Hewart [27]
with the modified organizational commitment theory developed by Mowday [28]. Almost half of the items
proposed were considered unnecessary by the expert due to the varying organizations. Previous studies were
not specific to any university, and it was possible to obtain different results. The next variable is the
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organizational culture which was chosen based on the results of an interview with one of the university
leaders, and because it was also used by [29-33].

The organization culture is considered one of the factors that influence compliance due to cultural
differences in each region. This variable was followed by leadership, which is rarely used to determine
compliance with information security policies. The items used in this questionnaire was adapted from a study
carried out by Ogbonna [34]. This variable was also chosen by Manga [35] to determine the factors that
influence an employee's decline in information security policies. Reward, user awareness, moral belief, and
behaviour intention variables widely used with high validation.

The last variable used in this study is a Habit. This variable was used by Moody [7], to develop a
sophisticated model of compliance with information security policies. Question items adopted from
psychological theories developed by Verplankan [36]. The statements items on average habits were less than
others. Therefore, as many as six items eliminated

6. CONCLUSION

This research presents a process for developing and validating items used to measure user
compliance with university information security policies. Questionnaires were developed based on literature
reviews and interviews. In general, the stages in this study started with a comprehensive literature review,
item creation, and expert assessment of the item. This was followed by validating all instruments and items
evaluated by eight experts by calculating the CVR and CVI. Out of 72 items, the content validity process
identified nine parameters, namely Information security policy compliance, organizational commitment,
culture, reward, leadership, user awareness, moral beliefs, intention, and Habit. From the expert judgment, 50
items were elected to have good content validity with an iCVI value higher than 0.75. Furthermore, a total of
22 items had ICVI that are smaller than 0.75. Therefore, they were rejected. The overall SCVI of the
instrument is equal to 0.9 (SCVI/Ave). Besides, Kappa statistical calculations showed that the appraisal tool
has excellent interrater with a reliability above 0.74. This research was conducted with a separate expert.
Therefore, there was no in-depth discussion of validated items. The selection of more experts and discussion
groups tend to produce a correct item, with expert judgment capable of influencing the number of variables
and questions. This study discloses that this instrument obtained an appropriate level of content validity and
can be used to measure compliance with information security policies at universities.
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