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. software rejuvenation schedules. The two approaches are measurement based
Sc_)ftware aglr]g and model based. In model based approach, analytic models are built for
Virtual machine capturing system degradation and rejuvenation process. In measurement
based approach, attributes are periodically monitored and that may indicate
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1. INTRODUCTION

The phenomenon of software that continuously run for long time often exhibit an increasing failure
rate or a degrading performance has been studied under the name of “software aging” [1]. This happens as a
result of exhaustion of resources of operating system, accumulation of errors, data corruption, memory leaks,
unreleased file locks, data fragments, unreleased database locks and so on. Software aging has been reported
in cloud environment [2], web servers [3]-[4], enterprise clusters [5], online transaction processing systems
[6], spacecraft systems [7] and military systems [8]. The presented work here focuses on software aging in
virtualized environment as it provides the platform for cloud computing environment.

Internal error accumulation that happens because of software aging leads the software to failure
prone state. The preventive methods like software rejuvenation cause direct or indirect costs because of
system downtime. To mitigate the loss caused by rejuvenation, it is recommended to have optimal time for
scheduling the rejuvenation which is based on system state prediction. If the system state can be predicted,
rejuvenation of software can be better scheduled. Figure 1 shows the degradation process.
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Figure 1. Performance degradation due to software aging source [9]

Several researchers have focused on time series or analytical models for analysis of software aging
issues. Usage of machine learning algorithms for prediction of software aging is neglected. In this work,
software aging prediction is done using machine learning. In the first part, data collected is pre-processed.
Feature selection is done next for finding the subset of the collected metrics. In the end, machine learning
algorithms are used for modelling the aging of software and prediction of aging.

2. RELATED WORK

Machine learning techniques can offer several applications in modelling of performance and
evaluation. Defect diagnosis is one such application based on state prediction of a particular system. This can
be achieved by monitoring the various parameters of the system. When the complexity of the problem is
more and cannot be handled by the models created manually, machine learning models are preferred. Widely
used algorithms are naive bayes, decision trees, neural networks and support vector machines. Some of the
previous studies have used tools like WEKA, and R. In some studies the researchers have implemented their
own algorithms. It can be observed that the results were good wherever pre-processing strategies like
filtering, feature selection, clustering, bagging and bootstrapping were used.

Alonso, et al, [10] performed evaluation of machine learning algorithm that predicts failure time that
happens because of dynamic software aging. A benchmark application called TPC-W was used for
simulation of bookstore application execution. The application was installed using three-tier web J2EE
application server. M5P is the algorithm used for classification. The model implemented using WEKA
achieved acceptable prediction accuracy. This was done against scenarios with complexity with small data
sets for training. Ohta and Hirota [11] developed a machine learning based method for estimation of number
of computing nodes required in a server cluster to maintain satisfactory performance against changes in load.
Httperf was used to generate load to a small cluster. The results of the experimentation proved the
effectiveness and feasibility of proposed method.

Hayashi and Ohta [12] developed a technique for detection of performance degradation by passive
measurement of traffic between virtual machines. Various metrics related to traffic like packet rate, TCP
SYN loss rate, connection rate, bit-rate and number of flows were monitored. The frequency of monitoring is
60 seconds by built-in program. The classifier used was C4.5 that constructed a decision tree. The traffic
metrics were used to detect the performance. The ratio of error was 2.2% for 1000 instances of test data.
Matheus Tarquato, et al, [13] presented a mechanism to support software aging and rejuvenation process.
The researchers used an approach hamed SWARE which has phases Stress-Wait and REjuvenation. In the
stress phase, workload was given to system to observe the impact in internal state of the system. Wait phase
includes the study of system behaviour after generating the load. The work provided evidences for software
aging and using live migration of VM helps to reduce the impact of software aging in virtualized
environment.

Fumio Machida, et al, [14] state that in virtualized environment, both of the layers-virtual machines
and virtual machine monitor are at the risk of software aging which happens because of bugs related to aging.
This may lead to failures if not addressed. The researchers proposed a combined rejuvenation technique that
performs rebooting of virtual machine and virtual machine monitor at once in order to rejuvenate both. By
experiments, it was proved that the availability is enhanced along with high resource utilization. Kenichi
Kourai [15] recommended a new approach for fast rejuvenation of VMMs. The procedure is called warm-
VM reboot. The process involves rebooting of only VMM. During VMM reboot, VMs are suspended and
resumed without saving the memory images to persistent storage.

H. Meng, et al, [16] worked to provide a cost-effective policy for rejuvenation to ensure high
availability. This also mitigates the maintenance cost in cloud environment. In the proposed work, system is
rejuvenated either at a predetermined time or after reaching threshold whichever happens first. M. Torquato et
al, [17] opine that in virtualized systems, the significant issue is software aging which may degrade the system
performance and later lead to failure. In this work, researchers proposed a security evaluation method that is
based on availability model. This model includes migration of VMs as a rejuvenation method of virtualized
environment. Software aging forecasting was done by researchers using time series model [18]. Rejuvenation in
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cloud computing platform was attempted by researchers in [19]. Software aging and rejuvenation related works
are attempted by various researchers as mentioned in [20]-[25]. By observing the previous works, it can be
concluded that there is a need for platform independent, non-intrusive software aging detection method and also
new approach for rejuvenation which increases the availability of cloud service.

3. THE PROPOSED MODEL

The proposed model building involves various steps such as setting up test bed, aging indicators
identification, evaluation of overhead of used tools, collection of metrics, building model using machine
learning framework, prediction of software aging and framework for software rejuvenation easily.

3.1. The test bed

The experimental setup has the infrastructure that include physical machine to host VMs, hypervisor,
virtual machine, operating system, application, load generator, metrics collector, machine learning framework
and physical machine (rejuvenation controller). The physical machine with configuration of Core i5 3.3 GHz
processor, 8 GB RAM and 500 GB HDD. The hypervisor used is VMware ESXi. Vmware ESXi is an
hypervisor developed by Vmware for deploying and serving virtual machines. ESXi runs on bare metal without
running an operating system. The VMs created have the following configuration of Core i5 processor, 2 GB
RAM, 40 GB HDD. Operating system installed for the test run is Windows Server. The application installed
was online shopping demo site which was built on XAMPP platform.

Using load generators like Jmeter, several users load can be simulated simultaneously. The tool
generates load which enables performance analysis under different conditions. In this work, test runs were
done varying the number of users from 5 to 300. To collect the metrics, PRTG (paessler router traffic
grapher) tool has been used.

Machine learning enables the computing devices to learn without being programmed explicitly. It is
a process of development of programs that learn themselves. The algorithms produce result when exposed to
new data. It is similar to data mining. But, instead of searching for patterns in data, machine learning uses the
data to pattern detection and adjusts the program accordingly. The capability of machine learning algorithms
is exploited here for forecasting of software aging.

Weka is an open source tool for data mining tasks. The algorithms can be used directly with a data
set or can be called from java code. Weka has tools for classification, pre-processing, clustering, regression
and visualization. The tool is well suited for development of new machine learning methods. The
rejuvenation controller machine includes metrics collector and aging forecaster application.

3.2. Aging indicators identification

The variables used to identify the system status either individually or in combination are called
aging indicators. These can be classified in two general classes as per the granularity- application specific
and system-wide indicators. Information pertaining to sub-systems is provided by system-wide indicators.
Examples of such aging indicators are memory usage, CPU usage, file table size, used swap space and
system load. The information related to specific application is provided by application-specific indicators.
Examples of application specific aging indictors are application response time, and Java VM heap size.

The virtualized environment consists of various layers such as physical hardware, virtual machine
monitor also called as hypervisor, virtual machine, operating system, applications and application
component. The status of aging indicators from all layers need to be collected to estimate the probable hang
or crash of that particular layer and relationship between them needs to be analysed to build a robust aging
forecasting model. The aging indicators from all levels identified are explained here. Monitoring multiple
metrics is necessary as it reflects broader resource utilization. The metrics identified for this research work
and justification is given in Table 1.

Table 1. Aging indicators

Level Aging indicator Justification
Application Application response time Response time of application in miliseconds indicate the response status.
Operating System / CPU load CPU load indicator in percentage. This metric helps to manage CPU usage.
Virtual Machine Memory Availability Available memory indicator that helps to manage memory usage.
Virtual Machine CPU Load Environment variable that indicate CPU load of VMM.
Monitor Memory Consumption Environment variable that indicate memory status of VMM.
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3.3. Overhead of metrics collector

It is required to collect the metrics related to performance without affecting the physical and virtual
machines performance during run time. The metrics collected indicate the resource usage status and hence
non-intrusive technique needs to be used. Considering this requirement, network monitoring tool called
PRTG has been used that uses programming interfaces of each device monitored. This setup keeps the
devices free of additional performance overhead. For testing the resource consumption by PRTG, the
application executing on the virtual machine was stopped and CPU load on the machine is observed. It can be
noticed from Figure 2 that the resource utilization by metrics collector is negligible.
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Figure 2. Performance overhead of metrics collector

3.4. Metrics collection

The aging indicator metrics are collected for specific period of time for all the layers of virtualized
environment. The application was given a varying load as mentioned in Table 2. Figure 3 depicts the
screenshot captured during load simulation.

Table 2. Generated load

Load generation details Duration/Type
Concurrent users 10-300
Frequency of load firing Once in 30 minutes
Duration 4-24 hours
Load type Application Access
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Figure 3. A random CPU workload graph

3.5. The aging forecasting process

The long running web application is considered for studying the software aging process. The metrics
which are aging indicators are collected for a specific period of time as indicated in previous section. Using the
collected metrics, aging detection model has been built using WEKA machine framework. An algorithm, Time
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Series is used to develop a model for predicting software aging. Figure 4 shows the aging forecasting model.
Resource consumption metrics is extracted and using developed forecasting model, prediction is done. The
learners used in this case are gaussian processes and linear regression. The analysis of forecasted values is
done for finding the patterns of aging.
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Figure 4. Aging forecasting model

3.6. The aging forecasting process

Once the aging of virtual machine and virtual machine monitor are detected, the rejuvenation is
performed. The rejuvenation is achieved by live migration of VMs from aged VMMs to healthy VMMs. This
is depicted in Figure 5. The rejuvenation mechanism is summarised in Table 3.
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Figure 5. The proposed model

Table 3. Rejuvenation methodology

Activity Rejuvenation process

. Detect overloaded hosts and migrate some . The live migration does not have any significant impact on the internal
VMs based on Minimum Migration Time states of VM. VMs migrated from aged hosts land on less aged VMM
policy to other hosts. thus avoiding further aging accumulation

. Detect under loaded hosts and migrate all . Hosts get rejuvenated, reinitiates VMM leading to fresh state and ready to
VMs to other hosts. receive migrated VM.

. Rejuvenate under loaded hosts after . Depending on the aging indicators of different granularity, rejuvenation is
migration of all VMs. executed at different levels like application level or VM level.

Migration of VMs is performed on the basis of time required to execute complete migration of a
particular VM housed on a host compared to other VMSs on that host. The migration time is estimated in
terms of RAM being utilized by the VM divided by the additional network bandwidth accessible for that
VMM. For example, Vj is a set of VMs housed on host j. The MMT policy determines a VM v by means of
fulfilling the following conditions. This is shown in (1).

RAM (v) _RAM (a)

veV, |V, eV, <
= NET, NET,

@)

Where RAMu(a) is the amount of RAM being utilized by the VM a; and NET] indicates the
available bandwidth for migration from the host node.
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4. CONCLUSION

In this work, a new method has been proposed for forecasting of aging. For this, aging indicator
metrics are used. After analysing the aging patterns, the time of system degradation or failure is estimated.
The developed aging prediction model is non-intrusive and platform independent that can be used for any
cloud environment. For rejuvenation, VM migration technique has been used.
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