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 The widespread of global internet has led to the need for developing new 
methods of protecting multimedia information from exploitation, alteration 
or forgery, illegal distribution, and manipulation. An attacker is quickly and 
illegally distributing or changing multimedia information by using various 
means of computer technology. For detecting this manipulation, this paper 
suggests blind watermark image inside a host image for observing in the 

receiver. If the watermark image was retrieved, then the host image was not 
attacked or manipulated. While if not retrieved, in this case, the image was 
attacked. The proposed method is depending on a decomposition of the host 
image using lowest energy sub-bands of contourlet transform (4-levels), with 
scrambling by ikeda map of the watermark image, and selecting new 
positions by modified arnold cat map. This will produce more security and 
safety, as well as provide more difficulty or prevent hacking. The obtained 
results confirm the robustness against attacks and more effectiveness of the 

presented scheme compared with the other similar works. Also, using lowest 
energy sub-bands will expand area of embedding and this part will be 
considered in the future works with the color images. 
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1. INTRODUCTION  

Embedding information in multimedia is a popular task when it is necessary to reliably transmit, 

especially with the rapid development of technology. The huge amount of mutual data via internet represents 
an environment of risks or attacks by hackers and this leads to decrease in the security level of network [1-5]. 

Almost everyone can easily access to multimedia such as photos, documents, audios and videos due to the 

extensive use of internet facilities. This accessibility can lead to some copyright protection issues. Such 

images, documents, etc can be easily forgery and manipulated which consider a major threat to owners due to 

changing their work and reducing the owner's earnings. Consequently, the digital watermark appears to solve 

problems such as copyright and intellectual property protection [5-12]. Therefore, for more security and 

protection of copyright, authentication and safety of the watermark from detection and change, this paper 

proposes security method to embed a blind watermark in image. The idea of this work is to exploit 

unimportant areas in the host image to embed a watermark scrambled depending on contourlet transform 

(CT) coefficients. Moreover, using of modified arnold cat and ikeda maps will support encryption targets. 

The word “blind” mean that the extraction watermark process basically will be implemented without 

https://creativecommons.org/licenses/by-sa/4.0/
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referring to the original host image in the receiver [5, 12]. Typical host samples used in this work are images 

(512×512). The aim of this work is to keep the submitted image from manipulation and change by 

embedding a watermark using present method. If the watermark is not retrieved in the receiver, this means 

that the image has been hacked and manipulated with its contents. Of course, when the embedded watermark 

is retrieved, this mean that no change in the host or saved images. By other words, the aim is to detect via 

watermark observation if the host image is hacked or not. Basically, the frequency domain will provide more 

capacity with minimum deformation, in addition, using of contourlet transform to decompose the host image 

and select lowest energy sub-band will expand area of embedding [12]. Moreover, this will reduce distortion 

because of information and details of the host image usually stored in the high energy sub-band. Ikeda and 

modify cat maps are improving security and robustness of the proposed method and playing an important role 
as shown in other section later.  

Researchers presents different basic terminology submitted to some improvements and 

modifications over time as well as algorithms and methods to enhance security using watermarking. Despite 

of the many and different methods exist which have high complexity in some cases, all of them have the 

main goal of protecting property from exploitation, hacking or forgery. For example, a robust and transparent 

watermarking scheme using contourlet transform with quantization index modulation is proposed in [13]. 

The coefficients are divided into 3-quadrants using symmetric property of the contourlet transform. The 

angle of coefficients is modulated for each of three points. As a result, more effective imperceptibility with 

higher robustness in the proposed scheme are achieved according to quantization index modulation 

properties. A technique of semi-blind gray image watermarking by redundant wavelet domain proposed in 

[14]. The focus of this work primarily is to highlight on the redundant wavelet transforms usefulness in the 
image watermarking. The authors applied the nonsubsampled contourlet transform to provides rich 

directional information and redundant discrete wavelet transform (RDWT) as a shift invariant. Thus, the 

shortcomings overcome of DWT is achieved with more useful in image watermarking. The authors in [15] 

for medical imaging are propose a CT and discrete cosine transform (DCT) based on multiple robust 

watermarking algorithms. The proposed scheme uses CT to extract multi-directional and multi-scale texture 

information. The DCT was used to get the feature vector in the low-frequency directional sub-bands. The 

authors of [16] are proposes an adaptive quantization contourlet domain blind digital watermarking 

algorithm. This algorithm combines the decomposition of singular value to embed the watermark in the low-

frequency sub-band of CT by mean-adaptive quantization. While in the [17], a new image watermarking 

method based on visual saliency and CT is proposed. In this algorithm, the detection function of salient 

object and CT are separately operated on the host image. After splitting the low-pass transformed sub-band 

into nonoverlapping blocks, the saliency values and energy distribution of the block determine the 
quantization step-size for each block together. According to [12], an optimized blind image watermarking 

approach based on principal component analysis (PCA) in redundant discrete wavelet (R-DW) domain is 

proposed. PCA-R-DW scheme was tested by several attacks to show the robustness. Furthermore, an 

improved grey-wolf optimizer (IGWO) algorithm which has emerged as an efficient metaheuristic 

optimization technique is utilized to optimize the performance of PCA-R-DW blind watermarking (BW) 

approach. In another works, for example, the authors in [18] are proposes an image watermarking algorithm 

with high-level security and robustness by using matrix decomposition and Gyrator transform. This algorithm 

is properly developed in the invariant integer-Wavelet domain. But in [19], two modules suggested for 

embedding and extracting a watermark. In embedding procedure, the secret image bit is inserted into an 

original image. Similarly, in extracting procedure, the inserted bit is extracted from the watermarked image 

without losing any information. Here, sanitization approach was applied on the secret image to acquire the 
secret bit. In the present work, the difference with the previous works is employing of Contourlet 

decomposition technique with ikeda and modified arnold cat maps. This will produce more security and 

safety, as well as provide more difficulty or detect hacking. 

 

 

2. PRELIMINARIES 

Digital watermarking technique is used for embedding symbol such as letter or text…etc. in 

different types of multimedia data for various purposes. Moreover, a watermark, in general, defined as some 

small and special data embedded in a media signal without affecting its functionality [9-12, 20]. Components 

of the digital watermarking model are the formation with encryption method and their implementation in the 

multimedia with retrieval ability after transmission over networks [10, 11]. Therefore, in this section, 

components of the proposed method will explain briefly to know the role of each of them. These components 
are: (Contourlet Transform, Ikeda Map, Modefied Arnold CAT map). Understanding the work mechanism 

between these components will give a clear idea about the goal of method.  
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2.1.   The contourlet tansform 

A new expansion of wavelet transform is called contourlet transform (CT) and proposed by Do and 

Vetterli [21] in 2002. CT, which also called pyramidal directional filter bank (PDFB), is an image 

representation method with multi-resolution and directional properties. This method has been used to 

represent two-dimensional signals which can truly capture geometric structure [21]. The term “Laplacian 

Pyramid (LP)” is used for multi-scale image decomposition to capture point singularly. Singular points which 

are distributed in the same direction are yielded to synthesize into a coefficient by directional filter bank 

(DFB) to capture high frequency components. From original image, LP can produce a low pass sampling 
approximation image and, as a result, produce a difference image between them. Moreover, to produce 

directional sub-band image with the number of a multiple of two on any scale, Directional Filter Bank is 

applied in laplacian pyramid decomposed different image. In this case, to avoid “leaking” of low frequency 

component, DFB itself is not suitable for processing the low frequency part of image. Therefore, combination 

of DFB and LP will be bound to realize the image reconstruction with the perfect characteristics [22, 23]. 

However, Figure 1 show the illustration of contourlet transform. 

 

 

 
 

Figure 1. An illustration of contourlet transform 

 

 
Clearly note from Figure 1. a sequence of image is obtained by repeating the steps several times. In 

case of these images are stacked one above other, a tapering pyramid data structure will produce as shown in 

Figure 2 and called Laplacian pyramid. To achieve perfect image reconstruction, two-dimension DFB can be 

maximally decimated and efficiently implemented via a L-level tree-structured decomposition. This leads to 

3-levels sub-bands with wedge-shaped frequency partition as shown in Figure 3 [12, 16]. 

 

 

 
 

Figure 2. Laplacian pyramid 

 

Figure 3. DFB frequency partitioning with 3-levels and 

8 reals wedge-shaped frequency bands 

 

 

2.2.   Ikeda map 

Kensuke Ikeda [24] work on the complex map, which is called “Ikeda map”, in 1987. This map, 

described in [24], show that under the suitable conditions, dynamics of the transmitted light inside a specific 

cavity can be expressed by a set of difference-differential equations. These equations do not involve the 

spatial coordinate [24] and expressed as:  
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𝑥𝑛+1 = 1 + 𝑢(𝑥𝑛 cos 𝑡𝑛 −  𝑦𝑛 sin 𝑡𝑛)
𝑦𝑛+1 = 𝑢(𝑥𝑛 sin 𝑡𝑛 + 𝑦𝑛 cos 𝑡𝑛)

} (1) 

 

𝑡𝑛 = 0 ∙ 4 −  
6

1+𝑥𝑛
2+𝑦𝑛

2  

 

where 𝑢 ≥ 0 ∙ 6 , 𝑛 = 0,1,2 … , 𝑥0 = 0.1 𝑎𝑛𝑑 𝑦0 = 0.1 . 
 

2.3.   Modified arnold cat map  

Russian mathematician Vladimir I. Arnold [25] is discovering the particular instance of chaos map 

and named arnold cat map (ACM) by using an image of a cat. This map is a simple demonstration and 

elegant illustration of some chaos principles underlying order of an apparently random evolution of a system. 
In general, any image is performed with a transformation which apparently randomizes the original pixels 

organization; and new image reappear when this operation iterated enough times [25, 26]. Let us an image 

represented as a matrix X and can examine selected entries in X (ACM) is a clipping transform and used in 

the embedding process to improve the image hiding safety and visual quality of the extracted message (secret 

message). A shuffling operation is done on this process of the original message via successive mixing of the 

initial information which is “spread” all over the available state space. Due to discrete nature of the image 

and ACM with the same dimensions, ACM is used to shuffle the hidden message overall proper sub-band of 

the cover image. As a result, the initial message will be exponentially hard to recover if the secret key or 

transformation not available. However, the mathematical formula of ACM is [25, 26]: 

 

(
𝑥
�̂�

) = (1 1
1 2

) (
𝑥
𝑦) 𝑚𝑜𝑑 𝑁 (2) 

 

The original 2D Arnold transformations can be modified to produce a sequence of Arnold 

transformations by setting new coefficients (a1, b1, c1) to increase and ensure high security implementation 

[25, 26]. Assume an image with N × N, then Arnold cat map is given as follows:  

 

(
𝑥
�̂�

) =  [1 𝑏 + 𝑐2

𝑎 1 + 𝑎𝑏 + 𝑎𝑐2
] (

𝑥
𝑦) 𝑚𝑜𝑑 𝑁 (3) 

 

Where a1, b1 and c1 are positive control coefficients 𝜖 𝑅 , (𝑥, �̂�) are the shuffled pixel coordinates [26].  
 

 

3. THE PROPOSED PROCEDURES 

This section presents main procedures: embedding and reconstructing a watermark image. In the 

embedding procedure, there are two threads simultaneously are performed as shown in Figure 4. The first 

thread includes scrambling process for the watermark image selected using a key provided by Ikeda map (eq. 

(1)) to produce a new watermark image scrambled. In this case, as a rule, 𝑥𝑛+1 to scramble rows and 𝑦𝑛+1 to 

scramble columns of the watermark image. The produced image will convert to a vector (𝑆𝑊) with one 

dimension. To reduce the watermark effect on the host image contents, the vector 𝑆𝑊 will multiply by a float 

coefficient 𝛼 ∶ 0.1 ≤ 𝛼 < 1, thus 𝑆𝑊 ′ = 𝑆𝑊 × 𝛼. The second thread includes analyzing the host gray image 

into many levels using Contourlet Transform. As a rule, selecting number of levels is relating with the size of 

image in order not to distort the image details. However, this host image will be selected with low details and 

edges to allow replacing the values from watermark image without effecting on the original host image. In 

this case, CT decomposition process will apply on the gray image and then calculate energy levels of the 

directional sub-bands. In this work, the idea of using CT is to select of lowest energy which contains low 

significant information and details. This area will used for the watermark image embedding, and 

consequently, does not cause a distortion or deformation as well as obtain high value of PSNR. Decompose 

the host image (512×512) with 4-levels will produce: 32 × 32 + (2 × 32 × 64) + (4 × 64 × 64) + (8 ×
64 × 128) + (16 × 64 × 256)  = 349,184 coefficients as show in Figure 5. To calculate energy of the 

Contourlet coefficients 𝑠(𝑖. 𝑗), the following expression is used [16]: 

 

𝐸 = ∑ ∑ | 𝑠(𝑖. 𝑗)2  |𝑀
𝑗=1

𝑁
𝑖=1   

 

Where 𝑠(𝑖. 𝑗) - value of the contourlet coefficient. Consequently, the suitable sub-band energy value, as a 
result, for example will be around 0.2348 and if full then select another sub-band about 0.5263 and so on. 

According to the watermark image size (see Figure 5.). Results of the two threads will be ready to set to the 

next stage of embedding operation: Modified CAT map stage. This stage starts from generating CAT map 
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and creating new coordinates (𝑥, �̂�) for replacing the coefficients values of directional lowest energy area in 

the host gray image by the values of 𝑆𝑊 ′. This mean, shuffling pixels of 𝑆𝑊 ′ in the host image completely 

and the new locations submitted to CAT map. At the end, by using inverse contourlet transform (ICT), 

reconstruct watermarked image, then to transmitter. 

In the receiver, the reconstruction procedure is following to the inverse of embedding procedure in 

the sender. To extract the watermark image, the receiver does not need the host image because the system is 

blind. The values (a1, b1, c1) of modified CAT map, the secret key (𝑥𝑛+1 , 𝑦𝑛+1 , 𝑢) from Ikeda map and 
values of (α) must be available to complete the reconstruction process as following steps: Firstly, 

decomposing the received image (watermarked image) to 4-levels using contourlet transform and going to 

the sub-band region. After this step, determining the lowest energy sub-bands and detecting the correct 

locations of the watermark image using coefficients (a1, b1, c1) of modified cat map. Then, the result of the 

present step is 𝑆𝑊 ′ values which will store in the temporary buffer and the watermark image will 

reconstructed by Inverse Contourlet transform. Of course, these data will divide by (α) to retrieve the real 

pixels values. Finally, the original watermark image completely retrieved using 𝑥0, 𝑦0 of the Ikeda map. 

Observation of the watermark image status will explain if the host image hacked or not? Hence, this situation 

will explain in the next section. 
 

 

 
 

Figure 4. The schematic configuration of the proposed watermarking system 
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Figure 5. 4-level contourlet decomposition 

 

 

4. RESULTS AND DISCUSSION  

This section includes brief test and analysis of the proposed method using different host images 

(512×512) and watermark image (256×256). To show accuracy and hardiness of this method, obtained results 
will be compared with the other results of various recent works. In fact, two main categories for testing:  

 

4.1.  Estimating image quality  

Estimating image quality is a vital part at any application; therefore, this method utilizes some of quality 

metrics to prove stability and efficiency over the blind watermarking applications. For this situation, the quality 

metrices which utilized here are: peak signal-to-noise ratio (PSNR), mean square error (MSE), normalized 

correlation coefficient (NCC) and structural similarity index (SSIM) [2, 4, 12, 16]. These well-known scales for 

estimating image quality. However, the mathematical expressions of PSNR value in dB and MSE value are: 

 

𝑃𝑆𝑁𝑅 = 10 𝑙𝑜𝑔10  
2552

𝑀𝑆𝐸
   ,  (4) 

 

𝑀𝑆𝐸 =
1

𝑀×𝑁
 ∑ ∑ [ℎ(𝑎, 𝑏) − 𝑤(𝑎, 𝑏)]2𝑁−1

𝑏=0
𝑀−1
𝑎=0      

 

Where M and N - represents the number of rows and columns of image; ℎ(𝑎, 𝑏) – array refer to the host 

image in pixel; 𝑤(𝑎, 𝑏) – array refer to the watermarked image in pixel. The following algorithm is used for 

estimating Normalized Correlation Coefficient [16]: 

 

𝑁𝐶𝐶 =  ∑ ∑
ℎ(𝑎,𝑏)∗𝑤(𝑎,𝑏)

ℎ(𝑎,𝑏)2∗𝑤(𝑎,𝑏)2
𝑁−1
𝑏=0

𝑀−1
𝑎=0        

  

and the SSIM index is calculated as [12,16]: 
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𝑆𝑆𝐼𝑀 =  
(2𝜇𝑎𝜇𝑏+𝑐1)(2𝜎𝑎𝑏+𝑐2)

(𝜇𝑎
2+𝜇𝑏

2+𝑐1)(𝜎𝑎
2+𝜎𝑏

2+𝑐2)
  ,  

 

Where 𝜇𝑎  and 𝜇𝑏 are the mean of a and b; 𝜎𝑎
2and 𝜎𝑏

2 are the variances of a and b ; 𝜎𝑎𝑏 is the covariance 

between a and b; 𝑐1, 𝑐2 − are the couple of variables to steady the division with thin denominator. In case of 

no attack and by using various host gray images for the blind watermarking, the results obtained by 

estimating PSNR, MSE, SSIM and NCC are shown in Table 1. 

Analysis of obtained results shows slight differences between original & extracted watermark 

images and between original & watermarked images in the receiver. These differences may be affected by 

details which available in the host image. if the host image has low details, then the capacity of hiding will 

increase and NCC =1. 

 
 

Table 1. Results of the quality matrices through embedding and reconstruction operations 

 

 
 

 

4.2.  Robustness experiment  

For the purpose of testing the system robustness, some attacks are carried out on the watermarked 

image. Under these conditions, watermark image will be extracted, objectively observed and evaluated. JPEG 

compression: Images are usually transmitted via internet channel as JPEG compression which can be 

controlled by the quality factor (QF) [17, 27]. By selecting different quality factors and samples of 

watermarked image, this attack test is performed. The results in Table 2 show that NCC value obtained for 

the watermark image extracted is unity when the quality factor approaches up to 15. In this case, the 

watermark image may be completely retrieved from the watermarked image. 

 

 
Table 2. NCC values obtained for the blind watermark image extracted under JPEG compression attacks 

QF of JPEG compression Baboon Barbara Boat Peppers 

QF=5 0.9916 0.9856 0.9848 0.9842 

QF=15 1 1 1 1 

QF=25 1 1 1 1 
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4.2.1. Noise attack 
This is employed with uniform scale for simulating the random interference when the watermarked 

image transmits through channel [27]. Firstly, the watermarked image is normalized, then Gaussian noise, 

Salt & Pepper noise and Speckle noise with different intensities are applied respectively. Quality of the 

extracted watermark image will be reduced obviously when the noise intensity increasing, However, Table 3 

show the NCC values which are greater than 0.95 with better resistance to these types of attacks.  

 

 

Table 3. NCC values of the watermark image extracted under gaussian noise attacks 

Type of attack Baboon Barbara Boat Peppers 

Gaussian noise (intensity = 0.001) 1 0.9998 0.9997 1 

Gaussian noise (intensity = 0.05) 0.9883 0.9890 0.9705 0.9686 

Gaussian noise (intensity = 0.1) 0.9592 0.9589 0.9553 0.9585 

Salt & pepper noise (intensity = 0.005) 0.9975 0.9977 0.9975 0.9974 

Salt & pepper noise (intensity = 0.01) 0.9824 0.9827 0.9825 0.9826 

Speckle noise (intensity = 0.005) 0.9722 0.9789 0.9726 0.9741 

 

 

4.2.2. Filtering attacks 

Table 4 contains results of use the gaussian, median, and mean filters with (3 × 3). NCC values 

obtained show that the watermark image is retrieved with slight error. 

 

 

Table 4. NCC values of the watermark image extracted under filter attacks 

Type of attack Baboon Barbara Boat Peppers 

Gaussian filter (3 × 3) 1 1 1 1 

Median filter (3 × 3) 0.9776 0.9789 0.9781 0.9786 

Mean filter (3 × 3) 0.9956 00.9987 0.9986 0.9991 

 

 

4.2.3. Geometric attack 

Scaling, various types of cropping and angles of rotation attacks are applied in this test. Table 5 

contains results which prove that the algorithm can resist these attacks, especially scaling and cropping. 

 

 

Table 5. NCC values of watermark image extracted under geometric attacks 
Geometric attack Baboon Barbara Boat Peppers 

Rotation (-30) 0.6372 0.6929 0.6396 0.6459 

Scaling (factor 2) 0.9868 0.9898 0.9912 0.9888 

Cropping 0.8154 0.8564 0.8762 0.8812 

Motion Blur 0.9761 0.9793 0.9770 0.9791 

 

 
Visually, to see the effect of attacks with standard conditions on the host, watermarked and 

watermark images, “Lena.jpg” used as a typical example as a host image with PSNR and NCC values (see 

Table 6). From the table, the watermark image was extracted clearly in the receiver although the attack 

conditions, in particular, rotation and cropping. In case of manipulation on the watermarked image, the 

watermark image will not retrieve.  

In order to demonstrate the robustness and improvement, in this section, the obtained results are 

compared with the results of [16, 19, 27]. The watermark images which used in [19] have the size of 

(256×256) as in the present work, while in [16,27] have the size of (32×32). From the Table 7 which contains 

details of comparison, the blind watermarking gets about 10 dB optimization and the values of PSNR, MSE, 

NCC and SSIM are got better than the values obtained from the references [16, 19, 27]. However, these 

improvements will support significantly the presents work.  
Furthermore, another comparison to prove robustness will be performed with the results of the 

references [16, 27, 28, 29] by observing NCC. Tables 8 and 9 show the differences between obtained results 

from the references and the present results of the proposed method under attack conditions. The tables prove 

that the proposed blind watermarking methodology had superior values over other methodologies.  
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Table 6. NCC values of watermark images extracted after filter attack 
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Table 7. Values of the quality metrices between the proposed method and references [16, 19, 27] 

Host 

image 

(512x512

) without 

noise 

Quality matrices of reference [19]: 

watermark image (256x256) 

Quality 

matrices of 

reference [27]: 

watermark 

image (32x32) 

Quality 

matrices of 

reference [16]: 

watermark 

image (32x32) 

Quality matrices of the present work: 

watermark image (256x256) 

PSNR MSE NCC PSNR 
NC

C 
PSNR 

NC

C 
PSNR MSE NCC SSIM 

Baboon 
35.5085707

8 

0.00995555

6 

0.98842056

5 
- - - - 

46.933

1 
0.000061 1 

0.989

6 

Barbara 
38.8110223

5 

0.02133333

3 
0.97621226 

44.318

9 
1 

40.715

9 
1 44.008 0.0171 

0.999

5 

0.976

8 

Boat 
38.4806882

6 
0.0176 

0.99048503

1 
- - - - 

42.419

1 

0.000125

8 
1 

0.960

8 

Lena 
40.3754752

8 

0.01368888

9 

0.98819171

1 

45.612

3 
1 

41.391

3 
1 

47.256

3 

0.000169

2 

0.999

8 

0.978

2 

Pappers 
39.2276609

2 
0.01991111 

0.98341013

8 

46.404

1 
1 

41.485

1 
1 

47.244

7 

0.000240

3 
1 

0.976

6 

 

 

Table 8. NCC values between the proposed method and the references [16, 28, 29] 

Type of attack 
NCC of 

reference [28] 

NCC of 

reference [29] 

NCC of 

reference [16] 

NCC of the 

present work 

JPEG compression (20) 0.8126 0.9712 0.9961 1 

Gaussian noise (0.001) 0.8996 0.9762 1 1 

Salt and pepper noise (0.005) 0.9712 0.9836 0.9974 0.9974 

Gaussian filtering (3×3) 0.9236 0.9587 1 1 

Median filtering (3×3) 0.9312 0.9612 0.9961 0.9787 

Mean filtering (3×3) 0.9324 0.9592 1 0.9932 

Zoom (0.5) 0.9985 0.9826 1 1 

Upper left corner cut 1/4 0.9183 0.7952 0.9900 0.9998 

Rotation (10o) 0.6531 0.7512 0.9267 0.9797 

 

 

Table 9. NCC values between the proposed method and the reference [27] 
Type of attack Baboon in [27] Present work 

Gaussian noise (0.1%) 0.9695 1 

Gaussian noise (0.3%) 0.8506 0.9898 

Gaussian noise (0.5%) 0.7871 0.9883 

Salt & Pepper noise (0.5%) 0.9235 0.9975 

Salt & Pepper noise (1%) 0.8505 0.9825 

Salt & Pepper noise (2%) 0.7875 0.9791 

Speckle noise (0.5%) 0.9284 0.9720 

Speckle noise (1%) 0.8341 0.9090 

Speckle noise (2%) 0.7396 0.8556 

 

 

5. CONCLUSIONS 

This paper present methodology for detecting manipulation on gray images sent via internet channel to 

protect copyright and intellectual properties from attackers by embedding a blind image watermark. This 

methodology will provide more improvements in robustness, security and safety for these images. Employing 

Ikeda map for scrambling watermark image and contourlet transform decomposition (4-levels) to select lowest 

energy sub-band for embedding watermark image will support security. Moreover, using modified Arnold Cat 
map to select new positions of the scrambled pixels in CT coefficient will, in particular, produce more safety 

and sensitivity to detect hacking. Various quality matrices show more improvement about 10% in 

imperceptibility and 2% in robustness compared with the values of other works. These reliable results are 

obtained by merge operations of maps with CT coefficients to achieve the purpose of this work. Employ present 

maps with redundancy wavelet coefficients and color images for more protection are our future works.  
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