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 Online banking and other e-banking modes are a very convenient way to 

banking in terms of speed, convenience and delivery costs, but they have 

brought many risks alongside them. Online banking has created a new risk 

orientation and even new forms of risk. Technology plays an important role 

as both a source and a tool for risk control. The purpose of this research is to 

identify the security situation of the e-banking application and to analyze the 

risks and attacks that could occur to the customers that, although it’s an e-

banking application attacks could happen. Several mitigations were 

mentioned to overcome attacks like, access control is to mitigate 

eavesdropping this means that, restricting access to sensitive data is 

mandatory. Another way to mitigate is, update and patch which is for SQL 

injection meaning, it's vital to apply patches and updates when it’s available. 

These attacks may attack the whole application or target an individual where 

private information is stolen or changed. This research also shows how to 

apply several more different protections measures to protect oneself and 

organization from being targets of cybercrime. 
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1. INTRODUCTION  

Payment is an integral part of the business, no difference if it is done traditionally or electronically. 

The electronic business mode, especially electronic commerce, stipulates some payment techniques that 

could be examined as an electronic option of the traditional payment system [1]. Because of these traditional 

instruments, various electronic payment appliances are being developed nowadays. Those might be 

classified, as follows: Electronic credit card; Electronic cheque; Electronic cash; Electronic payment peer-

peer; Electronic wallet; Payment cards; Electronic payment via mobile devices; Electronic asset transfer. 

Given the traditional and electronic payment system, the fundamental difference between these can 

be seen in the design scope, i.e. everything within the second is digital. All the above-mentioned activities 

point to a sort of specific form of banking that has been developed as internet or electronic banking over the 

past few years [2]. Risk assessment is a method for determining the likelihood and impact of loss of 

information integrity, availability, and confidentiality. The risk assessment method includes information asset 

valuation and identification of threats to, and vulnerabilities of, the target information. 
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2. RESEARCH METHOD 
To determine the likelihood of a future harmful event, it is necessary to analyze threats to an IT 

system in conjunction with potential vulnerabilities and IT system controls [3]. Impact refers to the extent of 

the harm that could result from the vulnerability exercise of a threat. The impact level is governed by the 

potential impacts of the mission and in turn generates a relative value for the affected IT assets and resources. 

The hasty advances in banking induce many advantages for financial institutions and consumers, but 

harmful side effects. However, electronic banking does not set up some new risk profiles but attracts 

attention to those that are dealt with by any financial institution. These risks, which could be covered in part, 

will be described briefly below: 

a) Operational/Transaction risk – The transaction risk could also emerge from the bank inability to control 

the third party – provider of the service [4]. 

b) trategic risk – Sort of risk that affects the investment's long - term earnings due to inappropriate 

business decisions and inadequate performance. Nevertheless, despite the smaller banks, the huge banks 

do not make their decisions about implementing the e-banking system because of investment returns 

and cost-benefit analysis, but because of the challenge of succeeding in the heavy competition. Often, it 

doesn't mean a certain success. 

c) Technology risk – The present and potential risk arose as a result of losses, infringements, abnormalities 

and breakdown of computer hardware, software, online services, etc.  

d) Compliance risk – A type of risk arose from non-compliance with state legislation, policy instruments 

and ethical principles. The financial institution must subsequently be aware of the law that can be 

obtained and make sure that it applies to other directions such as branch banking. Compliance risk also 

includes the need to remain confidential with the data of consumers [5]. 

e) Reputation risk – The public judgment takes into account a variety of risks that could be quite negative. 

This could result from the inadequate methods chosen to perform e-banking services [6]. 

f) Information security risk – The financial institution must identify certain critical factors aimed at 

protecting itself and consumers in the course of several preventive activities, such as: ensuring the logo 

of the institution and more to maintain the commercial reputation of the website [7]. Those could be 

damaged by the individuals and groups ' non-ethical and criminal attitude because it could be seen as a 

threat to the e- bank system as a whole, but also to consumers. 

g) Credit risk – A risk category emerged from the consumer's inability to fulfil his / her financial 

obligations. E - banking offers customers the opportunity to apply for a loan from anywhere in the 

world, but this makes it difficult for the bank to recognize the applicants ' credit ability [8]. 

h) Interest rate risk – Risk related to interest rate movements. Because e–banking gives customers the 

opportunity to compare different interest rates for banks, banks need to proceed quickly to retain or 

acquire loans and deposits from customers [9].  

i) Liquidity risk – It appears from the bank's inability to meet its financial responsibilities. The costumers 

are therefore likely to draw from the bank association and go anywhere else where the rate clauses are 

better. 

j) Foreign exchange risk E-banking may encourage residents of a single state to make transactions in their 

domestic currency, as a result of which many speculative actions may be undertaken by customers [10]. 

In our study, for modelling and analysis, we used Microsoft Threat Modeling Tool 2016 

 

 

3. RESULTS AND DISCUSSION 

Security is the combination of systems, applications, and internal controls used to protect data and 

operating process integrity, authenticity, and confidentiality. Proper security is based on developing and 

implementing appropriate security policies and measures for bank processes and communication between the 

bank and external parties. Security measures are combinations of hardware and software tools and staff 

management that help build secure systems and operations. 

 

3.1.  Distinction of risks at service  

a) Level Information Service (Low Risk). This is the most basic form of online Internet service that 

provides one - way communication covering advertising, promotional material, and so on. Websites are 

often hacking targets that vandalize and mutilate the original information being processed resulting in 

reputational harm.  

b) Interactive Information Exchange (Medium risk). Customers can communicate with the bank, conduct 

account inquiries and complete application forms, etc. The risk of these websites depends on whether 

they have direct links to the internal network of the bank [11]. 
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c) Transactional Service (High risk). This service is the most vulnerable because the customers are 

executing online money transfers, bill payments, online shopping and other financial transactions and 

this is the highest risk category that requires the strongest control. 

 

3.2.  Authentication techniques  

Confirming that a particular request for communication, transaction or access is legitimate is 

essential in banking. Banks should therefore use reliable methods to verify new customer identity and 

authorization as well as authenticate the identity and authorization of established customers seeking to initiate 

electronic transactions. It can be a difficult task to establish and authenticate the identity and authorization of 

an individual to access banking systems in an open network environment that is purely electronic. Legitimate 

user authorization can be misrepresented through a variety of "spoofing" techniques [12, 13].  

As authentication methods continue to evolve, banks are encouraged to monitor and implement 

sound industry practices in this area, such as [14]: 

a) Authentication databases - providing access to e - bank customer accounts or sensitive systems is 

protected against corruption and tampering. Any such manipulation should be detectable, and to 

document such attempts, audit trails should be in place. 

b) Any addition, deletion or change of an individual, an authenticated source is duly authorized by the 

agent or system in the authentication database. 

c) Appropriate measures are in place to control the connection of the e-banking system so that known 

customers can’t be displaced by unknown third parties. 

d) Authenticated e-banking sessions remain secure throughout the session or should the session require re-

authentication in the event of a security lapse. 

 

3.3.  Vulnerability statement 

Threats can target vulnerabilities when data is at rest (in storage on media of many types), during 

processing (while they are being input, filtered, parsed, manipulated, and so on) or while in transit (wired, 

wireless, or even internal to a system). The risks at these three data stages can be very different and therefore 

need to be analyzed individually [15, 16]. This threat modelling diagram as shown in Figure 1 is used to find 

out the login vulnerabilities in online banking. 

 

 

 
 

Figure 1. The login vulnerabilities in online banking 

 

 

3.3.1. Interaction: REQUEST 

Trust Line Boundary as shown in Figure 2. 
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Figure 2. Trust line boundary 

 

 

a) Elevation using impersonation [State: Not started] [Priority: High]  

Category: Elevation of Privilege 

Description: Messaging bus may be able to fill the context of Financial transaction processing main 

frame in order to obtain additional privilege. 

 

b) Financial transaction processing main frame process memory tampered [State: Not started] [Priority: 

High]  

Category: Tampering 

Description: If Financial transaction processing main frame is given the ability to control what 

Messaging bus executes, then Financial transaction processing main frame can tamper with Messaging bus.  

 

c) Spoofing the messaging bus process [State: Not started] [Priority: High]  

Category: Spoofing 

Description: Messaging bus may be spoofed by an attacker and this may lead to information disclosure 

by Financial transaction processing main frame [17]. Consider using a standard authentication mechanism to 

identify the destination process. 

 

3.3.2. Interaction: LOG IN RESPONSE 

Interactions as shown in Figure 3. 

 

 

 
 

Figure 3. Interactions 
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a) Financial transaction (ACH, wires external transfer) Process Memory Tampered [State: Not Started] 

[Priority: High]  

Category: Tampering 

Description: If Financial transaction (ACH, wires external transfer) is given the ability to control what 

Financial transaction processing main frame executes, then Financial transaction (ACH, wires external 

transfer) can tamper with Financial transaction processing main frame [18].  

 

b) Elevation using impersonation [State: Not started] [Priority: High]  

Category: Elevation of Privilege 

Description: Financial transaction processing main frame may be able to impersonate the context of 

Financial transaction (ACH, wires external transfer) in order to gain additional privilege. 

 

3.3.3. Interaction: APPLICATION CALLS (.do) (Figure 4) 

a) Cross site scripting [State: Not started] [Priority: High]  

Category: Tampering 

Description: The web server 'Application Server' could be a subject to a cross-site scripting attack 

because it does not sanitize untrusted input. 

 

 

 
 

Figure 4. Interaction: Application call 

 

 

b) Elevation using impersonation [State: Not started] [Priority: High]  

Category: Elevation Of Privilege 

Description: Application Server may be able to play a role as the context of Web Server in order to 

obtain additional privilege. 

 

 

 
 

Figure 5. Interaction XML/HTTPS 
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3.3.4. Interaction: XML/HTTPS (Figure 5) 

a) Elevation using impersonation [State: Not started] [Priority: High]  

Category: Elevation of Privilege 

Description: Application Server may be able to do an impression of the context of MFA RBA Fraud 

detection in order to gain additional privilege. 

b) Cross site scripting [State: Not started] [Priority: High]  

Category: Tampering 

Description: The web server 'Application Server' could be a subject to a cross-site scripting attack 

because it does not sanitize untrusted input. 

 

3.3.5. Interaction: Authentication SQL QUERY RESPONSE 

a) Potential data repudiation [State: Not started] [Priority: High] 

Category: Repudiation 

Description: Server claims that it did not receive data from a source outside the trust boundary. Consider 

using logging or auditing to record the source, time, and summary of the received data. 

 

b) Potential process crash or stop for server [State: Not started] [Priority: High] 

Category: Denial of Service 

Description: Server crashes, halts, stops or runs slowly [19]; in all cases violating an availability metric. 

 

3.3.6. Interaction: DATA 

Spoofing of source data store database [State: Not started] [Priority: High] 

Category: Spoofing 

Description: Database may be spoofed by an attacker and this can determine incorrect data delivered to 

server. It can be considered a standard authentication mechanism to identify the source data store [20, 21]. 

 

3.4.  Risk mitigation 

Security control selection means a tailored set of security controls, documented in the system 

security plan and approved by the system’s authorizing official. The e-banking system typically needs to 

address a large number of security controls and information system considerations related to access control, 

including identification and authentication, user authorization, and system and communications protection 

[22]. 

There are many options for mitigating a risk, and again, the focus is not always on trying to 

eliminate the risk, but rather to reduce the risk exposure to an acceptable level.  

The first two are the most common, but in some cases, it may be possible to change the sensitivity 

of the resource. The sensitivity could be reduced, however, if the data from production was scrambled in 

some random manner before being copied to development [23]. This way the data would still be good for 

testing, but a few of the sensitive fields like customer name or account number could be obfuscated. 

Another option for this example might be to reduce the threat universe by implementing firewall 

rules to limit source networks that are allowed to connect to the database server. Again, this option would not 

limit the severity of the exposure or change the sensitivity of the database server, but it would reduce the 

likelihood of abuse by reducing the number of entities who can access the server. To limit the severity of an 

exploit, it needs to somehow contain the compromise. This approach to risk mitigation recognizes that it 

can’t necessarily prevent the compromise, but it can limit the scope of the breach or react quickly to prevent 

further escalation. Most controls in this category will be detective and response focused. A typical example is 

limiting the scope of access the attacker would have when exploiting the account. 

Using the SSL alone does not trust the bank that its Internet service is secure. The VPN option 

requires additional remote workstation software and hardware. The VPN software is closely integrated with 

the remote workstation and server, requiring software drivers to be installed and may require hardware 

readers. This can be done for closed user groups, but it is not feasible to allow potential customers to access 

the general population. Methods are likely to evolve towards treating the internet banking customer group of 

the bank as a closed user group on a VPN, but in the short term this is not feasible.  

It is recognized that this point has not yet been reached by global best practice and that 

implementing tokens may not be feasible in the short term. All banks have adopted the EMV smart card that 

offers security of transactions and most of them have attached a token to increase the security degree [23]. 

[24]. New token applications compatible with mobile phones raise new security issues. Meanwhile, although 

SSL does not overcome the risks discussed in this section, it provides advantages as discussed above for 

payment transactions and should therefore be deployed by all banks introducing Internet services [25]. 
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4. CONCLUSION 
The concept of electronic banking (e-banking) refers to the atomized delivery through electronic or 

some additional communication channels of some new or conventional banking products and/or services in a 

straight line to consumers. The bank's strategy should be readjusted to meet new challenges with risk balance 

and to be focused on potential negative impact on key business objectives. When we think from the security 

perspective, we see that there are many security issues and risk on the application specially, for an online 

application and it’s important to guarantee a secured environment that must therefore, be authentic, available 

and confidential and possess high level of integrity and efficiency etc. Banks should regularly look at their 

evolving risk exposures and solutions to help weather a storm if an incident occurs. Risk and/or insurance 

managers should collaborate with business units when coordinating and agreeing to prevention, mitigation, 

and response plans. 
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