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The paper proposes a modification of the Advanced Encryption Standard
(AES) to address its high computational requirement steaming from the
complex mathematical operations in the MixColumns Transformation which
makes the encryption process slow. Bit Permutation was used instead of the
MixColumns Transformation since the use of bit permutation in an
encryption algorithm achieves efficiency by providing minimum encryption
time and memory requirement. Results of the study showed that the modified
AES algorithm exhibited faster encryption by 18.47% and faster decryption
by 18.77% for text files. The modified AES algorithm also resulted to
16.53% higher avalanche effect compared with the standard AES thus
improving the security performance. Application of the modified AES in
encrypting images in Cipher Block Chaining mode showed that the modified
algorithm also exhibited 16.88% faster encryption and 11.96% decryption
compared with the standard AES. Likewise, modifying the algorithm
achieved the ideal result in the histogram analysis, information entropy,
the correlation coefficient of adjacent pixels to resist statistical attack.
The ideal value in number of pixels change rate and unified average change
intensity were also achieved making the modified algorithm resistant to
differential attack. These results show that modifying AES by using bit
permutation to replace MixColumns Transformation was able to address the
high computational requirement of the algorithm resulting in a faster and
more secure encryption algorithm for text files and images.
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1. INTRODUCTION

The exponential growth in the use of computers coupled with the need to protect confidential and
essential information from unauthorized and illegal users makes the security of digital data a great challenge
in the worldwide communication network [1]. Encryption is used to secure data and protect the
confidentiality of data during transmission over the network [2-3]. Encryption algorithms can be categorized
as symmetric or asymmetric. Common symmetric encryption algorithms, like Data Encryption Standard
(DES), Triple DES (3DES), and AES, are used for encrypting binary data or text.

DES and 3DES are encryption algorithms that were once considered secure but have been proven
to be inadequate and unsecured due to vulnerability to differential and linear attack [3-4]. Advanced
Encryption Standard (AES) was established by the National Institute of Standards and Technology (NIST) of
the United State of America to replace DES and 3DES [5-7]. Since then, AES is considered as the standard
for encryption because of its combination of security, performance both in hardware and software,

and flexibility [8-10].
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Despite the fact that AES is one of the most commonly-used encryption techniques, there is a
problem in its higher computational requirement [11-14] due to the complex mathematical operations in the
MixColumns Transformation [14] causing a slow encryption process [15].

Bit permutation technique offers a solution to the slow encryption process in AES since the use of
bit permutation in an encryption algorithm achieves efficiency by providing minimum encryption time and
memory requirement. Bit permutation is also easy to implement since it does not require a complex
mathematical computation [16-17]. Bit Permutation, like the MixColumns, provides diffusion in
cryptographic algorithms [18].

2. RESEARCH METHOD

The standard and modified AES algorithm were developed in. NET Framework using the Microsoft
Visual C# 2015 version 14.0.2543.01. The developed program was used to encrypt text and images. Matlab
R2017a was used to test the performance of the modified algorithm in image encryption in terms of
histogram analysis, entropy, correlation coefficient, NPCR, and UACI. The study was developed and tested
using a laptop computer with Intel ® Core ™ i5-7" Gen processor, 3.10GHz CPU speed, 8GB DDR3 RAM
with 1TB HDD storage and running in a 64-bit Windows 10 OS. The encryption and decryption processes of
the modified AES algorithm are shown in Figure 1.
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Figure 1. The modified AES process

The modified algorithm consists of the ten rounds following the number of rounds of 128-bit AES.
Consequently, the modified algorithm follows the same sequence of transformations of AES.
The modification of the algorithm is in the MixColumns Transformation. The Bit Permutation
Transformation replaces the MixColumns Transformation of the standard AES during the encryption process.
An inverse Bit Permutation transformation is needed for the decryption process [19-20]

3. RESULTS AND ANALYSIS
3.1. Execution time

The modified algorithm was compared to the modifications presented by [13] and [21].
The figure below shows that the modification using multiple S-boxes has the fastest performance among the
algorithms while the standard AES has the slowest performance in encrypting text files. The modified AES
using bit permutation technique shows that the algorithm has reduced the encryption time of the standard
AES by 18.47%.
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Figures 2 and 3 show that the modification using multiple S-boxes is the fastest performance among the
algorithms while the standard AES has the slowest performance in decrypting text files. The modified AES using
bit permutation technique shows that the algorithm has reduced the decryption time of standard AES by 18.77%.

Encryption Performance for Text Decryption Performance for Text
Files Files
= 10000 5000
= »z::)n . 2 4000 .
£ 6000 2 /
§ 4 2 M
s 2000 S o
= 0 =
2 . A . 2 = 0 20 40 60 80 100 120
fire} 0 20 40 60 80 100 120 s . )
File Size (KB) a File Size (KB)
—e—AES —e—Wenceslao —e—AES —e—Wenceslao
Koradia —e—MAES Koradia —e—MAES
Figure 2. Encryption for text files Figure 3. Decryption for text files

Figure 4 shows that the modified algorithm using bit permutation has reduced the encryption of the
standard AES 16.88% and reduced the decryption of the standard AES by 11.96% for encrypting images.
A faster encryption algorithm for images is needed to provide better security of digital images [22-23].

Image Encryption Speed Performance

40000
35000

‘5‘30000 999,32 26734,02 07075 27719,65
£ 25000 531,73 ' 129,07
= 20000
E 15000
10000
5000
0

AES Wenceslao Koradia Modified
AES

333472 31718,12

Algorithms

= Encryption m Decryption

Figure 4. Execution performance for image

3.2. Avalanche effect

Figure 5 shows that the modified algorithm has the highest avalanche effect among the algorithms.
The modification using multiple S-boxes indicated that it is the fastest among the algorithms, but suffered
greatly in the avalanche effect test where it did not meet the mean value of 50% for all the plaintexts used.
A very low value for the avalanche effect compromises the security of the encryption algorithm [24].
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Figure 5. Avalanche effect performance
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Figure 6 shows that only the modified AES algorithm has met the 50% mean value of the avalanche
effect for the set of plaintexts used and has also improved the security level of the standard AES.
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Figure 6. Avalanche effect result

3.3. Statistical attack

In histogram analysis, Figure 7 shows that two histograms are completely different, and the
encrypted image has a uniformly distributed histogram which means that a little information about the data is
known. The result of the analysis of the histogram shows that the modified algorithm is resistant to statistical
attack. For an encryption algorithm to be resistant to statistical attack, it must have a histogram that is entirely
different from the plain image and has a uniform distribution of values [25-27].
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Figure 7. Histogram analysis of plain and encrypted images

The result in Table 1 shows that the correlation coefficient of the plaintext image is close to one
which has a very strong correlation. The correlation coefficient of the encrypted image using the modified
algorithm is very close to zero which means that there is a weak correlation among adjacent pixels.
A correlation coefficient equal to one means that both images are identical and are in perfect correlation and
that the encryption process fails because the encrypted image is the same as the plaintext image. A value that
is very low or very close to zero means that the plain and encrypted images are completely different [28].

Table 1. Correlation coefficient of MAES

Image Plaintext image Encrypted image using the MAES
H Vv H \

Mandril 0.8216 0.8475 -0.0054 -0.0056
Pepper 0.9189 0.9368 -0.0055 -0.0017
Cameraman 0.9300 0.9651 -0.0185 0.0208
Lena 0.9603 0.9809 0.0300 0.0078
Smiley 0.9717 0.9407 -0.0130 -0.0267
Butterfly 0.9875 0.9896 -0.0221 -0.0152
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The information entropy result in Table 2 shows that the modified AES has achieved an entropy
value approximated to eight (8), which implies that the modified AES has a negligible value of predictability
and introduces randomness to the encrypted image.

Table 2. Entropy of MAES

Image Modified AES
Mandril 7.996
Pepper 7.996
Cameraman 7.999
Lena 7.999
Smiley 7.999
Flower 7.999

3.4. Differential attack

NPCR and UACI are factors to demonstrate that the modified encryption algorithm can strongly
resist differential attack [28, 29]. The ideal value of NPCR and UACI is 99.56% and 33.46% respectively
[29-31]. However, a higher value than 99.56% for NPCR is better since NPCR focuses on the precise number
of pixels that change the value in differential attack. A lower value than 33.46% is better for UACI since
UACI concentrates on the average difference between two paired cipher images [30]. NPCR and UACI
performance as shown in Table 3.

Table 3. NPCR and UACI performance

File AES Modified AES
NPCR (%) UACI (%) NPCR (%) UACI (%)

Mandril 99.65 33.53 99.62 3341
Pepper 99.64 33.46 99.61 33.53
Cameraman 99.63 3351 99.62 33.38
Lena 99.62 335 99.61 33.48
Smiley 99.46 33.43 99.44 33.46
Butterfly 99.47 33.44 99.48 33.47
Average 99.58 33.48 99.56 33.46

4.,  CONCLUSION

Based on the results of the study, the bit-permutation based AES has improved the standard AES
algorithm in terms of encrypting and decrypting text and image files. The modified AES has also improved
the avalanche effect of the standard algorithm by 16.53%. The experiments also showed that the modified
algorithm is resistant to statistical and differential attacks. The results clearly show that modifying the
Advanced Encryption Standards by using bit-permutation to replace the MixColumns Transformation was
able to address the high computational requirement of the algorithm resulting in a faster and more secure
encryption algorithm for text and image files.
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