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Vehicular ad hoc networks

Recently, vehicular ad hoc networks (VANETS) have been garnering
significant inter-est from the people involved in transportation field.
Nowadays automotive manufactur-ers have already supplying vehicles with
multitude of road sensors that provides many useful characteristics. VANET
communication not only offers the drivers and passen-gers with the various
safety related services but also provides a wide range of valuable
applications. However, the inherent openness of the wireless communication
medium used by VANETS exposes vehicles to various security and privacy
issues. Researchers have proposed many security schemes to solve the issues
mentioned above for the widespread deployment of VANETs. However,
these schemes failed to fulfill all as-pects of security and privacy
requirements. Besides, these schemes have not provided the performance
parameters such as computation and communication costs. The pri-mary
emphasis of this paper is on the taxonomy of security schemes based
conditional privacy-preserving with respect to strengths and limitations.
Besides, a comparison be-tween these schemes related to the model of
security and privacy requirements, attacks, and performance parameters is
provided. Finally, this paper critically reviews the re-lated works by taking
into consideration the design and development of all VANETS security and
privacy schemes, this paper could serve as a guide and reference.
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1. INTRODUCTION

With the fast expansion of mobile communication and wireless access technologies [1-4], the
vehicular ad hoc networks (VANETS) is becoming very active and interesting research area in recent years.
VANETSs offer techniques for collecting self-motivated traffic data and observing other material amounts
used in traffic data communication and aims to provide to the intelligent transportation systems
[5-7]. VANET is very sim-ilar to the mobile ad-hoc network (MANET) [8-11] in the way it refers to vehicles
as mobile nodes. In the deployment of VANETS [12], each vehicle is fitted with an on-board unit (OBU) that
provides vehicles with the ability to communicate with other vehicles via vehicle-to-vehicle (V2V)
communication or with a roadside unit (RSU) via vehicle-to-infrastructure (V2l) communication [13-15].

The dedicated short-range communication (DSRC) protocol is a short-range wireless protocol that
plays a significant role in VANETSs [16-18]. By utilizing the DSRC technology, each VANETS node
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periodically transmits traffic-related messages including the status information, such as traffic events,
location, and velocity [19]. The mobile vehicles and fixed RSU make decisions in VANETs communication
based on the information that they received. When the information are from illegal nodes, it can lead to
serious implications with the decisions made based on false information [20]. For example, an attacker might
call an ambulance to ask for traffic control to make their pass green [21].

To the open-access nature of the VANETS network allows attackers to launch malicious operations
to create discord among the wvehicles and also with the system [22, 23]. Therefore, VANETS become
susceptible to security and privacy threats during broadcasting of the traffic-related message.
Mismanagement on these messages may lead to traffic accidents and pedestrian fatality. Security and privacy
are one of the challenges that hinders the progress of VANETS. Thus, to ensure widespread deployment of
VANETS, the technology must be relatively free from such issues. To address these issues [24, 25], many
researchers have proposed several security schemes based on conditional privacy preserving for VANETS.
Even though many surveys about VANETS had been written, not many of them provide a comprehensive
study of the security requirements and resistance to attacks in VANETS. Moreover, none provides the
performance parameters for each scheme.

Riley et al. [26] surveyed many existing security schemes and classified them according to specific
criteria. Moreover, they also compared the schemes with respect to the advantages and disadvantage. Petit et
al. [27] proposed an abstract pseudonym lifecycle to discuss the issues and criteria for the pseudonym
schemes. In their work, they classified the related schemes based on public-key cryptography (PKC) and
identity-based public-key cryptography (ID-PKC), symmetric authentication and group signatures.
Boualouache et al. [28] classified pseudonym changing strategies to provide a comprehensive survey in
VANETS.

Unlike these surveys, the primary emphasis of this paper is on the taxonomy of security schemes
based on conditional privacy-preserving with respect to their strengths and limitations. Besides, a comparison
between these schemes in relation to the model of security requirements, attack resistance, and performance
parameters is also provided. Finally, this work provides critical reviews of the related works.

The rest of the paper is organized as follows. Section 2 briefly introduces the background of
VANETSs, while Section 3 explains the security and privacy issues in VANETSs. Section 4 presents the
classification of security schemes based on conditional privacy-preserving. Section 5 is the critical review of
the related works, and Section 6 concludes this paper.

2. VEHICLE AD HOC NETWORK
2.1. VANET architecture

In the literature [29], there are three major components of VANETS: trusted authority (TA), road-
side units (RSUs), and on-board units (OBUSs).

a) (TA) is fully trusted by all components in the system. It has huge computation and storage capabilities.
It is responsible to maintain the whole VANET systems and for the RSUs and vehicle registration.
Moreover, TA generated the public parameter and preloaded them in OBU during the registration
process.

b) (RSUs) is the base station deployed on the roadside. It can communicate with other vehicles inside its
range and broadcast the information using DSRC protocol. Moreover, it also communicates with other
TA over a secure channel via a wired network.

c) (OBUs) is fitted in each vehicle which enables the vehicle to communicate with other vehicles or a
nearby RSU over wireless communication. Each OBU has a tamper-proof device (TPD) that prevents
unauthorized disclosure of the information stored in VANETS.

2.2. VANET communication
In general, the communication of VANETs can be organized into two modes [30]: vehicle-to-

vehicle (V2V) communication and vehicle-to-infrastructure (V21) communication.

a) Vehicle-to-vehicle (V2V) communication: Any vehicles within the wireless range of each other can
communicate via V2V communication channel, such as to broadcast messages about the road status.
For example, the nodes in VANETs could broadcast messages to other nodes in the vicinity
immediately after encountering a vehicle collision location and also send suggestion to avoid the area.

b)  Vehicle-to-infrastructure (V2I) communication: The vehicle can broadcast the message to the nearby
RSUs in V21 communication. V21 communication helps vehicles to avoid crashes and severe incidents
on the road.
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2.3. VANET characteristics
The VANETS have the following characteristic:

a) High mobility: In contrast with the MANETS, the main feature of VANETS is high mobility, which
plays an extremely critical function in VANETS. Each VANET nodes typically moves very fast and this
movement of nodes minimizes the communication window for vehicles on VANETS.

b) Driver safety: The main advantage of VANETS is providing comfort applications and improve the
traffic flow for the driver as well as passengers. It can communicate among RSUs and OBUs with
several applications.

c) Dynamic network topology: The VANET system varies quickly due to the rapid and high mobility of
the vehicles. Because of the fast changes in VANETS topology, the vehicles are more exposed to attacks
and at the same time making it difficult to detect and identify malicious vehicles or users.

d) Frequent network disconnection: VANETS connections are often intermittent due to high-speed travel
between vehicles and other constraints such as the weather. Also, the repeated disconnection could be
the result of too few numbers of vehicles on the road.

e) Driver safety: The main advantage of VANETS is providing comfort applications and improve the
traffic flow for the driver as well as passengers. It can communicate among RSUs and OBUs with
several applications.

f)  Dynamic network topology: The VANET system varies quickly with respect to the rapidly and high
mobility of the vehicle. Because of the fast alters in VANETS, the vehicles are more suffer from attacks
and are not easy to identify malicious vehicles.

g) Frequent network disconnection: VANETS are often disconnected due to high-speed travel between
vehicles and other problems such as the weather. Also, the repeated disconnection may result from a
number of vehicles on the road.

2.4, Application
VANETSs are aimed mainly at facilitating and coordinating with other vehicles. The applications of

VANETS can be classified [31] as follows:

a) Driver Application: The application provides the driver with information about the status of driving
environment such as traffic accidents, congestion, and collision. Moreover, it also helps the driver with
guided parking and locating nearby base station.

b) Safety Application: The application improves the safety of the traveling party by avoiding any unto-
ward incidents by providing warning on blind spots for a safe lane change or overtaking and left-turn

assistance.

c) Comfort Application: The application offers various entertainment services for the drivers as well as
passengers.

d) Vehicle Application: The application provides information to enhance vehicle safety on the road for the
driver.

3. SECURITY AND PRIVACY IN VANET

In this section, various types of challenges confronting VANETSs are analyzed and discussed. All
security and privacy issues require careful consideration [32]. First and foremost, security is critical in
VANET. Due to open nature of the wireless medium in VANETS, an attacker can easily replay, modify or
impersonate other vehicles to take control of the commu-nication channel. For example, the attacker can send
false information to deceive the nodes in VANETS that lead to wrong decisions and cause traffic jams or
accidents. Therefore, it is important for the recipients to authenticate the source and verify the integrity of
every message before accepting them [5]. Secondly, the vehicle privacy an important aspect in VANETS’
authentication schemes [33]. To determine the real identity or the location of the vehicle, the attackers could
disclose information collected from the transmitted messages. Therefore, the anonymity of the vehicle
identity is needed to guarantee privacy and unlinkability of the user. When the TA received the report about
the malicious vehicle, it retrieves the vehicle’s original identity and revokes it from the system. For clarity,
the major requirements and well-known attacks for a VANETS security are described is the following
subsections.

3.1. Security and privacy requirements
To secure the communication in VANETS, the following security and privacy requirement should be
fulfilled [34].
a) Entity & Message Authentication: Receivers should always verify the authenticity of the sender and the
integrity of traffic related message.
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b)  Privacy preservation: Attackers should not be able to disclose the vehicles’ original identity.

c) Unlinkability: Attackers should not be able to link received messages back to the same sender.

d) Traceability: The TA should be able to trace malicious nodes in VANETSs by disclosing the original
identity of the nodes.

e) Revocation: The TA should be able to revoke the malicious node.

3.2. Types of attacks in VANETS
It is necessary to understand VANET attacks better. There are various attacks in VANETS as

follows:

a) Modification attack: The attacker updates/alters the traffic-related messages and then re-broadcast to
other nodes in VANETS.

b) Impersonation attack: The attacker impersonates the traffic-related messages and then broadcast to other
nodes in VANETS.

c) Replay attack: The attacker replays the previous traffic-related messages and then re-broadcast to other
nodes in VANETS.

4. CLASSIFICATION OF SECURITY SCHEMES BASED CONDITIONAL PRIVACY
PRESERVING

The existence of security and privacy requirements for VANETS would raise the confidence and
trust of users towards V2V and V21 communications. Thus, many studies have proposed conditional privacy-
preserving security schemes to secure the communication channel from malicious nodes, replayed messages,
and withstand various types of attacks; and at the same time protect the privacy of users. Even though these
schemes cope with security and privacy issues, none of them address the performance parameters, such as the
efficiency, adequately. In this paper, these schemes are classified according to the location where the master
key of the system is stored, such as OBU-based security schemes based conditional privacy preserving
(OBU-SSCPP), RSU-based security schemes based conditional privacy-preserving (RSU-SSCPP) and TA-
based se-curity schemes based conditional privacy-preserving (TA-SSCPP). This paper provides a
comparison between these schemes in terms of the security and privacy requirements, attacks, and
performance parameters. The two performance variables selected for analysis are computation cost and
communication cost. We have given a linguistic representation for the measure of each parameters as high,
medium or low. We accomplished this through a literary survey involving correlations of the outcomes of
different schemes in the literature [34]. The spectrum of high, medium and low values for overheads in terms
of computation and communication costs is shown in Table 1.

Table 1. Performance parameter values
Range of Values

Performance Measure Low Medium High
Communication cost (bytes) 1to 50 51 to 100 101 to 140
Computation cost (milliseconds) 1to3 3.1t06 6.1t010

4.1. OBU-based security schemes based conditional privacy-preserving (OBU-SSCPP)

Many hardware modules of on-board vehicle devices are required to ensure that the captured
information was not altered during broadcasting in VANETS [35, 36]. Usually, each OBU of the vehicle has
two modules in VANETS, the event data recorder (EDR) and the tamper-proof device (TPD). The main
purpose of EDR is to provide a tamper-proof storage not unlike an airplane’s black box. In case of any
emergency situation or an incident, the EDR is responsible to record the vehicle’s personal data (such as
location, velocity, etc.). This information will be useful in the event that the reconstruction of the accident
and the attribution of liability are required. These recorded messages could be extracted and used as evidence
if some investigation is carried out later. The function of TPD is to provided storage and cryptographic
processing capability. During the broadcasting process, TPD allows the vehicle to sign and verify traffic-
related messages. TPD provides the hardware protection to store the master key of the system compared with
general CPUs.

Zhang et al. [37] proposed a security scheme with conditional privacy-preserving based on bilinear
pairing for V2V and V21 communication. This scheme supports the batch verification process, which allows
significant traffic-related messages to be verified simultaneously. In their scheme, they eliminated the use of
certificate management and certificate revocation list (CRL) which reduced the amount of storage needed, as
well as the overhead of the system.
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Lee and Lai [38] highlighted two shortcomings of the Zhang et al. scheme [37]. First, a vehicle can
utilize a fake identity to remove the requirement of traceability. Second, their scheme is not able to prevent
replay and impersonation attacks. So, Lee and Lai [38] introduced an improved authentication of the batch
verification process based on bilinear pairing for secure communication in VANET.

Jianhong et al. [39] proposed an enhanced security scheme based conditional privacy-preserving to
cope with the flaws in Lee and Lai [38] scheme. In their scheme, the batch verification process with group
testing is provided. To guarantee the security and efficiency of VANETS, Tzeng et al. [40] introduced an
Identity-based Batch Verification (IBV) scheme that utilized bilinear pairing-based cryptography. The
vehicle uses framework master secrets to create its anonymous keys (pseudo-IDs) in their scheme. In other
words, a significant portion of the security depends on the protection of deceptive devices.

He et al. [41] proposed a security scheme based on conditional privacy-preserving using Elliptic
Curve Cryptography (ECC) instead of bilinear pair for both V2V and V21 communications in VANETS. In
their scheme, the batch verification process is supported. This scheme reduces the overhead of the system in
terms of computation cost. Thus, it is efficient and also fast in signing and verifying the traffic-related
messages. Zhong et al. [42] improved the scheme by He et al. [41] by proposing a security scheme based on
conditional privacy-preserving for secure service provision in VANET. In their scheme, the signature
generation process is reduced, and efficiency is improved without compromising the security requirement.

Table 2 and 3 present the summary of security and privacy requirements and security attack
resistance that are satisfied by OBU-SSCPP schemes and the results of performance parameter analysis in
terms of computation and communication cost, respectively.

Table 2. The summary of security and privacy requirement and security attack resistance satisfied
by OBU-SSCPP

Scheme Modification Impersonation Replay 'I\Eﬂn;s'ts);; Privacy Unlinkability ~Traceability = Revokecation
[37] 3 7 7 3 7 3 7 7
[38] 3 7 3 3 7 3 3 7
[39] 3 3 3 3 3 3 3 7
[40] 3 3 3 3 3 3 3 7
[41] 3 3 3 3 3 3 3 7
[42] 3 3 3 3 3 3 3 7

Table 3. OBU-SSCPP cost for computation and communication

Scheme Computation Cost Communication Cost
[37] High High
[38] High High
[39] High High
[40] Medium High
[41] Medium High
[42] Medium Medium

4.2. RSU-based security schemes based conditional privacy-preserving (RSU-SSCPP)

RSUs consist of high capacities, a high transmission rate, and sufficient processing power. Storage
capacity and computing power of RSU are higher than those of OBUs, and those in RSU are lower than those
in TA. RSUs located on every intersection in a city [43, 44]. Many researches of RSU-SSCPP schemes stores
the master key of the system on each RSUs in VANETS. This method helps the vehicle during the mutual
authentication and checks the validity of the signature for requested joining in VANETS system.

To cope with the issue of conditional privacy-preserving, Xue and Ding [45] proposed a Location
based privacy-preserving authentication (LPA) scheme for V2V and V2l communication. This scheme
depends on the top-down security system in which the top authority (TA) permits the RSUs to generate group
certificates and then sends them to OBUs within its coverage area. Besides, they introduced a set of RSU
neighbors to provide security in a more efficient manner.

Bayat et al. [46] introduced a new and efficient RSU based authentication (NERA) approach based
on conditional privacy-preserving using bilinear pair to update the system’s master key during the period of
keeping it inside the RSUs in VANETS. In their scheme, each RSU is fitted with a TPD. Pournaghi et al. [47]
proposed a novel and efficient conditional privacy-preserving authentication (NECPPA) approach using
bilinear pair in VANETSs. In their scheme, the system’s master key and the public parameters are saved in the
TPD of RSU. This is because the communication link between TA and RSU is secure and fast. Therefore, the
RSU generate the sub-master key of it to send to all vehicle within the coverage area. Table 4 and 5 present
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the summary of security and privacy requirements and security attack resistance that are satisfied by OBU-
SSCPP schemes and the results of performance parameter analysis in terms of computation and
communication cost, respectively.

Table 4. The summary of security and privacy requirement and security attack resistance satisfied
by RSU-SSCPP

Scheme Modification  Impersonation Replay Eﬂn;'?;;é Privacy Unlinkability ~ Traceability Revokecation
[45] 3 3 3 7 3 3 7 3
[46] 3 3 7 3 3 3 3 3
[47] 3 3 7 3 3 3 3 3

Table 5. RSU-SSCPP cost for computation and communication

Scheme Computation Cost Communication Cost
[45] High High
[46] High High
[47] High High

4.3. TA-based security schemes based conditional privacy-preserving (TA-SSCPP)

This classification, unlike RSU-APS or OBU-APS, which the authors keep the master key for the
whole system in TA without sending it during RSU or OBU registration phase, the common characteristics of
these schemes are as follows:

To provide secure communication and privacy of driver for vehicles in VANETS, Lo, and Tsai [48]
proposed a security scheme based on conditional privacy-preserving using ECC. This scheme ensures the
secure authentication of message transmission between vehicles and RSUs. Moreover, both operation of
bilinear pairing and function of Map-To-Point are not utilized in their scheme. Therefore, they support the
batch verifi-cation process to enhance the processing throughput of RSUs.

Zhong et al. [49] proposed a security scheme based on conditional privacy-preserving using the
regis-tration list rather than the revocation list. Their scheme utilizes the cuckoo filter and binary search in
VANET environments. By using these two methods, the batch verification process concerning other related
current schemes is improved successfully. Before the deployment of applications in VANETS, security and
privacy issues should be addressed. Wu et al. [50] introduced an efficient scheme-based location using ECC
without the bilinear pairing and any special equipment (i.e., TPD) which could fulfill respect the security and
privacy requirements.

J Cui et al. [51] introduced a security scheme based conditional privacy-preserving based on
semiTA for V2V and V2l communication. This scheme utilizes two methods, self-healing key distribution
and a cer-tificateless signature to combine them in a semi-TA environment. In their scheme, the vehicles do
not save the CRLs during VANET’s communication. Therefore, they save storage capacity and
communication resources. Cui et al. [52] introduced an efficient conditional privacy-preserving security
scheme based on ECC instead of bilinear pair for signing and verifying traffic-related messages. Besides,
they also use a general one-way hash rather than a Map-To-Point function during batch verification process,
which allows verification of multiple messages at the same time. Table 6 and 7 present the summary of
security and privacy requirements and security attack resistance that are satisfied by the TA-SSCPP schemes;
and the results of performance parameter analysis in terms of computation and communication costs,
respectively.

Table 6. The summary of security and privacy requirement and security attack resistance satisfied

by TA-SSCPP
Scheme Modification  Impersonation Replay Eﬂn;;ts);; Privacy  Unlinkability =~ Traceability Revokecation
[48] 3 3 7 3 3 7 3 7
[49] 3 3 3 3 3 3 3 7
[50] 3 3 3 3 3 7 3 7
[51] 3 3 3 3 3 3 7 3
[52] 7 7 3 7 3 3 3 3
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Table 7. TA-SSCPP cost for computation and communication

Scheme Computation Cost Communication Cost
[48] High High
[49] Medium Low
[50] High High
[51] Low Medium
[52] Medium High

5. CRITICAL REVIEW ON RELATED WORKS

Security and privacy issues are equally critical in V2V and V21 communication. Many researchers
proposed security schemes based on conditional privacy-preserving to cope with these issues. These schemes
are usually classified by type: OBU-SSCPP, RSU-SSCPP, and TA-SSCPP schemes.

In OBU-SSCPP schemes, there are two common limitations, side-channel attack, and revocation
pro-cess. Based on the literature review of OBU-SSCPP scheme, the authors assumed that attackers are not
able to disclose the personal information stored in TPD on the OBU of the vehicle. But on contrary, attackers
could access the TPD physically by side-channel attack [53]. Since the possibility of their personal
information to be exposed to others are high, the drivers are reluctant to utilize the technology of VANETS.
Thus, the informa-tion stored be easier to disclose to dispute the VANETS system. Besides this, when one
vehicle is controlled or compromised, the TA has no ability to revoke it. Therefore, the system of VANETSs
remains vulnerable to these type of attack. As shown in Table 2, none of the schemes [37-42] can satisfy the
security and privacy requirement, especially in revocation process. This is because the master key of the
system is stored in each vehicle, as mentioned above. However, the scheme [39-42] are better than other
OBU-SSCPP schemes in satisfying most of the security and privacy requirements as well as having a decent
security attack resistance. Moreover, as shown in Table 3, the scheme [42] has the best computation and
communication costs compared to the rest of the OBU-SSCPP schemes studied. The main limitation of RSU-
SSCPP schemes is related to key escrow issue. Each vehicle needs the key of the system to generate the
signature of traffic-related message. This allows recipient to easily authenticate the validity of the message
source by using the signature. Whenever the RSU transmits the key to an authenticated vehicle via VANETS
environment which uses open-access wireless communication medium, the attacker will attempt to extract
the key from the message captured. As shown in Table 4, the [46, 47] schemes are better than other RSU-
SSCPP schemes in fulfilling most of the security and privacy requirement as well as having a better
resistance to security attacks. Moreover, as shown in Table 5, none of schemes [45-47] has low overhead in
terms of computation and communication costs. This is due to the use of the bilinear pair operation and Map-
To-Point function for signing and verifying information in VANETS.

The limitation of TA-SSCPP schemes is the communication bottleneck. There is only one TA in the
system model of TA-SSCPP schemes that is responsible for authentication and distribution of the key to all
vehicles. The TA is required to authenticate and respond to all traffic-related messages received, even with
multiple nodes in VANETSs, the [49, 51] schemes areschemes performed better than other TA-SSCPP
schemes in fulfilling most of the security and privacy requirements as well as resisting security attacks, as
shown in Table 6. Also, none of the schemes other than [49, 51] has low overhead in either computation or
communication costs, as shown in Table 7.

6. CONCLUSION

The VANETS contribute to improving the driver’s safety and road traffic reliability by broadcasting
traffic-related information. However, the VANETS face some serious challenges and problems because of the
open-access nature of the wireless medium that is used for communication. Attackers may compromise the
data transmitted over this open wireless communication medium. The primary emphasis of this paper is on
the taxonomy of conditional privacy-preserving based security schemes concerning their strengths and
limitations. This paper classified these schemes into three categories, OBU-SSCPP, RSU-SSCPP, and TA-
SSCPP, according to the location where the master key of the system is stored. A comparison between these
schemes in terms of the security and privacy requirements, attack resistance, and performance parameters is
presented. Finally, this work critically reviewed the related works.
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