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The paper considers the problem of protecting the Internet of things
infrastructure against denial-of-service (DoS) attacks at the application level.
The authors considered parameters that affect the network gateway
workload: message frequency, payload size, number of recipients and some
others. We proposed a modular structure of the attack detection tool
presented by three classifiers that use the following attributes: username,
device ID, and IP-address. The following types of classifiers have been the
objects for the research: multilayer perceptron, random forest algorithm, and
modifications of the support vector machine. Some scenarios for the behavior
of network devices have been simulated. It was proved that for the proposed
feature vector on simulated training and test data sets, the best results have
been shown by a multilayer perceptron and a support vector machine with a
radial basis function of the kernel and optimization with SMO algorithm. The
authors also determined the conditions under which the selected classifiers

have the best quality of recognizing abnormal and legitimate traffic in MQTT
networks.
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1. INTRODUCTION

Due to the rapid development of information technologies, information security issues are becoming
particularly relevant. Currently, the one of the most rapidly progressing technology in IT industry is the
Internet of Things (IoT). The basis of this technology is transmission of information between devices, and,
consequently, associated threats that may be also topical for other network technologies. A distinctive feature
of 10T is the usage of devices (sensors, actuators) that have quite limited resources such as energy
consumption, for instance. This feature resulted in the development of energy-efficient protocols that can
successfully transmit information over long distances (LoRa Protocol, as example). Application-level
protocols tend to have fewer service information. One of the protocols that are specifically designed for loT
networks is the MQTT, the protocol being researched in this paper. This protocol is most effective when one
needs to send the same information from a single device to a group of recipients simultaneously. To reach the
target, the protocol implements the “publish-subscribe" pattern.

When analyzing information security threats existing in 10T networks, we need to consider all the
variety of possible vulnerabilities and associated threats. The exhausting classification of threats for IoT
networks, considering all levels of the OSI model, includes the following domains [1]: authentication and
encryption [2, 3], access control, trust management, security policy management, software security, security
of mobile devices roaming between different networks, hardware compatibility of devices [4], protection
against DoS attacks, protection against repeated message attacks, protection against energy depletion attacks
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of autonomous devices and software errors [5, 6]. One of the challanging threats to 10T networks is a DoS
attack that may be also a part of more extended botnet network attack. The implementing of a DoS attack
using the possibilities of MQTT protocol can seriously damage the infrastructure of the loT network.
Consequently, users will not be able to send and receive messages. This is very essential in many critical
areas such as medicine, life support, agriculture and industry.

The purpose of this study is to create a method for detecting abnormal device behavior that can lead
to DoS directly at the gateway of the 10T network. The most common reason for increasing the load on the
MQTT gateway is the increase of number processed messages of publish type (PT messages), according to
the MQTT protocol specification [7]. Since the MQTT protocol implements the "publisher-subscriber"
pattern, the amount of information circulating in the network strongly depends on the number of senders and
recipients, as well as on the QoS value. Many research groups studied the MQTT protocol as a testing area
for DoS attacks research. A comparative analysis of the methods used to simulate DoS attacks is shown in
Table 1.

Table 1. The comparison of related works studies

Parameters  Number of devices TLS  Modeling method OSI Layer Evaluated parameter  Reference
200 publishers, . . - L
QoS 1,2 120 subscribers - Computer simulation Application layer Processing time [8]
TCPpackets 9 devices NA Real physical network Network layer NA [9]
- 5 devices NA Computer simulation Network layer NA [10]
Qo0S0,1,2 1 device - Real physical network  Application layer Processing time [11]
NA NA NA Real physical network  Application layer Processing time [12]
QoS0,1,2 ! pUb"Sh.er’ 100 + Computer simulation Application layer CPU usage [13]
e subscribers
QoS0,1,2 100 publishers NA Computer simulation Application layer Processing time [14]
QoS0,1,2 10 publishers - Computer simulation Application layer Processing time [15]
4 MB 2000 publishers NA Computer simulation Net\_/vork layer, CPU usage [16]
payload Application layer
10 KB . . . Network layer, Processing time;

payload 2000 publishers NA Computer simulation Application layer CPU usage [17]

Unlike other studies, in our research DoS attack detection has the global effect of a larger number of
factors contributing to an increase of the workload on the gateway. Based on the analysis of MQTT protocol
and the results of the experiments, we propose a traffic feature vector that will be used to detect DoS attacks
in real 10T networks with machine learning methods applied.

2. PROPOSED METHOD

The process of transmitting a PT message consists of at least two stages: sending a message from
the sender to the gateway, and relaying the message as many times as the number of recipients as shown in
Figure 1.
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- - N - el N . - N
Client | |Gateway Subscribers Client | |Gateway KSubscribers Client Gateway Siacriics
. N publish .\" publish N
publish publish message pubhih message J publish
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Figure 1. The process of transmitting information via publish message of the MQTT Protocol, where N is the
number of subscribers
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The main features of PT message include the following:

a) the title of the topic message;

b) the value of the QoS parameter;

c) the payload size;

d) the value of the dup flag (repeat message).

In addition to these parameters, we can specify the following service information for this type of

message:

a) the network address of the sender;

b) the username of the sender;

c) the device ID of the sender;

d) the use of cryptographic transformations;
e) the number of subscribers.

Thus, a modular DoS attack detection system is proposed for detecting suspicious traffic over the
MQTT protocol (Figure 2). This system collects and stores information related to a message, links traffic to
network addresses, device ID, and username. In most cases, supervised algorithms based on machine learning
are used as analyzer, so the system must have a learning module and store learning outcomes. To decrease
the size of the data warehouse, one must clean it periodically removing obsolete information.

The operation of the modular attack detection system can be represented in the following way. At the
first stage, the analyzers are trained on an existing database of legal and abnormal traffic, with all the necessary
features for classification being extracted. The learning outcomes are saved to improve key operation indicators
in the future (the learning process is indicated by dotted arrows in Figure 2). When the next PT message arrives
at the system's input, its feature vector is extracted and stored in the database. Then the message data is sent to
the input of three analyzers with pre-loaded settings obtained as an outcome of training. At the output of the
analyzers, a decision is made on the traffic legitimacy. If an anomaly is detected, the source can be identified: a
compromised network node, a compromised user account, or a compromised device. If a message has passed all
checkoults, it is sent to the gateway and further to subscribers.

To design an attack detection system, the future vector that will be evaluated by the analyzers of a
message, should be defined. Although increasing the QoS value is insignificant, it still affects the performance
of the gateway. In addition, there is an obvious relationship between the number of subscribers and the speed of
processing messages at the gateway, which was not revealed in the papers of other research groups.

Another important parameter of this message type is the size of the payload. As a rule, the data is
presented either in plain form or in JSON format. XML format is used less frequently. The MQTT protocol
supports sending messages up to 256 megabytes in size. To determine the impact of the payload size on the
overall performance of the gate, an experimental simulation have been performed in the study. Messages
with a fewer payload, around 80 bytes, were sent to the gate sequentially, and then messages with a high
payload, about 80 Kilobytes, were sent in parallel from other devices. We measured the number of messages
processed by the gate per second. In this case, the QoS value was equal to zero, with the number of
subscribers being the same and equal to one. After analysis of the test results as shown in Figure 3 we
observed a significant impact of the message payload size on the gateway load. Starting from the fifth second
of testing, we received a sharp, approximately 4-5 times, dropdown in the number of messages processed per
second. After we stop sending large messages, the gate performance is quickly recovered.
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Figure 2. A block diagram of the detection system denial of service via the MQTT protocol
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Thus, in traffic analysis, apart from the number of messages, it is very essential to consider their
size, as well as the number of recipients. However, using standard network monitoring tools, there is no way
to get information about the number of recipients without implementing changes to the gateway source code.
The use of cryptographic transformations for message payload may also drastically impact the traffic analysis
and operation indicators of the network.
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Figure 3. The comparison of gateway performance when processing messages with small and large payload
sizes at the same time

Traffic analysis is usually performed using statistical methods and machine learning methods. In this
paper, we consider such algorithms as an artificial neural network (multilayer perceptron), the support vector
machine, and the random forest algorithm. These three types of algorithms are used to classify an object by a
finite set of attributes. The main task of our research is to reveal the method that shows the best results of
detecting abnormal behavior of devices based on the characteristics of the MQTT protocol traffic.

2.1. Artificial neural network

This model consists of a network of neurons that are divided into layers [18]. Layers are divided into
input, hidden, and output layers. The number of input features of an object determines the number of neurons
in the first layer. The output layer has a dimension equal to the number of classes. Neurons of neighboring
layers have connections with each other, which are called weight coefficients. The value of a neuron depends
on all incoming weights and values of the previous layer's neurons and is defined as:

y = fELxw) 1)

where xi — value of i-th neuron of the previous layer, wi is the value weight connecting i-th neuron of the
previous layer. The activation function of the neuron y=f (x) can be represented as a linear, threshold, or
sigmoidal function. This study used a model of a multilayer perceptron with the function of activating
neurons in the form of a sigmoid:

1
1+e™*

fx) = )
The multilayer perceptron has to be trained to find the most appropriate values of weight
coefficients. Training can be carried out using the back propagation algorithm or genetic algorithms.

2.2. The algorithm of random forest

The random forest algorithm is based on the approach implemented in the decision tree algorithm.
The composition of the random forest consists of many trees [19]. Each decision tree in the forest is based on
a sample obtained by the bootstrap method [20]. It is important to underline that the decision tree uses the
same number of random features of the training sample to create a random forest consisting of different
decision trees. The decision tree is based on CART, ID3, and C4.5 algorithms [21]. Training is performed in
order to get two the most homogeneous subsamples for each root. Determining the homogeneity of
subsamples may be performed in one of the following ways:

the calculation of the entropy:

1= —Zli;:1P(Wj)1092P(Wj) @)

the calculation of the Gini index:
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I=1-Y7, P2(w) @)
the calculation of the frequency of erroneous classification:
I =1—maxP(w) (5)

where P(wj) is the probability of finding an object of class wj in the sample.
In our research we apply the entropy approach as the most straight through way of calculation (3).

2.3. The support vector machine

The support vector machine is often used to classify objects with a large-dimensional feature vector.
This method is based on constructing a hyperplane in a multidimensional space in such a way that it separates
objects of different classes as best as possible [22]. In the simplest case, the equation of the desired
hyperplane takes the form:

(wx)—c=0 (6)

where w are coefficients of hyperplane, c is a constant.

If the value is less than zero (yi<0) for xi, then the object belongs to one class, otherwise to another.
The task of training and optimization in the support vector machine is to construct a hyperplane that is
equidistant from instances of all classes. The optimal hyperplane equation is be based on Langrangian
function:

Y adyis(XsX) +b =0 )

where s=1...k are the support vectors, and ai are the Lagrangian multipliers.

The support vectors are the nearest sample points, which lie on the hyperplanes (wx) + b = +1 if a0>0.

The support vector machine uses the kernel function. It may be linear or nonlinear (the kernel function
K = (i,x) is substituted in the expression ((x,X) in equation (7)), that significantly affects the shape of the
hyperplane. In this study radial based kernel function (RBF) and linear kernel function were considered. We need
also separately distinguish the algorithm for optimizing the support vector machine — SVM [23].

One of the main indicators of the classifier that will allow us to evaluate its efficiency along with
accuracy (8) is the F1-score [24]. This indicator depends on the classification results of the test dataset: TP-
number of legal traffic messages correctly classified, TN- number of abnormal traffic messages correctly
classified, FN- number of legal traffic classified as abnormal ones, and FP — number of abnormal traffic
messages classified as legal ones.

TP+TN
- TP+TN+FP+FN (8)

To calculate F1-score, one needs to calculate the precision (9) and recall (10):

TP
= TPiFp )
TP
R= TP+FN (10)

The required value F1-score is defined by formula (11):

F = 2xP*R (11)

P+R

3. RESEARCH METHOD

Training and test traffic data sets for the MQTT protocol have been arranged with the software based
on the open source project Moquette [25], for the hardware platform we have chosen Raspberry Pl 3 model B
microcomputer. The software code of the gateway was modified in JAVA according to the diagram shown in
Figure 2. Two personal computers (PC1 and PC2) have been used as MQTT clients. The PC2 was responsible
for receiving messages and the PC1 was sending them as shown in Figure 4. The one hundred clients on PC2
have been launched simultaneously using the "Paho-MQTT" library supported by Python programming
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language [26]. Before starting the experiment, each client of the PC2 was assigned an ID according to the
sequence number. The sequence number corresponds to the number of topics the client is subscribed to.

K Publish message Publish message 100
1 NI.QTT]r PC1 >  Gateway > PC2 41 MQTT
client |_ clients

Figure 4. Diagram of an experimental setup for generating a training and test data set

The PC1 generated legal and abnormal traffic of PT messages with specified parameters of message
frequency and other parameters. Once a message is received by the gateway, a corresponding feature vector
is extracted. We considered the following traffic parameters: the delay between messages, the payload size,
and the number of subscribers to the topic. The full feature vector is shown in Table 2. All message
parameters can be retrieved when the gateway software is modified.

Table 2. Feature vector of message attributes using the MQTT Protocol

Definition Parameter Type
Username User's name String
Client_ID Device identifier String
IP_address Network address of device String
TLS_enable Usage of cryptographic transformations Boolean
QoS Quality of service 0,1or2
Time Time when a message was registered at the gateway Ms
Payload_size Payload size of messagr Byte
Subscribers N Number of subscribers Units

Thus, having one feature vector, all three classifiers can operate in parallel, as shown in Figure 2,
using the appropriate label (Username, Client_ID, or IP_address). In order to reduce the number of fault
positive and fault negative errors, an average feature vector of messages received over a time interval was
submitted to the classifiers. To define the most appropriate time interval was one of the main problems in this
research. We selected the following set of time intervals varying in the range (20; 20000) MS: 20, 50, 100,
250, 500, 1000, 1500, 2000, 5000, 10000, 15000, 20000.

3.1. Modeling test and training data set

We simulated network traffic basing on the following parameters: message frequency, payload size,
number of subscribers, QoS value, and use of cryptographic transformations. Two scenarios have considered
for legal traffic. In the first one, the delay interval between messages belonged to a range of (0; 500) MS, the
size of the payload (1; 80) Bytes, and the number of subscribers (1; 5) units. The second scenario was
introduced with a long delay time between messages (0; 5000) MS, with the payload size (0; 800) Bytes, and
the number of subscribers in the range of (1; 10).

Abnormal traffic was presented with a minimum delay between messages (0 MS) and /or a large
payload size (60; 80) Kbytes and/or many subscribers (75; 100). Thus, traffic was recognized as being
abnormal if at least one parameter corresponded to the above characteristics. For each scenario of legitimate
traffic a corresponding abnormal traffic has been simulated. The test data set has been simulated in a similar
way but time intervals for parameters fluctuation for legal and abnormal traffic have been extended.

4. RESULTS AND ANALYSIS

In order to determine the most suitable classification method on the same test and training data, we
calculated F1-score values for traffic evaluation at different time intervals. Upon completion of the
experiment, we obtained the following results. For the first scenario of legal traffic as shown in Figure 5(a) in
the area from 50 MS to 1000 MS, we managed to achieve a value of F1-score greater than 0.8 for all
classifiers. Compared classifiers can be split into two groups. The first group is the random forest algorithm
and the support vector machine with RBF, where the value of the F1-score begins to decrease rapidly when
the time interval increases by more than 1000 MS. The second group, consisting of the remaining classifiers,
had F1-score value close to 0.9 with the same interval values. For small intervals (not exceeding 100 MS),
the best results have been observed for the support vector machine with a linear kernel function, the support
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vector machine with the RBF and SMO optimization function, and the random forest algorithm. The multilayer
perceptron showed good results at intervals longer than 500 MS. Thus, the graph of changes for F1-score of
time intervals during which traffic is evaluated can be divided into three parts. The first one is a gradual increase
in the value of the F1-score. The second part keeps the value of the F1-score at the same level with small
deviations. The third part is a sharp dropdown of F1-score value. Moreover, the lowest decrease is observed in
the method of support vector machine with RBF and SMO optimization and a multilayer perceptron.

The results of a similar experiment for the second legal traffic scenario are shown in Figure 5(b).
The most significant difference from the first scenario is the change of Fl-score for the support vector
machine with a linear kernel function. Here, low values of this parameter are linked to a big number of false
negative decisions of the classifier. As in the first scenario, one of the worst results was shown by support
vector machine with RBF. For the random forest algorithm, the F1-score behavior is similar. With larger time
interval the value of the F1-score begins to decrease. It is worth noting that the quality of classification tends
to deteriorate when the time interval is more than three times of message delay limit for legal traffic for both
scenarios. The support vector machine with RBF and the SMO optimization method, as well as the multilayer
perceptron, showed the best results. With interval longer than 50 MS, the value of the F1-score for both
classifiers have not fallen below the level of 0.90.

1 — 1 —
2075 7 A\ 275 A
2 0.5 : 2 0.5
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Figure 5. The dependence of the F1-score values against changes in the time interval during which the
estimated traffic for: the first scenario (a); the second scenario (b); MLP — multilayer perceptron,
RF - algorithm random forest, SMO — support vector machine with RBF and the SMO, SVM_L — support
vector machine with a linear kernel function, SVM_R — support vector machine with RBF.

Thus, to detect a denial of service in the MQTT protocol networks with proposed feature vector the best
solution is to apply support vector machine with RBF and optimization SMO method or artificial neural network in
the form of multilayer perceptron. These classifiers showed approximately the same results, and the value of the
F1-score decreases more slowly than in other algorithms considered when the traffic estimation interval increases.
Other classifiers in some parts of the charts also showed good results, but, as the study revealed, require more
careful calibration of the time interval during which traffic is being evaluated. In comparising with simular works,
our approach demonstrates the better results in DoS attack detection for some indicators (optimal time interval and
classification method). For instance, in our research F1-score value reached the value of 0.98 whereas the results of
[27] shows only 0.90 and research results of [28] being equal to 0.95.

5. CONCLUSION

In this paper, we considered the problem of detecting Dos attacks in networks using the MQTT protocol.
Simulation results showed that the workload of the gateway is impacted by many factors, some of which were
overlooked in the earlier works of the research groups. The main parameters that an adversary can use to overload
the gateway are message frequency, payload size, and number of recipients. To solve the problem of detecting a
DoS attack in MQTT networks, we proposed a method based on machine learning algorithms. The proposed
method showed best quality of attack detection and proved the effectiveness of our approach. The F1-score value
of attack detection is higher or at the same level as others research group results. The experiment showed that for
efficient traffic analysis, it is necessary to process traffic during the time longer than 250 MS. At this interval, the
multilayer perceptron and the support vector machine with RBF and optimization based on SMO algorithm
showed the best results. It is worth noting that an excessive increase in the interval during which traffic is analyzed
leads not only to an increase in computational and time costs, but also negatively affects the quality of
classification. Our research confirms that machine learning methods can be used as a tool for detecting cyber
security attacks in MQTT networks. The results of this study can be applied in design of intrusion detection
systems for 10T environments and further research into the security of publisher-subscriber networks.
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